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Safe Computers

Failures of safety-critical electronic systems can
result in loss of life, substantial financial damage
or severe harm to the environment.

One of the key design elements of a safety-critical
system is redundancy. The complex architecture
of such systems usually requires equally complex
software, resulting in a very time-consuming and
expensive development process.

With CompactPCI® and VMEbus based CPU
cards MEN has taken redundancy to the board
level. Aside from incorporating doubled or tripled
processors, the CPU cards feature redundant
main memory, local voltage supply, FPGA techno-
logy, event logging, conduction cooling options
and other safety relevant functions.

They have been developed according to DO-254
and EN 50129, are compliant with DO-160 and
EN 50155 and are certifiable up to DAL-A and
SIL 4.

F75P - 3U CompactPCI® PluslO Intel® Atom™ Safe Computer

e Dual redundancy on board with:

— 2 independent processors Intel® E680T, 1.6 GHz,

0.5 GB DDR2 RAM, each

— 1 1/O processor Intel® E680T, 1.6 GHz, 1 GB DDR2 RAM

— Each function block with separate supervision
e Fail-safe and fail-silent board architecture
e Cluster operation to raise availability
e Event logging
e Certifiable up to SIL 4 (with report from TUV SUD)
e Developed according to EN 50129, EN 50128 and IEC 61508
e Full EN 50155 compliance
e -40°C to +85°C with qualified components, conformal coating

The CompactPClI PluslO SBC unites three CPUs on one 3U CompactPCI® PluslO card. It makes Intel® Atom™
E6xx (“E600”) performance with dual redundancy extremely compact and can replace multiprocessing sys-
tems by a flexible small-footprint, low-power solution.

While two independent Control Processors with independent DDR2 RAM and Flash and a supervision struc-
ture provide safety, a third processor controls the I/O interfaces and is built up like a classic CompactPCI® CPU
board, including DDR2 RAM, front and rear 1/0O.

It is designed to SIL 4 according to EN 50129, which is certified by TUV SUD.

Read more: www.men.de/000507

D602/A602 — 6U CompactPCI® or VME64 PowerPC®
Safe Computer

e Triple redundancy on a single board

¢ 3x redundant PowerPC® 750 CPU, 1 GHz
e 3x redundant 512 MB DDR RAM

e 2x redundant 256 MB Flash, ECC

* Redundant local PSUs

e Certifiable up to SIL 4 (with report from TUV SUD) and DAL-A
e Developed according to RTCA DO-254, EN 50129 and IEC 61508
e EN 50155 compliance

e Up to -40°C to +70°C with qualified components

The 6U CompactPCI® D602 or 64-bit VME A602 COTS computer with onboard functional safety realizes
triple redundancy on a single board. Its three processors run in lockstep mode with 2-out-of-3 (2003) voting
implemented in a complex FPGA-based designs. This helps dramatically lower software development costs as
it automatically manages the system’s triple-redundant processors and memory.

The D602/A602 have been developed according to DO-254, compliant to DO-160 and certifiable up to DAL-
A in avionics applications. Additionally, the products meet the requirements of EN50128/EN50129 and can be
deployed in signalling and rolling stock applications up to SIL 4.

Read more: www.men.de/000508



The Special Challenges of Safety-Critical Electronics

Failures of safety-critical electronic systems can result in loss of life, substantial financial damage or can
severely harm the environment. Such systems are used for example in medical equipment, in airplanes, in
trains, or in nuclear power stations. In applications like these, no margin of error is tolerable. There is no
opportunity to ,tweak” improvements on the fly or to allow for unanticipated problems.

Different Safety Requirements in Different Markets

Computer architectures with safety-critical requirements are very complex. Considerations about such sys-
tems include safety-critical characteristics, reliability questions, error behavior modes, Safety Integrity Levels
(up to SIL 3 or SIL 4) and the major IEC and EN standards, e.g., EN 50129 for railways or DO-254 for avio-
nics (up to DAL-A or DAL-B).

For all its COTS safe computers, MEN offers a certification package that documents the board’s suitability
up to SIL 4 requirements. The A602 and D602 also meet avionics demands up to DAL-A.

A safety-critical system is affected by safe hardware boards and systems, a safe operating system and ap-
plication software, even the tools that are used must be safe. And last but not least there is a dedicated
development and validation, production and qualification process.

While the architecture concepts for different markets are rather similar, the way of thinking and developing
a computer system for a safety-critical application is rather diverse between railways, avionics, medical
engineering or car manufacturing — to name just a few.

Tools and Methods to Achieve Safety

The measures to achieve safe hardware include powerful planning tools with version management, the
V-Model as one of the most popular development models, safety-management tools like risk management,
requirement tracing, obsolescence management, product qualification, HASS and HALT.

Risk analysis methods describe how safety can be evaluated. The tools that can be used to calculate safety
range from the well-known MTBF and MTBR values to Lambda, FMEA and BITE identification.

Consequently, a safe system architecture, both in hardware and in software, can have different structures
of redundant sub-units, enhanced by diversity, and considering the relation between safety and availability.

Learn more about
safe computers!
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