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Introduction 1

1.1  About This Document
This document covers the GENESIS32 WebHMI™ product, including:

e WebHMI installation
e Accessing and viewing WebHMI samples

e Web Publishing Wizard for publishing GraphWorX™32, AlarmWorX™32, and
TrendWorX™32 display files as Web pages

o AlarmWorX32 Web Access support for reports and operator comments.
e Setting up the WebHMI server
e  WebHMI client configuration using the GenBroker™ Configurator
e GenBroker communications
e WebHMI licensing configuration
e  WebHMI security configuration
e Change Host Utility
e WebHMI versions support and the Update Versions Utility
This document assumes you have prior knowledge of the following:
e |CONICS GENESIS32™ components.
e HTML or Web page editing tools that can handle ActiveX controls.
e TCP/IP setup or DCOM (Distributed Component Object Model).

Note: Remote node names in GENESIS32 are often referenced by "\\<Node
Name>." In this document, you will often see a remote OPC data source referenced
by "\<IP Address>." This convention is perfectly acceptable and simplifies the
development of WebHMI Web pages.

Key Features of WebHMI
WebHMI includes the following key features:

e VBScript and JScript scripting engine (see the GraphWorX32 Help
documentation for more information).

e WebHMI Security Login ActiveX.

ICONICS 1-1
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e AlarmWorX32 Web Access support for reports and operator comments.
e TraceWorX32 diagnostics support.
o Web browser support for Microsoft Internet Explorer.

e Language switching support.

1.2 Introduction to WebHMI

WebHMI is a Thin Client Web solution that enables standard Web browsers
(Microsoft® Internet Explorer) for use as real-time operator interfaces to
manufacturing and factory floor applications. Based on ActiveX® technology,
WebHMI provides you with a powerful and versatile approach to using the same
standard HMI (Human Machine Interface) components included in GENESIS32.

WebHMI delivers industry-standard, real-time OPC (OLE for Process Control)
information. WebHMI likewise delivers fast, worldwide operator graphical
visualization, trending and alarming information—both real-time and historical—and
HTML-based reports.

Since WebHMI Web components are packaged in standard Microsoft .cab files, your
server and clients can be located anywhere. Similarly, you can store .cab files
anywhere on your network. Installed and resident on one or more WebHMI servers,
these components (e.g., GraphWorX32, TrendWorX32, or AlarmWorX32) are
delivered automatically, quickly, and “in the background” to a browser on the client-
side machine. Since WebHMI delivers the necessary components required for
performing HMI and SCADA functions (e.g., building control, manufacturing, and
process monitoring), it is not necessary to have any ICONICS products installed on
the client machines.

Ultimately, WebHMI turns a Web browser into an OPC client when the browser views
Web pages located on any WebHMI server. As mentioned above, Microsoft Internet
Explorer is used to view Web pages from the WebHMI server. Once a WebHMI site is
up and running, you can instantly create multiple browser stations by having your
clients launch the Web browser and visit the appropriate page.

Interaction between clients and the WebHMI server is made possible by ICONICS
GenBroker™, which uses TCP/IP and SOAP/XML communication over the Internet.
The GenBroker Configurator allows you to customize your client/server architecture
based on your network configuration. For information about WebHMI client
configuration, please see Chapter 5. For information about configuring GenBroker for
the server side, please see the GenBroker Help documentation.

1.3 WebHMI Product Contents

1-2

Once you have installed WebHMI on a Web server, the following components are
available:

.cab files containing all necessary ActiveX components and foundation files.

¢ Registered copies of all WebHMI ActiveX components, which aid in the
development of your own pages.

e |nstallation files for Microsoft Windows®.

e Several sample HTML projects, which any client can browse “out of the box.”
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e A search-and-replace application, which can find and replace strings in HTML
files, dynamic tags in GraphWorX32 display files, and pen names in
TrendWorX32 property page configuration files.

1.4 WebHMI Architecture

The architecture of WebHMI can best be explained in an illustration. Figure 1.1
shows the WebHMI, Security, Licensing, and OPC servers on the same node. The
WebHMI clients are used to view Web pages downloaded from the WebHMI server
through a Web browser. GenBroker acts as a bridge that links WebHMI clients to the
WebHMI server over the Internet using TCP/IP communications. For details about
client/server architecture and GenBroker configuration, please see Chapter 5 or refer
to the GenBroker Help documentation.
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WebExplorer Client

Security !
Intermet Explorer i |
Licensing Ij‘
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Figure 1.1. WebHMI Client/Server Architecture

Of course, you are not limited to this setup. Since GENESIS32 is modular, various
components can be spread out over PCs with multiple networks. If you wish, you can
have a single node devoted only to storing and supplying all necessary data files to
be transported over HTTP; or you can have a setup in which any other node can be
responsible only for supplying security information and serving ICONICS' licensing.
You can have as many nodes as you wish supply OPC data.

1.5 TraceWorX32 Support

ICONICS

Using a technology that has been incorporated into all ICONICS products,
TraceWorX32 provides online diagnostics and tuning of applications running in the
GENESIS32 system. TraceWorX32 is designed expressly for systems integrators,
OEMs and customers who want to have tools for doing their own troubleshooting and
diagnostics.

TraceWorX32 tracks the runtime activity for each GENESIS32 application and logs
the runtime data to a log file based on user-configured trace levels. The log file
provides a thorough, color-coded report detailing all activity for the application,
including the time, the date, the severity level, and a description of the event or
problem.
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TraceWorX32 also features several options for reporting issues to technical support.
If you are experiencing problems with any applications, the log file deployment
options, such as compressing and e-mailing log files, are ideal for tracking and
archiving data and sending detailed reports to technical support. Developers can use
these reports to identify the source of the problems.

The TraceWorX32.htm file, which contains the TraceWorX32 Configuration Utility, is
installed with GENESIS32. Remote WebHMI clients can download this utility from the
WebHMI Server by specifying the URL address of the TraceWorX32.htm file (e.g.
http://www.myserver.com/WebHMI/TraceWorX32.htm). The TraceWorX32 Utility will
track any problems on the remote client.

Note: The View button on the TraceWorX32 Configuration Utility is disabled in
WebHMI.

For more information about using TraceWorX32, please see the TraceWorX32 Help
documentation.
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2.1 Introduction
In this chapter, the following topics will be covered:
¢ Installing Internet Information Server in Windows NT
e Installing Internet Information Server in Windows 2000
e Installing a Personal Web Server in Windows NT
e Installing GENESIS32
¢ Installing the GENESIS32 License Utility
e Installing WebHMI

Before installing WebHMI, you must first install a Web server, GENESIS32, and a
GENESIS32 software license. Any Microsoft Windows operating system that meets
the GENESIS32 minimum system requirements and that has a Web server installed
is capable of serving WebHMI pages. However, it is strongly recommended that you
use Microsoft Internet Information Server (lIS) because 1S supports all features of
WebHMI. Other Web servers, such as Personal Web Server and Apache®, may not
support all features of WebHMI.

Note: The GENESIS32 Web Publishing Wizard is supported only for 1S version 4.0
or above. SOAP/XML is supported only for IIS version 5.0 or above.

2.2 Installing Web Servers for Windows NT and Windows 2000

For WebHMI to work properly on a PC, you must install the following:

e For Windows NT: Either Internet Information Server (IIS) or a Personal Web
Server.

e For Windows 2000 or Windows XP: Internet Information Server (lIS).

2.2.1 Installing Internet Information Server for Windows NT

If you run a Windows NT server, you must install an Internet Information Server (1IS)
in your computer.

1. Toinstall [IS in Windows NT, click on Network Neighborhood on your
computer's desktop. The Network dialog box will appear, as shown below in
Figure 2.1. On the Network dialog box, click the Services tab and then click the
Add button.

ICONICS 2-1
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Figure 2.1. Network Dialog Box: Services Tab

2. The Select Network Service dialog box will appear. Select the Network Service
(in this case Microsoft Internet Information Server), and click the OK button.

3. The Internet Information Server Installation dialog box will appear, as shown
in Figure 2.2. This dialog box will inform you that additional files are needed for
installation. In the Installed from field, type in the drive on which your computer
runs CD-ROMs, plus ":\i386"; or click on the Browse button to locate the i386
folder on your CD-ROM drive. After locating the i386 folder, click on it to have it
appear in the Installed from field. Insert the Windows NT CD-ROM and click on
the OK button on the Internet Information Server Installation dialog box.
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@ Some filez on wWindowsz NT CO-ROM are _
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Inzert Windows NT CO-ROM into the drive
zelected below, and then click OF.
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Figure 2.2. Internet Information Server Installation Dialog Box

Note: The Network Service required for this setup is Microsoft Internet Information
Server 3.0, to be released at the time of the current document's publication.

4. The Microsoft Internet Information Server Setup dialog box, with an Options
window, will appear, as shown in Figure 2.3. In the Options window, be sure to
click on at least the four X-boxes (Internet Service Manager, World Wide Web
Service, WWW Service Samples, and ODBC Drivers & Administration). Click
the OK button.

5. The Publishing Directories dialog box will appear. On the Publishing
Directories dialog box, the default directory ("C:\InetPub\wwwroot") will appear in
the World Wide Publishing Directory field. To use this directory, click the OK

button.
DOptions:
- -  Description

Internet Service Manager [install ] 131
(<] warld \wide \Web Service [install] 342K Microsaft Gopher Publishing
[ Wi Service Samples [install ] B79K Sl
: Internet Service Manager [HTML) 23K
| JiiGopher Service | BT
| |FTP Service % 23K
Z ODEC Drivers & Adminigtration [ingtall ] 0K

r— Install Directory for Selected Option:

L I MM T4S pstemn32hinetsre Change Directary... |

Space Required on C: 3071 K

Space dvailable on C; 3383913 K

kK I Cancel | Help |

Figure 2.3. Options Window of Microsoft Internet Information Server Dialog Box
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6. If the default directory does not exist in your computer, a dialog box will appear
informing you of this fact, as shown in Figure 2.4. If you wish to create the default
directory ("C:\InetPub\wwwroot"), click Yes.

Microsoft Internet Information Server 2.0 Setup

The following directary does not exizt. Do pou want o create ity

C:hlnetPubbwsnsront

Figure 2.4. Creating the C:\InetPub\wwwroot Directory

7. After the "C:\InetPub\wwwroot" directory has been created, the Install Drivers
dialog box will appear, as shown below. One or more ODBC drivers will appear in
the Available ODBC Drivers pane of the Install Drivers dialog box. Select the
driver(s) of your choice and click OK.

8. The Microsoft Internet Information Server dialog box will appear, informing you
that the setup has been completed. On the Microsoft Internet Information
Server dialog box, click the OK button.

You have successfully installed Internet Information Services software on a PC with
Windows NT.

2.2.2 Installing Internet Information Server for Windows 2000

If you have Windows 2000 with Internet Information Server (11S), you must configure
it in your computer.

1. To configure 1I1S in Windows 2000, enter the Control Panel on your computer
and click on Add/Remove Programs. The Add/Remove Programs dialog box
will appear. Click on the Add/Remove Windows Components icon in the left-
hand column of the dialog box.

2. The Windows Components Wizard dialog box will appear, as shown in Figure
2.5. To add 1IS, select Internet Information Services (l1S) and click on the
check box. After you have clicked on the IIS check box, the Windows
Components Wizard dialog box will change its appearance and begin
configuring components. Shortly after the configuring begins, you could be
notified that additional files are needed.
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Figure 2.5. Windows Components Wizard Dialog Box

3. If additional files are necessary, the Files Needed dialog box will appear, as
shown in Figure 2.6. In the Copy files from field, type in the drive on which your
computer runs CD-ROMs, plus ":\i386"; or click the Browse button to locate the
i386 folder on your CD-ROM drive. After locating the i386 folder, click on it to
have it appear in the Copy files from field. Insert the Windows 2000 Professional
CD-ROM and click on the OK button on the Files Needed dialog box.

ﬂ
The file ‘admzpros.dll on windows 2000 Profeszional 0K
=) CDROM i needsd. ok |

Cancel |

Type the path where the file iz located, and then click
OE..

Copy files fram:

j Browse. .. |

Figure 2.6. Files Needed Dialog Box
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4. The Windows Components Wizard dialog box will reappear. The copying of
files is tracked on the progress bar of the window.

5. After all of the necessary components have been installed, the Finish dialog box
will appear. To close the Windows Components Wizard dialog box, click the
Finish button.

You have successfully configured Internet Information Services software for Windows
2000.

2.2.3 Installing a Personal Web Server for Windows NT

If you run a Windows NT server, installing a Personal Web Server is an alternative to
installing an Internet Information Server (lIS) in your computer.

1. Toinstall a Personal Web Server, go into the Tools directory on the Microsoft
Windows NT® 4.0 Options Pack CD-ROM and select Tools\pws. The Option
Pack Setup window will appear, as shown in Figure 2.7.

Microzoft Windows MT 4.0 Option Pack Setup

Microsoft®
Windows NT® 4.0 Option Pack

The Windawes MT 4.0 Option Pack provides
enhanced YWekb and application development services
faryindow s MT Workstation 4.0.

Features include:

Perzonal Web Server

Tran=zaction Server

Data Access Components

Mezzage Queue Server Client
Internet Connection Services for RAS
Admimistration

Leveloper Components

Cancel |

¢ Bach

Figure 2.7. Microsoft Windows NT 4.0 Option Pack Setup
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Click the Next button. The End-User License Agreement dialog box will appear.
Read the conditions in the License Agreement. If you accept the conditions, click
the Accept button.

The dialog box through which you choose the components to be installed on your
Personal Web Server will appear, as shown in Figure 2.8. It is recommended
that you click the Typical button. This configuration includes all of the minimum
components, plus basic documentation and additional components that will allow
you to build and deploy Web applications.

After you click on the Typical button, the dialog box with the default Web
publishing home directory in the WWW Service field will appear. If you wish to
install the default directory as your home directory, click the Next button.

The Completing Installation dialog box will appear. When the installation has
been completed, the final dialog box will appear. Installation of a Personal Web
Server for Windows NT is complete. Click the Finish button to close out of the
installation process.

Microsoft Windows MT 4.0 Option Pack Setup

hdicrosoft

Windows NT 4.0 Option Pack

Fequires the least amount of disk space. Provides the basic
FinirmLirm functionality to deploy 'web sites.

The recommended configuration. Ineludes all af the Minimum
components, along with basic documentation and additional
components to allow wou to build and deplop *eb applications.

Far advanced */eb zite developers. Provides the option to choose
Custom and customize all components. All options included in the Typical

ingtallation are pre-selected.

< Back [HEwt = Cancel

Figure 2.8. Choosing the Components To Be Installed on Your Personal Web Server
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Installing GENESIS32

Before installing WebHMI, you must have a licensed GENESIS32 installed on the
designated WebHMI server machines.

For complete information about system requirements and installing GENESIS32,
please see the Getting Started Help documentation on the GENESIS32 product CD.

Installing the GENESIS32 License Utility

You must install and run the ICONICS Software Licensing before you can run
GENESIS32 software in Windows in non-demo mode. A Software License Site Key
will be generated to handle licensing of GENESIS32 without requiring a hardware
protection key. Licensing encrypting information is stored deep within the Windows
systems. See the section below for further details on activating the license. This
section first details how to install the software from the CD.

Note: Set the System Date and Time properly before installing the Software License
Utility. Setting the time and/or date by more than an hour after the installation will
affect any time-limited Licenses (such as the Temporary 30-day Activation).

Note: If your operating system requires a login name, you must log in as
"Administrator" before installing the GENESIS32 Software Licensing.

For complete information about installing ICONICS Software Licensing, please see
the Getting Started Help documentation on the GENESIS32 product CD.

Installing WebHMI

This section describes the steps for installing ICONICS WebHMI. Be sure to close
any other applications before installing WebHMI.

1. Toinstall WebHMI from the GENESIS32 Product CD, select WebHMI from the
software installation menu.

2. As you begin installing WebHMI on a properly configured PC, a Welcome dialog
box appears. Click Next to continue the installation.

3. The ICONICS WebHMI License Agreement dialog box will appear, as shown in
Figure 2.9. Carefully read the ICONICS License Agreement. If you agree with
the terms and conditions, click Yes to continue.
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License Agreement

o
Pleaze read the fallowing license agreement carefully. ’ ’EGHIC“S'
- <

R e

Presz the PAGE DOWH key to zee the rest of the agreement.

| ICOMICS LICEMSE AGREEMEMT -
O SHOULD CAREFULLY READ THE FOLLOWING TERMS AND CONDITIOME!

Opening and uzing the enclozed zoftware for any purpoze indicates pour acceptance of
the termz and conditions of thiz icenze agreement. IF you do not agree with them pou
ghould return all software, documentation and copy pratection keys within seven days of
shipment unopened and vaur money will be refunded.

ICOMICS provides thiz program and licenzes its uze in the United States, Puerto Rico, or ;I

Do you accept all the terms of the preceding License Agreement? If you choose Mo, the
zetup will cloze. To install »'ebHMI, pou rmust accept this agreement.

[rztall= hield

< Back ez Mo

Figure 2.9. License Agreement

4. The ICONICS WebHMI Copyright dialog box will appear, as shown in Figure
2.10. After reviewing the copyright information, click Next to continue.

Information

)
Fleaze read the ful!pwing_te:-:t. ’ IEBNIG!S'
. -’ A AN A
[z] Copuright ICOMICS |ncarporated, 1386-2002 j

Wielcome to [COMICS WEEBHMI Product
Feleaze 7.0BetaBuild 116
Mavemberber 2002

Mew WEBHMI HMI - Thin Chent Product

Thiz optional product adds to any GEMESIS32 application and enables that GEMESIS32 r
to deliver WEB bazed graphics real-time and histonical trendz and OFC alarms to remote

1| | b

nztallShield

< Back | et > I Cancel |

Figure 2.10. Copyright Notice
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5. The User Information dialog box will appear, as shown in Figure 2.11. Type
your (the user's) name in the Name field and your company's name in the
Company field.

Uszer Information -
Enter your reqiztration infarmation, ” = lGns*
" * JJ

Pleaze enter your name and the name of the company for whom pou work.

M amne: I

Campany: I

|stallshield

< Back | [iest I Cancel

Figure 2.11. User Information Dialog Box

6. The Setup Type dialog box will appear, as shown in Figure 2.12. Choose
Typical, Compact, or Custom installation. Typical installs all WebHMI
components. Compact installs no sample pages. Custom lets you select the
specific components to be installed. After making your choice, click the Next
button to continue.

Setup Type 4

Select the Setup Type to install ’ ’ -~ G-S*
o LA

Click the type of Setup you prefer, then click Mest.

" Tupical Program will be installed with the most common options. Recommendad for

mosk users.
" Compact  Program will be installed with minimum required options.
i Custom You may choose the options you want to inztall. Becommended for advanced

LIZErs.

|ritallStield

< Back I Mext > I Cancel

Figure 2.12. Choosing the Installation Type
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7. The Choose Communication Type dialog box will appear, as shown in Figure
2.13. Choose OPC over TCP/IP, OPC over DCOM, or OPC over SOAP/XML for
installation.

Choose Communication Type

»- [CONICS,

e

Click. the type af cammunication you prefer, then click Mest.

{* OPC over TCP/P
" OPC over SO&PA<ML
" OPC over DCOM

< Back i MHext > ; Cancel

Figure 2.13. Choosing a Communication Type

Since the default communication type is OPC over TCP/IP, it is recommended that
you use it to install WebHMI server. If desired, you will then be able to change the
settings at any time. OPC over TCP/IP is easy to use on a local area network (LAN),
over an intranet or the Internet, and communicates through routers and firewalls.
Both SOAP/XML and TCP/IP communicate over intranets/Internet through routers
and firewalls. For information about configuring TCP/IP and SOAP/XML channels,
please see the GenBroker Help documentation.

OPC over DCOM is recommended for use on a local area network where you know
that all nodes have been properly set up. It is also recommended for use if you wish
to avoid connecting over the Internet because you are uncertain of how all nodes in a
network have been set up.

Note: OPC over DCOM works only in an environment where Microsoft Network has
been installed. If you wish to communicate over the Internet, install OPC over
TCP/IP.

8. The Copying System Files window will appear. While the system files are being
automatically copied, the percentage of the files already copied will appear in the
window's progress bar.

9. After all of the necessary system files have been copied, a dialog box will appear,
as shown in Figure 2.14. Enter the name of your WebHMI server or select a local
machine name. Customize your application by selecting one of three choices
under Name Convention:
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e Microsoft Network. This is the name of the WebHMI server machine
located on your local network. This is recommended with DHCP.

o DNS (Domain Network Service). This is your registered domain name,
such as www.myserver.com.

e |P Address. The numeric IP address, such as 99.99.99.99 will
automatically appear in the DNS Name field.

After you have customized your application, click the OK button.

Enter a name aof pour ‘WebHM| zerver or zelect one of the
lozal machine names. All of zample files will be customized
ko wiark, with the name pau zpecify.

—DMS Mame

WAL TNPSEMYET. CIIIIT‘

— Mame Convention
M5 Network

' DNS

" IP Address Cloze Ok

Figure 2.14. Specifying the WebHMI Server Host Name

10. The Setup Complete dialog box will appear. Click the Finish button to complete
the setup.

You have successfully completed installation of WebHMI on your computer.

2-12 ICONICS
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3.1 Introduction to WebHMI Samples

The WebHMI installation includes a series of sample screens, which get installed in
the Program Files\Common Files\ICONICS\WebHMI\Samples directory. The
WebHMI Samples Home Page, shown in Figure 3.1, allows you to access both
default (basic) and advanced WebHMI samples, as well as industry examples.

Note: When navigating the displays, you can click on the House icon at the top right
of the screen to return to the home page at any time.

W

20 HM]

ICONICS" WabHhl enables users to view reaktime Hivil or SCADA applications over the Intermet or intranets an any client PC
running Microsoft Internet Explorer or Netscape Mavigator. WebHM| is extremely eazy to use and set up.

Advanced Web publishing tools allow graphics, trands, alarms and reports to be published to designated Web senvars running
Microsoft Internet Information Server (IS), Microsoft Personal Wab Semver, or Apache Server providing 3 complate Web-based
Hnl ar SCADA solution,

"Our Web-enabled HW and SCADA products are based on OPC-To-The-Core
technology and offer unparalleled performance, efficiency, ease of
connectivity and freedom of choice!”

Figure 3.1. WebHMI Samples Home Page
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3.2 Default Samples

3-2

Clicking Default Samples on the WebHMI Samples Home page opens the WebHMI
Default Samples page, shown in Figure 3.2.

Click on the back arrow button at the bottom left at any time to move back to the
previous display.

Default Samples

':- ': i E = r e AICTOH .l_....na

Figure 3.2. WebHMI Default Samples Page
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3.2.1 GraphWorX32 Samples

Click on the GraphWorX32 link on the left-hand side of the home page. The
GraphWorX32 sample page will appear, as shown in Figure 3.3.

Graphork32

Temp and Pressure Boards ——— .

11:56:23 AM 1612/2002
Sersor Pressure 1 A

NN Heading 351 2 (eSS

Frassura 2B
Tamparaturs 2

F= A=

Surface Telemebry
a2z 28

Telematry TMS
Subsea Telemetry E' Hyderesswe [0 1561
c ks :‘
oeptn [ 111
E_Jﬂ g;:-';;::g e cal 57
Figure 3.3. GraphWorX32 Sample Page
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3.2.2 AlarmWorX32 Samples

Return to the Default Samples page and click on the AlarmWorX32 link. The
AlarmWorX32 sample page will appear, as shown in Figure 3.4. This contains
example screens for the Alarm Viewer ActiveX, the Alarm Report ActiveX, and an
Alarm Chart. You can move the mouse pointer over the alarms in the display to show
ToolTips for the alarms, which provide information about each alarm.

Note: You must have MSDE installed to view the Alarm Report and Alarm Chart
samples.

Alarm

]
af 30 2 1G] kST MM Compeenar  Lomgrenior geage i red
125338 PM 9 Temperatre ek i A et Amowg Gasuiane. 1|

VDN SO AN Terk PR The ¥En Fand) i gt

4 P Preszure i | 500 1 SO e Pramman Tk ¥ ok P righ
—— - e s I il e sl
B 3 |G R A Priapee e e
125013FM 8 Alcaine Level |V 5T A Terpmrshrs Tempershurs e b
$E0-T O I — 0 | B e emparnrs  Tempeeim e 1 e
1S A Pra s T i P G
|G B AR A Tevperaire Teepeshs BOC sarn
TN A AL ey Core tumathy i hegh
A A e S s 1 )
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Figure 3.4. AlarmWorX32 Samples Page
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3.2.3 TrendWorX32 Samples

Return to the Default Samples page and click on the TrendWorX32 button. The
TrendWorX32 sample page will appear, as shown in Figure 3.5. Here you can view
various trend displays with trend pens in runtime mode, including a Time Plot, a Log

Plot, a Strip Chart, a Circular Chart, and an XY plot.

ICONICS

Figure 3.5. TrendWorX32 Sample Pages
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3.2.4 ActiveX Control Samples

Return to the Default Samples page and click on the ActiveX button. The ActiveX
sample page will appear, as shown in Figure 3.6. To view various types of ICONICS
ActiveX controls in action, including the Switch, Slider, Vessel, Gauge, and Numeric
ActiveX controls, click on the buttons.

Fir i

T TV R

s

Figure 3.6. ActiveX Controls Samples

3.2.5 Licensing and Security Samples

The WebHMI Default Samples page also contains links to the Licensing and
Security sample pages. For information on Security and Licensing, please see
Chapter 6 and Chapter 7, respectively.
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3.3 Advanced Samples

Return to the WebHMI Samples Home page and click on the Advanced Samples
button, as shown in Figure 3.7.

WebnMl

[CONICS WabHiI enables users to view raaktime HiI or SCADA applications over tha Internat or intranets an any client PC
runmning Microsoft Internat Explorer or Metscape Mavigator. WebHMI is extramely easy fo use and st up.

Advanced Web publishing tools allow graphics, trends, alarms and reports to be published to designated Web senvars unning
Microzoft Intamet Information Server (I1S), Microsoft Personal Wab Server, or Apache Server providing a complete Web-based
Hivll ar SCADA solution.

“Qur Webh-enabled HMW and SCADA praducts are based an OPC-Ta-The-Care
technology and offer unparalfeled performance, efficiency, ease of
connectivity and freedom of choice!l”

Default Samples Industry Samples

warh e iy | aa | e

E | B

Figure 3.7. WebHMI Samples Home Page
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This opens the Advanced Samples page, shown in Figure 3.8. The Advanced
Samples page contains two buttons: Remote Connection and Advanced
Scripting.

‘Advancad Samoles

<SCRIPT LANGUAGE="vhscri
Sub link onMouseQverl %
'Set window object
scatus = "Click her

'Ser SecTimer metho
clear = SetTimerQut

Figure 3.8. Advanced Samples Page
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The Remote Connection samples page, shown in Figure 3.9, contains examples of
complex GraphWorX32 display (.gdf) files that have been published as HTML pages
through WebHMI. You can view these display files in real time over your WebHMI
server. The examples include a bar graph, an Alarm Viewer, and a Trend Viewer.

; 1 - - 3 =:. , :-I..I:I.’Ew. ; . ﬁiﬁl

‘Ramoie Con

125838 PM 8 Temperature

125872 PW 3 Akaline Level

Figure 3.9. Remote Connection Page
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The Advanced Scripting samples page, shown in Figure 3.10, contains examples
of the use of VBScript in GraphWorX32 displays. For more information about the
GraphWorX32 scripting engine, please see the GraphWorX32 Help documentation.

R
e B

"IP'\."!'T

Figure 3.10. Advanced Scripting Page
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3.4 Industry Samples

Return to the WebHMI Samples Home page and click on the Industry Samples
button. This opens the Industry Samples page, shown in Figure 3.11, which
contains example GraphWorX32 displays for various segments of the automation
industry.

Figure 3.11. Industry Samples Page
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4.1 Introduction to HTML Publishing

4.1.1 Basic

ICONICS

The GENESIS32 Web Publishing Wizard enables you to "export" your
GraphWorX32 (.gdf), TrendWorX32 (.t32), and AlarmWorX32 (.a32) displays to
HTML files and/or publish the HTML files to a Web server (LAN or Internet). In
publishing displays to a Web server, WebHMI uses HTML to reference the files in an
Internet-enabled format. Once a display is "exported" to an HTML file and then
published to a Web server, client machines can browse it through an Internet
browser, such as Microsoft Internet Explorer. Each display can be viewed as a Web

page.

Steps in Publishing GraphWorX32 Displays
Publishing a GraphWorX32 display to HTML involves the following basic steps:

1. Create a GraphWorX32 display (.gdf) file on a developer workstation with
GraphWorX32 installed.

2. Use the Web Publishing Wizard to generate an HTML file and publish the file to a
Web server (URL) address.

3. On the Web server PC (with GENESIS32 installed), start GenBroker Server from
MonitorWorX.

4. On aclient PC, open a Web browser, such as Microsoft Internet Explorer, and
browse to the URL address of the HTML file. The client PC downloads the HTML
file from the Web server. The Web server delivers all the necessary components
(e.g. ActiveX controls) to the client PC's Web browser, which then runs the
GraphWorX32 display directly within the browser. This way you can view the
GraphWorX32 display in real time as a Web page.

The source code of the published HTML file contains references to the required
“plug-ins” that are needed to deliver the GraphWorX32 Viewer ActiveX control to the
client. The GraphWorX32 Viewer ActiveX is needed to run the .gdf file over the
network. The GraphWorX32 display itself is not really “converted” into HTML. Instead
the display (.gdf) file is referenced in the HTML code by the ActiveX plug-in.

To expand on step 2 above, the following Microsoft Internet Explorer example shows
the portion of the generated HTML source code that references the .gdf file. The
GWXview32.cab file is referenced in the codeBase field to deliver the “plug-in” for
the GraphWorX32 Viewer ActiveX. This in turn opens up the .gdf display. In the
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example below, the .gdf display file is called Building1.gdf, as shown below in the
DisplayName parameter field.

<OBJECT classid=clsid:98A5DDE3-563B-11CF-A343-487C03C10000
codeBase="http://www.myserver.com/webhmi/cabs/GWXview32.cab"
id=GWXview321 style="HEIGHT: 420px; WIDTH: 620px" height=420 width=620>
<param name="_Version" value="65537">

<param name="_ExtentX" value="16404">

<param name="_ExtentY" value="11113">

<param name="_StockProps" value="160">

<param name="BorderStyle" value="1">

<param name="Appearance" value="1">

<param name="DisplayName"
value="http://www.myserver.com/webhmi/Building1.gdf">

<param name="UseAmbientBackColor" value="0">

<param name="AutoStartRuntime" value="-1">

<param name="OverrideScrollbarSettings" value="1">

<param name="VerticalScrollbar" value="0">

<param name="HorizontalScrollbar" value="0">

</OBJECT>

Exporting a .gdf file to an HTML file not only references the GWXview32.cab file, as
shown in the example above, but also references any other "plug-in" .cab files
required for other ActiveX components that may be embedded within the .gdf file
(e.g., TrendWorX32 or AlarmWorX32 Viewer ActiveX controls).

However, before a .gdf file can communicate with live OPC data, the
IcoSetServer.cab file “plug-in,” which is necessary for security and licensing, as well
as a GenBroker configuration (.gbx) file, which contains network configuration
settings for OPC communications, must also be delivered to the client PC. The
IcoSetServer.cab file and the .gbx file are referenced in the HTML source code. This
way the security and licensing information are available whenever a component (such
as an Alarm Viewer ActiveX) is downloaded. The sample HTML source code below
shows how these files are referenced in the code.

<object id="SetServer" classid="clsid:57802C16-9A15-11D4-B2A8-0090272E599B"
codeBase=http://www.myserver.com/WebHMI/cabs/IcoSetServer.cab
height=28 width=17>

<PARAM NAME="CfgName"
VALUE="http://lwww.myserver.com/WebHMI/Samples/Default.gbx">
</object>

The GENESIS32 Web Publishing Wizard in GraphWorX32 takes care of all the
necessary HTML code references automatically. Microsoft Internet Explorer uses
.cab files.

Note: If you are using multiple frames for your WebHMI pages (e.g. a main
"navigation" frame for browsing between pages, and a "content" frame that contains
the body of the pages), make sure that the IcoSetServer.cab file and the .gbx file are
properly referenced in the HTML source code for the main frame. This way the
security and licensing information are available whenever a component is
downloaded.

ICONICS
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4.1.2 Delivering the Necessary Web Components to the Client

WebHMI is designed to operate with Zero Install and Thin Client philosophy. This
means the client PC has nothing but Windows and Internet Explorer loaded. Thus, all
necessary Web components must be remotely delivered and seamlessly installed.
The type and number of components required for delivery on the client PC are
determined by the content of the GraphWorX32 displays. For instance, a display with
an embedded Trend Viewer requires delivery of the corresponding TrendWorX32
Viewer ActiveX Web component, but not the AlarmWorX32 Viewer ActiveX. On the
other hand, a display with an embedded Alarm Viewer requires the corresponding
AlarmWorX32 Viewer ActiveX but not the TrendWorX32 Viewer ActiveX.

The delivery process can be very slow in terms of network speed. To avoid wasting
time, the first requirement is to deliver only the required component. The delivery
process is strictly connected to the HTML code. Inside the HTML code, there are
references to .cab files, the basic ways to deliver components. As a result, the
building of the HTML page is a critical step. The Web Publishing Wizard looks inside
the display to understand what components are needed on the client side and then
builds the corresponding HTML code.

Client Station Requirement

In order to view a published GraphWorX32 display, a client PC must have Microsoft
Internet Explorer installed.

Developer Station Requirement
The developer station requires GraphWorX32.

Web Server Station Requirement
The Web server PC must have the following installed:

WebHMI

GENESIS32 (with GenBroker)

For Windows NT, Internet Information Server (lIS) or a Personal Web Server
For Windows 2000, Windows XP and Windows Server 2003, Internet
Information Server (1IS)

Note: Because publishing via Microsoft Posting Acceptor is no longer
supported on Windows Server 2003, we were forced to find another way of
transporting published files from a GENESIS32 development machine to a
WebHMI server. It appeared that FTP would be the best choice. For more
information, please see the "Publishing Channel" section below.

4.1.3 Multiple Display Support

ICONICS

Suppose that you have a main GraphWorX32 display (.gdf) file that is linked to other
display files (e.g. each display contains pick actions, such as Load Display or Pop-up
Window, that point to the other display files). When you publish the main display to an
HTML file, you want all the links and references to the other dependent display files
to be functional when the HTML file is downloaded to a client Web browser. The Web
Publishing Wizard makes this possible by detecting all mutually linked display files,
looping through all dynamic actions, and checking for pick actions in which a file
name is specified as one of its parameters. The following pick actions are supported
for multiple GraphWorX32 display Web publishing support:

4-3
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Load Display

Embedded Window

Popup Window

Drag/Drop Load

Set Aliases

Alias Dialog (alias files specified through the Set Aliases dialog box in
GraphWorX32).

The LoadTabs display property is also supported for publishing multiple
GraphWorX32 displays.

4.1.4 Embedded ActiveX Control Support

In dealing with a main GraphWorX32 display (.gdf) file that is linked to other display
files (as described in the "Multiple Display Support" section above), suppose you
included an ActiveX Control (e.g. Alarm Viewer ActiveX or Trend Viewer ActiveX) into
each of the dependent display files. Also suppose that you generated and published
an HTML file only from the main display, but you want this single HTML file to trigger
the simultaneous download and installation of all ActiveX Controls embedded within
all interlinked GraphWorX32 display files. The Web Publishing Wizard's embedded
ActiveX Control support makes this possible, allowing you to view the ActiveX
Controls in all displays from a single client Web browser.

4.2 Using the Web Publishing Wizard

The Web Publishing Wizard performs two basic operations:

1.

The Wizard creates an HTML file based on a user-specified GraphWorX32
display (.gdf) file, TrendWorX32 display (.t32) file, or AlarmWorX32 display (.a32
file).

The Wizard then either "exports" (saves) the HTML file to a user-specified
directory on the local drive and/or "publishes" (uploads) the HTML file to a user-
specified Web server URL address (i.e. over the Internet or an intranet).

4.2.1 Starting the Web Publishing Wizard
To launch the Web Publishing Wizard in GraphWorX32:

4-4

1.

2,

Load or create a GraphWorX32 display (.gdf) file.

After you have either created a new display file or opened an existing file, select
Save As from the File menu. The Save As dialog box opens, allowing you to
specify the name and location of the file you are about to save. Type a name for
the new file in the File Name field. It is important that, when saving your file, you
select "GraphWorX32 Displays without VBA (*.gdf)" in the Save as Type field, as
shown in Figure 4.1, because the Web Publishing Wizard does not support
Microsoft Visual Basic for Applications (VBA). Click the Save button to save the
current file.

ICONICS
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Save As

Savein | [ GEN3ZDEMOD vlO 2 = &
%CE_Markﬂts.ng %CheeseRepDrts.ng
%CE_Overview.ng %CheeseSetCheck.ng
%CE_Transitinn.ng E*?ﬁchemFDDd_EeanRDaster.|;||:|FE
o CE_webHML odf i CHILLER. gdf
%Cheese[ﬁet&il.gdf %Clutter&declutter.gdf
%Cheeserﬂain.gdf %CDntrDIWDrXSE_BuIIetList.ng
@ B
Fil= name: ChemFood_BeanRoaster.gdf
Save as ype: | GrapHwoix32 Displays [*adf) v

Figure 4.1. Saving the Display As a Non-VBA File

3. Select Publish to HTML from the Tools menu, as shown in Figure 4.2.
E

| Tools Runkime  Help
Macros g
Function kKews. ..

[y

o

=
-

Set Working Directory. ..
Security Configuration. ..
Local Alias File Editar... R
Global Alias Configuration, ..
Language Alias Configuration. .,
16-hit ko 32-bik Display Translakar, ..

a0
Windows CE b

| B R A —) [ |

Figure 4.2. Starting the Web Publishing Wizard in GraphWorX32

Note: If you try to run the Web Publishing Wizard with a GraphWorX32 display
with VBA, you will get a warning message as shown in Figure 4.3. If you click
Yes, the Web Publishing Wizard automatically saves the display as a non-VBA
file. If you click No, the publishing operation is cancelled.
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2)

The current display conkains WE&, Publish bo HTML
feature is only available for non-YE4 displays,

The current display will be saved as non-YE&

ko the Follawing File:

C:\Program Filesi ICOMICSGENESIS-321Examplest Gen3zDemoDisplay 1 _MowEs,odf

Ok to proceed?

Mo

Figure 4.3. Warning Message About Displays With VBA

4. This launches the Web Publishing Wizard configuration dialog box, as shown in

Figure 4.4. This dialog box serves as the interface through which you

export/publish GraphWorX32 display files to the Web.
Note: Both the Publish to Web Server and Export Local Copy actions can be

performed

at the same time.

“4 WEB Publishing Wizard
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— Publizh ‘w»feb Page

Il:hemF-:nDd_B eanf oazter. htm

—Based on Saurce File

IM_I,I Documentz“GEMESISY0 exampleshChemFood_BeanRoaster. gdf

— Publizhing Optionz
v Publizh towieb Server

Ihttp:;"s’www.mysewer. comAwebhmi

v Export Local Copy

| = .|

— Publizhing Customization

Fublizhing cuzstomization allows you to change Web
Publizhing 5 ettingsz.

Advanced... |

Help

o ]

Cancel |

Figure 4.4. Web Publishing Wizard Dialog Box
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4.2.2 Exporting a Display File Locally
To export a GraphWorX32 display to a directory on the local drive:

1. In the Based on Source File field of the Web Publishing Wizard, you must
specify the name of the GraphWorX32 display (.gdf) file to be exported, as shown
in Figure 4.5. To choose a different display, click the ... button to the right to
browse for a file. Select a file and then click Open. The directory path and the file
name are shown in the text field.

“&, WEB Publishing Wizard x|

— Publizh ‘#eb Page

IEhemFu:u:ud_B eanF oazter hitm

—Bazed on Source File

IM_I,I DocumentsGEMESIS Y0 examples\ChemFood_BeanR oaster. gdf J

— Publizhing Optionz
[ Publizh to'web Server
Ihttp:a’.-’www.myserver.cnma’wel:uhmi j

¥ Export Local Copy

| =] |
— Publizhing Cuztomization

Publizhing cuztomization alloves you to change 'Web
Publizhing 5 ettings. Advanced... |

k. I Cancel | Help |

Figure 4.5. Specifying a GraphWorX32 Display File

2. In the Publish Web Page field of the Web Publishing Wizard, specify the name
of the HTML file that will be created. The .gdf file name is filled in by default, but
you can give the HTML file a different name.

3. Inthe Publishing Options field, check the Export Local Copy check box and
specify the local directory path name to which you want to export the HTML file.
You can select a recently used path from the drop-down list, or click the ... button
to browse for a destination directory, as shown in Figure 4.6. Select the directory
and click OK.
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Set Location for Local Copy

Ll e |aweb Publizhing E xample =] = £ B9

2l xi

Cancel |

4

Figure 4.6. Setting the Local Directory

4. The local directory pathway you selected appears in the Export Local Copy field
of the Web Publishing Wizard, as shown in Figure 4.7.

<4, WEB Publishing Wizard e x|

— Publizh ‘#feb Page

IEhemFDu:u:I_E! eanBoaster. htm

—Based on Source File

IM_I,I DocumentzGEMESIS Y0 exampleshChemFood_BeanRoaster. gdf _I

— Publizhing Optiohz
[~ Publish to ‘web Server
Ihttp:a’.-’www.mysewer.u:u:uma’wel:uhmi j

¥ Export Local Copy
IE:'\DDcuments and Settingz‘Administratorihdy Dncuments"-."»-\-"ej _I

— Publizhing Custorization

Publizhing cuzstormization allows you to change “Web
Fublizhing 5 ettings. Advanced... |

2k, I Cancel | Help |

Figure 4.7. Export Local Copy Pathway Shown in the Wizard
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5. Click the OK button to generate the HTML file. The new HTML file is saved to the
local directory pathway specified in the Export Local Copy field.

Note: Both the Publish to Web Server and Export Local Copy actions can be
performed at the same time.

4.2.3 Publishing a Display File to a Web Server

To publish the HTML file to a directory on a Web server (i.e. over the Internet or an
intranet):

1. In the Based on Source File field of the Web Publishing Wizard, you must
specify the name of the GraphWorX32 display (.gdf) file to be published, as
shown in Figure 4.8. To choose a different display, click the ... button to the right
to browse for a file. Select a file and then click Open. The directory path and the
file name are shown in the text field.

%4, WEB Publishing Wizard X|

— Publizh ‘Afeb Page

IEhemFu:u:u:I_E eank oazter. htm

—Based on Source File

IM_I,I DocumentshGEMESISTO exampleshChemFood_BeanRoaster.gdf _I

— Publizhing Options
v Publish to weh 5 erver

[ =l
[~ Export Local Copy

— Publizhing Custormization

Fublizhing customization allows you to change YWeb
Publizhing Setings. Advanced... |

k., I Cancel | Help |

Figure 4.8. Specifying a GraphWorX32 Display File

2. Inthe Publish Web Page field of the Web Publishing Wizard, specify the name
of the HTML file that will be created. The .gdf file name is filled in by default, but
you can give the HTML file a different name.

3. Inthe Publishing Options field, check the Publish to Web Server check box
and type in the URL address of your Web server with the complete directory

ICONICS 4-9
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indicating where you want to publish the HTML file, as shown in Figure 4.9. In
the sample Web server URL address shown below
("http://www.myserver.com/WebHMI/Samples"), the various components are:

o http://www.myserver.com: |P address (server name) of the WebHMI Server

e  WebHMI: Name of the WebHMI server root directory

e Samples: Name of the directory on the server to which the HTML file will be
saved

The Web server URL address now appears in the Web Publishing Wizard dialog
box in the Publish to Web Server field of the Web Publishing Wizard, as shown
in Figure 4.9.

“&, WEB Publishing Wizard x|

— Publizh */eb Page

IEhemFu:u:ud_B eanBoaster htm

— Baszed on Source File

II'-.-1_I,I DocumentshGEMESIS Y0 examplesiChemFood_BeanR oaster. gdf J

— Publizhing Optionz
¥ Publish to'web Server

hitto: A A, mpzerver. comSs ebHMILAS amples j

[~ Export Local Copy

| i
— Publizhing Cuzstomization

Publizhing cuztomization allows you to change 'Web
Publizhing 5 ettings. Advanced... |

k. I Cancel | Help |

Figure 4.9. Publish to Web Server Location Specified in Web Publishing Wizard

5. Click the OK button to generate the HTML file. The new HTML file is uploaded to

the Web server and then saved to the URL address path specified in the Publish
to Web Server field.

Note: Both the Publish to Web Server and Export Local Copy actions can be
performed at the same time.

ICONICS
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4.2.4 Publishing Customization Options

ICONICS

The Web Publishing Wizard contains some customization options for
exporting/publishing HTML files. Clicking the Advanced button on the Web
Publishing Wizard dialog opens the Web Publishing Properties dialog box, as
shown in Figure 4.10, which contains the following tabs:

e General Settings

e Server Switching Support

e Screen Resolution Settings
e Publishing Options

e Publishing Channel

General Settings

The General tab of the Web Publishing Properties dialog box, shown in Figure
4.10, allows you to specify the default URL address for the WebHMI Server. The
General tab is visible only when Export Local Copy is the sole option selected on
the Web Publishing Wizard dialog box. If Publish to Web Server is selected on the
Web Publishing Wizard dialog box, then the General tab is hidden and you won't
need to configure it.

WEB Publishing Wizard Properties
Screen A esalution Publizhing Options Fublighing Charnnel
General Server Switching Syppqr_t

WiebHM| Root URL Path:
hittp: A fmay. rmyzerver. comAwebhmi

Mate:
Thiz "w'ebHk| Root URL iz used az default path when only E=port
Local Copy is selected.

z ][ o ][ = ][ o

Figure 4.10. General Settings
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Server Switching Support

The Server Switching Support tab of the Web Publishing Properties dialog box,
shown in Figure 4.11, allows you to enable or disable GenBroker support for the
exported/published HTML file. Here you can specify which GenBroker configuration
file (.gbx) will be activated. The GenBroker configuration file establishes the settings
for OPC data communications between the clients and the Web server.

WEB Publishing Wizard Properties
Screen Resalution Publizhing Options Publizhing Channel
General Server Switching Support

Addz ICOMICS GenBroker suppoart to exported HT ML
Communication can be establizhed to one server at a time only,

) Maone
) Az Configured in ‘WebHM| Settings

&) L zer Defined

GenBroker Configuration File URL:
hittp: # Alocalhozt A ebHILS amples/D efault. gbs

1]8 l [ Eance.l. ] [ .-'f-.ppl_l,l H “Help

Figure 4.11.Server Switching Support Settings

There are three available options for GenBroker support:

None: GenBroker support is disabled. If this option is selected, all the
communication will default to the local node. This option should be checked
when the Web pages are meant to be used only from the local node. If this
option is checked, Web pages may not work on a remote node, unless the
remote node has GENESIS32 installed and GenBroker is properly configured
to communicate with the WebHMI server.

As Configured in WebHMI Settings: This setting uses the default URL
address of the GenBroker configuration (.gbx) file as specified in the WebHMI
installation. This is the recommended option for non-expert users.

User Defined: When this option is selected, the GenBroker Configuration
File URL field becomes available, allowing you to specify the URL address of
the GenBroker configuration (.gbx) file. This option gives the maximum
flexibility and should be used by expert users only.

Note: For information about configuring GenBroker settings, please see the
GenBroker Configurator Help documentation.

4-12
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Screen Resolution Settings

The Screen Resolution tab of the Web Publishing Properties dialog box, shown in
Figure 4.12, determines the screen resolution and size of the GraphWorX32 Viewer
ActiveX control, which is referenced in the generated HTML file and then downloaded
to a client PC when the HTML file is viewed in the client's Web browser. You can
specify the screen size in the Width and Height fields in terms of pixels (px) or
percentage (%). Click the Resolutions button to select from a pop-up menu of
standard screen resolutions, as shown in Figure 4.12.

WEB Publishing Wizard Properties
General Server Switching Suppaort
Screen Resolution Publizhing O ptions Fublizhing Chanel

Size of ICOMICS Gweiewer in

widhe 100 Height, | 100

@) 60 x 430 k

® d00 x 600
1024 x 763
1152 » 864
1250 x 1024

b

=
p R
-:-\':"-D

O
®

" Ean;;l....] [ s .]..[. =

Figure 4.12. Screen Resolution Settings
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Publishing Options

The Publishing Options tab of the Web Publishing Properties dialog box, shown
in Figure 4.13, enhances the publishing process. By default, the Web Publishing
Wizard provides support for related files detection (for more details, see the Multiple
Display Support section). The multiple display detection could be a rather lengthy
process. You can speed up the process by disabling the Enable Multiple Display
Support option. This is especially useful, if you have already published your project
files to the Web server, and now you want to update display you have changed.

The multiple display detection mechanism ensures that the Web page will be
published properly for the source file. Disabling the Multiple Display Support may
cause publishing of an incomplete web page, which may result in unexpected
behavior. Therefore, it is suggested to disallow publishing of the Web page. You can
do so by enabling the Publish Display File Only option.

\]

WEB Publishing Wizard Properties
General Server Switching Support
Screen Resolution Publishing Options Publizhing Charnel

These optionz are applied only when uszer publizhes to remote
weh sarver. Procesd with caution

Enable Multiple Dizplay Support

All displavs linked to thiz dizplay will be uploaded ta the zerver.
Dizabling thiz option speeds up the process but may result in
unexpected behaviour. Pleaze, conzult Help for more infomation.

s 7 e ] _[ ...ﬂp.ply._...]. [.. =

Figure 4.13. Publishing Options
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Publishing Channel

Because publishing via Microsoft Posting Acceptor is no longer supported on
Windows Server 2003, we were forced to find another way of transporting published
files from a GENESIS32 development machine to a WebHMI server. It appeared that
FTP would be the best choice.

Changing the Communication Channel

By default, the method that uses Posting Acceptor services is used for publishing files
to a Web server. The Publishing Channel tab of the Web Publishing Properties
dialog box, shown in Figure 4.14, enables you to change the way that files are
uploaded to the Web server by selecting FTP Channel. This tells the Web Publishing
Wizard to use FTP communications for uploading files instead of Posting Acceptor.

Note: Selecting FTP Channel does not affect the configuration of the main Web
Publishing Wizard dialog; the settings are the same if you were publishing files using
the default method (i.e. Posting Acceptor).

WEB Publishing Wizard Properties
General Server Switching Support
Screen Resolution Publizhing Options Fublizhing Channel

Type of Publizhing Channel:

{(#) Default - HT TP Posting Acceptor
{3 FTP Charnel

Maote: The HT TP Posting Acceptar channel iz no longer
supported on Windows Server 2003, For publizhing
filez to Windows Server 2003, zelect FTP channel.

k. ] [ Cancel ] [ Apply ] [ Help

Figure 4.14. Publishing Channel

Configuring FTP Access

Just before uploading files to the Web server, you will be prompted to specify the FTP
connection settings, as shown in Figure 4.15. Enter the correct FTP path, user name
and password.

Note: For information about FTP site configuration, please see the application note
called “Publishing to Windows 2003 Server,” which is located on the GENESIS32 CD.
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Connecting FTP |

Publizhing ‘wizard will uze FTF channel to upload files to 'web
zerver Pleaze, enter URL path aof location, to which pau want
to zave your files.
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Izer name: Iﬂﬂﬂﬂ.'r'l'ﬂDUS

Pazzword: I"’“‘"

Cancel |

Figure 4.15. Uploading Files Via FTP

4.2.5 Viewing Locally Exported HTML Files

To view an HTML file that was exported to a local directory, simply browse to the
local directory pathway and click on the file to open it in your Web browser. You can
also open your Web browser and copy the directory pathway of the file into the
Address field of the Web browser, as shown in Figure 4.16. A complete directory
path is, for example, "C:\Documents and Settings\Administrator\My Documents\Web
Publishing Example\ChemFood_BeanRoaster.htm." Be sure to include the name of
the HTML file that you have exported and the file extension "htm."

File Edit Wiew Favorites Tools Help

S Back » =p - @ it | @Search (3] Favarites @Media @ | %- =] E - E.

Address I C:\Documents and Settings\administratorMy Documentsieb Publishing ExampletChemFood_BeanRoaster, bkm j f?Gn

Figure 4.16. Viewing the Exported HTML File in a Web Browser

4.2.6 Viewing Published HTML Files

Before connecting a client machine to a WebHMI Server, you must start the
GenBroker Server on the WebHMI Server using GenTray. If the GenBroker Server is
not started, then the client will not get proper licensing and security information. To
start the GenBroker Server on the WebHMI Server:

1. Launch MonitorWorX from the Windows Start menu by selecting Programs >
ICONICS GENESIS32 > MonitorWorX.

2. Todisplay the MonitorWorX user interface, right-click on the MonitorWorX icon in
the Windows taskbar and select Show Viewer from the pop-up menu, as shown
in Figure 4.17.
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Figure 4.17. Displaying the MonitorWorX Viewer

In the tree control, right-click on GenBroker and select Start from the pop-up
menu, as shown in Figure 4.18. This activates the GenBroker Server.

+- B alarmworsz Application
+- 3 Graphworisz ®7 plarmwor32 Callin Server
+ ﬁ% Tools O plarmwor32 Container
t E TrendWors3Z B slarmiwar 32 Logger
> BridgeWors.NET | @2 alarmwork3z Multimedia Server
E ﬂ Dakatvors3z B 2larmwar 32 Report
98 GenBroker S WorK3Z Server

:
+ Reportiwor! il %
+- L Seripbwory

5.8 Seriptwary Aubo Skart
o [58] vorworksy | PUtoStop

MNT Service

Figure 4.18. Starting the GenBroker Server on the Server Node

Once the GenBroker Server is running, you can view the HTML file that you have
published to the Web server from any client PC's Web browser. To view the
published HTML file, open your Web browser and copy the URL address of the
file into the Address field of the Web browser, as shown in Figure 4.19. A
complete address is, for example,
"http://www.myserver.com/webhmi/Samples/ChemFood_BeanRoaster.htim." Be
sure to include the name of the HTML file that you have published and the "htm"
file extension.

The GraphWorX32 display file is referenced in the HTML code so the display can
be viewed as a Web page. The client's Web browser simply downloads the HTML
file in which the .gdf file is referenced. All the client needs is a Web browser; it is
not necessary to have GENESIS32 installed on client. The Web page is
downloaded from the Web server across the Internet/intranet and appears in the
client's Web browser window. The display is in real-time, just as if you were
viewing the runtime display in GraphWorX32 on the server machine; any live
values (e.g. OPC tags) change dynamically in the display.
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Figure 4.19. Viewing the Published HTML File in a Client Web Browser

4.3 Web Publishing in ProjectWorX32

The Web Publishing Wizard can be accessed through the ProjectWorX32 console,
allowing you to easily export/publish one or more GraphWorX32 (.gdf), AlarmWorX32
container (.a32), and TrendWorX32 container (.t32) display files within a project to a
Web server. For more information, please see the ProjectWorX32 help
documentation.
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5.1 WebHMI Client/Server Architecture

GenBroker acts as a bridge that links WebHMI clients to the WebHMI server over the
Internet. The WebHMI clients are used to view Web pages downloaded from the
WebHMI server through a Web browser (Microsoft Internet Explorer). As shown in
Figure 5.1, GenBroker enables communication between the Web clients and the
WebHMI server over TCP/IP.

Note: For complete information about configuring GenBroker communications,
please refer to the GenBroker Help documentation.

WebExplorer Client
Intermet Explorer

5

Security
.| Licensing
ActiveX: T
GenBroker ‘—n— PWS
oPC |
Data : | opc
i | Servers

.'\
1 e N
o —

A )

WebHMI Server

Figure 5.1. WebHMI Client/Server Architecture

5.2 Configuring GenBroker

The GenBroker Configurator is a tool that enables you to customize your network
architecture. The GenBroker Configurator allows you to:

ICONICS

Specify the communication method.
Configure the GenBroker Client.
Configure the GenBroker Server.
Assign nodes to direct channels.

Assign mediator nodes for indirect channels.
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e Specify the default channel.

e Add and remove nodes or IP addresses.

e Configure channel properties.

e Specify the location of primary and redundant remote servers.

The configuration settings are saved in a GenBroker configuration (.gbx) file. You can
store multiple configuration files. Configuration files tell GenBroker Server how to
communicate when it interacts with various clients.

Note: The .gbx configuration file is the preferred format introduced in GENESIS32
version 7.x and used in subsequent versions. The .gbc format used in GENESIS32
6.x and prior versions only contained primary nodes of security and licensing servers
as well as definitions of channels, while the .gbx format contains the primary and
secondary nodes for all kinds of ICONICS servers. The .gbx file is stored in XML,
while the .gbc is binary. It is recommended that you use only the .gbx format.

Note: GenBroker has already been configured prior to installation. Configure
(or reconfigure) GenBroker only if you wish, for example, to change servers.

GenBroker is configured for both the client side and the server side. For WebHMI, the
GenBroker configuration (.gbx) file used by the client resides on the server side.
Once the client connects to the server, the file is downloaded from the server.
GENESIS32 clients have their own .gbx file. Note that a GenBroker Server does not
need to be a GenBroker client or a Web server.

Note: For complete information about configuring GenBroker communications and
GenBroker Server, please refer to the GenBroker Help documentation. For
information about WebHMI client configuration, please see the "Configuring
GenBroker for the Client Side" section below.

Configuring GenBroker for the Client Side

GenBroker is configured for both the client side and the server side. Here we are
concerned with WebHMI client configuration. For information on how to configure
GenBroker for the server side, and for example GenBroker configurations, please see
the GenBroker Help documentation.

WebHMI uses a configuration (.gbx) file for GenBroker. The GenBroker configuration
file used by the client resides on the server side. Once the client connects to the
server, the .gbx file will be downloaded from the server.

The first step in the WebHMI client configuration is to specify which .gbx file to use.
You can use a default file provided in the WebHMI installation, or you can you can
create a new file. To work with a .gbx file, you must start the WebHMI client
configuration from the Windows Start menu by selecting Programs > ICONICS
WebHMI > Client Configuration.

This opens the WebHMI Configurator dialog box, as shown in Figure 5.2. To use the
default configuration file, click the ... button to the right of the Edit the GenBroker
Configuration field. This allows you to select a .gbx file. Browse to
"InetPub\wwwroot\WebHMNSamples" and select Default.gbx.
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Figure 5.2. WebHMI Client Configuration

The file pathway will appear in the text box, as shown in the figure above. You do not
have to reconfigure the default file except to:

e Redirect channels of a WebHMI server.

e Add a channel for a new node whose resident OPC server provides data to
client PC browsers.

If you want to set up a different or more advanced client/server communication
architecture, you can either reconfigure the “default.gbx” file or create a new .gbx file.

Retrieving a GenBroker Configuration File From a Web Page

Alternatively, you can search for a GenBroker configuration file in an HTML file. In
many cases, .gbx files are referenced in the source code of HTML files. Click the ...
button to the right of the Web Page (HTML File) field on the WebHMI tab of the
GenBroker Properties dialog box. Browse to select an HTML file, and then click the
Open button. The HTML file pathway will now be displayed in the Web Page (HTML
File) text box. In addition, the Edit Source button will be enabled. Clicking Edit
Source allows you to view the source code for the selected HTML file. Once you
have selected the HTML file, click the Get From HTML button to retrieve the .gbx file
that is referenced in the HTML source code.

Editing the Default Configuration File

To reconfigure the default configuration, click the Edit button on the WebHMI
Configurator dialog box. This opens the GenBroker Configurator, as shown in
Figure 5.3. In the example, the IP address "99.99.99.99" is the default mediator node
and is the node assigned to the Security Server and the License Server. You can
add, remove, or reconfigure nodes using the commands and functions described in
the sections above.
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| = Configuration Properties

Adminiskrative Servers Lhames and edze

& Channels 9% OPC Direct [default)
Mode Pairs =% I0FC over TCPAP Direct Channels |
1 Advanced £ 99.99.99.59
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| 4ddTCPChannel. | |  SetésDefaut | | AddMode..
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| Add DCOM Channel... |

Figure 5.3. Editing the Default GenBroker Configuration

Creating a New GenBroker Configuration File

To create a new GenBroker configuration file, select New from the File menu in the
GenBroker Configurator, as shown in Figure 5.4. Save the new .gbx file by selecting
Save from the File menu. You can add and configure nodes using the commands
and functions described in the GenBroker Help documentation. To view the
GenBroker Help, select Help Topics from the Help menu.

File ‘Wiew Help

Mew Chrl-+m
CpEmn.., Q Chrl+O
Save ChrlH5
Save As...

1 Unkitled, gbx

Exit

Figure 5.4. Creating a New GenBroker Configuration File

5.3 Example GenBroker Configuration

5-4

This section shows an example GenBroker configuration for the sample network
setup shown in Figure 5.5. The network includes five different PCs, or nodes. The
example GenBroker configuration shown here is for PC1, which communicates with
PC2, PC3, PC4, and PC5 according to the settings in the GenBroker Configurator.
This example demonstrates how communication between PC1 and the other four
PCs can be routed through a mediator node, as shown in Figure 5.5. PC1 will not
communicate directly with the remote computers, but it instead will establish a
connection with the mediator computer. This mediator will then route the
communications to the final destinations—in this case PC2, PC3, PC4, or PC5. The
mediator node may be located on a remote computer, which can only be reached
through a RAS (remote access service) connection or the Internet.
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Mediator Node
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Figure 5.5. Communication via Mediator Node

5.3.1 Communication Using a Mediator Node

The GenBroker configuration on the mediator node determines how the mediator will
connect to PC2, PC3, PC4, and PC5. This may use OPC Direct, OPC over DCOM, or
OPC over TCP/IP. To configure communication through the mediator node on a
TCP/IP channel, for example, do the following:

1. Click the Add TCP Channel button. This opens the Select a Node dialog box.
Specify a name for the mediator node (for example, "Mediator") in the Node
Name or IP Address field, and then click OK. The new channel will appear in the
GenBroker Configurator screen as OPC over TCP/IP Channel via Mediator,
and the new mediator node will appear below the new channel, as shown in
Figure 5.6.

2. Now add PC2, PC3, PC4, and PCS5 to the new TCP/IP channel. Right-click OPC
over TCP/IP Channel via Mediator and select Add Node from the pop-up
menu. This opens the Select a Node dialog box. Enter PC2 in the Node Name
or IP Address field, and then click OK. The node name will appear below the
channel, as shown in Figure 5.6. Repeat this procedure for PC3, PC4, and PC5.

Note: For additional examples of GenBroker configurations, please see the
GenBroker Help documentation by selecting Help Topics from the Help menu.

| Configuration Properties

Administrative Servers Channels and Nodes

@ Channels 9,'?.2 OPC Direct [default] ~
Mode: Pairs + ﬁ? OPC over TCPAIR Direct Channels
1 Advanced ﬁ OPC over SOAP/<ML Direct Channels

&= OPC over DCOM Direct Channels
- ?gf OPC over TCPAAP Channel via Mediator
&, Mediator
& Pc2
= Pc3
= Pcd
& Pch ] i

| AddTCPCharnel. | |  SetésDefaut | [ AddMNode.. |

[ Add S0AP Channel. .. ] [ Properties. .. ] [ Remove ]

Add DCOKM Channel...

Figure 5.6. Configuring a Mediator Node
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6.1 WebHMI Security ActiveX

An example of WebHMI Security is included in the WebHMI sample screens. To
access the samples, select Start > Programs > ICONICS WebHMI > WebHMI
Examples. The WebHMI Samples Home Page appears, as shown in Figure 6.1.

- WaorM]

ICOMICS WebHM| enables users to view reaktime HMI or SCADA applications over the Intermet or intranets on any client PC
running Microsoft Internet Explarer or Metscape Navigator. YWebHMI is extremely easy to use and set up.

Advanced Web publishing tools allow graphics, trends, alarms and reports to be published to designated Web servers running
Microsoft Internet Information Server (IIS), Microsoft Personal Web Sewer, or Apache Server providing a complete Web-based
Hil or SCADA salution.

“Qur Weh-enabled HVMIf and SCADA products are hased on OPC-To-The-Care
fechnology and offer unparalieled performance, efficiency, ease of
caonnectivity and freedom of choice!”

A Default Samples Industry Somples Acvanced Samples
| & ipanies - — i =1 -

| Casiral P Bt P 1 T

Figure 6.1. WebHMI Samples Home Page

Click on Default Samples to open the WebHMI Default Samples page, as shown in
Figure 6.2.
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Figure 6.2. WebHMI Default Samples Page

Click on the Security button to open the Security sample page shown in Figure 6.3.
The Symbol Library in GraphWorX32 contains a symbol category file called
"WebHMI Security Login.sdf," which contains several symbols that, when dragged
into a GraphWorX32 display, allow users to gain access to the Security Server.

All the symbols use VBScript to call the Security Server on the remote WebHMI
Server and get back security information. You do not need to know VBScript to use
this symbol. You can directly drag and drop the symbol that you need from the
Symbol Library into your display, but you also have the freedom to use the Script
Editor toolbar in GraphWorX to change the source code associated with each of
these symbols. Or you can copy the code and attach it to your own symbols.

All of the scripts associated with these symbols create an instance of the “ICONICS
Login ActiveX” and call methods of this object or access properties. The complete
automation for the “ICONICS Login ActiveX” is described later in this chapter.

These symbols are shown in Figure 6.3.
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WebHMI Security

" Sacurity

Click here to
login into the
security server. ]

Logged User List

Change Password

Logout User

Log Out All Users

Figure 6.3. WebHMI Security ActiveX Symbols in GraphWorX32

6.2 Logging Into the Security Server

ICONICS

The WebHMI Security Login ActiveX symbol button, shown in Figure 6.4, enables
WebHMI users on remote client machines to log in to the Security Server. For
example, if the "Login" symbol button is placed in a GraphWorX32 display, the user
can simply click on the symbol (button) in runtime mode to launch the Security Login
dialog box, as shown in Figure 6.4.

Click here to
legin into the
security server.

Figure 6.4. Security Login Symbol Button

The Security Login dialog is basically the same as the one for the Security Login
Utility, except that the Advanced login mode is disabled, as shown in the Figure 6.5.
The WebHMI Security Login ActiveX also includes full keypad support (ideal for
touch-screen systems). The Login ActiveX allows simultaneous login of many users
(this must be enabled on the Security Server global settings).

The drop-down list for the user name can show:
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o The complete list of users in the system.
o The list of the currently logged users.
e The name of the last logged user.
All of these features must be enabled on the Security Server in order to work.

For more information, please see the Security Configurator Help documentation.

Note: When you log into the Security Server using the Login ActiveX, you do not get
any warning messages when the security session is about to expire. If your security
session expires, then the Login ActiveX will automatically be displayed again.

ICONICS Security Login El

Uszer Mame: IJ EFF j Feypad |

Fazsword: I Change Passward... |

Logln | Log Out | Cancel |

Figure 6.5. Logging Into the Security Server

6.3 Changing the Security Server Password

If you should wish to change your password you can do it by clicking on the Change
Password button on the login ActiveX dialog, or you can do it directly by using the
Change Password symbol button and dragging it into your GraphWorX32 display,
as shown in Figure 6.6.

Change Password

Figure 6.6. Change Password Button

Clicking the Change Password button opens the Security Password Change
dialog box, as shown in Figure 6.7. Type your new password in the New Password
and Retype Password fields, and then click the OK button.

ICONICS Security Password C x|
Uszer Marne: I j

Current Passwiord: |

Mew Passward: |

Fetype Pazsword: |

Figure 6.7. Changing the Security Password
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6.4 Viewing the Logged User List

To view a list of users currently logged in to the Security Server, click the Logged
User List symbol button in your GraphWorX32 display, as shown in Figure 6.8.

Logged User List

Figure 6.8. Logged Users List Button

The Security window will appear, as shown in Figure 6.9. The Security window
allows you to view the list of users that have logged in.

ICONICS Security x|

Logoed [n Userz]:

There are nio uzers lagged in.

Cloze |

Figure 6.9. List of Logged Users

6.5 Logging out of the Security Server

To log out everyone who has logged in, you can use the Log Out All Users symbol
button shown in Figure 6.10.

Log Out All Users
Figure 6.10. Logout All Button

You can also logout one specific user with a simple click on the Logout User button,
as shown in Figure 6.11.

Logout User

Figure 6.11. Logout User Button

Note: You have to specify the user to be logged out in the VBScript code associated
with this button. You can do it by editing the script with the Script Editor toolbar in
GraphWorX32.
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6.6 Security OLE Automation
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The OLE Automation interface for the WebHMI Security ActiveX is compatible with
VBA and VBScript. You can perform login/logout operations directly trough scripting
without displaying any user interface. The WebHMI Security ActiveX contains the
following OLE Automation interfaces:

LoginDig()

Launches the login dialog.

ChangePwdDlg()

Launches the dialog to change the password.

ShowLoggedinUsers()

Launches the dialog to show a list of the usesr currently logged into the Security
Server.

Logout()

Logs out all currently logged users.

SetTimeout(LONG nSec)

Sets the timeout for all of the GenClient calls to the Security Server.

ShowResultMsgs(BOOL bShow)

Enables / disables the message box with the result (e.g. "failed to log on to the
Security Server").

LoginUser(BSTR username, BSTR password)

Logs in one specific user through code.

LogoutUser (BSTR username)

Logs out a specific user through code.

GetLoggedinUsersNames (BSTR usernames)

Gets the list of currently logged users. The string “usernames” is filled with the
comma-separated list of currently logged user names. Note that by default the
Security Server does not allow concurrent login of multiple users; the concurrent login
option must be enabled from the Security Server Configurator. Please refer to the
Security Server documentation for additional details.
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6.7 Launching the Security Login ActiveX Through Scripting

ICONICS

The Security Login ActiveX can be programmatically created and initialized from VBA
Script, VBScript and JScript. The GraphWorX32 Symbol Library contains a category
named “WebHMI Security Login” located under the “VBAScriptSymbol” folder, which
is filled with samples of each of the automation interfaces listed in Section 6.6. Please
refer to the aforementioned samples for additional information on how to use the
Login ActiveX through scripting.

The following code sample has been extracted from the Symbol Library; this sample
shows how to launch the Login ActiveX from VBScript. The code runs on WebHMI
too:

Set t = CreateObject ("ICONICS.LoginActiveX")
If t Is Nothing Then
MsgBox "An error has occurred while trying to launch the
login dialog."
Else
t.LoginDlg ()
End If

The following code sample has been extracted from the Symbol Library; this sample
shows how to get the list of currently logged users from VBScript. The code runs on
WebHMI too:

Set t = CreateObject ("ICONICS.LoginActiveX")
If t Is Nothing Then
MsgBox "An error has occurred while trying to launch the
login dialog."
Else
t.GetLoggedInUsersNames str
MsgBox str
End If
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7.1 Viewing Licensing Information Using WebHMI

An example of WebHMI Licensing is included in the WebHMI Sample screens. To
access the samples, select Start > Programs > ICONICS WebHMI > WebHMI
Examples. The WebHMI Samples Home Page will appear, as shown in Figure 7.1.

S WebHMI

ICOMICS' WebHMI enables users to view real-time HMI or SCADA applications over the Internet or intranets on any client PC
running Microsoft Internet Explorer ar Netscape Mavigator. WebHMI is extremely easy to use and set up

Advanced YWeb publishing tools allow graphics, trends, alarms and reports to be published to designated Yeb servers running
Microsoft Internet Information Server (II5), Microsoft Personal YWeb Serer, or Apache Server providing a complete Web-based
Hil or SCADA solution.

“Qur Web-enabled HVI and SCADA products are based on OPC-To-The-Core
fechnofogy and offer unparafieled performance, efficiency, ease of
connectivity and freedom of chaicef”

Default Samples Industry Samples Achanced Sarnples
o Fu'm-r-n-. — . paLed A " — _ =

Figure 7.1. WebHMI Samples Home Page
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Click on Default Samples to open the WebHMI Default Samples page, as shown in
Figure 7.2.

GraphWorX32 AlarmWorX32

Figure 7.2. WebHMI Default Samples Page

Clicking on the Licensing button opens the Licensing page, which allows you to
launch the GENESIS32 License Monitor. The License Monitor allows you to get an
immediate view of the number of Client Units your enterprise is using at a given time.
Click the Show License button, as shown in Figure 7.3.
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. Licensing

Click the button below to launch
the License Monitor.

Figure 7.3. Launching the License Monitor

This launches the License Monitor, shown in Figure 7.4, which provides information
about the Client Units and points used to run specific GENESIS32 applications. The
Client Units field lists the number of Client Units that are currently being used in all
GENESIS32 applications, the number of Available Client Units (which are not
currently in use), and the Total number of Client Units, which is equal to the number
of available Client Units plus the number of Client Units In Use. For example, if you
have 700 total Client Units and 300 Clients Units are currently being used, then 400
Client Units are available. Similarly, the Points field provides information about the
number of process points that are currently being used (in runtime mode) in all
GENESIS32 applications.
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Figure 7.4. GENESIS32 License Monitor

7.2 License for the WebHMI Server

As mentioned in Chapter 2, before installing WebHMI you must have a licensed
GENESIS32 installed on the designated WebHMI server. Likewise, the ICONICS
Software License Utility must also be installed on the WebHMI server.

Otherwise, the Software License Utility and its installation are the same for WebHMI
as they are for any other GENESIS32 application.

7.3 Obtaining Additional Connection Units

If you desire additional units, you will need additional licensing for the WebHMI
server. Additional units are provided in increments of five. To obtain additional units,
contact your local ICONICS distributor. For distributor telephone numbers, please call
508-543-8600.

ICONICS



WebHMI WebHMI Licensing

7.4 Licensing OLE Automation

The OLE Automation interface for the WebHMI License ActiveX is compatible with
VBA and VBScript. You can use the OLE automation to launch the License Monitor
and review license information:

ShowLicense()

Call this method to show the license monitor.

7.5 Launching the License Monitor ActiveX Through Scripting

The License Monitor ActiveX can be programmatically created and initialized from
VBA Script, VBScript and JScript. The GraphWorX32 Symbol Library contains a
category named “WebHMI Security Login” located under the “VBAScriptSymbol”
folder, which contains samples of the automation interface listed in Section 7.4.
Please refer to the aforementioned sample for additional information on how to use
the License Monitor ActiveX through scripting.

The following code sample has been extracted from the Symbol Library; this sample
shows how to launch the License Monitor ActiveX from VBScript. The code runs on
WebHMI too:

Set t = CreateObject ("ICONICS.LicenceMonitorActiveX.1")
If t Is Nothing Then

MsgBox "An error has occurred while trying to launch the
login dialog."
Else

t.ShowLicense ()
End If
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8.1 Introduction to the Change Host Utility

At some point, you might find that you wish to switch Web servers or use an OPC
server on a different node. The WebHMI Change Host Name Utility enables you to do
this easily. To open the Change Host Utility from the Windows Start menu, select
Programs > ICONICS WebHMI > Change Host Name Utility. The Change Host
Name dialog box will appear, as shown in Figure 8.1.

Note: The process of running the Change Host Utility may require several minutes,
and during this time the circle associated with each file type shown in Figure 8.1 (on
the right side) will change color. The circle will be red while processing a specific file
type, and it will be green when the specific file type is completed with success. The
screen may actually flash for an instant while the utility is "operating" on a file. It is
possible to see the file currently processed by reading the file name in the bottom

right part of the dialog.
File Help
Working Dir [ Z: I netPubhwwwrootivebHMILS amples ]
—File Types
_ v Himl
Find what: flocalhost i O
_ W G 32 [gdf
Replace with:  y. myserver. com 4 ) O
M Twxa2(v32) ()
[T Match caze fe M5 Mebwark [V AWHI2 [av] O
v Recurse subdi " DMNS [ AWR32 [awr) O
v Mode name only " IP Address ¥ GerBroker O
Eeplace | Close

Figure 8.1. Change Host Name Dialog Box

8.1.1 Changing the Directory Name

Change the directory name by typing it in the Working Directory field, as shown in
Figure 8.2. You can also change the directory name by clicking on the button to the
right of the Working Directory field or by selecting Set Working Directory from the
File menu.
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File Help

‘wiarking Diir: |E:'\InetF‘uI:n'\wwwr-:nn:nt"\WehHMI'\S amples I

I | —File Typeg——

Figure 8.2. Directory Name

8.1.2 Finding and Replacing Files
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Functioning like any "find-and-replace” command, the Change Host Name dialog
box searches GENESIS32 files for:

o GWX32: GraphWorX32 (.gdf) display files

e  TWX32: TrendWorX32 (.v32) files

o AWX32: AlarmWorX32 Viewer (.awv) files

e AWR32: AlarmWorX32 Report (.awr) files

e GenBroker: GenBroker configuration (.gbx) files
e HTML: .htm files

Choose the type of file for which you want to search by clicking on the check boxes in
the right column, as shown in Figure 8.1. The Change Host Name utility searches for
the text typed in the Find what field and replaces it with the text typed in the Replace
with field, as shown in Figure 8.3.

Find what: IIDcthDst

Replace with: Iwww. myserver. coml

Figure 8.3. Find What and Replace With Fields

Check Boxes

Check the Match case check box to do case-sensitive searches, and check the
Recurse Subdirectory check box to search all subdirectories of the working
directory. A close-up view of this section of the dialog box is shown in Figure 8.4.

[T Match caze
[+ PFecurze subdi

[+ Mode name only

Figure 8.4. Check Boxes

Node name only is a special check box that uses Find String and Replace String
and adds "\" or "//" at the beginning and "\" or "/" at the end of these strings. This
confirms that you have really replaced network node names.
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You can modify the AlarmWorX32 files and GenBroker Configuration files only by
selecting Node name only. There is no other text information that you can change.
The check boxes for the AlarmWorX32 and GenBroker Configuration files will be
grayed out if you uncheck the Node name only check box.

Thus, when you uncheck Node name only, you can use the Change Host Name
utility to change, for example, a point name in GraphWorX32 displays and
TrendWorX32 files at the same time. You must then enter the original name in the
Find What field and the new name in the Replace with field.

Other Options

The three options to the right of the check boxes allow you to change the name or
address in the Replace with field. As shown in Figure 8.5, a name appears in the
Replace with field if you select the MS Network option.

Find what: ||,:,,3_3|h,:,$t

Feplace with: Iwww.m_l,lsewer.cnrd

[T Malch caze i M5 Network
v Recurze subdi i DMS

v Mode name anly " IP Address

Figure 8.5. MS Network Option

Similarly, another name or address will appear in the Replace with field if you select
the DNS or IP Address option, as shown in Figure 8.6 and Figure 8.7, respectively.
Click the Close button to exit from the Change Host Name Utility.

Find what: ||,:,,33|h,:,3t

Replace with: s, myserver. com

[~ Match caze = M5 Mebwark
v Recurze subdir v DMS

v Mode name only { IP Address

Figure 8.6. Domain Name Services Option
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Find what: ||I:ICE|||"|I:IS|£
Replace with: Iwww.myserver.mni
[T Match caze £ M5 Metwark
[+ Fecurse subdi = DMNS
¥ Mode name only v |P Address
Figure 8.7. IP Address Option
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9.1 Introduction to Version Support

ICONICS

WebHMI is a thin-client application that uses ActiveX technology to deliver graphics,
alarms and trends from the server machine to client machines. WebHMI supports thin
clients, which means that WebHMI clients do not need to have any software installed.

When ActiveX components are downloaded from a WebHMI server to a WebHMI
client over the Internet, the ActiveX components are silently installed on the client
machine. The ActiveX components are delivered into the .cab files archive. The .cab
files are referenced in the HTML code near the corresponding ActiveX "clsid".
Microsoft Internet Explorer can detect whether ActiveX components are present on
the client machine. Thus, if an ActiveX is already installed on the client machine, then
there is no need to download a 2 MB .cab file for that ActiveX. In other words the cab
files are downloaded only the first time that the WebHMI client station connects to the
WebHMI server station. Once the cab files are downloaded, they will not be
downloaded any more.

Under certain circumstances, you may want to upgrade your WebHMI server with a
newer version of the cab files, for example when upgrading to a new major release of
WebHMI, or when installing a service pack.

Upgrading WebHMI is a two-step process:

1. You need to upgrade the cab files located on the server machine.
2. You need to download the new cab files to the client machine(s).

Step 1 is reduced to a simple “file copy” operation. Step 2 requires the use of the
WebHMI Update Versions Utility.

The Update Versions Utility processes the files installed on the server, reviews the
version information contained inside them, and upgrades it to the latest version of
components installed on the WebHMI server.

Once the version information is updated, the client machine will recognize that the
server contains a newer version of the components used for visualization, alarming
and trending, and will automatically re-download the new cab files with the new
components.

For example, suppose that a client machine is running WebHMI Version 8.0, and you
want to connect the client machine to a WebHMI Version 8.1 server. In this case, the
client machine requires GenBroker Version 8.1 support in order to communicate with
the WebHMI 8.1 server. It also requires GraphWorX32, AlarmWorX32,

TrendWorX32, and all other ActiveX components from Version 8.1. The GENESIS32
ActiveX components are backward compatible; for example, you can open a Version
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7.0 file from a Version 8.0 ActiveX component, but you cannot open a Version 8.0
sample file if you have a Version 7.0 ActiveX component.

Now, for example, suppose that the client has already been connected to a WebHMI
8.0 server, and the client has already installed all the ActiveX support for GENESIS32
Version 8.0. Also suppose that you want to connect the same client to a WebHMI 8.1
server. If there is no version information in an HTML page, Internet Explorer will not
download the new ActiveX .cab files because the ActiveX with the same ID is already
registered on the client machine.

To avoid such compatibility problems, WebHMI adds the correct version number
information to HTML pages. This is accomplished with the Update Versions Utility.
This utility gets the version information from an information (.inf) file called
"WebHML.inf," which contains information about the entire WebHMI installation,
including which archives are installed in which directories, what component they
contain, and the version numbers of the components installed.

9.2 Update Versions Utility

The WebHMI Update Versions Utility manages all versioning information on the
server side. The utility allows you to modify HTML files by adding version information
for ActiveX components. The version information in HTML files is necessary for the
automatic update of ActiveX components. If an older version of an ActiveX is already
installed and registered on your machine, a newer version will be downloaded, but
only if the version information is placed in the HTML file.

The version information is taken from the "WebHMIL.inf" file mentioned above. In
WebHMI, the "WebHML.inf" file is installed by default on the WebHMI server machine
in the "C:\InetPub\wwwroot\WebHMI" directory.

The Versions Utility is similar to other "find-and-replace" utilities that search in a
specified directory for entered files. The utility searches for the occurrence of ActiveX
objects in HTML files. If it finds any, it then searches the "WebHMlL.inf" file for the
updated version and inserts the new version information into the HTML files.

9.2.1 Starting the Versions Utility

9-2

To open the Versions Utility from the Windows Start menu, select Programs >
ICONICS WebHMI > Versions Utility. The Update Versions dialog box appears, as
shown in Figure 9.1.

Update¥ersions

lpdate ICOMICS “WebHMI Activel werzions in HTML code

WiebHMI Inf File: IE: 4 netPubbsmamarootyia ebH B 1 ebH B inf Update

i

In folder, |C: M netPubhwmarootiy ebHM|

|11 filegfile types: I“.htm;".html j Cancel

[ Look in subfolders

Figure 9.1. Update Versions Dialog Box
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Note: The Versions Utility is Web-server oriented and should be used by the Web
server (WebHMI server) administrator only.

The WebHMI Inf File field specifies a path to the information file, which contains
version information for ActiveX components. The default file is the "WebHMIL.inf" file
described above. If you want to change the file or its location, you can simply type the
new location, or click the ... button to browse for the file.

The In Files/File Types field contains a list of files and/or file types to search for. The
default file types are *.htm and *.html; the utility will search for all .htm and .html files
in the specified location.

The In Folder field contains the name of the folder where the search will be started.
You can also use the ... button to change the folder. If the Look In Subfolders check
box is checked, the search will be recursive for all subdirectories of the selected
folder.

When you click Update, the utility will search for the specified files in the selected
directories. If the utility finds any of them, it will open each file and search the file for
the occurrence of an ActiveX. If an ActiveX is found, the utility will search for version
information for that ActiveX in the "WebHML.inf" file.

If the information is found, the updated version information will be automatically
appended to the .cab file address in the HTML code. For example, a GraphWorX32
Viewer ActiveX (GWXView32.cab) with version 8.00.137.0 in a Web page will be
appended to the "CODEBASE" attribute of the "OBJECT" block in the HTML code as
follows:

CODEBASE-=http://www.WebHMI.com/WebHMI/cabs/GWXview32.cab#Version=8.00.
137.0
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Appendix A: AlarmWorX32 and
TrendWorX32 Web Access

A.1 Introduction

WebHMI includes AlarmWorX32 Web Access support for reports and operator
comments. The configuration interfaces for the AlarmWorX32 Report ActiveX and the
AlarmWorX32 Viewer ActiveX enable remote access to Alarm Logger databases over
the Internet.

A.2 Web Access for Alarm Reports

The AlarmWorX32 Report ActiveX enables clients to download alarm reports over the
Internet. The Web Access tab of the Alarm Report ActiveX Properties dialog box,
shown below, allows you to access the currently connected Alarm Logger database
over the Internet via a Remote Data Service (RDS), or Remote Database Agent
(RDA). The RDS, which is hosted by an Internet Information Server (1IS), enables the
downloading of report data from the logger database to a client over the Internet.
Simply specify the URL name or IP address of the primary IS Web server in the
Primary Internet Information Server for RDA field, as shown in the figure below.
The Remote Recordset Page Size field specifies the size of the recordset portion in
the database records.

Note: You also may designate a redundant IIS Web server by specifying the URL
name or IP address of the redundant IIS Web server in the Backup Internet
Information Server for RDA field, as shown Figure A.1.

Note: For more information, please see the AlarmWorX32 Report ActiveX Help
documentation.
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ICONICS AlarmWorX32 Report ActiveX Properties

General Gnid Configuration Fontz Colurmnz

Summary Fecord Filkering Fecord Sarting
Chartz Configuration Web Access Reparting

Access database aver the Internet via Remate D atabaze Agent

Prirary [nternet [nfarmation Server far BDA

hittp: Aoz alhost

Backup Internet Information Server for BDA
hittp: A servernanme

[Example: http:/AefebHBI S omeComparny. com)

Remate Recordset Page Size [database records] 2048

k. H Cancel H Apply

Figure A.1. Alarm Report ActiveX Web Access Tab

When Internet Access to the logger database is enabled, the client makes a request
over the Internet to the IIS Remote Data Service. The RDS uses a special
component, called the Data Factory Handler, to relay the request to the local logger
database on the server, as shown in Figure A.2. The RDS retrieves the relevant
information for the alarm report from the logger database so that the client can
download the data from the server over the Internet. The client machine then displays
the data in the Report ActiveX per the client's report configuration settings.

In most typical scenarios, the Report ActiveX configuration is done on the server side.
Those steps include:

e Connection to the database is established by clicking the Connection
Parameters button on the General tab of the Report ActiveX Properties
dialog and using the Database Connection dialog.

o Internet access settings are enabled on the Web Access tab.

o Configuration data saved as an *.awr file or a *.gdf display containing the
Report ActiveX are published to an HTML document on a WebHMI server.
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Client Side Server Side

Remote Data Service {RDS)

Alarm Report p  (TCPAP) |4 Information Server
ActiveX (lIS)
Data
Factory
Handler
F
¥
Local Alarm
Logger
Database

Figure A.2. Downloading Alarm Report Data From a Remote Logger Database

A.3 Web Access Support for Alarm Viewer Operator Comments

The AlarmWorX32 Viewer ActiveX enables clients to download operator comments
from a remote database over the Internet. The Display tab of the Alarm Viewer
ActiveX Properties dialog box, shown in Figure A.3, allows you to connect to an
operator comments database.

Note: For more information, please see the AlarmWorX32 Viewer ActiveX Help
documentation.

General Default Fice Colurnn Subscription
Display Tool Tips Settings Appearance

Operator Comments Data Sounce:
art..
Mot connected

M ote:

Server Side filtering iz
zet by the
subscription.

e o=

Figure A.3. Alarm Viewer ActiveX Properties: Display Tab
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Connecting to the Operator Comments Database

In most situations, you will use the AWXLog32.mdb Microsoft Access database
(located in the GENESIS32 Bin directory) as your operator comments database. This
is the standard Alarm Logger database. To connect to the operator comments
database:

1. Click the Connection button on the Display tab. This opens the Database
Connection dialog box, as shown below.

2. Under Data provider, select Microsoft Access, as shown in Figure A.4.

Database Connection
[ratabaze Connection
[rata Provider: (%) M5 Access (M5 S0L Server () ODBC

OLE DB Connection String:

Build

Connection
String...

Base Table Mame:

Connection Status: DISCOMMKECTED

* Comment: Op Condition:
Mode: Op Mode;
Server: Op Server:

* Comment Field Bequirad

|nternet Infarmation Server for Remote D ata Access:

[Example: http: /A ebHRI. S omeCormpany. com]

b2, Mumber of database records to download:

[ OF. ] [ Cancel

Figure A.4. Connecting to a Database

3. Click the Build Connection String button. This opens the Microsoft Data
Link Properties dialog box, as shown in Figure A.5.

Note: All data source connections are made through the Data Link
Properties dialog box. The Connection tab settings may vary depending on
which data provider you selected. Click the OK button. Click the Help button
at any time to view the Microsoft Data Link help documentation.
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-,

Data Link Properties

Provider | Correction Advanced | Al

Specify the following to connect to Access data;

1. Select or enter a databaze name:

2. Enter information ko log an to the database:

Izer name: | Admin

EBlank password [ ] Allow saving password

Test Connection

k. ][ Cancel ][ Help ]

Figure A.5. Specifying a Data Source

4. Click the ... button and select the AWXLog32.mdb file from the bin directory,
as shown in Figure A.6. Click the Open button.
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Select Access Database
Look in: | [ GEM3Z2DEMO v ¥ ® -
5 1wy _Ind_AirBaggage @PainReliefEﬂatch.mdb
4 ) CiEwe_Ind_Bank [ PainReliefREPORT MDE
MyPecent  |C)GW_Ind_EDI [Z|REPORT. MDE
Documents CaEwE_Ind_GreekHighway @Security_ﬂ.waESw.MDB
1@ _Ind_Hydrovision
@ aiEW_Ind_Rome
Diesktop CaiEW_Ind_RiWaker

o

by Documents

e
w8
ty Computer

w/

kdy M etk

CaiEw_Ind_Mranov
[CIReportWory,_Examples

IR _TechSupportReport_Files
[CIMCRMOrE3z Demo
@.ﬁ.chemD.mdb

File name: AwXLog32meb v|
Filzs of type: Microsoft Access Databases [ mdb) v

Figure A.6. Selecting the Operator Comments Database

The data source reference appears in the Database Connection dialog box
in the OLE DB Connection String field, as shown below. In the Base Table
Name field, select EventLog from the drop-down list.

Note: The Base Table list varies according to the active Alarm Logger
configuration database.

Click the Connect button to connect to the database. The traffic light icon

changes to green when the connection is successful, as shown in Figure
A.7.
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Database Connection

[Dratabaze Connection

[ata Provider:

[OLE DB Connection String:

Frovider=tdicrozaft Jet. OLEDE. 4.0;Pazzward="""D ata Source=C:\Program
Files\ICOMICSSGEMESIS 324%E mamples \GEM 32D EMO%WAM=Log32 mdb:Per
zigt Securty Info=T rue

Baze Table Mame:

Connection Status: COMMECTED

[ Digconnect ]

* Camment; [<NONE> | Op Condition: <NEINE> [
Node:  [WoNE> o] GeNee  [oone ]
Server: |¢NONE> ™ Op Server. NOME> v/

* Comment Field Reguired

[] &ccess cuently connected database over the Intemet via RDS
Internet Information Server for Remote Data Access:

[E=ample:; http: £ As'ebHMI S omeCompaty. com)

bdaw. Mumber of databaze records to download:

(] ] [ Cancel

Figure A.7. Database Connection

7. Now you must specify which column in the database table you will use to for
logging and storing comments. In the Comment box, select a column from
the drop-down list. For most cases, only the Comment box should be
configured. The exception is the case where the system is logging from two
different alarm servers, using the same tag names in both alarm server

configurations. This is the only case where the Node, Server, Op
Condition, Op Node, and Op Server selections should be used.

Enabling Remote Web Access to Operator Comments

The Alarm Viewer enables you to gain access to operator comments from the
currently connected Alarm Logger database over the Internet. To enable Web access
to operator comments, check the Access currently connected database over the
Internet via RDS check box at the bottom of the Database Connection dialog box.
A Remote Data Service (RDS), which is hosted by an Internet Information Server
(IIS), enables the downloading of operator comments data from the logger database

to a client over th

e Internet.
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Once you have connected to the operator comments database. Simply specify the
URL name or IP address of the [IS Web server in the Internet Information Server
for Remote Data Access field in the Database Connection dialog box. You can
also specify a maximum number of database records to download from the logger
database.

When Internet Access to the logger database is enabled, the client makes a request
over the Internet to the 1IS Remote Data Service. The RDS uses a special
component, called the Data Factory Handler, to relay the request to the local logger
database on the server, as shown in Figure A.8.The RDS retrieves the relevant
information for the alarm report from the logger database so that the client can
download the data from the server over the Internet. The client machine then displays
the data in the Viewer ActiveX per the client's configuration settings.

In most typical scenarios, the Viewer ActiveX configuration is done on the server
side. Configuration data saved as a *.awv file or a *.gdf display containing the Viewer
ActiveX are published to an HTML document on a WebHMI server.

Client Side Server Side

Remote Data Service {RDS)

Client With
.‘_

Alarm Viewer
ActiveX

Internet
(TCP/IP)

Lt

Internet
Information Server
{ns)

Data

Factory
Handler

¥

Local Alarm
Logger
Databhase

Figure A.8. Downloading Operator Comments From a Remote Logger Database

A.4 Tips for AlarmWorX32 Remote Data Access

A good understanding of Remote Data Access principles is a key element to
building a successful solution for a Web-enabled alarm reporting system. Since the
volume of alarm databases can reach hundreds of megabytes, it is very important to
keep in mind the following aspects.
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Maximum Number of Downloadable Database Records and Adequate Record
Filtering

The setting for the maximum number of records to download (Nmax) indicates that
any database query operations would return no more than Nmax alarm records
(lines to the grid). If more than Nmax records from the current table match the
current filtering criteria, then only the portion of the record set containing top Nmax
records is returned. To avoid such record set cut-off, strong restrictive record filters
should be used all the time. Since the record filters are processed on the database
side, the database server uses all existing records to build the record set.

Proper Choice of the Back-end Database

It should be noted that the use of Microsoft Access databases (*.mdb) is not
recommended for Web Access. Poor memory management in Microsoft Jet Engine
creates a serious scalability problem for any type of Web database application. The
recommended back-end database for Web alarming is MSDE (Microsoft
Desktop Engine) or Microsoft SQL Server.

Table Management in Alarm Logger Configuration

To provide further optimization for the Alarm Logger database operations, the table
management should be enabled in the logger configuration. See the Alarm Logger
Configurator documentation for more information.

A.5 TrendWorX32 Reporting Tool

To open the TrendWorX32 Reporting tool from the Windows Start menu, select
Programs > ICONICS GENESIS32 > TrendWorX32 > TrendWorX32 Reporting.

The TrendWorX32 Reporting screen will appear, as shown in Figure A.9.

File Edit Wiew Actions Tools Help
— n + " e o, i
‘4 Reparts: Report Enabled Repaort Type Skatus
4 >
Faor Help, press F1 Stopped Reports 0 Reporks 3130/ 2006 4:02:30 P

Figure A.9. TrendWorX32 Reporting Screen
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The TrendWorX32 Reporting tool exports .csv files, databases, and MS Excel
Workbooks. Of these, only Excel Workbooks can be imported into HTML files. To do
this, configure an Excel-based report by selecting Add Report from the Edit menu.
This opens the Report Configuration Wizard, which is a series of dialog boxes that
allow you to configure report. In the Target tab, shown in Figure A.10, select Excel
File, check the Publish option, and click on the HTML Path button to determine
where in the directory you wish to place the files. Currently, some server-side
scripting may be required to generate dynamically HTML pages with all the available
reports. In future versions of WebHMI, the WebHMI Explorer based on MS Digital
Dashboard will do this automatically.

For a complete guide through the steps in using the TrendWorX32 Reporting Tool,
please see the TrendWorX32 user guide or online help documentation.

&

" Database Table " Teut Fils %" Excel Fil=

Template. .. | II::'xF'ru:ugram Filezh COMICSNGEMESIS-325E sampleshGen32DemoPainF el
Report F'ath...l IE:"-.F'ru:-gram Files\COMICSAGEMESIS-324ExamplesiGen32hemo
v Publish IE:"-.M_I,I Documents
v wShest: Select... ||Hepu:urt
Fiows: |5 [T fwto Print ¥ AddHeader ¥ Format [ Prokect
Colurnn;

IE % Create Fepart with Date = yvenarite Bepart
Ernail
To I
Subject: I
< Back Mest = Cancel Help

Figure A.10. TrendWorX32 Report Configuration Wizard
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B.1 DCOM As a Requirement

DCOM is now essential to an up-to-date Windows environment. DCOM is built into
Windows NT. DCOM settings must be configured carefully and correctly to be able to
view WebHMI on the server.

The Web server should also have GENESIS32 installed on it, as ICONICS ActiveX
controls take their security and licensing from this registered GENESIS32 product.

The steps for configuring DCOM and browsing WebHMI are given below. For further
information about DCOM, please refer to the Microsoft Windows help documentation.

Note: If GenBroker TCP/IP channels are used, as they are in WebHMI, neither
DCOM settings nor user accounts are necessary. The information in this chapter is
provided only as a reference for setting up DCOM. You should not need this
information if you use WebHMI.

B.2 Configuring DCOM for Windows NT

B.2.1 Creating a User Group

It is necessary to create a group of users who will be able to access WebHMI. This is
done either on the Domain Controller or the Workstation, whichever may be the case.

To begin, click the Start button and select Programs > Administrative Tools >
User Manager. Select User Manager, as shown in Figure B.1.

L) Backup
E, Drigk. Adminiztratar

f7] Eventiewer
ﬁ Perfarmance kMonitor
‘@ Remote Acceszs Admin

ﬁ Windows NT Diagnnstics

Figure B.1. Opening the User Manager Screen

The User Manager screen will appear, as shown in Figure B.2. Select New Local
Group from the User menu.
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i Uzer Manager M= E
m Policies  Options  Help
Mew User. .

cal Group. . Buil In th 111 Jul

B "\‘58 Built-in account for guest access to the computerfdomain
Lelete Dl
Rename...
Froperties... Enter
E it Al+F4
|
Groups Description

G Adrministrators Mernbers can fully administer the computer/damain
iy Backup Operators tembers can bypass file security to back up files

5 Guests Users granted guest access to the computer/domain
& Power Users kembers can share directories and printers

sl Fieplicator Supports file replication in a dormain

& sers Ordinary users
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Figure B.2. User Manager Screen

Mew Local Group Ed

Group Mame: |We|:uHMILI SErs

D escription; | Canicel

Help
Members; Show Full Hames |

’_ﬁ Adminigtrator

Elemave

T:

Figure B.3. New Local Group Dialog Box

The New Local Group dialog box will appear, as shown in Figure B.3. In the Group
Name field, type "WebHMIUsers" and click the OK button. The group name
"WebHMIUsers" will appear in the bottom pane of the User Manager screen. Double-
click the on WebHMIUsers. The Local Group Properties dialog box will appear, as
shown in Figure B.4. On the Local Group Properties dialog box, click the Add
button.
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Local Group Properties E

Group Mame:  “WebHMIzerz

Description: I

embers:

Cancel

Shaw Full Mames | Help |

EIKl
==

€ Administrator

Eem (= |

Figure B.4. Local Group Properties Dialog Box

The Add Users and Groups dialog box will appear, as shown in Figure B.5. In the
Names field of the Add Users and Groups dialog box, select each name that you
wish to add to the "WebHMIUsers" group. After selecting the name, click the Add

button, as shown below.

Note: For the purposes of the example given here, we have chosen QA_LAB for the
List Names From field. You will probably use another source of names when

configuring your new user groups.

Each time that you choose a name and click the Add button, that name will appear in
the Add Names pane, as shown below. To find a name that does not appear in the
Names pane, click the Search button, as shown in Figure B.5.

Add Users and Groups E

Ligt Mamesz From: I@,QA_L,&B

Mames:

-

SR Cart Publishers
G0 nalpdateProsy
{F Domain Admins
\‘f Domain Computers
{‘,_r‘ Damain Contrallers
{ﬁ Domain Guests
G0 amain U sers

J‘ E nterprise Admins

Enterprise certification and renewal age &
DMS clients who are permitted to perfor
Dezignated adminiztrators of the domain

All workztations and zervers jpined to the

Al domain contrallers in the domain

Al domain guests

All domain uzers

Dezignated adminiztrators of the enterpr;l

Sl fembers. . |
W
Add Mames:
0A_LAaBSDomain Users; 04_LABSDomain Guests; DA_LAB\Domain ;I
Computers

ok

Cancel Help

Figure B.5. Names Added to "WebHMIUsers" Group
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Find Account |
Find Uszer or Group: IDDmain Computers Search |
' Search Al

" Search Only In:

FElypr g
A NT_SUPPORT

A NTI
B A LAR

Search Besults:

Add Cancel Help

3

Figure B.6. Add a Found Name to the Add Names Pane

The Find Account dialog box will appear, as shown in Figure B.6. In the Find User
or Group field, type the name of the user or group for which you are searching, and
then click the Search button.

If the name for which you are searching is found, it will appear in the Search Results
field of the Find Account dialog box. Click the Add button to place the name in the
Add Names pane of the Add Users and Groups dialog box, as shown in Figure B.6.
After you have placed all of the names in the Add Names pane, click the OK button
on the Add Users and Groups dialog box.

This will cause the Local Group Properties dialog box to appear, as shown in
Figure B.7. Click the OK button on the Local Group Properties dialog box. This will
cause the User Manager dialog box to reappear. You have now created the
"WebHMIUsers" Group. To conclude this phase of the DCOM setup, select Exit from
the User menu of the User Manager dialog box.
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Local Group Properties

Group Mame:  WebHMIUzers

ik

Description: I Cancel
Help
Members: Show Full Mames |
Admiristrator

Ca LABSDomain Computers
QA_LABMSDamain Guests
RA_LABSDomain Users

Hemowve

Figure B.7. Local Group Properties Dialog Box

B.2.2 Configuring DCOM Properties

To begin configuration of the DCOM properties, click the Start button and select Run
from the Windows Start menu. The Run dialog box will appear, as shown in Figure
B.8. Type "dcomcnfg” in the Open field, and then click the OK button.

Run HE

Type the name of a program, folder, or document, and
Windows will oper it for you,

~

| Eunin Separate Memon S pace

| k. & I Cancel | Browsze... |

Figure B.8. Opening the dcomcnfg Folder

The Distributed COM Configuration Properties dialog box will open, as shown in
Figure B.9. Click on the Default Properties tab of the Distributed COM
Configuration Properties dialog box.

ICONICS B-5
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Diztributed COM Configuration Properties

Applications | Defaul Properties | Default Secunty | Default F'n:uh:uc-:ulsl

Applications:

7 N e ———
&dobe Acrobat Docurnent —
At Log3s

Ak b 32

COMM+ Event Systemn Tier?

Dratais'on32

Ewvent Object Change

EenBroker Configuration _—
GenRegistrars erver

GenTray

HT L Application

ICOMICS Alarm OPC Server

[ICOMICS Alarmisfar=32 Alarm Dizplay

ICOMICS GenBroker

ICOMICS Genesiz Agent

|conics OPC Server For Allen-Bradley Metworks

[COMICS Persistent Trending Documett

[ICOMICS Sirmulator OPC Server

ICOMICS Trendwf o3 Trend Dizplay ﬂ

Properties... |

k. I Cancel Sl

Figure B.9. Distributed COM Configuration Properties Dialog Box

The Default Properties tab will appear, as shown in Figure B.10. Check Enable
Distributed COM on this computer. Doing so allows DCOM objects to be created
on this machine. Select Connect in the Default Authentication Level field. Select
Identify in the Default Impersonation Level field. You do this in case security is
absent at the object level; the server will then use this level to check permissions in
the ACL (Access Control List) of the client machine.
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Diztributed COM Configuration Properties

Applications  Default Properties | Default Security ] Default Pratocals ]
[+ Enable Distributed COM on this cormputer
[ Enable COM Intemet Services on this conmputer

Default Digtributed COM communization properties

T he Authentication Level specifiez zecurnity at the packet level.

Default Authentication Lewvel:

Connect j

The Impersonation Level specifies whether applications can
determine who iz calling them, and whether the application can do
operations uzing the client's identity.

Drefault Impersonation Lewvel;
B

[ Eruv@ additional security for reference hracking

k. | Cancel

Figure B.10. Configuring the Default Properties

Click on the Default Security tab to have its page appear, as shown in Figure B.11.

Click the Edit Default button.

ICONICS

B-7



Appendix B: Setting up DCOM WebHMI|

Distnbuted COM Configuration Properties

&pplications | Default Properties  Default Security | Diefaul F'ru:utcu:ul&]
Default Access Permizzions

“ou may edit who iz allowed to access applications that do not
provide their own settings

Default Launch Permizsions

r'ou may edit who iz allowed to launch applications that do not
provide their own settings.

Edit Default...

Default Configuration Permizsions

ou may edit the lizt of users that are allowed to modify OLE class
configuration information.  Thig includes installing new OLE zervers
and adjusting the configuration of existing OLE servers.

Edit Default . |

] Cancel | |

Figure B.11. Default Security Tab

This opens the Registry Value Permissions dialog box, shown in Figure B.12. Click
the Add button.

R eqistry Yalue Permizzions

Feqisty % alue; DefaulttcceszPermisszion
Dwner: Adrministrator

Marne;

ak. Cancel |

Figure B.12. Registry Value Permissions Dialog Box
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This opens the Add Users and Groups dialog box, shown in Figure B.13. In the
Names field, scroll down to WebHMIUsers, and then click the Add button.
"WebHMIUsers" will appear in the Add Names field, as shown in Figure B.13. With
"WebHMIUsers" now in the Add Names field and Allow Access set in the Type of

Access field, click the OK button.

Add Users and Groups Ed

List Mames From: I@, 04_LAR

Mames:

=

@E nterprize Admins

Evemyone
Group Policy Creator Qwners

£ INTERACTIVE

Degsignated administrators of the enterpri;l
Al Uszers

b emberz in thiz group can modify group
IJzerz acceszing this object locally

E;,- HETwWORE. IJzerz acceszing thiz object remotely
@S chema Admins Degsignated admiristrators of the schems
et SYSTEM The operating system
i ebHM|Users Users of WebHMI ir
Sl Show Lzers tembers.. Search... |
Add Mames:

Qa_LABSwebHMIUzers

Type of Access: Iﬂllaw Access

]W

=~

Cancel | Help |

Figure B.13. WebHMIUsers Placed in Add Names Field

The Registry Value Permissions dialog box will appear, as shown in Figure B.14.
With "WebHMIUsers" now in the Name field and "Allow Access" set in the Type of

Access field, click the OK button.

ICONICS
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Registry ¥alue Permissions

Reaqisty W alue: DefaultdcoessPemizsian
Dwiner: Administratar
Hame:

o 04_LABYWebHMIUsers

Type of Access: I.ﬁ.lluw Access j

(4 %J Cancel |

Figure B.14. "WebHMIUsers" Added to Name Field

Remove | Help |

The Distributed COM Configuration Properties dialog box will appear, as shown in
Figure B.15. In the Applications tab, select Security Server, and then click the
Properties button.

Distributed COM Configuration Properties

Applications DefaultF’mpettiesI Default Securty DefaultF’mtDcDIsI

Applications:

Mbd=Meszzenger -
tk=Popup _I
kA5 napshot

b iden

tdobS

MSDAIMITIALIZE

MMSM Messenger Object

MHusPros
OpcEnum
Faintbruzh
Femote Diebug
g Jrity [

Manager for Java

SEMS Logon Events

SEMS Metwork Events

SEMS OnMow Events

SEMS Subzcnber for EventSyztem EventObjectChange events
SetupLogServices Clazs (1]

SetupLogServices Clazs (2]

Sound Recorder

L

Propertiesz... [ |

Ok I Cancel Apply

Figure B.15. Setting Properties of Security Server
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The Security Server Properties dialog box will appear, as shown in Figure B.16.
On the General tab of the Security Server Properties dialog box, make sure that
the Authentication Level field is set to Default. Then click on the Security tab.

Security Server Properties E

General l Ln:u::atin:nn] Se::urit_l,l] Identit_l,l] Endpaints]

General properties of this DCOM application

Application name: Secunty Server
Application bpe; lozal zerver
Authentication Level. -

Local path: C: 'xF'IJfEG RA~14COMICSAGERESI~ T4 BINYzec

0k, | Cancel

Figure B.16. Security Server Properties Dialog Box

The Security tab page will appear, as shown in Figure B.17. On the Security tab,
make sure to select Use default access permissions, Use default launch

permissions, and Use custom configuration permissions. Then click on the
Location tab.

ICONICS B-11
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Security Server Properties

Generall Location  Security I Identityl Endpuintsl

¥ lse default access permissions

21

i |ze custom access permissions

You may edit who can access this application.

Edit...
% Use default Jaunch permissions
7 Usge custom launch permissions
ou may edit who can launch thiz application.
Edit,..

" Use default configuration permissions

— % Use custom configuration permissions

application.

Edi...

You may edit whao can change the configuration information for this

ak. I Cancel

Aol

Figure B.17. Setting Permissions

The Location tab will appear, as shown in Figure B.18. On the Location tab, check
Run application on this computer. Click the OK button. The Distributed COM

Configuration Properties dialog box will reappear. Click the OK button.

ICONICS
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Security Server Properties EH

General ~Location lSecuril_l,l] Idenlit_l,l] Endpoints]

The following settings allow DCOM to locate the corect computer for this
application. If you make maore than one selection, then DCOM uzes the first
applicable one. Client applications may overnide pour selections.

[ Fun application on the computer where the data iz located

v Run application on this computer

[ Bun application on the fallowing computer;

|

0k | Cancel

Figure B.18. Location Settings

You have now completed the DCOM setup process for Windows NT.

B.3 Configuring DCOM for Windows 98

B.3.1 Using a Windows 98 Machine As a Web Server

Computers with Windows 98 installed must belong either to a domain or a workgroup.
To let this Web server know about all of the permitted users, select Run from the
Start menu, as shown in Figure B.19.

Frograms ¥
*] Favontes k
ﬁ Documents ¥
1, Settingz k
%) Find b
¢ Help

ci

&2 Log Off JohnR...

Shut Dawr...

Figure B.19. Opening the Control Panel
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The Run dialog box will appear, as shown in Figure B.20. Type "dcomcnfg" in the
Open field, and then click the OK button.

Run HE

Twpe the name of a program, folder, document, ar [nternet
rezource, and Windows will open it for pou,

Figure B.20. Run Dialog Box

The Distributed COM Configuration Properties dialog box will appear. Click on the
Default Properties tab to open the Default Properties tab page, shown in Figure
B.21. Select None in the Default Authentication Level field, and select Identify in
the Default Impersonation Level field.

Distnbuted COM Configuration Properties

Application:  Default Froperties iDefauIt Security

¥ Enable Distributed COM an this computer

= Default Digtributed COM communization properties

The Authenbication Level zpecifies secunty at the packet level.

Default Authentication Level:

;[N:::ne] :_j

The Impergonation Level specifies whether applications can
determinge who iz calling them, and whether the application can do
operations uzing the client's identiby.

Default Imperzonation Level:

O —

[ Provide additional security far reference tracking

| (] 1 Cancel Apply

Figure B.21. DCOM Configuration Properties Dialog Box
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Click on the Default Security tab, shown in Figure B.22, and then click the Edit
Default button.

Distributed COM Configuration Properties

&pplications | Default Properties  Default Security

~ Default Access Permiszions 1
. You may edit who iz allowed to accesz applications that do not
| provide their own settings {
I , ....... EdItDE[ault.\'l I
[~ Enable remote connection
(1] 8 Cancel Apply

Figure B.22. Default Security Tab

The Access Permissions dialog box will appear, as shown in Figure B.23. Under
the name field, select the names of all domain or workgroup users, and then click the

Add button.
Access Permissions
I ame i Aocess Permiszzions i
MT1%0omain Uzers Grant Access
€ NT1%kian Grant Access
& 04 LARMkian Grant Access

E-_-". T he Wwiaorld

Grant Access

add i Bemove 1

k. ; Cancel 1

Figure B.23. Access Permissions Dialog Box
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Add Access Permissions K
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&% The world

¥ 16 bit zource zafe
32 bit zource zafe
E Aaron
E Adrministrator
E Alaa
I Alex

Deny docess

¥ Alexander
E Adre

E Ardrew

E Anonymous

& Arjan _:j

-@ The wiarld ::j

ok Cancel i

Figure B.24. Add Access Permissions Dialog Box

The Add Access Permissions dialog box will appear, as shown in Figure B.24. The
names that you have selected will appear in the Name field and in the right-hand
pane. Click the Grant Access button, and then click the OK button.

The Distributed COM Configuration Properties dialog box will reappear. On the
Default Security tab page, check the Enable remote connection check box.
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Distnbuted COM Configuration Properties
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Figure B.25. Selecting Security Server

Now click on the Applications tab of the DCOM Configuration Properties dialog
box. In the Applications field, select Security Server, and then click the Properties
button, as shown in Figure B.25.
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The Security Server Properties dialog box will appear, as shown in Figure B.26.
On the Security tab page, select Use default access permissions.

Security Server Properties

Figure B.26. Security Server Properties
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Security Server Properties

The following zettings allow DCOM ta locate the caorrect comprter far this
application. [ you make more than one selection, then DCOM uses the first
applicable one. Client applications may overmnde pour selections.

[T Fun application on the computer where the data iz located

¥ Bun application on this computer

[ Fun application on the following computer:

k. i Cancel Sl

Figure B.27. Location Tab

As shown in Figure B.27, on the Location tab, check the Run application on this
computer option. To return to the Distributed COM Configuration Properties
dialog box, click the Apply button.

The Default Properties tab page of the Distributed COM Configuration Properties
dialog box will reappear. Click the Apply button.

You have completed DCOM setup for Windows 98.

It is, however, strongly suggested that Windows NT be used as the Web server. If
there are two NT machines in a workgroup, then you have to create the same group
of users ("WebHMIUsers") on these machines. Alternatively, the same user with the
same password should log in at any given time on these two PCs.

If all the computers are in a domain, then the client PCs need not have a list of all
users (WebHMIUsers) on them, since the domain controller takes care of granting or
denying permissions.

On the Windows 98 client machines, you should do the setup in such a way that they
receive their list of users from the domain controller or the NT workstation, whichever
is pertinent. To do this, go to Network Properties > Access Control. In the Obtain
list of Users and groups from field, type in the PC name of the Workstation (where
the workgroup was created) or the PC name of the PDC (domain controller where the
domain was created), whichever is pertinent.
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B.4 Domains, Workgroups, Rights to the Server Node,

and DCOM

B-20

DCOM's complexity recommends its use only for intranet and LAN
applications.

For WebHMI to function correctly or, more specifically, to establish proper DCOM
intranet communication, all client WebHMI PCs must be in the same workgroup or
domain as the WebHMI server node.

The DCOM default launch and default configuration settings on the server node must
be configured so that everyone logged in on the WebHMI client PC has access to the
server node. Any user logged in on a client PC must also have the proper rights to
browse the WebHMI server.

For the proper transmittal of information over DCOM between two PCs, these two
nodes must be in either the same workgroup or domain.

In any networked application, all of the computers must share common information.
From ICONICS' point of view, the most important function of such applications is to
enable the sharing of user-related information.

In a workgroup, you have to configure this information individually on each machine.
In a domain, one main computer, typically called the Primary Domain Controller
(PDC), stores all of this information. When a new PC joins the network:

e In a workgroup, you must configure all of the settings manually.

e In a domain, the PDC will automatically send them to the new PC.
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