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Introduction 1

1.1 Introduction to AlarmWorX32 Multimedia

Welcome to ICONICS AlarmWorX™32 Multimedia, a new generation of modular
automation for advanced OPC-based HMI and Visualization by ICONICS. The
AlarmWorX32 Multimedia Configurator is a standalone product that allows you to
configure alarms using several different media to notify anyone, anywhere, of an
occurring alarm.

AlarmWorX32 Multimedia is an option of AlarmWorX32 that provides OPC-
compliant multimedia technology for remote alarm notification. Various multimedia
"agents" are provided, including:

ICONICS

Telephony Agents: The Call-out Agent calls a defined number and gives a
message with options to respond. The Call-in Agent enables callers to dial in
by phone to get alarm information and browse for OPC Data Access tags.
The PA Agent uses a public address (PA) system device to announce
alarms and events over a loudspeaker. (See Chapter 9.)

Pager Agent: Delivers alarms not only to numeric pagers, but also to
alphanumeric and even two-way pagers. Use the templates provided out-of-
the-box, or configure your own message formats to send the information you
need to the handy remote devices. Supports not only the TAP paging
protocol standard, but also the newer SMS paging services for universal
worldwide support. (See Chapter 10.)

Video Agent: Plays a prerecorded video or a video captured at the moment
of the alarm, allowing you to use a video device to send a video or a
snapshot to a computer providing alarm information. (See Chapter 11.)

E-mail Agent: Allows you to receive and acknowledge alarms using standard
e-mail messages. You can configure e-mail attachments, send screen
snapshots, data files, or other files. You can also send a reply back to the
alarm system and acknowledge alarms via e-mail. Includes simple MAPI
support (supports non-Microsoft e-mail clients), support for Microsoft Outlook,
and support for SMTP (for outgoing mail only), which could eliminate the
need for an e-mail client. (See Chapter 12.)

Skype Messaging Agent: Skype is an Internet telephony software that
offers telephone calling and text messaging over the Internet. The Skype
Agent delivers instant text messages to any Skype account. If you do not
have a Skype account, you can sign up for a free account at
www.skype.com. (See Chapter 13.)
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e Marquee Agents: The Software Marquee Agent sends alarm and event
messages to a marquee that scrolls across the screen of a PC, either local or
on the network. The Hardware Marquee Agent sends alarm and event
messages to external scrolling marquees, and includes support for multiple
(LAN-based) devices. (See Chapter 14.)

e Sound / Text-to-Speech Agent: Plays prerecorded sounds and/or speech
from text locally or remotely over a network. The sound message is specified
in the sound template, where you can select a sound (.wav) file from the
Sound Library or enter a text message to be converted to speech. Alarms are
generated and spoken through speakers connected to a sound card. (See
Chapter 15.)

¢ Fax Agent: Sends alarm notifications using a fax machine. The template
determines the actual message that gets faxed to the number specified, and
includes an optional cover page design that can be used for all faxed
messages. (See Chapter 16.)

o Popup Agent: Launches an application of your choice (e.g. Internet
Explorer) to provide alarm messages and allows you to open and execute a
file on a computer. For example, you can configure a Popup Agent to open
Microsoft Internet Explorer and display alarm information within your Web
browser so that an HTML Web page appears on your screen whenever a
critical problem occurs. (See Chapter 17.)

o Task Tray Agent: Delivers a pop-up message to the Windows taskbar
notification area, allowing instant alarm notification no matter what the
operator is doing. (See Chapter 18.)

e Custom Agent: Enables you to create your own Multimedia agent. You can
create a customized executable file by specifying parameters that the
Multimedia Server will use to call the Custom Agent's interface. (See
Chapter 19.)

1.1.1 AlarmWorX32 Multimedia Overview

1-2

Figure 1.1 provides an overview of how AlarmWorX32 Multimedia enables you to
send and receive alarms using various multimedia agents. The ICONICS
AlarmWorX32 Multimedia Configurator is a database with a user interface that allows
you to configure alarms, alarm action sets, multimedia agents, and alarm
acknowledgement codes. You can also use the Multimedia Configurator to create
subscriptions to OPC Alarm and Event (AE) servers. In addition, you can configure
schedules and destinations for alarm notification messages.

When your database configuration is completed and you start the Multimedia Server,
the following occurs:

1. When the Multimedia Server enters runtime mode, it reads all the alarm
configurations in the multimedia configuration database.

2. The Multimedia Server then subscribes to OPC AE servers based on the
subscriptions that you created in the configuration database.

ICONICS
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Figure 1.1. Overview of AlarmWorX32 Multimedia

3. Inturn, the OPC AE servers generate alarms back to the Multimedia Server.

When the Multimedia Server receives alarms, it responds to those alarms
according to the settings and alarm action sets that you configured in your
database.

5. Based on these action sets, the notification messages are then sent to a recipient

(an operator or a group) via the configured multimedia agent, such as a
telephone call or a fax.

6. The recipient of the alarm message can then acknowledge the alarms using the

configured multimedia device, such as a telephone or fax machine keypad.

Note: Redundant (backup) Multimedia Servers are currently not available.

1.2 Installing AlarmWorX32 Multimedia

This section describes the steps for installing ICONICS AlarmWorX32 Multimedia. Be

sure to close any other applications before installing AlarmWorX32 Multimedia. For
general guidelines and requirements for GENESIS32™ installation, please refer to
the Getting Started Help documentation on the GENESIS32 product CD.

1.2.1 System Requirements

ICONICS

For complete information about system requirements and installing GENESIS32,
please see the Getting Started Help documentation on the GENESIS32 product CD.

IMPORTANT NOTE: You must have a telephony card installed on the computer on
which you are running the Telephony Agents (both Call-in and Call-out) and the PA
Agent. AlarmWorX32 Multimedia supports Intel® Dialogic® boards. Dialogic boards
do not work for Windows 98, so neither the Call-in Agent nor the Call-out Agent
will work on Windows 98. You also need to have an analog phone line connected to
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1.2.2

1-4

the board. (Note: Digital lines are not supported.) Only Dialogic boards are supported
for the current version of AlarmWorX32 Multimedia. For more information about
purchasing and installing Intel Dialogic boards, please visit the Intel Web site at
www.intel.com/design/network/products/telecom/index.htm.

Installation Procedure

1.

To install ICONICS AlarmWorX32 Multimedia use the following procedure:

Note: If your operating system (e.g., Windows NT) requires a login name, you must
log in with administrator capability before installing the software.

Before installing ICONICS software be sure that all other applications, such as
Microsoft Office or any antivirus software, are closed and/or disabled.

Insert the GENESIS32 product CD into your CD-ROM drive. If "Autorun” is
enabled on your system, the CD introduction starts automatically. Otherwise,
browse to your CD-ROM drive and run the "RunMe.bat" file.

Click Multimedia on the software installation menu. The Setup screen briefly
appears, followed by the Welcome Message screen, as shown in Figure 1.2.
Click the Next button to continue.

ﬂm}ﬁqu[ﬁrﬂ;@ Welcome to the InstallShield Wizard for
m mﬂﬂﬂ_ﬁﬂ{:ﬁm{q‘l ICONICS Multimedia Alarming V3

The Ingtalls hield® wWizard will install [ICOMICS Multimedia
Alarming Y3 on pour computer. To continue, click Mest

> igdRs

% Back

Cancel |

Figure 1.2. Welcome Screen

The Multimedia installation wizard will then check to see if Microsoft Data Access
Components (MDAC) is installed on your system. If MDAC is installed, the setup
will proceed to the next step. If it is not installed, you will be prompted to install
MDAC. If the system prompts you to install MDAC, follow the instructions on the
subsequent dialog boxes.

ICONICS
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5. The License Agreement dialog box appears, as shown in Figure 1.3. Select |
accept the terms of the license agreement. Click the Next button to continue.

ICONICS Multimedia Alarming ¥9

License Agreement
Flease read the following licenze a

ICOMICS LICENSE AGREEMENT
Ol SHOULD CAREFULLY READ THE FOLLOWING TERMS AND COMDITIOMS!

Opening and uzing the enclozed zofbware for any purpoze indicates your acceptance of the
termz and conditions of thiz licensze agreement. [F vou do not agree with them pou should
return all software, documentation and copy protection keys within seven days of shipment
unopened and vour money will be refunded.

ICOMICS prowides thiz program and licenzes itz uze in the United States, Puerto Rico, or
internationally. “v'ou azzume the responzibility for the selection of the program to achieve your
intended results, and far the installation, use and results obtained fram this prograrn.

% { accept the terms of the license agreement Print |

" | do not accept the terms of the license agreement

|matallshield

< Back | Mewt » I Cancel |

Figure 1.3. ICONICS License Agreement

6. The Customer Information dialog box appears, as shown in Figure 1.4. Enter
your User Name and company name. We recommend that you select to install
the application for Anyone who uses this computer (all users). Click the Next
button to continue the installation.

Customer Information

Fleaze enter gour information.

Uszer Mame:

Company Mare;

Inztall thiz application for:

' Anyone who uses this computer (&l users)

= Only for me [Employes)

InstallShield

< Back | st > I Cancel

Figure 1.4. Customer Information
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The Choose Destination Location dialog box appears, as shown in Figure 1.5.
The default location is "C:\Program Files\ICONICS\GENESIS32\Bin." If you wish
to specify a different directory for installation, click the Browse button and choose
the appropriate installation folder. After you have chosen a location, click the
Next button to continue the installation.

Choose Destination Location

Select folder where setup will inztall

Setup will ingtall ICOMICS Multimedia Alarming %3 in the following folder.

To inztall to this folder, click Mest. To ingtall to a different folder, click Browse and select
another folder.

C:sProgram Filesh COMICSAYGERESIS 324Bin' Browse... |

InztallShield

’* Destination Folder

MHest = | Cancel |

Figure 1.5. Choosing the Installation Location

The Setup Type dialog box appears, as shown in Figure 1.6. Select the setup
type to install: Professional (complete installation), Standard ("lite" installation)
or Custom (allows you to choose which multimedia agents to install). Click the
Next button to continue.

ICONICS
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Setup Type

Select the setup type to install

Click the type of zetup you prefer, then click Mext.

{¢" Professional Mulimedia [Complete [nstallation

" Standard Multimedia [Lite |nztallation]

" Multimedia Agents |natallation [Custom)

|mstallS hield

< Back | Mest » I Cancel

Figure 1.6. Setup Type

9.  Select which type of e-mail to use with the E-mail Agent, as shown in Figure 1.7.
The E-mail Agent supports the following e-mail types: Simple MAPI (for use with
Microsoft Outlook Express, Lotus Notes, Simple MAPI Mail); Extended MAPI (for
use with Microsoft Outlook); or SMTP (for use with SMTP server outgoing mail
only). Click the Next button to continue.

Choose the E-mail Agent

Select the E-mail Agent ta be activ

Click. the E -mail Agent you prefer, then click Mest.

™ For use with Microsoft Outlook Express, Lotus Notes, Simple M&F] mail.

% For use with Microzoft Outlook |

" Far uze with SMTP server. Outgoing mail only.

[Fztall5 hield

< Back | et » I Cancel

Figure 1.7. E-mail Selection
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10.

If you are installing TAPI telephony agents, the installation will look for installed
Dialogic drivers, as shown in Figure 1.8. Click the Next button to continue.

IMPORTANT NOTE: You must have a telephony card installed on the computer
on which you are running the Telephony Agents (Call-in and Call-out) and the PA
Agent. AlarmWorX32 Multimedia supports Intel® Dialogic® boards. Dialogic
boards do not work for Windows 98, so neither the Call-in Agent nor the
Call-out Agent will work on Windows 98. You also need to have an analog
phone line connected to the board. (Note: Digital lines are not supported.) Only
Dialogic boards are supported for the current version of AlarmWorX32
Multimedia. For more information about purchasing and installing Intel Dialogic
boards, please visit the Intel Web site at
www.intel.com/design/network/products/telecom/index.htm.

Telephone Agent installation.

TAP Telephone Agent installation.

1.

[nztallEhield

N The TAP! Agent wil be installed,

Dialogic divers are not detected, Dialogic Agent install option iz
not availible.

Mest > Cancel

Figure 1.8. Telephony Installation

Click the Next button to begin the installation, as shown in Figure 1.9.

ICONICS
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Ready to Install the Program
The wizard iz ready ta begin inztall

Click Inztall to begin the installation.

[F oL want ta review or change any of your installation zettings, click Back. Click Cancel to exit
the wizard.

|rztall5hield
Irztall Cancel
Figure 1.9. Proceed With Installation
12. The Multimedia installation includes a Pager Agent that connects to a wide

variety of pager services and supports the most popular paging protocols:
e Tele Alphanumeric Protocol (TAP)
e Simple Messaging Service (SMS)

During the installation of Multimedia, after checking the box for including the
Pager Agent, you can select which paging services to include with the
installation. There are two separate lists: one for the Modem/ISDN (TAP) pagers,
as shown in Figure 1.10, and one for GSM/PCS (SMS) pagers, as shown in
Figure 1.11. It is recommended that you select all carriers in each list so that
they will be available in the Multimedia configuration. Click OK.

Note: Please see Chapter 10 for information about SMS and TAP pager services
configuration.
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Modem/ISDN carrier setup : x|

— Please, zelect the carmier to ingtall————

Figure 1.10. Modem/ISDN Carrier Setup

GSM/PCS carrier setup

: X
— Pleaze, zelect the carier ko install ——————————

Cancel

9

Figure 1.11. GSM/PCS Carrier Setup

13. The Setup Complete dialog box appears, as shown in Figure 1.12. Click the
Finish button to complete the installation. When you have finished installing
Multimedia, restart your computer.

Note: Depending on the multimedia agents you have chosen to install, you may
encounter additional dialog boxes containing additional installation steps. Follow the
instructions provided in these dialog boxes.
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InstallShield Wizard Complete

Setup has finizhed installing ICOMICS Mulimedia Alarming 3
Oh our CompLiter.

¢ Back

Eanzel |

Figure 1.12. Setup Complete Dialog Box

1.3 Creating a New Configuration Database

The Multimedia Configurator is the user interface that allows you to configure alarms
and multimedia agents for the Multimedia Server. Before you can configure your
multimedia settings, you must first create a database in which your configuration can
be stored:

IMPORTANT NOTE: You must have Microsoft SQL Server installed on your
computer in order to create a new configuration database. Installation of Microsoft
SQL Server Data Engine (MSDE) occurs during the AlarmWorX32 Multimedia
installation. If you are using Microsoft Windows NT, Windows 2000, Windows XP, or
Windows Server 2003, you must log in with administrator capability in order to run the
Configuration Database Wizard.

1.  Launch the Multimedia Configurator from the Windows Start menu by selecting
Programs > ICONICS > AlarmWorX32 > AlarmWorX32 Multimedia
Configurator.

2.  The first time you open the Configurator, the Configuration Database Wizard
helps you create a new configuration database, as shown in Figure 1.13. Click
the Next button to continue.

ICONICS 1-11
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Multimedia Configuration Database Wizard |

Welcome to the Multimedia
Configuration Database Wizard

Thiz wizard helps you to create new configuration
databaze.

[Pleaze note: v'ou have to be logged on az administrator
ko ru this wizard)

Tao continue, click Mest.

¢ Back I et » I Cancel

Figure 1.13. Introduction to Multimedia Configuration Database Wizard

3.  You have two options for creating your new database, as shown in Figure 1.14.
You can either create a new Microsoft SQL Server database, or you can add
the configuration database structure to an existing Microsoft SQL Server
database. Here we will assume that you will choose the first option (to create a
new database). Select | want to create a new Microsoft SQL Server
database on local node, and then click the Next button to continue.

Note: For information about how you can add the configuration database
structure to an existing Microsoft SQL Server database, see the "Adding the
Multimedia Configuration to an Existing Database" section below.
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Mew Multimedia Configuration Database Deployment Options ; :
Fleaze select a deployment option for new configuration database --J ] i

Howw wiould wou like to deploy new configuration database?

* | want to create new M5 SQL Server 2000 or 2005 databasze on local node
[recommended]

™ | want to append Mulimedia configuration database structure o existing 501
Server databaze

¢ Back I MHewt > I Cancel

Figure 1.14. Creating a New Microsoft SQL Server Database

Choose the settings for the SQL Server database parameters, as shown in
Figure 1.15. In the SQL Server field, select the local SQL Server on which to
create a new database. Type a name for the database in the Database Name
field. In the Database Path field, choose a directory path for the new database.
You can browse for a directory by clicking the ... button to the right of this field.

Note: Usually you have only one instance of SQL Server running on the local
node (in this case the SQL Server field has only one option: "(local)". However,
it is possible to run multiple SQL Server instances on the local node, in which
case the SQL Server field lists all those SQL Server instances: "(local)" for the
default instance and "node_name/instance_name" for all others. Again, all
those are local SQL Servers.

Under the Database Properties section, specify an initial size for the database,
which should be as large as possible. You can also specify a Database Growth
option (in megabytes) or as a percentage of the total size. MSDE servers are
capable of growing the database on the fly to store more data. However, if this
operation is performed frequently, the overall system performance may
decrease. Choosing an initially large database size and a corresponding
database growth option can drastically improve system performance. To shrink
the size of the new database, check the Auto Shrink check box.

Under the Log File Properties section, you can also modify the settings for the
database transaction log file. Specify a Log File Growth option (in megabytes)
or as a percentage of the total size. Again, a sufficient initial size setting can
greatly improve performance. The default options should be adequate for most
applications with a small to medium size load.
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Click the Next button to create the new SQL Server database.

Creating New 50L Server Database £ =
The '#izard will create new SGEL Server database Ls I“'JJ;'

Please zet the following options for new SOL Server databaze:
SAL Server: I[Iu:u:al] j
Database Mame:  |SNoks
Databaze Path: IC:"\F'ru:ugram Files\| COMICSMGEMESIS-324bint _l

[ atabase Files Properties:

DB Initial Size [ME]: I'IEI Log File Initial Size [MEB]: IE

Databaze File Grow——— Log File Grow

' In Megahytes |5 % | Megabytes |2
" By Percent |1':I " By Percent |1U

v &ukoS hrink

£ Back I M et » I Cancel |

Figure 1.15. Specifying the Database Location and Properties

5. The Wizard creates the new SQL Server database, as shown in Figure 1.16.
Click the Next button to continue, when it becomes available.

Creating D atabase structure i
The ‘Wizard creates new D atabaze objects \a "-JJ J.'

Step 47 : OK |
Step 48 - (Structural Entry to Table tbdz_Archive] : OF

Step 49 - [Structural Entry to Table kbde=_CaLL_[M]: OF

Step 50 - [Structural Entry to Table Mbdz_EBazePath] : OF

Step 51 - [Structural Entry to T able Mb=_CALL_IN_ALIASE _FOLDER): OK

Step B2 - [Structural Entry to Table kbdx_CALL_IM_ALIASEGROUP): OFK

Step 53 - [Structural Entry to Table kbdz=_CalLl_MEMU_FOLDER): OF

Step 54 - [Structural Entry to Table kbd=_CaLl 0UT): Ok

Step 55 - [Structural Entry to Table MMM:_Compacting] : OF.

¢ Back [ et | Cancel I Help

Figure 1.16. Creating Database Structure
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6. The Configurator uses Universal Data Link (.udl) files to connect to the
Microsoft SQL Server database. These .udl files contain OLE database
connection information that allows the Configurator to create and manage
connections to OLE databases. Enter a name and directory path for the new
.udl file in the Data Link File Name field, as shown in Figure 1.17. You can
browse for a directory by clicking the ... button to the right of this field. Click the
Next button to continue.

Creating Data Link File .';‘. N
Fleaze select a file name for new Data Link File H"-J JJ.'
—

Pleasze choose Data Link File M ame;

C:4Program Filest COMICSAGEME 515 -324bintA 2 ] |

The Alarmtfor=32 Multimedia Configurator connects to the SOL database by wzing the
IIniverzal Drata Link, File [*.udl). Files of this tupe contain OLE DB connection information that
allawz application to create and manage connections to OLE DB databaszes.

¥ Make Active Database

Click 'Mest' buttan to continue

¢ Back I Mext = I Cancel

Figure 1.17. Creating a Universal Data Link File

7. Once the Universal Data Link has been created, a summary appears, as shown
in Figure 1.18. Click the Finish button to complete the database creation.
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Multimedia Configuration D atabase Wizard |

The Multimedia Configuration
Database Wizard has finished.

Surnmary:

Creating AWRIZMME_SOL101 an server ﬂ
ALEXAMDER ... Ok

Creating database structure, ..
Step 1. CK

- Step 20 CK

Step 3 Ok

Step 4 Ok

Step o CK

Step o CK

Step 7. Ok

Step 8 Ok Ll

< Back Cancel | Help |

Figure 1.18. Database Creation Complete

1.4 Adding the Multimedia Configuration to an Existing Database

1-16

As mentioned above, the Configuration Database Wizard also gives you the option to
add the Multimedia configuration database structure to an existing Microsoft SQL
Server database.

1. If you decide to use this option, select | want to append the Multimedia

Configuration Database structure to existing SQL Server database, as
shown in Figure 1.19. Click the Next button to continue.

ICONICS
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Mew Multimedia Configuration Database Deployment Options -
Please zelect a deplovment option for new configuration database A -J J,-I

Howw would vou like to deploy new configuration databaze?

= | want to create news M5 SAL Server 2000 or 2005 databaze on local node
[recommended]

& | want to append Mulimedia configuration database structure to existing SEL
Server databasze

¢ Back ’ Mest = ! Cancel Help

Figure 1.19. Adding the Configuration to an Existing Database

2. You are now prompted to connect to the existing SQL Server database. Click the
Log On SQL Server button, as shown in Figure 1.20.

S50L Server Log On .";_. N
Please Log On existing SHL Server l“J_,_ iy
" = /_:

Prezs 'Log On SOL Server' button to connect
to existing SOL Server database Log On SOL Server..

Connechion Status

<MOT COMMECTED>

< Back I MHext = Cancel Help

Figure 1.20. Connecting to an Existing SQL Server Database

ICONICS 1-17
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3. You are now prompted to connect to the existing SQL Server database. Click the
Log On SQL Server button, as shown in Figure 1.21.

B Data Link Properties x|

Provider Connection |.-'1‘-.|:Ivan|:e-:|| All I

Specify the following to connect to SGL Server data:
1. Select ar enter a server name:

j Refresh |

2. Enter information to log on to the server:
i |lze windows MT Integrated security

" Use a specific user name and pazswond:

[zer narme: I

Fagzzword; I
[T Blank password [T Allow saving password

3. ¥ Select the database on the server:

=~

™ Attach a databaze file az a databaze name:;

[ zina the filerarme;

| N

T ezt Connectian |

k. I Cancel Help |

Figure 1.21. Logging on to the SQL Server Database from the Data Link
Properties

4. Click the Test Connection button. If the test is successful, a message box
appears, as shown in Figure 1.22. Click OK. Then click the OK button on the
Data Link Properties dialog box.

Microsoft Data Link x|

@ Test connection succeeded,

Figure 1.22. Successful SQL Server Test Connection
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5. When a connection to the SQL Server database is established, the traffic light
icon turns green, and the Next button becomes enabled, as shown in Figure
1.23. Click the Next button to continue.

SQL Server Log On I-"—. N
Please Log On existing SOL Server | J'
b

Prezs 'Log On SOL Server’ button to connect
to existing SOL Server database Log On SOL Server...

Connection Status

Connected to Database on server

Click 'Mext' button to continue.

< Back I Memt » I Cancel Help

Figure 1.23. Connection to SQL Server Database Established

6. The Wizard inserts Multimedia tables into the selected SQL Server database, as
shown in Figure 1.24. Click the Next button to continue.

Creating Database structure i
The ‘Wizard creates new D'atabase objects o

Step 47 : OK |
Step 48 - [Structural Entry to Table Mide_Archive] . OF

Step 49 - [Structural Entry to Table Mid=_CALL_IMN]: OFK

Step B0 - [Structural Entry to Table Mbd=_BazePath) : Ok

Step 51 - [Structural Entry to Table Mb=_CALL IN_ALIASE_FOLDER): Ok

Step 52 - [Structural Entry to Table Mb=_CALL IN_ALIASEGROLF] : OF

Step 53 - [Structural Entry to Table M4 CALL MEMU_FOLDER]: Ok

Step 54 - [Structural Entry to Table Mb=_CALL OUT]: OF

Step 55 - [Structural Entry to Table MB_Compacting) : QF.

¢ Back [ et = | Cancel I Help

Figure 1.24. Creating Database Structure
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7. Enter a name and directory path for the new .udl file in the Data Link File Name
field, as shown in Figure 1.25. You can browse for a directory by clicking the ...
button to the right of this field. Click the Next button to save OLE DB connection
information in the .udl file.

Creating D ata Link File AR
Please select a file name for new Data Link File :‘JJ,I

Please chooge Data Link File Marne:

C:4Program Filess COMICSSGEME SIS -324bir'y Az SEL.udl

The Alarmwor32 Multimedia Configurator connects o the SOL databaze by using the
|Iniverzal Diata Link File [* udl). Files of thiz type contain OLE DB connection information that
allows application to create and manage connections to OLE DB databazes.

W Make &ctive D atabase

Click "Mext' button to continue

< Back I Mewst » I Cancel |

Figure 1.25. Selecting a Directory and File Name for Universal Data Link (.udl)
File

8. Once the Universal Data Link has been created, a summary appears, as shown
in Figure 1.26. Click the Finish button to complete the database creation.

Multimedia Configuration D atabase Wizard

The Multimedia Configuration
Database Wizard has finished.

Summary:

Creating W0 E32MMy_S0OL101 on server il
ALEXAMDER ... OK

Creating database structure..,
Step 1: Ok

- Step 2 O

% Step 3 QK

Step 4 0K

Step 5 QK

Step o O

Step 7 ;. OK

Step 8 O Ll

Cancel | Help |

Figure 1.26. Database Creation Complete
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1.5 Upgrading Microsoft Access Databases

If you have existing AlarmWorX32 Multimedia Version 6.1 configuration databases
that were created using Microsoft Access, you can still use those databases in
Version 7.x, 8.x or 9.x, but you must first upgrade those databases to Microsoft SQL
Server by doing the following:

1. In the Multimedia Configurator, select Open from the File menu, as shown in
Figure 1.27.

File Edit Wew Go Action
= o

Save s,

[Make fctive, ..

Expork C5L,.
Impork C5, .

Recent File

Exit
T

Figure 1.27. Opening the Existing Microsoft Access Database

2. Selecting a Microsoft Access database and then click Open, as shown in Figure

1.28.
open 21|
Look ir: I'a Bin j = % ER-
_1Defsult MDEs L MMyS0ounds CvBa
C3 Dialog ca Pager @QWXSZSWJ
_FAY [ Script [#] avrLog3z.
_IForkInstal Scripkwizard @GASEngine(
|:| Fonks SnapShots @LangSup.mc
|:I Images I:I Topaz @Prnject‘-.-‘-.-‘nr:
1] | |
File name: At b 32 mdb Open I
Files of type: Microzoft A : Databazes [:':.FI'II:":I] Cancel |
v

Figure 1.28. Selecting a Microsoft Access Database

3. Click Yes to continue, as shown in Figure 1.29.

ICONICS 1-21



Introduction AlarmWorX32 Multimedia

The database structure in datasource ‘Dl AWX 32, AWM 2 AWMMEEZ. mdb" is out-of-date,
Do you want to upgrade it?

If you choose "Yes', a new SOL Server database will be created, then data from
Tt A2 AW RS2 A0 MK 32, mdb will be transferred,

Figure 1.29. Upgrade Notice

4. This opens the Configuration Database Wizard (refer to the section above). Run
the Wizard to create a new SQL Server database. Select | want to create a new
Microsoft SQL Server database on local node, as shown in Figure 1.30, and
then click the Next button to continue.

Hew Multimedia Configuration D atabaze Deployment Options ¥, - y
Pleaze zelect a deployment option for new configuration database | --J i

How would pou like to deploy new configuration databaze?

v { wart to create new MS SHL Server 2000 or 2005 database on local node
[recommended]

(™ | want to append Multimedia configuration database structure bo existing SEL
Server databaze

< Back | Mewt > | Cancel

Figure 1.30. Creating a New Microsoft SQL Server Database

5. When you have finished creating the new SQL Server database, the Database
Upgrade Summary appears, as shown in Figure 1.31, and the database opens
the in the AlarmWorX32 Multimedia Configurator.
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Database Upgrade Summary m

Databaze 'D: Wi 32500 b 32 AWM= 32 db" was upgraded to
D 32 AWM MR 320 A 320 M SOLT107.udl

[ ata Transfer results:

Cloze

1]

Fed bl MediaTeTDIale

[tern Mame | Table Mame | Status | Errarfs) -
% Bell way rAbdi<_Filter Accepted
% Belll Speech rAbdi<_Filter Accepted
% CoeTemp kAbd2<_Filter Accepted fe
% Radiation Level kAbd2<_Filter Accepted
% Suface Temp Fdbd<_Filter Accepted
% Tank Overflow Fdbd<_Filter Accepted
% Securty Breach Fdbd<_Filter Accepted
ICOMICS Alarm OPC Server rAbdi<_Subscription Accepted
5@’ Default rAbdi<_Config Accepted
@ Default Email tdtd_MediaT emplate Accepted
@ Default Sound Speech tdtd_MediaT emplate Accepted
@ Default Sound Wway tdtd_MediaT emplate Accepted
@ Default Marques tdtdz_MediaT emplate Accepted
@ Default Instant teszenger tdtdz_MediaT emplate Accepted
@ Default Pop-up tdtde_tediaT emplate Accepted
@ Default Yideno tdtde_tediaT emplate Accepted
El:ﬁ Default Fax Accepted

il

Figure 1.31. Database Upgrade Summary

1.6 Starting the Multimedia Configurator

Once you have finished creating a new configuration database using the
Configuration Database Wizard, the Multimedia Configurator screen opens, as shown
in Figure 1.32. The screen consists of a split window with a tree control view in the
left-hand pane and a configuration view in the right-hand pane. The name of the .udl
file that you created appears in the title bar of the window. The Configurator provides
a standard format for the configuration database, as well as a sample (default)
configuration project. The Configurator also includes a toolbar and menus with many
command functions. For a description of the toolbar and menu functions, please see

the sections below.

File Edit Wew Go Action Tools Help

S -EETPLRENEF KA 2WS

Mame = i
| =] oPC subscriptions
[ E]alarm Filkers

Ready

Figure 1.32. AlarmWorX32 Multimedia Configurator Screen
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1.7 Toolbar
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The Multimedia Configurator toolbar, shown below, contains the following command
buttons. To show or hide the toolbar, select Toolbars > Standard Buttons from the
View menu. For more information on menu functions, please refer to the "Menus"
section below.

New: Creates a new database.

Open: Opens an existing database.

Up One Level: Moves up one level in the tree view.

AL BR WA 0 NKE

Navigate Back: Jumps to the last screen viewed.

Navigate Forward: Jumps to the next screen viewed.

Cut: Deletes current selection, sending it to the clipboard.

Copy: Copies the current selection to the clipboard.

Paste: Pastes the current contents of the clipboard.

Large Icons: View items as large icons.

Small Icons: View items as small icons.

List: View items as a list.

Details: View items as a list with details.

Dialog View: View additional configuration options.

Insert New Subscription: Configure a new subscription to an OPC server.

Insert New Filter: Configure a new alarm filter.

Insert New Configuration: Set up a new alarm configuration.

Multimedia Assistant: Starts/stops the Icon-Nick Multimedia Assistant.
Multimedia Configuration Wizard: Launches the Multimedia Configuration Wizard.
Start/Stop Multimedia Server: Starts/stops the Multimedia Server.

Monitor View: Adds a window to show alarms.

Update Server Data: Updates the Multimedia Server of any changes while running.
Clear Queues: Cancels all multimedia agent queues to the Multimedia Server.
Security Administration: Configures Security Server settings for the Call-in Agent.
About: Displays information about the application.

Help: Displays context-sensitive help.

Help Topics: Launches online help for the application.

ICONICS
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1.8 Menus
The menu bar of the AlarmWorX32 Multimedia Configurator contains the following
menus:
o File
e Edit
e View
e Go
e Action
e Tools
e Help

1.8.1 File Menu
The File menu commands are listed in Table 1.1.

Table 1.1. File Menu Commands

Command Shortcut Keys | Function

New CTRL+N Creates a new Microsoft Data Link
(.udl) file through the Configuration
Database Wizard.

Open CTRL+O Opens a Microsoft Data Access
(.mdb) or Microsoft Data Link (.udl)
file, which allows you to connect to
any OLE database source, such as a

SQL database.
Save As Saves the current database.
Make Active Activates the current database. If this

command is not available, then the
current database is already the active
database.

Export CSV Exports configuration data from your
database to a text file. You can
specify the delimiters and what to
export.

Import CSV Imports data into your database from
a text file. You can then specify the
delimiters and choose from the
following import settings:

Exit Closes the application.

ICONICS
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Exporting Configuration Data

The Configurator offers the flexibility of exporting data from your configuration
database to a text (.txt) file or a Microsoft Excel (.csv) file. To export data, select
Export CSV from the File menu. This opens the Export Configuration Data to File
dialog box, as shown in Figure 1.33. You can then specify the delimiters for exporting
the data. Unless you specify delimiters in the Export Configuration Data to File
dialog box, the file will use Commas as delimiters by default. Each group contains
headings and columns that provide information about each item, such as descriptions
and associated translations and expressions. It also provides the "tree" pathway for
each item. Choose the directory to which you want to export the data from your
database. In the Save As Type field, choose the file type (.txt or .csv) that you would
like to save.

Export Configuration Data to File

Save i | I MM#_Databaze w ¥ ° -

-

Save aztype: | Tewt files [".cav) W

Crelimiters

) Tab
(*) Comma

) Other;

Figure 1.33. Exporting Configuration Data

Importing Configuration Data

The Configurator offers the flexibility of importing data from a text (.txt) file or a
Microsoft Excel (.csv) file to your configuration database. To import data, select
Import CSV from the File menu. This opens the Import Configuration Data From
File dialog box, as shown in Figure 1.34. You can then specify the delimiters and
choose from the following import settings:

e Create new items. When the import file contains items that are not yet in the
configuration database, then it will create them. Otherwise it will skip these
items.

e Update existing items. When the import file contains items that are in the
configuration database, then it will update them using data from the import file.
Otherwise it will skip these items.

ICONICS
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Note: Either Create new items or Update existing items must be selected.
Otherwise there is nothing to import.

e Display errors. When this item is checked, the Configurator will show a dialog

box if an error occurs, and then will ask you if you want to proceed with the

import. When it is not checked, it will skip all items where an error occurred.

r

Import Configuration Data from File

Look in: | | MME_Databaze

File name: test cay

Files of tppe: | Test files [*.csv)

|rport setting
Create new items

[ ] Update existing items
[ ] Dizplay ermars

Inzert Mizzing
Farent |terms

Drelimiters

() Tab
(¥ Comma

() Other;

Figure 1.34. Importing Configuration Data

When you have selected a file to import, click Open. When the import is completed,
the File Import Results dialog box will open, as shown in Figure 1.35. This shows
the import settings, including the input file name. It also provides a summary of the

import, including how many items were inserted, updated, or rejected, and shows

how many errors occurred.

Click the ... button to the right of each field to get the details view of the import
results, as shown below. This view shows the specific items that were inserted,

updated, or rejected, as well as a description of any errors that occurred.
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1.8.2 Edit Menu

File lmport results

Uzed Import settings

S

[nput file:

C:hDocumentz and Settingzhall L zerzhdpplication D

Create new items
[ ] Update existing itemns

Recard Statiztics

L. Read fram input file:
% j

Inzerted: (1] 18 [:]
1] 0

Fejected: ! ar {D 115 [I]
! 1]

Figure 1.35. File Import Results Dialog Box

The Edit menu commands are listed in Table 1.2.

Table 1.2. Edit Menu Commands

Command Shortcut Keys | Function

New Creates a new item depending on
what is selected in the tree view.

Rename CTRL+R Renames the selected object.

Multiply CTRL+M Multiplies the selected object or item.

Delete CTRL+DEL Deletes the selected object.

Cut CTRL+X Cuts the selected object from the view
and places it on the clipboard.

Copy CTRL+C Copies the selected object to the
clipboard.

Paste CTRL+V Pastes the last object placed on the
clipboard.

Select All CTRL+A Selects all objects in a list. The
selection is shown in the upper-right-
hand section of the viewer.

1-28

ICONICS



AlarmWorX32 Multimedia

Introduction

Invert
Selection

Unselects all selected items and
selects all unselected items in a list in
the upper-right-hand section of the
viewer.

1.8.3 View Menu

ICONICS

Table 1.3. View Menu Commands

The View menu commands are listed in Table 1.3.

Command Shortcut Keys | Function

Toolbar Displays the toolbar.

Status Bar Toggles the status bar.

Large Icons F7 Displays the items in the list as small
icons.

Small Icons F8 Displays the items in the list as small
icons.

List F9 Displays the items in a list.

Details F10 Displays the items along with detailed
information about the configuration of
each item.

Dialog View F11 Toggles the configuration window
(right-hand pane).

Monitor View | F12 Shows/hides the Multimedia Server
runtime monitor. (See Chapter 8.)

Sort By Displays a list of options for sorting
the columns in the right-hand pane of
the screen. The options listed depend
on the level within the view.

Show/Hide Displays a list of options that you can

Columns choose to show or hide in the view.

Select Allows you to select the language to

Language be used in the Configurator from the
Select Language dialog box. Select
the language you wish to use for your
system and click OK. For navigation
purposes, use the buttons and check
boxes in the List section.

Global F5 Refreshes the data for the entire

Refresh Configurator screen.

Subtree CTRL+F5 Refreshes only the data contained in

Refresh the currently selected subtree.
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Selecting Languages
The Select Language function on the View menu allows you to choose which
language to use in your display. Choosing Select Language from the View menu
opens the Select Language dialog box, shown in Figure 1.36.

Note: A language resource .dll must be installed for language switching to work.

Select Language

y

[ English - Australia ]| 1 List
Englizh - Belize [ .
Englizh - Canada | © Englsh
Englizh - Canbbean | ) Localized
Etglizh - Ireland
Englizh - Jamaica | ) Native
English - Mew Zealand
E nglish - Republic of the Philippir|
Englizh - South Africa [ Installed Locales Only
Englizh - Tnrdad and Tobago ;
English - Urited Kingdam L Avalable Language
Englizh - United States = Tranzlations Only
Eralish - Zimbabiwe [

k. ] [ Cancel ] [ Help

Figure 1.36. Select Language Dialog Box

Define the parameters listed in the table below. Then click OK to return to the
work area.

Select Language Parameters

Parameter Description

List Lists available languages. Depending on which
item you have selected, the view on the left will
change. If English is checked, the languages
will appear as their English name. If Localized
is checked, the languages will appear with the
native country in parentheses (for languages
with several dialects only). When Native is
checked, the languages are displayed the way
they would be written in that language.

Installed Locales Only If this is checked, local languages appear in the
box.

Available Language Checking this box allows you to choose from

Translations Only available language translations only.
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1.8.4 Go Menu

Table 1.4. Go Menu Commands

The Go menu commands are listed in Table 1.4.

Command Shortcut Keys | Function

Up One Level Moves the cursor up one level.

Item Above ALT+Up Arrow | Moves the cursor to the next item up
in the tree view.

Item Below ALT+Down Moves the cursor to the next item

Arrow down in the tree view.

Previous ltem Moves the cursor back to the last item
selected.

Next ltem Opens the next item in the tree view.

Expand ltem | ALT+Left Arrow | Expands an item that contains a
submenu.

Collapse Item | ALT+Right Collapses an item that contains a

Arrow submenu.

Page Up ALT+PgUp Moves the cursor up to the first item
in the tree.

Page Down ALT+PgDown Moves the cursor down to the last
visible item in the tree.

Home ALT+Home Moves the cursor up to the first item
in the tree.

End ALT+End Moves the cursor down to the last
visible item in the tree.

Next Pane F6 Moves the cursor to the next pane.

Previous SHIFT+F6 Moves the cursor to the last pane

Pane used.

1.8.5 Action Menu

ICONICS

The Action menu commands are listed in Table 1.5.

Table 1.5. Action Menu Commands

Command

Function

Start Multimedia
Server

Enters the Multimedia Server into runtime
mode. For information on runtime operations,
please see Chapter 8.

Stop Multimedia
Server

mode.

Stops the Multimedia Server and exits runtime

1-31



Introduction AlarmWorX32 Multimedia

1.8.6 Tools Menu
The Tools menu commands are listed in Table 1.6.

Table 1.6. Tools Menu Commands

Command Function

Options Launches the Options dialog box. For more
information about the Options dialog box,
please see Chapter 7.

Multimedia Launches the Alarm Configuration Wizard,
Configuration Wizard | which guides you through the steps for alarm
configuration. (See Chapter 3 for details.)

1.8.7 Help Menu
The Help menu commands are listed in Table 1.7.

Table 1.7. Help Menu Commands

Command Shortcut Keys Function

Help Topics F1 Launches the online Help for the
ICONICS Multimedia Configurator.

What's This? | SHIFT+F1 Displays context-sensitive help.

Multimedia Starts the Icon-Nick Multimedia

Assistant Assistant, which provides interactive,
text-to-speech help.

About Launches the About Box, which

Application contains information about the
product version number, copyright,
and available disk space. It also
contains information about how to
contact ICONICS.

1.9 Adding, Reinstalling, and Uninstalling Components

The following procedure explains how you can update your AlarmWorX32 Multimedia
installation at any time.

1. Select Settings > Control Panel from the Windows Start menu.
2. Inthe Control Panel, select Add/Remove Programs.

3. This opens the Windows Add/Remove Programs dialog box, as shown in
Figure 1.37. To make changes to the Multimedia installation, select Multimedia
Alarming and click the Change/Remove button.
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Currently installed programs: Sort I:ﬂ;.-':l Marne ;I
@ IZOMDZS GEMESIS-32 Size 263ME il
ﬁ! ICONICS Multimedia Alarming Size 13.2ME J

Jous computer, ick Changefhemate. Changs/Remove
E ICOMICS Software Licensing Size 3.98ME
i 1CONICS WebHMI See  4.01MB |

Close |

Figure 1.37. Windows Add/Remove Programs Dialog Box

Wird

4. This opens a Setup dialog box that allows you to select whether to modify,
repair, or remove AlarmWorX32 Multimedia, as shown in Figure 1.38.

Welcome

tadify, repair, or remove t:he

YWielcome to the ICOMICS Multimedia &larming %3 Setup Maintenance program. This program
letz pou modify the curent ingtallation. Click one of the optionz below.

Select new program features to add or zelect curently installed features to
IEMOVE,

" Repair
ﬁ Reinztall all program features installed by the previous setup.

= Bemove

@ Femaove all installed features.

|rztallShield

< Back | Mest » I Cancel

Figure 1.38. Multimedia Setup Options

5. To add or remove specific program components, select Modify and then click
the Next button. This opens the Select Components dialog box, where you can
select which agents to add to or remove from the installation.

6. To repair a corrupted installation, select Repair from the Setup dialog box. Then
click Next to reinstall all program components.
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7. To uninstall all program components, select Remove from the Setup dialog box.
Then click the Next button. A dialog box then asks you if you wish to uninstall
AlarmWorX32 Multimedia. Click OK to uninstall the application.

8. When you have finished modifying, repairing, or uninstalling components, the
Maintenance Complete dialog box appears.
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2.1 Basic Steps for Creating an Alarm Configuration

This chapter provides a quick walk-through of how to create a basic alarm
configuration. The following are suggested procedures for quickly and easily using
the alarm Configurator's power and flexibility to develop a new alarm configuration.
This chapter covers the following steps. More advanced options, such as templates
and roles with scheduling, are discussed in later chapters.

Step 1. Create a subscription to an OPC Alarm and Event server.
Step 2. Create an alarm filter.

Step 3. Create a multimedia agent.

Step 4. Create an alarm configuration.

Step 5. Create an action set.

Step 6. Activate the database active.

Step 7: Start the Multimedia Server.

For additional help on any of these steps, select Multimedia Assistant from the Help
menu. Follow the instructions provided by the Multimedia Assistant.

As an alternative, the Multimedia Configuration Wizard provides a simple walk-
through that guides you through the steps above in a condensed, user-friendly
fashion. Using the Multimedia Configuration Wizard simplifies the above process
down to two steps:

Step 1. Use the Multimedia Configuration Wizard to create an alarm
configuration. (See Chapter 3.)

Step 2. Make the database active.
Step 3: Start the Multimedia Server.

Note: In order to allow intranet/Internet-based alarm subscriptions or alarm
notification, you will need to configure either DCOM or TCP/IP communications. For
more information, please refer to the GenBroker or WebHMI help documentation.

2.2 Creating a Subscription

ICONICS

The first step in creating an alarm configuration is to create a subscription, which
defines a connection to an alarm server. A subscription specifically describes alarms
in which the Multimedia component is interested. To create a subscription to one or
several OPC Alarm and Event servers, do the following:
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1. Click the Insert New Subscription button on the Configurator toolbar, or right-
click the OPC Subscriptions folder (found under the Alarm Inputs folder on the
tree control) and select New > OPC Subscription from the pop-up menu, as
shown in Figure 2.1.

=-{@a] Alarm Inputs Mame - I
: -- OPC Subscriptions

FF rmmnirims mlcee mmm e

E' alarm Filkers M CPC Subscription
H (8] Alarm Cu:-nl:!guratlcuns B
q‘ Syskem Objects MUkl
-- Modes HHRT o
Delete

Figure 2.1. Creating a New Subscription

2. Type in the new subscription name, as shown in Figure 2.2.

Click the Subscribe/Edit button to open the Subscription Properties dialog
box.

When you have finished configuring the subscription properties, click OK.
Click Apply.

2:' [ li=1N IR YRR IR IR
El OPC Subscriptions
BB 1CONICS Alarm OPC Serve

i Mew OPC Subscription B Subscription — — _ :
H - \ e OFPC Subscniphon
-] Alarm Filters % W ame: Mew OPL Subscriptior Subszcribe/E dit |

=4 Alarm Configurations
:ﬁh Syskem Objects

Modes

Apply I Fezet Add e

Figure 2.2. Naming the New Subscription

2.2.1 Subscription Properties

Clicking the Subscribe/Edit button in the subscription field opens the Subscription
Properties dialog box, shown in Figure 2.3. The Subscription tab determines what
type of OPC connection will be made. It allows you to add, rename, delete, or edit a
subscription to a particular OPC Alarm and Event Server. To add a new subscription,
click the Add button.

The subscription named "New Subscription" appears, as shown in Figure 2.3. This
subscription does not contain any data, so it is necessary to immediately edit the new
subscription. To do so, click the Edit button to open the Event Subscription dialog
box, shown in Figure 2.3. It is only possible to add or edit subscriptions that are
connected to active OPC Alarm and Event servers.

Note: It is possible for a server to have more than one subscription. In fact, itis a
very effective way to achieve filtering.
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Subscription Properties ﬂ

Subscriptian |

Mew Subscription

] I Cancel | Apply | Help |

Figure 2.3. Subscription Properties Dialog Box

AlarmWorX32 Multimedia uses local subscriptions by default. You have the option of
creating a global alarm subscription or a local alarm subscription. To create a global
subscription, first remove all existing local subscriptions, and then click the Add
button to create a new subscription. Click the Edit button and select the Use Global
Subscription option.

Note: You must use either all global subscriptions or all local subscriptions; global
and local subscriptions cannot be mixed.

If you use a global subscription, the Unified Data Browser dialog box opens, where
you can select a subscription from the Alarm Subscriptions tab, which lists all global
subscriptions configured in the Unified Data Manager. Global subscriptions are
prefixed by "awxs".

For more information, please see the Unified Data Manager help documentation.

Server Tab

The Server tab of the Event Subscription dialog box, shown in Figure 2.4, allows
you to select an Event Server and Node for each subscription. To select the event
server, click the Browse button.
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Event Subscription - Mew Subscription

Server | Types | Categories | Areas | Sources | Atributes

(Eme) (J

Ewent Server: [ICOMICS AlarmSerner. 1

Figure 2.4. Event Subscription Dialog Box: Server Tab

This opens the OPC AE tab of Unified Browser, shown in Figure 2.5, which lists all
available Alarm and Event OPC servers. Select the desired server, and click OK. For
local servers, it is not necessary to fill in the Node field.

m EE]Q@ - B X | A~ | (Z) Hep -
ICOMICS, AlarmServer, 1
OPC AE
j My Cornpuker MNarne
% Network Neighborhoor  £% GarEvent. 1
#- & Internet *ICOMICS, Alarmaerver, 1

I+ Favorites

[ Ok l [ Cancel

3 Objects (1 Selected)

Figure 2.5. Selecting an Alarm and Events Server

You can also select global aliases to use in the Node field. Clicking the ... button and
selecting Global Alias Browser from the pop-up menu opens the Global Alias
Browser, as shown in Figure 2.6. Select a global alias from the Unified Browser,
which includes all global aliases in the global alias database. This eliminates the
need to manually type in the alias name. All global aliases that are configured in the
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Global Alias Engine Configurator are conveniently available to choose from inside the
browser. The tree control of the Global Alias Engine Configurator is mimicked in the
tree control of the Global Alias Browser. Select a global alias by double-clicking the
alias name. The alias name appears at the top of the browser, which automatically
adds the <# and #> delimiters to the alias name. Click the OK button.

! EH- E__;I Bl ] ~ E'Help'r

<#Floor# =
Glabal Aliases
* P2 pliases Mame Description .
JDBOPC
,J Building

J BuildingIdent Building "hurman” readable identification skring

|| DEGridSwitch

i lFloor

,J FloorCaption

,_1 FloorIdent Floor "human” readable identification string

|| GasinGas

,J Localdlias

,JM';.f Roarn Ca. .. "
b .

£ >

Ik l [ Zancel

Figure 2.6. Selecting an Alias From the Global Alias Browser

Types Tab

The Types tab of the Event Subscription dialog box, shown in Figure 2.7, allows
you to configure which OPC-defined event types each subscription should have, as
well as to set the ranges for severity (priority). A value of "0" represents the low
severity value, and "1000" represents the high severity value. Please note that OPC
Alarm and Event (AE) servers are required to scale severity values to the OPC
ranges (i.e. an AE server that contained two severity ranges would convert these to
"0" and "1000").
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2-6
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Event Subscription - New Subscription
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)4 ] [ Cancel ] [ Help

Figure 2.7. Event Subscription Dialog Box: Types Tab

Simple (only produced by the GenEvent Server): These messages state
information but do not have alarm status, nor do they contain information on what
initiated the message. This includes the following information: Source, Time, Type,
EventCategory, Severity, Message, Cookie, and server-specific items.

Example: "FIC101, 12:0:0 1/1/99, Simple, Category1, 100, 'Shift Change', 1"
Simple messages would be similar to an event.

Tracking (only produced by the GenEvent Server): These messages contain the
additional information about the client that initiated the event. This includes the
following information: Source, Time, Type, EventCategory, Severity, Message,
Cookie, ActorlD, and server-specific items.

Example: "FIC101, 12:0:1 1/1/99, Tracking, Category1, 300, 'Pump pressure Set to
10 psi', 1, Station 12"

Tracking messages are similar to event messages in that the cause of the event is
important. An example would be an operator changing a setpoint value. This type of
message does not include acknowledge capability. When a value is changed in
GraphWorX, a "Tracking Event" is issued with the category "Operator Process
Change." All other GENESIS32 apps report only "Simple" events which are always
category "System." GenEvent Automation users are free to specify the other
categories when they issue a "Tracking Event."

Note: Simple and tracking messages are removed from the alarm viewer via the
acknowledge mechanism.

Condition (only produced by the AlarmWorX Server): These messages contain all
of the above information but also include an acknowledgement portion. This includes
the following information: Source, Time, Type, EventCategory, Severity, Message,
Cookie, ConditionName, SubConditionName, ChangeMask, NewState,
ConditionQuality, AckRequired, ActiveTime, ActorlD and server-specific items.

Example: "FIC101, 12:0:3 1/1/99, Condition, Category1, 700, 'Pump pressure to
high', 1, Limit, HiHi, 1,Active Enabled, Good, TRUE, 12:0:2 1/1/99"
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Condition messages would be considered a "typical" alarm message with
acknowledge capability.

For more information, please refer to the OPC Alarm and Events specification at
www.opcfoundation.org.

Categories Tab

The Categories tab of the Event Subscription dialog, shown in Figure 2.8, allows
you to select the categories for a subscription. Select the category from the list of
available categories, and then click the Add -> button. The category will appear in the
Subscribed list. To remove a category from this list, select it in the Subscribed list
and click the <- Remove button. If no categories are listed in the Subscribed list,
then all categories are selected by default.

Event Subscription - Hew Subscription E]

_Sn_awn_ar Types | Categories | Areas | Sources .-'-‘-.ttr_il:_uytes

Ayailable: Subzcribed:
Dreviation Drigital
Drigital Fate of Change
it
OPC Server Ermror

Fate of Change
Swztern Configuration

Syztem Mezzage

r— | Ear;;:n.e;.”].[m.Help

Figure 2.8. Event Subscription Dialog Box: Categories Tab

Alarm Server Categories

All events generated are of the OPC-defined Event Type Condition. The
AlarmWorX32 Server defines the following Event Categories and uses the identical
names for the Condition Names:

o Deviation: Triggers an alarm if the difference between two input values
exceeds the high or low limits specified in the Alarm Server configuration.

¢ Digital: Triggers an alarm if the comparison between the Alarm State Value
(specified in the Alarm Server configuration) and the input state is TRUE.

e Limit: Triggers an alarm if the input value exceeds the high or low limits
specified in the Alarm Server configuration.

e Rate of Change: Triggers an alarm if an input value changes at a rate
greater than or equal to the limit specified in the Alarm Server configuration.

ICONICS 2-7
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The Limit and Deviation conditions have the following subconditions:
o HiHi: Triggers an alarm if the value is greater than or equal to the HiHi limit
specified in the Alarm Server configuration.

e Hi: Triggers an alarm if the value is greater than or equal to the Hi limit
specified in the Alarm Server configuration.

e Lo: Triggers an alarm if the value is less than or equal to the Lo limit
specified in the Alarm Server configuration.

e Lolo: Triggers an alarm if the value is less than or equal to the LoLo limit
specified in the Alarm Server configuration.

Note: The following categories are not used in the AlarmWorX32 Server:

e OPC Server Error
e System Configuration

e System Message

Event Server Categories
The GenEvent Server defines the following Event Categories:
Operator Process Change: Sent by GenEvent when a value is changed in
GraphWorX32.

Sysconfig: Sent by GenEvent when a configuration change is made to a file or
database.

System: All other GenEvent messages.

Note: The Advanced category is not used in the GenEvent Server:

For more information, please refer to the OPC Alarm and Events specification at
www.opcfoundation.org.

Areas Tab

Use the Areas tab of the Event Subscription dialog box, shown in Figure 2.9, to
select an area or a group of areas for filtering in a subscription. An area is used to
group OPC alarm tags. This information can be used by clients for filtering purposes.
A tag can exist under multiple areas, and an area can have a multiple levels. An area
is defined by its name and the name of its parent branches. For example, a branch
called Area 1 under plant Area A is different from Area 1 under plant Area B. Areas
can be configured in the AlarmWorX32 Server Configurator.

ICONICS
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Figure 2.9. Event Subscription Dialog Box: Areas Tab

Clicking the Browse button opens the Unified Data Browser, which lists all available
areas for your event server. Area subscription supports wildcards, which subscribe to
the format of the Microsoft Visual Basic 'like" command. For example, "Area1*" will
subscribe to all alarm areas that contain strings beginning with "Area1". A detailed
explanation of the wildcard support can be found in the OPC Alarm and Events
documentation. It is recommended that you thoroughly read the wildcard
documentation before attempting to use complicated expressions.

For the "like" operator: "string" equals the string to search in; "pattern" equals the
string to search for (can include wildcards); nonzero for case-sensitive search; zero
for case-insensitive search. String syntax is "string".

You can use these special symbols in pattern matches to match a single character in
the source string:

e ? Accepts any single character.

e # Accept a single character if it is digit (0-9).

e [charlist] Accepts a single character if it is part of the characters list.

e [Icharlist] Accept a single character if it is not part of the characters list.

Note: To match the special characters left bracket ([), question mark (?), number
sign (#), and asterisk (*), enclose them in brackets. The right bracket (]) cannot be
used within a group to match itself, but it can be used outside a group as an
individual character.

By using a hyphen (-) to separate the upper and lower bounds of the range, charlist
can specify a range of characters. For example, [A-Z] results in a match if the
corresponding character position in string contains any uppercase letters in the range
A-Z. Multiple ranges are included within the brackets without delimiters.

Other important rules for pattern matching include the following:
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¢ An exclamation point (!) at the beginning of charlist means that a match is
made if any character except the characters in charlist is found in string.
When used outside brackets, the exclamation point matches itself.

¢ A hyphen (-) can appear either at the beginning (after an exclamation point if
one is used) or at the end of charlist to match itself. In any other location, the
hyphen is used to identify a range of characters.

o When a range of characters is specified, they must appear in ascending sort
order (from lowest to highest). [A-Z] is a valid pattern, but [Z-A] is not.

The character sequence [] is considered a zero-length string (™).
You can also use the * (asterisk) to match zero or more characters in the string.

It is important to note that the “like” function performs a character-by-character
comparison of the source and the compare strings. If these strings have different
length, then the comparison will not be possible and the function will return FALSE.
The only exception to the aforementioned rule is through the use of the * (asterisk),
which can take the place of zero or more characters.

For more information about wildcards in strings, please refer to the Expression Editor
help documentation.

It is also possible to delete an area from the Areas tab. To delete an area, select it
from the list of areas for this particular subscription, and then click the Delete button.
Not all OPC Alarm and Event servers support area filtering as part of the
subscription.

Note: If no areas are listed, then all areas are selected by default.

Note: It is recommended that you have an area in the alarm server to which you
subscribe; this ensures that the relevant alarms are received. Any available areas
listed in the active Alarm Server configuration database are available to choose from
in the Area/Source Browser.

Sources Tab

The Sources tab of the Event Subscription dialog box, shown in Figure 2.11,
allows you to filter on a source or group of sources for a particular subscription. A
source is an OPC alarm tag in an alarm configuration. In the AlarmWorX32 Server
Configurator, a source can be associated with a particular area (group of alarm tags).
It is also possible to delete a source for a particular subscription. To delete a source,
select it from the list of sources for this particular subscription and click the Delete
button. Not all OPC Alarm and Event servers support source filtering as part of the
subscription.

Note: If no sources are listed, then all sources are selected by default. Any available
sources listed in the active Alarm Server configuration database are available to
choose from in the Area/Source Browser.
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Figure 2.11. Event Subscription Dialog Box: Sources Tab

To select a source, click the Browse button and select one from the Unified Data
Browser. Source subscription provides the wildcard support found in the area
subscription.

Attributes Tab

The Attributes tab of the Event Subscription dialog box, shown in Figure 2.12,
allows you to add extra attributes to a particular event category within a subscription.
Select the event category from the corresponding drop-down list. Choose the desired
items from the available attributes list, and click the Add button. To remove an
attribute from the subscribed list, select that particular attribute and click Remove.

Note: The following categories are not used in the ICONICS Alarm Server:

OPC Server Error
System Configuration
e System Message
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Figure 2.12. Event Subscription Dialog Box: Attributes Tab

It is important to note that the order of the subscribed attributes does matter. The
order of the attributes determines the order they will be selected from the alarm
server, and also determines with which viewer attribute column they are associated.
To change the order of the attributes in the subscribed field, simply select an attribute
and click the "up" and "down" arrow buttons. Server-specific information will be
displayed in the Attributes1-n columns. The attributes columns are added in the
Column tab of the Alarm Viewer ActiveX Properties dialog box.

Note: To receive extra attributes, you must request them per event category.

Event Attributes

The following event attributes are made available to subscribing clients:

2-12 ICONICS



AlarmWorX32 Multimedia Creating Alarm Configurations

Attribute Deviation | Digital | Limit Rate of Type Comment
Change
ACK Comment entered when alarm was
COMMENT v v v v VI_BSTR last acknowledged.
ALARM COUNT y v y y VT 14 Number of alarm transitions before
- acknowledge.
VT_ARRAY |
AREA v v v v VT BSTR Array of areas
VT_R8

cv v v v v VT BOOL Current Value (OPC Input 1 or 2).
DEADBAND v v v VT_RS8 Alarm detection Deadband.

A text string, usually a file name,
DEFAULT v v v v VT_BSTR that when launched provides
DISPLAY ; .

related information.
HELP TEXT v v v v VT_BSTR Help information
LIMIT VALUE The Current Value at the time the
EXCEEDED v Y v | VIR8 limit was exceeded.
LOOP DESC v v v v VT_BSTR A description of the Source (tag).
NEXT_LIM v v VT_RS8 The value of the next limit.
NORMAL Value of the normal state (TRUE
STATE v VI_BOOL | FALSE).
PREV LIM y y VT R8 Value of the previous limit

reached.

Associates up to 10 OPC tags or
RELATED v v y y expressions with each alarm tag as
VALUE 01-10 “supplemental” information to the

alarm.
SP v VT _SP Setpoint (OPC Input 2)

2.3 Creating an Alarm Filter

Once you have configured your subscriptions, the Multimedia Server will receive all
alarms subscribed to in the configuration database. Alarm filters allow you to filter an
alarm subset. You can make filters that only filter a specific alarm tag or filters that
filter a group of alarms. The Multimedia Server uses alarm filters to specify which
subset of alarms will be used to initiate a multimedia action.

The default configuration database provided in the installation contains many
configured alarm filters. To view these filters, expand the Alarm Inputs folder in the
tree control, and then expand the Alarm Filters folder. This shows all of the filters
already defined in your system.

To set up an alarm filter:

1. Click the Insert New Filter button on the Configurator toolbar, or right-click on
the Alarm Filters folder (found under the Alarm Inputs folder on the tree control)
and select New > Alarm Filter from the pop-up menu, as shown in Figure 2.13.
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Figure 2.13. Creating a New Alarm Filter

2. Type in the new filter name, as shown in Figure 2.14.

El-- alarm Inputs
-- OPC subscriptions

EHEI Alarm Filters .' Filter tevy Alarm Filke
----- % Beltl Speech *  MName: — =
----- ? Beltl way Filter Sting:
----- ? CoreTemp ;I Edit Filter... |
----- ‘¥ Mew Alarm Filter
..... ? Radiation Level et Glabal Filker... |

----- % Security Breach

----- % Security Login Lockout
----- % Surface Temp

----- % Tank Overflow
F-{5] Alarm Configurations

ﬁ Sysbem Objects LI

NDdES
Apply I Reseat Add e |

| i

Figure 2.14. Naming the New Alarm Filter

3. Click the Edit button to open the Filter Wizard dialog box. This is where you will
configure your filter.

4. Click Apply.

Note: AlarmWorX32 Multimedia uses local filters by default. You have the option of
using both global alarm filters and local alarm filters. To create a global filter, click the
Get Global Filter button.

Note: When using global filters, if you switch to any global filter, then there will be a
delay for the global filter to update. During this delay period, the previous filter is still
active. If a global filter cannot be resolved, then all alarms will be passed through.

If you use a global filter, the Unified Data Browser dialog box opens, where you can
select a filter from the Alarm Filters tab, which lists all global filters configured in the
Unified Data Manager. Global filters are prefixed by "awxf".

For more information, please see the Unified Data Manager help documentation.
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Adding and Editing Filters

The Filter Wizard, shown in Figure 2.15, allows you to choose from the following
items to enter in your expression. Select one or more items, and then click OK.

Alarm Types: Alarm, Ack, Unack, Normal, Tracking, and Operator
Subconditions: LoLo, Lo, Hi, HiHi, ROC, and Digital

Severity: This is the OPC-defined value for alarm priority. The valid OPC
severity range is 1 (lowest) to 1000 (highest). The first number is the low limit,
and the second number is the high limit.

Source: The tag name.
Message: Description of the tag.

Node: Name of the PC from which the tag originates.

Clicking the Advanced button opens the Expression Editor.

Note: Alarm Types are logically "or" with Alarm Types. Subconditions are logically
"or" with Subconditions. Alarm Types, Subconditions, Severity, Source, Message,
and Node are logically combined ("and") to create the expression string.

Filter Wizard : B x|
Alarm Typez—————————— Sub Conditions
[~ Mormak [ Lole: [~ HiHi:
[~ Ack: [ Tracking ™ Le [~ ROC:
[~ Unack: [~ Operator: [~ Hi [ Digital:
[ Severity [min/max]: I'l I'IDDD
[ Source: I
[~ Meszage: I
[~ Mode: I

0K I Cahcel Advanced...

Figure 2.15. Filter Wizard

The filter string is automatically inserted into the Edit Expression dialog box. To edit
the expression, click the Edit button on the Client Filters dialog box. This opens the
Edit Expression dialog box, shown in Figure 2.16, which enables you to edit alarm
filters. The Expression Editor provides a Filter Wizard and an Alarm Tag list to help
you create simple alarm filters. If you want to customize your alarm filters, you can
use the other functions in the Expression Editor to set up your alarm filters manually.

Note: For more information about the Expression Editor, please see the Expression
Editor help documentation.
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1 Edit Expression b =10] x|
Expression: L’
{i{{AlarnType}}==1) | | {{{AlarnType}}==2] || {{{AlarmType}}==31) _‘_I
&
Arithimetic I Relational I Logical
Bitwize I Functions ] :
’—I Filbet ‘Wizard. ..
5] Cancel I A o

Global Alias Browser. ..

Language Alias Browser,

Figure 2.16. Filter Expression Configuration

Selecting Alarm Attributes

Selecting Advanced from the Tags menu of the Expression Editor opens the Alarm
Tag list, shown in Figure 2.17, which allows you to choose alarm attributes for your
alarm filter. Select the attribute that you want to include in the filter expression and
click OK.

Note: You can also perform a wildcard string compare using the "like" operator
syntax. Check the String Compare check box and type the desired string in the text
field.

Alarm Tag x|
Tag Marme: j
Change Maszk -
[ Sting Compare: MHew State —
Spurce
Use wildzard characters [11 M2
hezzage

Event Type
E Ewvent Category

ik S

Figure 2.17. Alarm Attributes List

There are two additional attributes available for use in filtering: Alarm Type and
Current Time. The Alarm Type attribute allows you to filter alarms according to
ALARM 1, ACK 2, UNACK 3, OPER 4, TRACK 5 or NORM 6. For example, you can
set up a filter with the condition:

x={{AlarmType}}

If the Alarm Type is true, then the alarms are displayed. If they are false then, the
alarms are not displayed. The Current Time attribute allows you to filter according to
the current time. Only alarms occurring around the current time will be displayed.
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Example Alarm Filters

Expression

Result

x={{Severity}} > 500.

Only alarm messages with a severity
greater than 500 will be visible.

x=like({{Source}}, "Tag",0)

Only messages with the tag in the
source name will be displayed.

x=like({{Message}}, "Boiler Pump not*",0)

Only messages with a description
beginning with “Boiler Pump not” will be
displayed.

x=like({{Node}}, "Alpha",0)

Only messages from Node Alpha will
be displayed.

x=like({{Attribute 1}}, "Plant Area 1",0)

x={{Attribute 2}} == 40.

Tag values Attribute 1 through Attribute
20 are server specific. They can be
strings, numeric values, or arrays. The
most common array usage is for Areas.
When dealing with areas, use the like
function.

x=1.

Filter displays all messages.

x=0.

Filter does not display any messages.

All filters resolve to TRUE or FALSE. All nonzero values resolve to TRUE.

For more information, please see the AlarmWorX32 Server documentation.

Deleting a Filter

To delete an alarm filter, right-click the filter in the tree control and select Delete from
the pop-up menu. Your system will ask if you really want to delete the filter. Click Yes

to delete the filter.

Renaming a Filter

To rename a filter, right-click the filter in the tree view and select Rename from the

pop-up menu. It is necessary to change the filter name if you are going to add more
than one filter. Try to give the filter a name that describes what it does or the values it
considers when filtering.

Note: Depending on the security level of the user, the user may or may not be able to
create or activate filters during runtime mode.

2.4 Configuring a Multimedia Agent

ICONICS

You can configure any of the following multimedia agents to react when a predefined
condition occurs within any alarm or events server:

¢ Telephony Agents: The Call-out Agent calls a defined number and gives a
message with options to respond. The Call-in Agent enables callers to dial in
by phone to get alarm information and browse for OPC Data Access tags.
The PA Agent uses a public address (PA) system device to announce
alarms and events over a loudspeaker. (See Chapter 9.)
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Pager Agent: Delivers alarms not only to numeric pagers, but also to
alphanumeric and even two-way pagers. Use the templates provided out-of-
the-box, or configure your own message formats to send the information you
need to the handy remote devices. Supports not only the TAP paging
protocol standard, but also the newer SMS paging services for universal
worldwide support. (See Chapter 10.)

Video Agent: Plays a prerecorded video or a video captured at the moment
of the alarm, allowing you to use a video device to send a video or a
snapshot to a computer providing alarm information. (See Chapter 11.)

E-mail Agent: Allows you to receive and acknowledge alarms using standard
e-mail messages. You can configure e-mail attachments, send screen
snapshots, data files, or other files. You can also send a reply back to the
alarm system and acknowledge alarms via e-mail. Includes simple MAPI
support (supports non-Microsoft e-mail clients), support for Microsoft Outlook,
and support for SMTP (for outgoing mail only), which could eliminate the
need for an e-mail client. (See Chapter 12.)

Skype Agent: Skype is an Internet telephony software that offers telephone
calling and text messaging over the Internet. The Skype Agent instant text
messages to any Skype account. If you do not have a Skype account, you
can sign up for a free account at www.skype.com. (See Chapter 13.)

Marquee Agents: The Software Marquee Agent sends alarm and event
messages to a marquee that scrolls across the screen of a PC, either local or
on the network. The Hardware Marquee Agent sends alarm and event
messages to external scrolling marquees, and includes support for multiple
(LAN-based) devices. (See Chapter 14.)

Sound / Text-to-Speech Agent: Plays prerecorded sounds and/or speech
from text locally or remotely over a network. The sound message is specified
in the sound template, where you can select a sound (.wav) file from the
Sound Library or enter a text message to be converted to speech. Alarms are
generated and spoken through speakers connected to a sound card. (See
Chapter 15.)

Fax Agent: Sends alarm notifications using a fax machine. The template
determines the actual message that gets faxed to the number specified, and
includes an optional cover page design that can be used for all faxed
messages. (See Chapter 16.)

Popup Agent: Launches an application of your choice (e.g. Internet
Explorer) to provide alarm messages and allows you to open and execute a
file on a computer. For example, you can configure a Popup Agent to open
Microsoft Internet Explorer and display alarm information within your Web
browser so that an HTML Web page appears on your screen whenever a
critical problem occurs. (See Chapter 17.)

Task Tray Agent: Delivers a pop-up message to the Windows taskbar
notification area, allowing instant alarm notification no matter what the
operator is doing. (See Chapter 18.)

Custom Agent: Enables you to create your own Multimedia agent. You can
create a customized executable file by specifying parameters that the
Multimedia Server will use to call the Custom Agent's interface. (See
Chapter 19.)
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To configure a multimedia agent:

1. Right-click on the type of agent you wish to configure and select New>Media
Item from the pop-up menu. The agent folders can be found in the Multimedia
Agents folder, which is in the Alarm Configurations folder on the tree control,
as shown in Figure 2.18.

-- alarm Inputs
EHEI Alarm Configurations
-4 Default

@ Marquee - IP Device

-] PageriSMsiGSMTAR
- =] Popup

----- E Skype Messaging
EEI"@ Sound / Text To Speech
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EEI-- Telephony

EEI-- Marquee - Software Emulatior

MULTIMEDIA AGEMTS DIAGRAM

E‘@ Mulkimedia Agents {EI E -mail v'?;' Dptiors
-i;] Custom Agent @ Fax By Type
EEI" E-mail -- Marquee - Software Emulation " By Mode
BB Fax {55 Pager/SM3/GEM/TAP

=] Popup

@ Sound ¢ Text To Speech
& Telephony

-] Widen

Confiqure Selected [tem

Replace Mode...

-- Wideo

1

[EI-- Media Templates
[]—-ﬁ Syskem Objects

| 2]

Ready

[ oM [5cRC

Figure 2.18. Multimedia Agents Tree Control

2. Depending on which type of agent you choose to configure, an appropriate dialog
box will appear with all available options displayed. To see a description of each
configuration field for a particular agent, click on that agent from the list above.

3. After entering all appropriate information, click Apply to save the agent
information.

Note: You must enter an Acknowledge Code in the appropriate field if you wish for
your user to be able to acknowledge or confirm receipt of an alarm. This is important
if you will be using an escalating list of alarm actions and want the list to discontinue
once someone has recognized an alarm has occurred. Note that the Sound / Text-to-
Speech, Fax, Popup, and Video agents are used only for displaying messages and
do not have an acknowledge option associated with them.

2.5 Creating an Alarm Configuration

ICONICS

The alarm configuration is where you specify which OPC subscription to be used
and where you create action sets to be followed. Each new database you create will
have a default alarm configuration. This is the alarm configuration you should plan to
use if you are just creating one alarm configuration for your computer to follow. If you
create a new alarm configuration with a name other than "Default," you will also need
to create a new node configuration and link it to your alarm configuration.

To add the OPC subscription to be used in your configuration, do the following:
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1. Right-click the Alarm Configurations folder and select New > Alarm
Configuration, as shown in Figure 2.19.

[+1-{@a] Alarm Inputs Mame |
EHE] Alarm Configurations P FaFalk
-9 Defaul e #larm Configuration

@ Multimedia Agen
- - Media Template: P

qﬁ System Objects lEa = R
-- Modes

ledia Templates k

Delete

Zuk

Copy
Paste

Figure 2.19. Adding a New Alarm Configuration

2. Select the OPC subscription you wish to use from the drop-down list, as shown in
Figure 2.20.

-- Alarm Inpuks

E@ Alarm Configurations
5@ Default @ Configuration Mame Meww &larm Configuration
%( MNew Alarm Configuration
@ Multirmedia Agents
.. Media Templates Alarm & Event OPC Subscription to be uzed in this configuration

ﬁ Syskem Objects

v Repaort Activity to E vent Server
[~ #cocept lams which are aleady in acknowledged state

Apply I Bezet AddHew

Figure 2.20. Choosing an OPC Subscription
3. Click Apply.

2.6 Creating an Alarm Action Set

An Alarm Action Set is a set of actions that the Multimedia Server will take
whenever an alarm from that subscription occurs. For example, one action set could
not only page the security guard, but it could also send an e-mail message to the
technician on duty, announce the message over a phone, and fax the alarm to a
remote center. You can create more than one action set under each alarm
configuration. Each action set you create is based on a filter. Within each action set,
you can define more than one procedure for that action set to follow.

Note: If the action set is modified, all corresponding records in the journal table will
be deleted. If this occurs while the server is running, the server will be temporarily
stopped.

To create an action set:
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1. Right-click on Default and select New > Alarm Action Set from the pop-up
menu, as shown in Figure 2.21. The Default alarm configuration object can be
found in the Alarm Configurations folder on the tree control.
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Figure 2.21. Creating a New Alarm Action Set

2. Enter a name for this action set, as shown in Figure 2.22.

s
_/Cl\_ Action Set Mame: ISecurit_l,J Lockout Action Set
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/ @ On Retum to Mormal <no action: I;| nda néa nda
& On Acknowledgement <no action I;| nda néa nda
2 ® On Alarm Local Sound Card I;| <IJze Agent setting: |;| 0
/ @ On Retum to Momal <no action E‘ na néa na
& On Acknowledgement <no achion: E‘ n/a néa na
~ Stop Actions Condition Actions Loop e e
[~ Acknowledgement Beceived = Don't Loop at all i sicte o ttn
[ “alues Returned To Marmal " Infinite Loop P el | ey |
o Fleturln Ta Nu:lurmaI.AND Acknowledgement " Repeal |-| _I? tirnelz]
[~ Receipt Confirmation

Apply I Feset Mew

Figure 2.22. Setting the Properties for the New Alarm Action Set

3. Select afilter from the Alarm Filter to Use drop-down list.
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4,

2-22

In the Alarm Actions field, select what you want to occur from the list under
Action Type. Clicking the ... button in each Action Destination row opens the
Select Action Destination dialog box, as shown in Figure 2.23. Action
destinations can be configured multimedia agents (e.g. Marquee Window) or
roles (e.g. General Manager). Select an action destination from the tree control
on the left and then click the Set selected item as Action Destination button, as
shown in Figure 2.23.

In the Action Destination field, you can also select <NO ACTION> by clicking
the Set as 'No Action’ button, as shown in Figure 2.23. When this option is
selected, the Multimedia Server will wait a specified amount of time (the delay
time) before executing the next action.

Select Action Destination:

— Diagram Optionz

=-{E7] E-mail

@ o i By Type

£ (3] Marquee " By MNode

: El.l_i_', (local] " Foles
8 Ewvent Meszaging

ki arquies

: Set zelected item az
Pager/SM5/GSMATAR Action Destination

(=) Popup

@ Sound / Test To Speech
" Telephory Set az ‘Mo Action'
-] Wideo

Cancel

Figure 2.23. Selecting an Action Destination

Select from the Media Template list only if you wish to override the previously
defined template under the multimedia agent.

If you are listing more than one Alarm Action to follow, you have the option of
having them all occur at once or delaying the next action to take place. If you
want the next action to take place at the same time as the previous one, leave
the Delay set to 0 minutes. If you want the next action to take place after a
certain number of minutes (if the Stop Action Condition has not yet been met)
enter the number of minutes under Delay, min.

Check the Ignore Schedule box only if you wish to override any predefined
schedules. (See Chapter 6 for information about schedules.)

For each action, you can specify when to initiate each action: On Alarm, On
Return to Normal, or On Acknowledgement, as shown in Figure 2.24.

Action Tepe |
® On Alarm

@ On Return to Mormal

i Ondcknowledgament

Figure 2.24. Selecting an Alarm Action Attribute
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Note: The action type for the first alarm action in the action set should be set to
"On Alarm." Use of On Return to Normal or On Acknowledgement action
attribute settings requires an associated Alarm action attribute. The On Alarm
action attribute must be listed in the action set before On Return to Normal or
On Acknowledgement. Only action destinations that receive the alarm
message will receive the return to normal or acknowledgement messages. An
example of this is shown in Figure 2.25.

Action # | Action Type | Action Destination | Media Template | Delay, zac. | Ighiare Schedule |
1 @ On Alarm Marguee "Windaw |;| <Uze Agent sething: |;| 1]
/ @ On Return to Marmal <ho action: |;| héa hia hia
o On Acknowledgernet <hio achions: Q rnda . hta hta

Figure 2.25. Alarm Action Attribute Listed in Action Set

9. The Stop Actions Condition field is where you define what will stop the list of
Alarm Actions from escalating to the next action. If you do not check any of the
options, the complete list of actions will occur regardless of whether any alarms
were acknowledged or returned to normal.

e If you check Acknowledgement Received, the list of actions will continue
until one of the actions is acknowledged. The acknowledgement can be
verified by either a multimedia agent or the alarm viewer.

e If you check Values Returned To Normal, the list of actions will continue
until the values return to normal.

e If you check Return to Normal AND Acknowledgement, the list of actions
will continue until one of the actions is acknowledged and the values return to
normal.

¢ Checking Receipt Confirmation tells the Multimedia Server that, yes, the
alarm has been responded to, but does not mark the alarm as acknowledged.
Therefore, the alarm will not be shown as acknowledged in the alarm viewer.

¢ If more than one stop actions condition is checked, the complete list of
actions will occur until one of the conditions has been met. For example, if
both Values Returned to Normal and Receipt Confirmation are checked,
the actions will occur until either the values have returned to normal or a
confirmation has been sent through the multimedia agent.

Note: The use of stop actions conditions is not required. However, if you do
not select a stop actions condition, the infinite actions loop is disabled.

10. Use the Actions Loop field if you wish to return to the first action destination and
repeat all alarm actions until the specified stop actions condition has been met. If
you want the loop to be repeated continuously, select Infinite Loop. If you want
the loop to be repeated only a certain number of times, select Repeat and then
enter the number of times you want the actions loop to be repeated. Alternatively,
if you do not want an actions loop, select Don't Loop at All.

Note: Be careful when enabling action looping. The Actions Loop is performed
after the delay of the last action in the action set. It is possible for agents to
queue hundreds of action requests. This occurs if the agent takes more time to
process action requests than it takes to repeat the action loop.
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11. Check Enable This Action Set for your alarm actions to take effect, and then
click Apply.

To delete an alarm action entry, select the entire row and click the Delete Action
button key. To add an action to the list, click the Add Action button. To change the
order of an action, select the action and click the Move Up button or Move Down
button.

Note: The Stop Actions Condition options apply to the escalating list of actions to
be taken and not to one individual alarm action. However, if you only have one action
and would like it to continue happening until it is acknowledged or until the values
return to normal, check Enable Alarm Actions Loop and choose the Stop Actions
Condition you wish to use to stop the action.

2.7 Activating the Database

Once your alarm configuration is complete, you need to make sure that it is the active
database. The database that is currently active is the one that the OPC server will
use. To make the current database active, select Make Active... from the File menu
of the Configurator, as shown in Figure 2.26. If the Make Active... selection is
grayed out, then the current database is already the active database.

A dialog box will appear showing both the current active database and database that
is currently being edited. To set the edited database as the active database, click the
Yes button.

If you make changes to the database while the server is running, you can update the
server with your changes while it is running. To do this, click the Update Server Data
button on the toolbar.

File Edit “ew Go Action Tools

Pl Chrl+h
Qpen. .. Chrl+0

3

Expork 5.,
Irnpork 5V,

1 AW IZMMe0, UDL
2 MM _Lag_S01.0U0L
3 AWEIZMME_S0LL, udl

Ezxit

Figure 2.26. Activating the Database

2.8 Starting the Multimedia Server

In order for the Multimedia Server to use the information in the configuration
database, the server must be placed into “runtime” mode. To start/stop the server,
click the stoplight button on the toolbar, or select Start Multimedia Server from the
Action menu, as shown in Figure 2.27.
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If you make changes to the database while the server is running, you can update the
server with your changes while it is running. To do this, click the Update Server Data
button on the toolbar.

Note: You can also start/stop the Multimedia using the GenTray tool tray. For more
information, please see the GenTray Help documentation.

Action  Tools  Help
Start Mulkimedia Server %

Figure 2.27. Starting the Multimedia Server
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3.1 Using the Multimedia Configuration Wizard

The Multimedia Configuration Wizard is a key feature of AlarmWorX32 Multimedia
that helps you create and configure alarms. The Multimedia Configuration Wizard
provides a simple, user-friendly walk-through that guides you through the creation
and configuration of alarms. Using the Multimedia Configuration Wizard simplifies the
alarm configuration process down to the following steps:

Step 1. Use the Multimedia Configuration Wizard to configure an alarm.
Step 2. Make the database active.
Step 3: Start the Multimedia Server.

Multimedia Assistant

For additional help on configuring alarms, you can consult the Multimedia Assistant,
shown in Figure 3.1, at any time. To launch the Multimedia Assistant, select
Multimedia Assistant from the Help menu. Follow the instructions provided by the
Multimedia Assistant.

Figure 3.1. Multimedia Assistant

3.1.1 Starting the Multimedia Configuration Wizard

ICONICS

The Multimedia Configuration Wizard consists of a series of dialog boxes that guide
you through alarm configuration. To start the Multimedia Configuration Wizard, click
the Multimedia Configuration Wizard button on the Configurator toolbar, or select
Multimedia Configuration Wizard from the Tools menu. Follow the instructions in
the dialog boxes.

1. The first step in the Multimedia Configuration Wizard is to enter a name for your
alarm configuration, as shown in Figure 3.2. You can also select an existing
configuration from the drop-down list. Click Next to continue to Step 2.
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Multimedia Configuration Wizard - Step 1 |

YWwelcome to the Multimedia Configuration #izard |

The Multimedia Configuration Yizard will create new
kultimedia Alarm Configuration or odify the existing one.

Pleaze specify the name of Mulimedia Configuration.

{=] OPC Subser [Type a new name or select exizting configuration]
=] Alarm Canfigurati
+- 4% Default ISampIe Canfiguration j

=1-f=3 M lbirnedia b

< Bach I Mext = I Cancel Help

Figure 3.2. Step 1: Entering a Name for the Configuration

2. In Step 2, you must select an OPC subscription to use with the configuration. You
have the option of creating a new OPC subscription or selecting an existing one.
An OPC subscription is a connection to a local or remote alarm OPC server.
Create New OPC Subscription is selected by default, as shown in Figure 3.3.
Click Next to continue to Step 3.
Note: If you wish to use an existing OPC subscription, select Use Existing OPC
Subscription and click Next. The Multimedia Configuration Wizard will skip to
Step 4.
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Multimedia Configuration Wizard: Step 2 : Subscription El

In order to receve alarms and events, the Mulimedia
Alarm Caonfiguration muzt be subscribed to one or mare
Alarm & Event OPC Servers,

Select an OPC Subscription b use with thiz configuration:

% Create Mew OPC Subscription

{~ Use Existing OPC Subscription:

[COMICS Alarm OPC Server j

< Back I Meut I Cancel Help

Figure 3.3. Step 2: Selecting an OPC Subscription

3. Enter a name for your new OPC subscription, and click the Subscribe Now!
button, shown in Figure 3.4. Clicking this button will launch the Subscription
Properties dialog box, which allows you to add and configure one or more OPC
Alarm and Event server connections. If you have successfully connected, the
traffic light icon on the dialog box will turn green. Once you have a green light,
click Next to continue to Step 4.

Note: Please refer to Chapter 2 for more information on alarm subscription
properties.
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Multimedia Configuration Wizard: Step 3 : New Subscriptio il

The Multimedia Configuration ‘wfizard will create new OPC
Subscription.

1. what will be the hame of new OFC Subscriphion?

[Mote: thiz name will be uzed as an identifier of this
zubzcription within curent databaze]

IS ample Subscription

2. Preszz the "Subzcrbe Mowl!'' button b add and ta
configure one or zeveral Alarm & Event OPC Server
connections.

Subscribe Mowl

3. Subszcription Status: - Ready - *

< Back I Mext » I Cancel Help

Figure 3.4. Step 3: Creating a New OPC Subscription

4. You are now ready to configure an alarm action set. An Action Set is a collection
of tasks to be delegated to various multimedia agents (marquee, sound, e-mail,
etc.). Give the action set a name and supply information on when the action set is
to stop, as shown in Figure 3.5. If you choose to enable the alarm actions loop,
then the multimedia actions will return to the first action destination and repeat all
alarm actions until the specified stop actions condition has been met.

Note: For more information on creating an alarm action set and choosing stop
actions conditions, please refer to Chapter 2.
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Multimedia Configuration Wizard: Step 4 - Add Acktion Se x|

The Mulimedia Configuration “izard will create new Action Set
fior current Alarm Configuration.

Action Set iz an ordered zequence of Multimedia Actions that will
be initiated when the subscrbed OPC Alarm arrives.

1. what will be the name of pour new Action Set?
[Mate: thiz name will be uzed az an identifier of thiz Action Set
within current &larm Configuration]

I S ample Action Sef

2. Select Stop Condition[z] for this Action Set:
[ Stop Actions when Alam iz acknowledged
¥ Stop Actions when walues return to nomal
[ Stop on both Acknowledgement AND retum to narmal
[ Stop Actions on message delivery confirmation

3. Do vou want to enable the Action Loop?

[T “Yes, resume Mulimedia &ctions from the top of the list
after the last Multimedia Action wasz played

< Back I Meut I Cancel Help

Figure 3.5. Step 4: Configuring an Alarm Action Set

5. The next step is to create or specify a filter for your action set, as shown in
Figure 3.6. If you wish to use an existing filter, simply select the appropriate
option button and pick from the list of existing filters provided. To create a new
filter, select the first option and click Next. If you have chosen an existing filter, or
if you have chosen not to use a filter at all, the Wizard will skip to Step 7.
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Multimedia Configuration Wizard: Step 5 : Add Filter to Ackion s il

Thiz Actioh Set can uge Alarm Filker to confine a zubzet of
subzcribed OPC Alarms. Only &larms belonging to this subset
will inhiate Multimedia Actionz selected in current Action Set.

/ Haow do pou want o uge Alarm Filkening?

£ | want to create new Alam Filker and uze it on
current Achan Set

| want ta uze exizting Alarm Filter:

Bell Speech j

£ Do not uze Alarm Filter. 20l subscribed OPC Alams
will initiate Multimedia Actionz in thiz Action Set

< Back I Mext » I Cancel Help

Figure 3.6. Step 5: Adding a Filter to an Alarm Action Set

If you chose in Step 5 to create a new filter, you will be asked in Step 6 to enter a
name and an expression for your filter, as shown in Figure 3.7. Click the Edit
Filter Expression... button to launch the Filter Wizard, which enables you to set
up your alarm filters.

Note: For help on creating filters, please refer to Chapter 2.
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Multimedia Configuration Wizard: Step 6 : Configuring New Filke x|

The Multimedia Configuration ‘Wizard will create new Alarm
Filter for Action Set 'Sample Action Set’

1. ‘What will be the narme of new Alarm Filker?
[Mote: thiz name will be uzed as an identifier of thiz
Alarm Filter within curment databaze]

ISampIe Filker

2. Press the "Edit Filter Expression..." buttan ta edit
filker expression stnng.

Edit Filter E spressiorn...

vi= [like[{{5S ubCondition M ame} $"HiH"%,0])

< Back Meut Cancel Help

Figure 3.7. Step 6: Configuring the New Alarm Filter

7. In Step 7, you have the option of selecting a multimedia agent to respond to your
action set, as shown in Figure 3.8. The corresponding multimedia agent will be
configured for the action that you selected.

Note: The Sending Alarm Over the Phone Line option in Figure 3.8 applies
only to the Call-out Agent. The Configuration Wizard does not support the Call-in

Agent.
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Multimedia Configuration Yizard: Step 7 : Add Actiol El

The Multimedia Configuration ‘fizard will add Mulimedia Action
#1 to Action Set 'Sample Action Set’

What Action will it be?

[Correzponding Multimedia Agent will be configured)
‘ Sending e-mail

Flayving zound [ .wav file or synthesized zpeech]
Scroling marquee [IP Device]
Scraling marquee [zoftware simulationk

Sending pager meszage

Sending Alarm owver the phone line

Sending Fax

Sending Alarm via Skype Inztant Meszaging
Plaving zound on P&, system

YWindow Popllp

Flaving widen / displaving snapshat

" Tazk tray popup

k.

TR RN R N R )

< Back I Hest > I Caticel Help

Figure 3.8. Step 7: Adding a Multimedia Agent to the Alarm Action Set

8. Once you have specified a multimedia agent, you will be prompted to create a
new configuration or specify an existing configuration for that agent, as shown in
Figure 3.9. To create a new agent configuration, select the appropriate option
and click Next. If you choose to specify an existing agent configuration, select it
from the provided drop-down list, and then click Next.

Note: If you choose to use an existing agent configuration, the wizard will skip to
Step 10.
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Multimedia Configuration Wizard: Step & : Configuri ﬂ

kultimedia Action #1 of Action Set "Sample Action Set’

The Multimedia Configuration ‘fizard will configure the
Multimedia Agent

I Do you want ta create new Marquee - Software Emulation
= m— Agent configuration?
Alarmn Inputs ~ : gy :
* Mes, create new 'Marquee - Sofbware Emulation’ Agent

[+ E] Alarm Filters

i = ] configuration
| =] OPC Subscr
|=- (=8 Alarm Corfigurati " Mo, uze esisting 'Marquee - Software Emulation’ Agent
| @ 2 Default configuration;
| b Mltimedia &
Event Meszaging j

< Back I Mest = I Cancel Help

Figure 3.9. Step 8: Configuring a Multimedia Agent

9. In Step 9, enter a name for the multimedia agent configuration, as shown in
Figure 3.10. Also choose a node on which to run the agent. You can browse for
the node by clicking the ... button to the right of the node name field. If you leave
the node name field blank, the local node name will be assumed. The remaining
items to be filled in vary from one agent to the next. The example in Figure 3.10
shows a sample configuration for the Marquee Agent. This configuration asks the
marquee to repeat the alarm message once—play it twice (a repeat of zero
means play once)—and accept any acknowledgement where a user entered
"12345" as an acknowledgement code. If this were the configuration for the E-
mail Agent, for example, there would be places to fill in the 'To:', 'CC:' and
'Subject' fields. Different agents call for different configurations.
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Multimedia Configuration Wizard: Step 9: Marquee Age 5[

The Multimedia Configuration *#izard will configure the
gettings for Margues Multimedia Agent

1. what will be the name of hew karquee Agent settings?

ISampIe b arquee

sl 2. Which node the karquee Agent will be running on’?

'l'f””" Irputs [Mate: if left blank, curent node name will be assumed)
{F] Alarm Filters
{E] OPC Subscri I |

== Alarm Configurati 3. How many tirmes should the M arquee Agent
ﬁ@’ Default dizplay its message?
=1-f== Mulhimedia A
j =

4. What will be the Aknowledge Code? [zan be used to
aknowledge alarm]

12345

< Back I Mext » I Cancel Help

Figure 3.10. Step 9: Configuring the Settings for the Multimedia Agent

10. The next step is to create or specify a media template for the multimedia agent,
as shown in Figure 3.11. A media template is simply a way of specifying exactly
what information is to be sent to the agent. To create a new template, select the
appropriate option and click Next. To use an existing template, select an existing
template from the provided drop-down list.

Note: If you use an existing template, the Wizard will skip to Step 12.
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Multimedia Configuration Wizard
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Alarm [nputs
1E] Alarm Filters
|53] OPC Subscri
== &larm Configurati

a5 Default
=1-fwm b ulbimedia A

Multimmedia Configuration YWizard - Step 10: Multimedia

The alarm meszage, generated by the Marquee kulimedia

Agent, iz bazed on kMultimedia Template.

The Multimedia Template defines a format, layout and
zpecific campanents of Mulimedia Alarm bMeszage.

Pleaze zelect a Media Template far the Marquee
Agent Meszage

% | want ko create new Media Template

| want ko use exizting Media Template:

Drefault Email

< Back I M et > I Cancel

Help

Figure 3.11. Step 10: Selecting a Media Template for the Multimedia Agent

11. In Step 11, enter a name for the template and select the alarm components to be

delivered to the multimedia agent, as shown in Figure 3.12. For some agents,
additional options will be available to you.
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Multimedia Configuration Wizard - Step 11 : New Media TEmplak 5[

The Multimedia Configuration ‘Wfizard will create new
kultimedia Template

1. “What will be the name af new Multimedia Template?

ISampIe Marquee Template]

2. Pleaze mark the template elementz that you would like
to inciude into thiz Multimedia Template:

¥ Time Stamp
¥ tlam Tag
W Alam Message [T Subcondition Name

[T Condition Marne

< Back I Mext » I Cancel Help

Figure 3.12. Step 11: Creating a New Media Template

12. Once the media template is configured, you have the option of selecting more
multimedia actions for your action set, as shown in Figure 3.13. If you choose to
add another multimedia action, specify a waiting time between the action you just
configured and the action to be added. The Wizard will go back to Step 7, where
the next multimedia agent can be selected. If you choose not to add another
action set, the Wizard will proceed to Step 13.

3-12 ICONICS



AlarmWorX32 Multimedia Multimedia Configuration Wizard

Multimedia Configuration Wizard - Step 12 : Finalizing x|

The Multimedia Configuration *izard collected all information
it needs to configure the Multimedia Action #1 of Action Set
‘S ample Action Set'

1. Do you want to add more Multimedia Actions to
Action Set 'S ample Action Set'?

armn [nputs Mo, | don't want to add any more Actions o

H 1 Alarm Filters Action Set 'Sample Action Set’
{=] OPC Subscri =

- ) 1 “ez, | want to add more Actions to Action Set
{=8] Alarm Configurati 'Sample Action Set
(-4 Default
=I-fwad Mulimedia & 2 Me=t Multimedia Action will be initiated unless any of

Action Set's Stop Conditions have been met.
Fleaze indicate how long the Mulimedia Server
ghould wait before initiating nest kultimedia Action:

- rminute(z]

< Back I Meut I Cancel Help

Figure 3.13. Step 12: Selecting Additional Actions for the Action Set

13. The last step of the Wizard gives you the option of adding more action sets to be
connected to your alarm OPC server, as shown in Figure 3.14. If you choose to
add another action set, the Wizard will take you back to Step 4. Otherwise, the
Wizard will notify you that it has been completed successfully.
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Multimedia Configuration Wizard - Step 13 : Finalizing il

T he Multimedia Configuration *izard collected all information
it needs to configure the Multimedia Action Set 'S ample Action
Set' of Multimedia Canfiguration S ample Configuration’

Do you want ko add more Multimedia Action Sets to
kultirmedia Configuration 'Sample Configuration'?

Alarrn Filbers
(@] OPC Subscri
Alarm Configurati

14 Diefault

=1l b lbirmedia b

{* Mo, | don't want bo add any more Action Sets

{ Yes, | want to add more Action Sets

< Back I M et > I Cancel Help

Figure 3.14. Step 13: Adding More Action Sets to the Configuration

14. Click the Finish button to complete your alarm configuration. Your new alarm
configuration will appear under the Alarm Configurations tree control of the
Configurator.

3.2 Activating the Database

Once your alarm configuration is complete, you need to make sure that it is the active
database. The database that is currently active is the one that the OPC server will
use. To make the current database active, select Make Active... from the File menu
of the Configurator, as shown in Figure 3.15. If the Make Active... selection is
grayed out, then the current database is already the active database.

A dialog box will appear showing both the current active database and database that
is currently being edited. To set the edited database as the active database, click the
Yes button.

If you make changes to the database while the server is running, you can update the
server with your changes while it is running. To do this, click the Update Server Data
button on the toolbar.
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Figure 3.15. Activating the Database

3.3 Starting the Multimedia Server

In order for the Multimedia Server to use the information in the configuration
database, the server must be placed into “runtime” mode. To start/stop the server,
click the stoplight button on the toolbar, or select Start Multimedia Server from the
Action menu, as shown in Figure 3.16.

If you make changes to the database while the server is running, you can update the
server with your changes while it is running. To do this, click the Update Server Data
button on the toolbar.

Note: You can also start the Multimedia using the GenTray tool tray. For more
information, please see the GenTray Help documentation.

I GO | Action  Tools  Help

i Zanf

CF
xdules [E' Al
es

Stop Mulbimedia Serwver

Figure 3.16. Starting the Multimedia Server
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4.1 Introduction to Multimedia Agents
The Multimedia Configurator contains the following multimedia agents for configuring

ICONICS

alarms:

Telephony Agents: The Call-out Agent calls a defined number and gives a
message with options to respond. The Call-in Agent enables callers to dial in
by phone to get alarm information and browse for OPC Data Access tags.
The PA Agent uses a public address (PA) system device to announce
alarms and events over a loudspeaker. (See Chapter 9.)

Pager Agent: Delivers alarms not only to numeric pagers, but also to
alphanumeric and even two-way pagers. Use the templates provided out-of-
the-box, or configure your own message formats to send the information you
need to the handy remote devices. Supports not only the TAP paging
protocol standard, but also the newer SMS paging services for universal
worldwide support. (See Chapter 10.)

Video Agent: Plays a prerecorded video or a video captured at the moment
of the alarm, allowing you to use a video device to send a video or a
snapshot to a computer providing alarm information. (See Chapter 11.)

E-mail Agent: Allows you to receive and acknowledge alarms using standard
e-mail messages. You can configure e-mail attachments, send screen
snapshots, data files, or other files. You can also send a reply back to the
alarm system and acknowledge alarms via e-mail. Includes simple MAPI
support (supports non-Microsoft e-mail clients), support for Microsoft Outlook,
and support for SMTP (for outgoing mail only), which could eliminate the
need for an e-mail client. (See Chapter 12.)

Skype Messaging Agent: Skype is an Internet telephony software that
offers telephone calling and text messaging over the Internet. The Skype
Agent delivers instant text messages to any Skype account. If you do not
have a Skype account, you can sign up for a free account at
www.skype.com. (See Chapter 13.)

Marquee Agents: The Software Marquee Agent sends alarm and event
messages to a marquee that scrolls across the screen of a PC, either local or
on the network. The Hardware Marquee Agent sends alarm and event
messages to external scrolling marquees, and includes support for multiple
(LAN-based) devices. (See Chapter 14.)

Sound / Text-to-Speech Agent: Plays prerecorded sounds and/or speech
from text locally or remotely over a network. The sound message is specified
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in the sound template, where you can select a sound (.wav) file from the
Sound Library or enter a text message to be converted to speech. Alarms are
generated and spoken through speakers connected to a sound card. (See
Chapter 15.)

Fax Agent: Sends alarm notifications using a fax machine. The template
determines the actual message that gets faxed to the number specified, and
includes an optional cover page design that can be used for all faxed
messages. (See Chapter 16.)

Popup Agent: Launches an application of your choice (e.g. Internet
Explorer) to provide alarm messages and allows you to open and execute a
file on a computer. For example, you can configure a Popup Agent to open
Microsoft Internet Explorer and display alarm information within your Web
browser so that an HTML Web page appears on your screen whenever a
critical problem occurs. (See Chapter 17.)

Task Tray Agent: Delivers a pop-up message to the Windows taskbar
notification area, allowing instant alarm notification no matter what the
operator is doing. (See Chapter 18.)

Custom Agent: Enables you to create your own Multimedia agent. You can
create a customized executable file by specifying parameters that the
Multimedia Server will use to call the Custom Agent's interface. (See
Chapter 19.)

Note: Be sure to test your multimedia agent configurations by using the TEST button
in the configuration field for each agent.

4.2 Multimedia Agents Tree Control

The Multimedia Agents tree control of the Configurator is shown in Figure 4.1. In
the right-hand pane, you can view the agents By Type or By Node.

" Alarm Inputs
E&'—l Alarm Configurations

’}@ Default
E@ Multimedia Agents

-4 Cuskom Agent
- E-mail
- Fax

=) Popup

a Skype Messaging

Task Tray
[]" Telephory
-- Videa
[]-- Media Templates

Eﬂ--ﬁ System Objects

{E] Marquee - IP Device
[_]-- Marquee - Software Emulation
{6 Pager/SMS/GIMTAP 1) Video

[]—-@ Sound § Text To Speech

MULTIMED 1A AGENTS DIAGRARM

@ Emal Wiew Optiong
) Fax ' By Type
#-{mm) Marques - Software Emulation " By Mode

-] Pager/SMS/GSM/TAP
#-{=] Popup

-] Sound / Test Ta Speech
-5 Telephany

Canfigure Selected [kem

Replace Mode...

Modes
< | o
Ready [ um scRL
Figure 4.1. Multimedia Agents Tree Control
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Clicking the Replace Node button opens the Node Replace dialog box, shown in
Figure 4.2, which allows you to reassign multiple multimedia agents to run on a
different node. In the Replace field, select the node you wish to replace. In the With
field, click the ... button to select a new node. If the With field is empty, the local
node is used by default.

Mode Replace

Mode Replace feature allows you o quickly reazsign multiple
bk dgents to mn on different node.

Feplace | [local) E=A

Wik =

Fleaze note: if this field iz emphy, local node iz azsumed.

Cancel

Figure 4.2. Replacing a Node

4.3 Clearing Agent Queue

Each multimedia agent configuration contains an Empty Agent’s Input Queue
button, as shown in Figure 4.3. Clicking this button cancels all requests made by the
Multimedia Server to that agent, clearing all pending messages for the nodes on
which the agent is configured.

Note: You can cancel queues to all agents by clicking the Stop button on the
Configurator toolbar.

[-{@] Alarm Inputs PR
E‘@ Alarm Configurations

"}@ Default .
E‘@ Multimedia Agents Media E-mail

Type

@ Custom Agent

i -- E-rnail

General Settings... Empty Agent'z Input Cueue
== Fax :

{E Marguee - IP Devic
-- Marquee - Softwar

Figure 4.3. Emptying Agent Queue
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4.4 Reporting Hardware Failures

Each multimedia agent configuration contains a drop-down list that allows you to
choose an agent through which to report any failures with its associated hardware
device, as shown in Figure 4.4.

Media T
Type

General Settings... Empty &gent's Input Gueue

Repart Hardware
Failures throvugh

E mail Anorwmous e-mail

Ermail. 55 Page ‘ia Email
Spply | Fax.Fax Message
—|Instant Mezzaging Messenger ltem

M arquee.Event Meszaging

M arquees. Marquee Windaw

Pa P, call

Fager. Technician's Alphapager
Fopup.Popup *indow
Sound.Local Sound Card
Sound. Local wWav File
Yideo.\ideo ltemn

Figure 4.4. Reporting Hardware Failures
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5.1 Introduction to Media Templates

When configuring a multimedia agent, you must select a media template to apply to
that agent. Templates allow you to configure design elements, including what and
how much information to display when presenting an alarm. A default template is
available for each type of agent. You can use or modify any one of the default
templates provided for you, or you can create a new template as follows:

1. Right-click on the Media Templates folder on the tree control of the Multimedia
Configurator screen and select New > Media Template, as shown in Figure 5.1.
The Media Templates folder is located in the Alarm Configurations folder.

[#1-{@a] #Alarm Inputs: Mame |

EHEl Alarm Configurations (B3] 0PC Subscriptions
’}'@ Default El.ﬁ.larm Filters
=5 Multimedia Agents

{ -- Media Temp

ﬁ System Objects Mew r

-- Modes

Remname
{6 e

[elete

Figure 5.1. Creating a New Media Template

2. The new media template appears along with the configuration dialog box shown
in Figure 5.2. In the Template Name field, enter a name for the template you are
creating.

3. Select which Template Type you wish to create. You can choose from
e-mail, sound/text-to-speech, marquee, pager, phone, fax, instant messaging,
PA, popup window, or video.
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Template Default Email
Mame

Template Type
" Instant Messaging
D] & EMai ® [ C PA.
" Sound / Test-To-Speech ¢ Phone ™ Popup ‘wWindow
" Marquee " Fax " Wideo

Template Text

Subject: |nzert Subject Field... |
I{{E:Suurce}} Slarmn from Slamiwor 32 b

Bady: Insert Body field...
Tag: {13 5ourcel} ~

Condition: {§10: ConditionM arme}
Subcondition: {{11:5ubconditionM ame}}
Meszage: {{F:Message, 100}

Apply Hezet Add Mew Template

Figure 5.2. New Media Template Configuration

4. Click on the Template Text tab of the template configuration dialog box, shown
in Figure 5.2. If you are configuring a template with an option to enter a subject
field, you may do so by clicking on the Insert Body Field button. This opens the
Template Definition Wizard dialog box, shown in Figure 5.3, which contains a
list of available field types to add. For a list of field types, please see the
"Template Field Types" section below. Choose a field type and select from the
additional options under Field Properties; and then click Insert.

Note: The Template Text tab displays all of the fields in an editable format. If
you need to manually edit a field, you can do so here. Template configuration is
for advanced users. It is recommended that you use the default templates that
are provided with the Configurator. Do not modify any fields here unless you are
absolutely sure of what you are doing.
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Template Definition Wizard
Select Field Type
Alarm Figld . Thiz field type reprezents the components of DPC Alarm
Teut which can be used az a test figlds in

Pager/E mail/F ax/Popup/ S [nstant Meszaging templates,
or in Sound/Phone/P.4. templates wia text-to- speech
CONYErSion,

Field Properties

RLHble | AckRequied ' o [

Field *idth an
[0 - no limnikz]

Field Lrefinition

134k Bequired 303

Figure 5.3. Template Definition Wizard Dialog Box

5.2 Template Field Types

ICONICS

The following is a list of all template field types. When configuring a media template,
click the Insert Body Field button on the Template Text tab of the template
configuration dialog box to display which field types are available for that particular
template type.

Alarm Field: Represents the components of OPC alarms; allows you to choose from
a drop-down list of fields; allows you to enter a field width limit (enter zero for no
limit); can be used as a text field with pager, e-mail, fax, popup, and instant
messaging templates, or in sound, and phone (call-out) templates via text-to-speech
conversion.

E-mail Attachment: Represents any file that can be sent as an e-mail attachment;
used with e-mail templates.

Sound File: Represents a sound file; allows you to choose from the included Sound
Library or to add your own sound file (.wav, .mid) to the Sound Library. Can be used
with sound and phone (call-out) templates.

Delay: Enters a value representing a time delay in milliseconds before the next
template item will be activated; can be used with sound, phone, and video templates.

File: Represents a file for the Popup Agent to process; used with popup templates.
URL: Represents a URL for the Popup Agent to display; used with popup templates.

SnapShot Capture: Enters a value representing the amount of time the Video Agent
will take to capture a video snapshot; used with video templates.

Picture File: Represents an image file (.gif, .jpg); used with video templates.
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Video File: Represents a video file (.avi, .mpg, .mpeg, .mov); used with video
templates.

Text: Allows you to enter plain text; used by all media templates.

HTML Text: Text embedded in HTML tags; used by marquee, popup, and video
templates.

Fax Cover Page: This template field is a cover page design that will be used for all
fax messages sent using the Fax Agent. The following fax cover page file formats are
supported: .pg, .cpe, and .fmf.

Note: The location of the Fax Cover Page field in the fax template does not matter
because the cover page is, by default, the first item to be sent in a fax message.
However, if several cover pages are selected for a single template, the Fax Agent will
use only the first cover page listed.

5.3 Templates and HTML

This section is designed for advanced users who have some familiarity with HTML
(Hyper Text Markup Language) and wish to see how HTML can be used in media
templates. For more information on HTML, consult an HTML or Web-authoring
tutorial.

The templates for the Marquee, Popup, and Video agents can respond to simple
HTML tags used to define the appearance of alarm data upon the agents' loading. If
you are comfortable using HTML and are comfortable with the organization of the
multimedia templates, you may find it simpler to write HTML directly into the
Template Text configuration. Information on how HTML is handled in each agent is
shown below.

5.3.1 Popup Agent HTML Commands

All HTML text written in a popup agent's template is taken as is, written to an HTML
file, and launched in Microsoft Internet Explorer. Alarm fields are translated into
appropriate text and inserted into the HTML file wherever specified in the template.
Table 5.1 shows the example provided for the default popup template.

Table 5.1. Popup Template Items

HTML Command Function

$BASE_PATH$\MMXSounds\Alarm.wav Launches the file "Alarm.wav" using whatever
installed media are capable of playing .wav files.

<html> Begins HTML content.

<titte>MMX Alarm</title> Makes the title of the popup window "MMX
Alarm."

<body bgcolor=#0000ff> Begins the body of HTML text and gives the
popup window a blue background. (‘#0000ff' is a
coded way of specifying blue.)

<font size=6 color=yellow> Sets the font color to yellow and the font size to
6 (about 24 point).

[Alarm.Message] Shows the message text of the current alarm in
the font style specified on the previous line.

</font> Ends yellow text.

</body> Ends body text.

</html> End HTML.
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5.3.2 Video Agent HTML Commands

The Video Agent handles HTML text and alarm fields the same way that the Popup
Agent handles them. The difference in the Video Agent's template is the inclusion and
interpretation of images and video files. Whenever the Video Agent encounters an
image or video in the template, it automatically embeds HTML code around the
image or video, allowing Internet Explorer to recognize and display the item as it
should be shown. Table 5.2 shows the items contained in the default video template.

Note: You will notice in this case that <html> and <body> have been omitted. For
simple sections of HTML text like the one in this example, they are optional.

Table 5.2. Video Template Items

HTML Command

Function

<title>Intruder Alert</title>

Makes the title of the video popup page
"Intruder Alert."

<font color=red>

Sets the type color to red.

<center><h1>Intruder Alert!
</h1></center></font>

Writes "Intruder Alert" in red type, centered
and in "Heading 1" style.

<center><h2>[Alarm.Message] </h2></center>

Writes the alarm message centered and in
"Heading 2" style.

<table width = 100% border=1>
<tr><td><center>

<h3>Authorized
Employee</h3></center></td><td><center>

<h3>Last person to
enter</h3></center></td></tr><tr><td><center>

Creates a table with two columns. The left
column is labeled "Authorized Employee,"
and the right column is labeled "Last person
to enter."

$BASE_PATH$\SnapShots\Eng1.jpg

Inserts the image "Eng1.jpg" in the table
below "Authorized Employee."

</center></td><td><center>

Snapshot capture (millisec.) 0

Takes a stillimage of what the Web cam is
looking at and places the image to the right
of "Eng1.jpg."

</center></td></tr></table>

Closes the table.

5.3.3 Marquee Agent HTML Commands

ICONICS

Using HTML for the Marquee Agent is slightly different from standard HTML because
the Marquee Agent does not load or display an entire Web page. The Marquee Agent
uses HTML to determine the appearance of the text to be scrolled across the window.
Since the Marquee Agent uses HTML only to modify the appearance of its text, it
responds only to a limited set of HTML tags. The following is a list of useful HTML
tags for the Marquee: <font>, <I>, <u>, <b>, <h1>, <h2>, <h3>, <body>, <blink>. All
other HTML tags are completely ignored. If plain text is entered, or if alarm messages
are entered into the template with no HTML around them, then the text will simply be
displayed in plain, black, 10-point font. Table 5.3 shows the items contained in the
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default marquee template. All of the "ignored" fields have been left in to demonstrate
how one can copy and paste HTML code from an HTML editor directly into the
template and still generate the desired text.

Note: The <body> field was used here to force the background to a different color.
The Marquee Properties dialog box has a Background Color option on its property
page. An HTML-specified background color overrides the Marquee's configured
background color.

Table 5.3. Marquee Template Items

HTML Command Function
<HTML> Ignored.
<BODY bgcolor=#530210> Makes the background of the Marquee
Agent dark red/maroon.
<DIVv> Ignored.
<FONT face=dot-matrix size=6 Shows the current time in dot-matrix font,
color=green>[Alarm.Time] green and size 6 (about 24 point).

[Alarm.Source]

Shows the Alarm Source in the same font.

<FONT face=dot-matrix size=+1 Shows the Alarm Message in dot-matrix
color=red>[Alarm.Message]</FONT></FONT> font, green, and size 7 (about 36 point).

</DIV> Ignored.
</BODY> Optional.
</HTML> Ignored.

5.3.4 Task Tray HTML Commands
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In the media template that is applied to the Task Tray agent configuration, you can
use HTML code to set the colors for the task tray. For example:

<A HREF="file://C:/Program Files/ICONICS/GENESIS32/Bin/Gwx32.exe multi.gdf
-runtime''>Graphworx file.</A>

<body bgcolor="#FFFF00"></body>

The string <body bgcolor="#xxxxxx"></body> uses the hexadecimal value to set
the color.

The string <A HREF="file://C:/Program
Files/ICONICS/GENESIS32/Bin/Gwx32.exe multi.gdf -runtime''>Graphworx
file.</A> creates a URL-type link to launch a GraphWorX application, as shown in
Figure 5.4. Thus, the complete syntax for the link is as follows:

<A HREF="file://C:/Program Files/ICONICS/GENESIS32/Bin/Gwx32.exe C:\Program
Files\ICONICS\GENESIS32\Examples\test\remove.gdf'>Click to launch the
preconfigured GraphWorX display</A>
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Click to launch the preconfigured Graphbay'on

dizplay

[_ Add New kedia [bem

ActionSet

Action Destination
Figure 5.4. Task Tray Notification Message

5.4 Sound Templates

The Multimedia Configurator provides a two default media templates for the
Sound/Text-to-Speech Agent. To view these templates, select Alarm
Configurations - Media Templates - Default Sound Speech or Default Sound

Wav from the tree control. The template field will be displayed in the right pane, as
shown in Figure 5.5.

Lemplate IDefauIt Sound Way
ame
Template Type
£~ |nstant Messaging
g’s  EMai ® o C R
&+ Sound / Text-To-Spesch " Phone ™ Popup Window
" Marquee " Fawx " ideno
Tenplate Text |
Body: Ihzert Body figld...
{wav: $BASE_PATHEWMMES oundz\Siren 2 waw} ;I

{iwav: $BASE_FPATHH\MM=Sounds\Beltl.wav}}

Apply Hezet Add New Template

Figure 5.5. Default Template for Sound Agent
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In the Template Text tab of the template configuration dialog box, shown in Figure
5.5, click the Insert Body Field button. This opens the Template Definition Wizard
dialog box, shown in Figure 5.6, which contains a list of available field types to add.
Choose a field type and select from the additional options under Field Properties,
and then click Insert.

Two field types—Sound File and Delay—are used specifically for the Sound Agent
templates. (These field types may also be used for video and/or call-out agent
templates.) The Sound File field type allows you to select or add a sound file to the
phone template.

[ -
Template Definition Wizard
Select Field Tepe
Alarm Field . T hiz field type reprezents a zound file, which can be uzed
Sound File in Sound/Phone/P.4. templates.
Delay File name string can be constructed of a plain text
Test fragments and Alarm Field walue(z). Uze Inzert Alarm
Field..." buttan ko incorporate a dynamic substring info a file
| name zhring.

Field Properties

File M ame

Sound Librany... l ’ Inzert Alarm Field...

Field Drefinitiarn

Caricel

Figure 5.6. Template Definition Wizard: Sound File

Clicking on the Sound Library button opens the Sound Library dialog box, shown in
Figure 5.7. Click the Add Sound File button to browse for .wav and .mid files. Click
Open to add the selected file to the Sound Library. To listen to a file, highlight the file
and click the Play button, as shown in Figure 5.7. To select an existing sound file
from the Sound Library, highlight the entire row for that file, and then click the Select
button. The selected sound file will appear under Field Definition in the Template
Definition Wizard dialog box.
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Select
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Figure 5.7. Sound Library Dialog Box

You can also set a delay for the templates by selecting the Delay field type in the
Template Definition Wizard dialog box, as shown in Figure 5.8. Under Field
Properties, you can enter the delay time (in milliseconds) before the next template
can be activated. Click the Insert button to add the delay to the list of template fields.
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Template Definition Wizard

]

Select Field Type

[ Alarm Field
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Figure 5.8. Template Definition Wizard: Delay
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The Sound Agent template configuration also supports name replacement (parameter
substitution) for file path strings and the name of the .wav file. This allows you to use
a single template to select multiple unique .wav files. For example, you can insert a
value from alarm attributes into sound file path name for the .wav file so that the .wav
file is dynamically linked to the alarm message:

{{wav:$BASE_PATH$\MMXSounds\Siren2.wav}}
At {{4:Time,100}}

The sound file path below uses the value {{3:Source,80}} in place of the
MMXSounds string:

{{wav:$BASE_PATHS$\{{3:Source,80}}\Siren2.wav}}
At {{4:Time,100}}

Thus, the .wav file is resolved depending on the alarm message field.

5.5 Call-out Templates
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The Multimedia Configurator provides a default media template for the Call-out
Agent. To view this template, select Alarm Configurations - Media Templates -
Default Telephone from the tree control. The telephone template field will be
displayed in the right pane, as shown in Figure 5.9.

Template IDefauIt Telephone

Mame

Template Type
€ |nstant Messaging

@‘} " E-Mai " Pager P
 Sound / Test-ToSpeech (% Phane " Popup Window
 Marques " Fax " ideo

Template Text
Body: Inzert Body field... |
it {4 Tirme, 100} -]

{{E:Meszage, 1001

Spply I Eeset | Add New Template |

Figure 5.9. Default Template for Call-out Agent
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In the Template Text tab of the template configuration dialog box, shown in Figure
5.9, click the Insert Body Field button. This opens the Template Definition Wizard
dialog box, shown in Figure 5.10, which contains a list of available field types to add.
Choose a field type and select from the additional options under Field Properties,
and then click Insert.

Two field types—Sound File and Delay—are used specifically for the Phone Agent
templates. (These field types may also be used for video and/or sound / text-to-
speech templates.) The Sound File field type allows you to select or add a sound file
to the phone template.

Template Definition Wizard
Select Field Type
Alarm Figld - Thiz field type reprezentz a zound file, which can be uzed
Sound File in Sound/Phone/P.4. templates.
Drelay File name string can be constructed of a plain kext
Test fragments and Alarm Field valuelz]. Uze |nzert Alarm
Field..." button to incorparate a dynamic substing info a file
| name zhring.
Field Properties
File M arme
Sound Library... ] ’ Inzert Alarm Field...

Field Drefinition

Cancel

Figure 5.10. Template Definition Wizard: Sound File

Clicking on the Sound Library button opens the Sound Library dialog box, shown in
Figure 5.11. Click the Add Sound File button to browse for .wav and .mid files. Click
Open to add the selected file to the Sound Library. To listen to a file, highlight the file
and click the Play button, as shown in Figure 5.11. To select an existing sound file
from the Sound Library, highlight the entire row for that file, and then click the Select
button. The selected sound file will appear under Field Definition in the Template
Definition Wizard dialog box.
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Figure 5.11. Sound Library Dialog Box

You can also set a delay for the templates by selecting the Delay field type in the
Template Definition Wizard dialog box, as shown in Figure 5.12. Under Field
Properties, you can enter the delay time (in milliseconds) before the next template
can be activated. Click the Insert button to add the delay to the list of template fields.

]

Template Definition Wizard
Select Field Type
Alarm Field | This field type can be used in Sound/Phone/P.A. Afideo
Sound File templates. Ike value indicates time delay in miliseconds
Drelay before next template item can be achivated.
Text
Field Properties

5-12

Delay, milizec. | 250

Field Definitian
{1ztop: 2503} Inzert

Cancel

Figure 5.12. Template Definition Wizard: Delay
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5.6 Video Templates

The Multimedia Configurator provides a default template for the Video Agent. To view
this template, select Alarm Configurations - Media Templates - Default Video from

the tree control. The video template field will be displayed in the right pane, as shown
in Figure 5.13.
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<centers <h2s 416 Message, B0 2y < Aoenters
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<h3zAutharized Emplovess b3: < Aoenters < /tde <tdr < centers
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{{imo$BASE_PATHE\ShapShats\Engl.jpalh

< foenters < Sl <tdx < centers:

{Hzshat: O}

£ foenters < ftdx <A< frables

Smply Eezet Add Mew Template

Figure 5.13. Default Template for Video Agent

In the Template Text tab of the template configuration dialog box, shown in Figure
5.13, click the Insert Body Field button. This opens the Template Definition Wizard
dialog box, shown in Figure 5.14, which contains a list of available field types to add.

Choose a field type and select from the additional options under Field Properties,
and then click Insert.

Three field types—SnapShot Capture, Picture File, and Video File—are used
specifically for the Video Agent templates. (Picture File and Video File field types
may also be used for popup templates.)
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5-14

SnapShot Capture

In the SnapShot Capture field type in the Template Definition Wizard dialog box,
you can set the amount of time (in milliseconds) during which the Video Agent will
capture the video snapshot, as shown in Figure 5.14.

- -

Template Definition Wizard
Select Field Type
Alarm Figld - | Thiz field can be used in Video templates. The value of the
SnapShat Capture Duration property indicates the amount of time during
Ficture File which the Multimedia Yideo Agent will capture the video
Wideo File zhapzhat,
Delay
Text
Field Properties

Daration, milizec. 5000
[0 for ztill image]

Field Drefinition

{1zshat: 5000}

Figure 5.14. Template Definition Wizard: SnapShot Capture Field
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Picture Files

In the Picture File field type in the Template Definition Wizard dialog box, shown in
Figure 5.15, you can choose a picture file (.jpg, .jpeg, .gif) for the Video Agent to
display. Click the Browse button to select a file. You can also click the Select From
Snapshot Library button to choose from a list of existing picture files.

Template Definition Wizard

Select Field Type

Alarm Field Thiz field can be uzed in Yideo templatez. The Multimedia
SnapShat Capture YWideo Agent will display a picture stared in thiz file.

Picture File

Yideo File

Drelay

Teut

Field Properties

File Hame

Browse. .. ] [ Select fram Snapshat Library. .

Field Defintian

Cancel

Figure 5.15. Template Definition Wizard: Picture File Field
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Video Files

The Video File field type in the Template Definition Wizard dialog box, shown in
Figure 5.16, is similar to the Picture File field. You can choose a video file (.avi,
.mpg, .mpeg, .mov) for the Video Agent to display. Click the Browse button to select
a file. You can also click the Select From Snapshot Library button to choose from a
list of existing video files.

-

Template Definition Wizard

Select Field Type

Alarm Field | Thiz field type reprezents a video file, which can be uzed in
SnapShot Capture Yideo templates.

Ficture File

Yideo File

Delay

Text

Field Properties

File: M ame

Browse. .. l ’ Select from Snapshot Librany...

Field Drefinitian

Cancel

Figure 5.16. Template Definition Wizard: Video File Field

This opens the Snapshot Library, shown in Figure 5.17. To view an image in the
Snapshot Library, highlight the row of that image, and then click the Play/Show
button. You can also add existing images to the Snapshot Library by clicking the Add
Snapshot button. This allows you to browse for an image to add. Select the image
file, and then click Open.
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SNAPSHOT LIBRARY

| Library Collection |

Snapzhot Mame Shapzhot File
p |Enal.ipg $BASE_PATHEWSnapShotshEngl.jpg
Error image $BASE_PATH$\Snapshatz\SnapShotFail jpg
GazTurbine $BASE_PATH$\SnapShotshGazTurbine. mpeg
GasTubine.mpeg | E: AWM MR 32N MM Configurator_B0%5napShots' G as T urbine. mpeg
Hubbled $BASE_PATH$\SnhapShotshhubbled mpeg
hubble8. mpeg E: WA 32 AWM M 325 M Canfiguratar_B04ShapShats\hubbleB mpeg
Intruder $BASE_PATHE\Snhapshots\ntruder.jpg
Penguin $BASE_PATH$\images \Penguin.jpg
Rocket $BASE_PATH$\SnapShotshracket mpeg
rocket. mpeg E LA 32N AWM M 325 M M Configurator_B0%SnapShotshrocket mpeg
Toaster $BASE_PATHEAS napShotsMoaster. mpeg

Current selection

File Mame:  <ACCESS DEMIED:
File Size: <UMNENOWMN:

’ DK- ][ Cancel ][ I.-In.alp

Figure 5.17. Snapshot Library: Library Collection

To add a brand new image to the Snapshot Library, click on the Snapshot Studio
tab, as shown in Figure 5.18. Select the appropriate video capture device from the
Device Options field. You may also adjust the Video Source, Video Format, or
Compression (as described above). The Capture Options field allows you to
capture a single picture frame or to record a movie for a specified duration (in
seconds).

SNAPSHOT LIBRARY E

Library Collection  Snapshot Studio |

r— Dewice Option:

Device: ILogitech GuickCam Driver j

Yideo Source... |

— Capture Options
¥ Grab Single Frame

" Record Movie for |5 = sec.

[izplay Properties... Compressiar... I

Capture Frame

Status: Live window

ak | Cancel | Help

Figure 5.18. Snapshot Library: SnapShot Studio
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After all settings are configured, click the Capture Frame button. This captures the
image shown in the window to the right. Save the captured picture or movie in .jpg or
.avi format, respectively. Then you can add this snapshot to the library and use it later
for video template modifications.

Delay

You can also set a delay for the templates by selecting the Delay field type in the
Template Definition Wizard dialog box, as shown in Figure 5.19. Under Field
Properties, you can enter the delay time (in milliseconds) before the next template
can be activated. Click the Insert button to add the delay to the list of template fields.

Template Definition Wizard

Select Field Type

Alarm Field Thiz field type can be uzged in Sound/Phone/P.A Afdeo
SnhapShot Capture templates. |tz value indicates time delay in milizeconds
Picture File before nest template itern can be activated.

Wideo File

Drelay

Tt

Field Properties

Delay, milizec. | 250

Field Definitian
{{ztop: 2503} Inzert

Cancel

Figure 5.19. Template Definition Wizard: Delay

Instant Messaging Templates

When configuring the Skype Messaging Agent in the Multimedia Configurator, you
must select a template to apply to that agent. Templates allow you to configure
design elements, including what and how much information to display when
presenting an alarm. You can use or modify any one of the default templates or
create a new template.

The Multimedia Configurator provides a default template for the Skype Messaging
Agent. To view this template, select Alarm Configurations - Media Templates -
Default Instant Messenger from the tree control. The instant messenger template
field will be displayed in the right pane, as shown in Figure 5.20.
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™
Lemplate Default Instant Messenger
ame

Template Type
' |nstant Messaging

L& ] = E-Mail " Pager P
" Sound / TestToGpeech € Phone " Papup Window
~ Marques ' Fax  \ideo
Template Test
Body: Inzert Body field...
{{6:Message 100} -

To acknowledge this alam, copy the two GUIDs seen below and paste them into the "Send" fisld.
Append vour PIM number and press “send”

Apply | Eeset | Add Hew Template |

Figure 5.20. Default Template for Instant Messaging Agent

In the Template Text tab of the template configuration dialog box, shown in Figure
5.20, click the Insert Body Field button. This opens the Template Definition Wizard
dialog box, shown in Figure 5.21, which contains a list of available field types to add.
Choose a field type and select from the additional options under Field Properties,
and then click Insert.

Template Definition Wizard
Select Field Type
Alarm Field | This field type reprezents the components of OPC Alarm
Text which can be used as a text fislds in

Fager/E mail/F ax/Fopup/tdS Instant kMezzaging templates,
o in Sound/Phone/P.4, templates via test-to- zpeech

CORYErSIon.
Field Properties
Field Marme a'-‘u:i{ Required - . o ' v
Field #idth a0
[0 - na limits)
Field Drefinition
{113:Ack Required 800} |nsert

Cancel

Figure 5.21. Template Definition Wizard
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E-mail Templates

The E-mail Agent allows you to send and acknowledge alarm and event information
using an e-mail message. When configuring the E-mail Agent, you must select a
template to apply to that agent. Templates allow you to configure design elements,
including what and how much information to display when presenting an alarm. You
can use or modify any one of the default templates or create a new template.

The Multimedia Configurator provides a default template for the E-mail Agent. To
view this template, select Alarm Configurations - Media Templates - Default E-
mail from the tree control. The e-mail template field will be displayed in the right
pane, as shown in Figure 5.22.

JEmelEtE [ Defaul Emai
ame

Template Type
£ Instant Mezzaging
A & Ed € Page c pa
" Sound / Test-To-Speech ¢ Phone " Popup "Window
" Marquee " Fax £ Wideo

Template Text
Subject Inzert Subject Field... |
I{{E: Sourcel} Alamn from Slammie'on32 M

Biody: Inzert BEody field. ..
Tag {13:Source}} “

Conditior: {41 0:ConditionM amett
Subcondition: 1{11:5ubconditionM ame}}
Meszage: ({5 Meszage, 1000

Spply Eieset Add Mew Template
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Figure 5.22. Default Template for E-Mail Agent

In the Template Text tab of the template configuration dialog box, shown in Figure
5.22, click the Insert Body Field button. This opens the Template Definition Wizard
dialog box, shown in Figure 5.23, which contains a list of available field types to add.
Choose a field type and select from the additional options under Field Properties,
and then click Insert.

Note: You can also click the Insert Subject Field button to specify a subject line for
the e-mail message.
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Template Definition Wizard

Select Figld Type

Alam Field | This field ppe can be used in E-mail templates; lkems of

Emmail Attachment thiz type can be any file that will be zend as an e-mail

Text attachment.
Field Properties
File Mame

Browse...

Field Drefinition

Figure 5.23. Template Definition Wizard: E-mail Attachment

The Template Definition Wizard dialog box gives you the option of sending files as
attachments to e-mail messages, as shown in Figure 5.23. Click the Browse button
to choose a file to attach. Select the file and then click OK. The file pathway will
appear in the Field Definition section.
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6.1 Introduction to Schedules

The scheduling feature in AlarmWorX32 Multimedia allows you to configure an alarm
action set so that an alarm message will be sent to a particular person only if that
person is available according to his or her schedule. If you wish to use scheduling,
you must configure the schedules before setting up your agents or alarm action set.
Schedules are located under the System Objects tree control.

Under the Schedules configuration folder on the tree control of the Multimedia
Configurator screen, there are group schedules and personal schedules. You
must set up a group schedule first, and then you may add personal schedules to the
group schedule. Some example schedules are provided for you by default.

There are two basic ways to use schedules:

e You can have a group schedule that has a configured time calendar, and
every personal schedule under that group follows that time calendar. Use this
method when each person will have the same basic schedule. For example,
this method is appropriate if your group schedule will be for a specific time
shift during which every person works the same times.

e The other way to use the schedules is to have a group schedule that does
not have a configured time calendar and to configure each personal schedule
with its own time calendar. Use this method when each person has a unique
time schedule. Once you set up the time calendars, you can add or exclude
specific dates and times from any group or personal schedule.

6.2 Creating a New Schedule Configuration
Use the following steps to configure a new schedule:

1. Right-click on the Schedules folder in the tree control and select New > Group
Schedule from the pop-up menu, as shown in Figure 6.1.
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Delete
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Figure 6.1. Creating a New Group Schedule

2. The group schedule configuration field will be displayed in the right-hand pane,

as shown in Figure 6.2.

Group Schedule Mame

Periods Setup | Calendar F'reviewl

INew Group Schedule

— Recurrence patten

I |I| [ aily ‘ m Weeky | @ fdorithly | Yearly ‘

[ aily Becurring Penods:

Start Date Start Time Diuration Recur On
*
Included Periods: Exciuded Periods:
Start Date End Date Start Date End Date
Start Time End Time Start Time End Time

Apply I Hesef

Add Mew Group Schedule

Figure 6.2. Configuring a New Group Schedule

Type a name for the new group schedule, as shown in Figure 6.2.

You will be setting up a time calendar for the whole group. Enter the scheduling
information in the Periods Setup tab. You may click on the Calendar Preview
tab to view the current schedule. For more information on the Periods Setup tab
and the Calendar Preview tab, see the sections below.

5. Click the Apply button to apply your changes.
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6. On the tree control, right-click on the group schedule you have just created and
select New > Personal Schedule from the pop-up menu, as shown in Figure
6.3.

-G System Objects i Grouy
- #-{R] Roles Q
= 3] Schedules Periods Setup | Calendar F'reviewl

Hn—-l W Eraup Schedule

L ﬁ Full 24-7-365 Sched [
:| . Modes

Personal Schedule

Rename
rulkiply. .. rritig Periods:
ate | Start Time

Figure 6.3. Creating a New Personal Schedule

7. Type a name (e.g. Chief Engineer) for the new personal schedule in the
configuration field, as shown in Figure 6.4.

8. Roles allow you to configure an alarm action set so that an alarm message will
be sent to the person who is on schedule from a list of configured people. For
example, if you want to call a shift supervisor when a certain alarm appears, you
can set up a role called "Shift Supervisors." (Please see section 6.3 for
information about configuring roles.) Then when the alarm occurs, the alarm
message will be sent to whichever shift supervisor is on schedule. In order to
associate a personal schedule with a role, you must select a role from the drop-
down list under Role, as shown in Figure 6.4.

9. If you will be setting up a time calendar for this personal schedule, enter the
scheduling information in the Periods Setup tab. You may click on the Calendar
Preview tab to view the current schedule. Any group times that you configured
will be included in every personal schedule under that group schedule and will
appear in the calendar preview.

10. Click the Apply button to apply your changes.

Note: If you set up a time calendar in a group schedule and in a personal schedule,
then that person's schedule will include all scheduled times from both the group
schedule and the personal schedules.
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E Perzonal Schedule Mame INew Perzonal Schedule

Periods Setup | Calerdar F're-.-'iewl
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Figure 6.4. Configuring a New Personal Schedule

1 Setting up Periods

Use the Periods Setup tab, shown in Figure 6.5, to set up either a group schedule
or a personal schedule. The following recurrence patterns are available in the
Periods Setup tab: Daily, Weekly, Monthly, and Yearly. You can specify a start
date, a start time, duration, and a "recur on" date for each period.

Daily Recurrence Pattern

The daily recurrence pattern allows you to set up a time block for a daily recurring
period, as shown in Figure 6.5. Click on a new row to add a new daily recurring time
block. To delete a time block, click inside the far left gray cell for that block to
highlight the entire row, and then press the Delete key.
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Periods Setup | Calendar Preview |

— Recurrence pattern
I M Daily | Weekly | 1] Monthly | “ealy |
Draily Recuring Penods:
Start Date Start Time Druration Recur On
B oA 2000 * | 12:00:00 &k 08h: 00m [m] Even'weekday [] Ewvery 1 davls)
*
Included Periods: Excluded Periods:
Start Date End Date Start Date End Date
Start Time End Time Start Time End Time
* *

Figure 6.5. Periods Setup Tab

Start Date: The drop-down menu displays a calendar from which you can choose a
start date, as shown in Figure 6.6.

Start Time: Type in the start time (followed by AM or PM) if your system is set up for
12-hour time, or just the time if your system is set up for 24-hour time.

Sun Mon Tue Wed Thu Fri Sat
29 30 1 2 E 4 o
E ¥ 8 9 10 11 12
13 14 1% 16 17 18 19
200 22 023 024 A8 X%
A28 029 3w o1 1 2
3 4 5 B 7 &8 3

— 3 Today: 55342001

Figure 6.6. Calendar

Duration: Click on the ... button to the right of the Duration field on the Periods
Setup tab to choose the number of hours and/or minutes you wish to have the time
block last, as shown in Figure 6.7.

Craps [0-365) ﬁ

Hours [0-24] IE‘ 3: Cancel |
Finutes [0-60) ID 3:

Figure 6.7. Duration Settings
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Recur On: In this field, you can choose whether to have the period recur on every
weekday or on every certain number of days. You can change the number of days by
clicking on the far right side in the field to display a drop-down menu.

Weekly Recurrence Pattern

The weekly recurrence pattern allows you to set up a time block for a weekly
recurring period. Click on a new row to add a new weekly recurring time block. To
delete a time block, click inside the far left gray cell for that block to highlight the
entire row, and then press the Delete key on the keyboard.

Start Date: The drop-down menu displays a calendar from which you can choose a
start date, as shown in Figure 6.6.

Start Time: Type in the start time (followed by AM or PM) if your system is set up for
12-hour time, or just the time if your system is set up for 24-hour time.

Duration: Click on the ... button to the right of this field to choose the number of
days, hours, and/or minutes you wish to have the time block last, as shown in Figure
6.7.

Recur Every: The drop-down menu allows you to choose the number of weeks in
which you wish have the time block recur. Check the day(s) on which you wish to
have the time block recur.

Monthly Recurrence Pattern

The monthly recurrence pattern allows you to set up a time block for a monthly
recurring period. Click on a new row to add a new monthly recurring time block. To
delete a time block, click inside the far left gray cell for that block to highlight the
entire row, and then press the Delete key.

Start Date: The drop-down menu displays a calendar from which you can choose a
start date, as shown in Figure 6.6.

Start Time: Type in the start time (followed by AM or PM) if your system is set up for
12-hour time, or just the time if your system is set up for 24-hour time.

Duration: Click on the ... button to choose the number of days, hours, and/or
minutes you wish to have the time block last, as shown in Figure 6.7.

Recur On: Click on the ... button to display a dialog box that will let you choose when
to have the time block recur, as shown in Figure 6.8.

&+ Day |'| of every I1 rnarthlz]
" The Ifirst jlda_l,l j of every |'| morth(s]

s I Cancel |

Figure 6.8. Settings for Monthly Recurring Period
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Yearly Recurrence Pattern

The yearly recurrence pattern allows you to set up a time block for an annually
recurring period. Click on a new row to add a new yearly recurring time block. To
delete a time block, click inside the far left gray cell for that block to highlight the
entire entry, and the press the Delete key.

(o) Ewverny IMEI_I,I j |3

C The |fit =] |da >l ot [May =]

ak. I Cancel |

Figure 6.9. Settings for Yearly Recurring Period

Start Date: The drop-down menu displays a calendar from which you can choose a
start date.

Start Time: Type in the start time (followed by AM or PM) if your system is set up for
12-hour time, or just the time if your system is set up for 24-hour time.

Duration: Click on the ... button to choose the number of days, hours, and/or
minutes you wish to have the time block last.

Recur Every: Click on the ... button to display a dialog box that will let you choose
when you wish to have the time block recur, as shown in Figure 6.9.

Included and Excluded Periods

The Included Periods and Excluded Periods fields on the Periods Setup tab allow
you to include or exclude a particular block of time from a schedule. Click on a new
row to add a new time block to include or exclude. The start date and time as well as
the end date and time are shown for each included or excluded period. To delete a
time block, click inside the far left gray cell for that block to highlight the entire entry,
and then press the Delete key.

6.2.2 Calendar Preview

The Calendar Preview tab, shown in Figure 6.10, allows you to view your scheduled
time blocks in a calendar layout. You can review various time spans by clicking the
Previous and Next buttons. To change the time span, click the arrow next to the
Time Span to Preview field, and select a time span from the drop-down list. You can
choose from 2 months, 4 months, 6 months, 8 months, 10 months, or a year.
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Figure 6.10. Calendar Preview Tab for Scheduling

Checking the Show Legend box will display a legend that indicates what each color
represents, as shown in Figure 6.11.

Moving the cursor over a particular date will display a ToolTip with all time blocks set
for that day.

D aily recurring periods: —/
“Weekly recuring periods: 1
Monthly recuring periods; 1
Yearly recuming perods; 1

Fied included periods:
Fixed excluded periods:

Figure 6.11. Calendar Legend

6.3 Working With Roles

6 -8

Roles allow you to configure an alarm action set so that an alarm message will be
sent to the person who is on schedule from a list of configured people. For example,
if you want to call a shift supervisor when a certain alarm appears, you can set up a
role called "Shift Supervisors." Then when the alarm occurs, the alarm message will
be sent to whichever shift supervisor is on schedule.

If more than one person belongs to a role, alarm messages will be sent to all persons
scheduled for the role. Recall that personal schedules (described earlier) allow for the
configuration of one or more multimedia agents for each person in the role. If the
people scheduled for the role use different multimedia agents, you can specify which
multimedia agent will be used to notify each person.
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6.3.1 Configuring Roles
To configure roles, use the following steps:
1. Right-click on the Roles folder in the tree control of the Multimedia Configurator

screen, and select New > Role from the pop-up menu, as shown in Figure 6.12.
The Roles folder is located under the System Objects folder on the tree control.

LI W | L=l | 9 | dn SISl W=l M- en- [iEER =)L
[#-{@a] Alarm Inputs Mame -
@ Alarm Configurations New Group Schedul
=& system Objects € Full 24-7-365 Schec
E..
..... EE—
i Remarne

i i

Delete

=ik

Figure 6.12. Creating a New Role

2. This opens the configuration field for roles in the right-hand pane of the
Configurator screen. Type a name for the role, as shown in Figure 6.13.

@ Fale Marne |New Fole

Dezcription

Figure 6.13. Configuring a New Role
3. Click the Apply button to apply your changes.

6.3.2 Using Roles
To use a role, you must do the following:

1. Assign the role to a multimedia agent configuration.

2. Assign a personal schedule to the multimedia agent configuration.
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7.1 Configuring Nodes

The Multimedia Configurator allows you to link alarm configurations to one or more
nodes. Because the Multimedia Server uses a separate thread for each alarm
configuration, you can also link multiple alarm configurations to each node.

Note: If the AlarmWorX32 Multimedia configuration is going to be used on the local
machine, it is not necessary to configure nodes. In this case, the name of the alarm
configuration must be “Default”.

To configure and link a node, use the following procedure:

1. Right-click on the Nodes folder in the tree control of the Configurator screen and
select New > Node from the pop-up menu, as shown in Figure 7.1.

[#-{@a] Alarm Inpuks Mame
@Rnles
Schedules
Mew k
Rerarne
[ o AR

Figure 7.1. Creating a New Node

2. Give the new node a name, as shown in Figure 7.2, or click the Browse button
to select a node.

Mode
O, Mew Mode_1 B

M etwark. node configured to run one or mare configuration from this databaze.
Create links to the selected configuration(z] under this node.

Figure 7.2. Specifying the Node Name
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3. Click Apply. The new node will appear under the Nodes folder.

4. Now you can link one or more alarm configurations to the node by right-clicking
the node and selecting New > Link to Alarm Configuration from the pop-up
menu, as shown in Figure 7.3.

J L e | =1 | N Fo | Qu =l wWm—) = o= n-n-|EEEE||E|||&| T Fa o=y
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rulkiply, ..
I Eezet Add Mew
Delete

Figure 7.3. Creating a Link to an Alarm Configuration

5. Select the configuration from the drop-down list of configurations in the
Configuration Name field, as shown in Figure 7.4. You can link one or more
alarm configurations to a single node. The default alarm configuration is linked to
the node automatically when no other configurations are linked to the node.

Configuration [0 - - - - . : A VR
@ lE Drefault P

Select configuration thiz ink. should refer to.

Figure 7.4. Linking a Node to an Alarm Configuration

7.2 Multiplying Items

7-2

The Multimedia Configurator is equipped with the ability to multiply items in the tree
control, including templates, filters, schedules, action sets, agent configurations, and
alarm configurations. Multiplication provides a simple way of developing alarm
configurations for which there are many similar items in a given category. To multiply
an item, first select the item you wish to multiply. Then either right-click the item and
select Multiply... from the pop-up menu, or select Multiply from the Edit menu. This
opens the Multiply Item dialog box, shown in Figure 7.5.
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Figure 7.5. Multiplying an Item

When the items are multiplied, they will all be given a base name followed by a
number. The default base text is the name of the item selected for multiplication. To
modify the base text, change the Base Text field appropriately. In the First Number
field, specify the number to appear next to the first multiplied item. In the Number of
Items field, specify how many items you wish to create. The Numeric Places field
refers to the minimum length of each number to append. Values that take up less
space than the specified amount of numeric places will have zeros before the
number. For example, the configuration shown in Figure 7.5 will create three new
action sets with the following names:

e Marquee Action Set001
e Marquee Action Set002
e Marquee Action Set003
Click the OK button to do the multiplication.

7.3 Options

To choose additional settings, select Options from the Tools menu. This opens the
Options dialog box, which contains the following tabs:

e General
e Table(s) Management
e Monitor View

e Multimedia Assistant

7.3.1 General Tab

ICONICS

The General tab of the Options dialog box, shown in Figure 7.6, contains the
following options.

Save regional settings in registry: Checking this option saves regional
configuration settings in the registry so that they are applied each time you start the
Configurator. This applies to the language settings as well as time and date settings.
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Automatically apply changes when selection is changed: Checking this option
allows changes to the configuration database to be saved each time you switch
dialogs without clicking on the Apply button or being shown a message asking if you
would like to apply changes.

Enable hover selection: Checking this option allows you to highlight an item by

moving the mouse pointer over that item and keeping it there for a specified amount
of time.

- -

Options

| General Tal:ule_[s]Management b onibor YWieww Mult_imedia ﬁ.ssi;tgnt _

Wiorkzpace settings
Save regional zettings in registny
[ ] Autamatically apply changes when selection iz changed

[ ]Enable howver selection.  Howver Time: [mz]

Autarnatically enable new alarm configurations on current node

Directories

Baze Path: E]

Select a baze directory for relative path names. |F left blank [default],
the folder containing thiz application's executable iz assumed.

a— | Ean;:el | HE.Ip

Figure 7.6. Options Dialog Box: General Tab

Automatically enable new alarm configurations on current node: If this option is
checked, when a new alarm configuration is created the current node will be
automatically added to the Nodes folder with a link to the alarm configuration.

Base Path: Select a base directory for relative path names. Click the ... button to
choose a directory. If this field is left blank (default), the folder containing this
application's executable (.exe) file is assumed.

7.3.2 Table(s) Management Tab
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The Table(s) Management tab of the Options dialog box, shown in Figure 7.7,
controls how the Multimedia Server logs and stores data.

Multimedia Journal Table

Max Records: Sets the number of records that the Multimedia Server can store in
the Journal Table before they are deleted or archived.

ICONICS



AlarmWorX32 Multimedia Additional Settings

Max Interval: Sets the maximum amount of time that the records are stored in the
Journal Table before being deleted or archived.

y

Options

General | Table(s] Management | panitor Wiew | Multimedia &zzistant

kbd Jourmal Table

b ax Recaords: 1000

b ax Interval 2 : Dayls) ™
Archive T able(z)

Max Tables: 1

Max Recaords: 1000

bax Inberval 2 : Dawfz] v

Archive Incomplete Incidents

Maode name to do the archiving [:]
[if left blank, all nodes do archiving)

[ ] H Cancel H Help

Figure 7.7. Options Dialog Box: Table(s) Management Tab

Archive Table(s)

Max Tables: Sets the number of tables to archive before deleting the oldest table.
Max Records: Sets the number of records to archive in a table.

Max Interval: Sets how long to archive for before deleting the oldest archive.

Archive Incomplete Incidents: When this box is checked, the Multimedia Server will
log incidents or events to an archive table even if they have not yet been resolved.

Node name to do the archiving: Choose a node for archiving records. Click the ...
button to select a node. The Browse for Computer dialog box will open, as shown in
Figure 7.8. Choose the desired node, and then click OK.

Note: If you would like Journal Table records to be deleted and not archived, check
Max Tables and set the field to "0."
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Figure 7.8. Choosing a Node for Archiving

7.3.3 Monitor View Tab

The Monitor View tab of the Options dialog box, shown in Figure 7.9, allows you to
configure the settings for the Runtime Monitor. You have the option to:

e Select an Update Rate (in milliseconds).
e Limit the number of records displayed.

o Choose which fields are shown in the Runtime Monitor, as well as the order
in which they are shown. To change the display order of a particular field,
click on the field in the list box under Show Fields and then click the "up" and
"down" arrows to the right to adjust its position.

e Sort the runtime monitor journal by selecting from the Sorting Options drop-
down list. You can also create a customized journal sorting order.

Note: For more information about the Runtime Monitor, please see Chapter 8.
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Figure 7.9. Options Dialog Box: Monitor View Tab

7.3.4 Multimedia Assistant Tab

For additional help, you can consult the Multimedia Assistant at any time by selecting
Multimedia Assistant from the Help menu. Follow the instructions provided by the
Multimedia Assistant.

In the Multimedia Assistant tab of the Options dialog box, shown in Figure 7.10,
you can choose whether you want the Multimedia Assistant to speak or only to show
text instructions.
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| Options .
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Speech Output
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Figure 7.10. Options Dialog Box: Multimedia Assistant Tab
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8.1 Starting the Multimedia Server

The majority of this user's guide is devoted to the configuration of alarms, alarm
action sets, alarm filters, OPC subscriptions, multimedia agents, media templates,
acknowledgement codes, schedules, roles, and nodes using the Multimedia
Configurator. All of your configuration data are stored in your configuration database.

Once you have completed the configuration of your database, you are now ready to
connect the Multimedia Server to the database by starting the Multimedia Server.
Before starting the Multimedia Server, be sure to test your multimedia agent
configurations by using the TEST button in the configuration field for each agent. To
enter the Multimedia Server into runtime mode, select Start Multimedia Server from
the Action menu. The following events occur when you activate the Multimedia
Server:

1. The Multimedia Server reads all the alarm configurations in the multimedia
configuration database.

2. The Multimedia Server then subscribes to OPC Alarm and Events (AE) servers
based on the subscriptions that you created in the configuration database.

3. Inturn, the OPC AE servers generate alarms back to the Multimedia Server.

When the Multimedia Server receives alarms, it responds to those alarms
according to the settings and alarm action sets that you configured in your
database.

5. Based on these action sets, the notification messages are then sent to a recipient
(an operator or a group) via the configured multimedia agents.

6. The recipient of the alarm message can then acknowledge the alarms using the
configured multimedia device by entering an acknowledge code.

8.2 Runtime Monitor

ICONICS

When you start the Multimedia Server, you should verify that the server is connected
to the configuration database. Use the Multimedia Runtime Monitor, shown in
Figure 8.1, to determine whether a connection has been established. The Runtime
Monitor enables you to view the activity of the Multimedia Server during runtime
mode. To display the monitor, select Monitor View from the View menu. The monitor
will be displayed at the bottom of the screen. Check the monitor to make sure the
Multimedia Server is receiving alarms.
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The monitor lets you know what is going on in an active database and how the
Multimedia Server is processing the alarms and the multimedia agents that you have
configured. By default, the monitor displays the Time, Source, Message, Action Set,
Action Destination, Action Status, and alarm acknowledgment status for the selected
actions and alarms. You can choose which action sets and alarms to monitor by
selecting from the Action Set to Monitor and Alarm Tags drop-down lists,
respectively. Each incident for a particular agent is grouped by color.

The Alarm Status conditions are:

e Alarm: The Multimedia Server has received an alarm from the alarm OPC
server.

o Agent Done: The multimedia agent has successfully processed the request
but has not completed the action.

e Normal: The alarm has returned to normal.

Note: For information about how to change the Runtime Monitor display settings, see
the next section.

Time | Source | Message | ActionSet | Ackion Destination | AckionStatus | Acked |
8,/24,/2000 12:5... MMXSecurityB... All Systems Nor... /Default/¥id... ¥ideo Item MNORMAL No
Si24)2000 12:50:.., MMxSecuribvBreach Possible Intruder i, [Defaultiideo,.. Wideo Ikem fgent Done Mo
Si24/2000 12:50:.., MMxSecuribvBreach Possible Intruder i... [Defaultiideo,.. Wideo Ikem ALARM Mo
Si24/2000 12:50:.., MMxSecuribvBreach Al Syskems Mormal — [Defaultiideo,.. Wideo Ikem MORMAL Mo
Si24/2000 12:49:.., MMESecuribvBreach Possible Intruder i, [Defaultiideo,.. Wideo Ikem fgent Done Mo
FE A mEEE T AT, RARAL ™ o e iihe Plinm b Frmecible Tobneden L1 NP =N [ BT E P Ihide e Thmme &L AFRRA LY
Action Set to maonitor: < All Action Sets » j Alarm Tags: I < &l Alarms > j

Figure 8.1. Runtime Monitor

There are four buttons in the runtime monitor, as shown in Figure 8.2:

Alamn Tags | < AllAlams > RN E IR ERETEY

Figure 8.2. Function Buttons for Runtime Monitor

Refresh: Manually refreshes the journal table (besides the automatic refresh
specified in the Monitor View tab of the Options dialog box).

Delete: Deletes all records from the journal table (only if the Multimedia Server is not
running).

Export: Exports the data in the journal table to a text file. Clicking this button opens
the Export Multimedia Journal dialog box, as shown in Figure 8.3. In the Export

File Name field, specify the directory path and file name for the text file. Click the ...
button to browse for a directory. You can also choose to export archived journal data.
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Runtime Operations

Export Multimedia Journal

Expoarting Journal recards: Action Setz)= [All]. Alarm Taalz]= [A0]

L=

X

Export File

Marne:

IE:HF‘ngram Files\p M3l ournal bt

v flso Export selected Archive Tables:

L

Archive Jourmal T able

[ Export each Archive Table into zeparate file

ak I Cancel

Figure 8.3. Exporting Data to a Text File

Sort: Sort the runtime monitor journal by using the Journal Records Sorting dialog
box, as shown in Figure 8.4. You can select from the built-in sorting orders or create
your own customized journal sorting order. Click the up and down arrow buttons to
arrange the order of the monitor view fields. For each item you can specify ascending
or descending sorting order.

Journal Records Sorting

S o

Add Mew

3 Built-in Jowrnal Orderers
: s By Journal Time
By Alarm [ncident
By ActionStatuz and Time
s By Action Destination and Time
s By ActionSet and Time
“#» By Source and Time

\5/ By ActionSet, Source and Time
) Custom Jourmal Orderers

Fename [elete

tonitar Yiew Fields | Sort -
23 Active Time Dezcending
Zd Active Time Msecs Descending
&1 Action Destination Azcending |
&1 Server MNode Azcending
%1 Server Prag 1D Azcending
41 Source Azcending
&1 Condition Mame Azcending
2.} Joumnal Time Descending
Zd Joumnal Time Msecs Descending
Change Mazk Mone
Conditiondctive Maone
Time Mone
Time Mzecs Mone
Message Hone ;I
AV

ICONICS
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Figure 8.4. Journal Records Sorting
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8.2.1 Adjusting Runtime Monitor Settings

You can adjust the settings for the Runtime Monitor by selecting Options from the
Tools menu. This opens the Options dialog box. The Monitor View tab of the
Options dialog box, shown in Figure 8.5, configures the settings for the Runtime
Monitor. You have the option to:

e Select an Update Rate (in milliseconds) to determine how often the
Multimedia Server will update the data that appear in the Runtime Monitor
journal table.

e Set a maximum number of records to be displayed in the Runtime Monitor.

e Choose which fields are shown in the Runtime Monitor, as well as the order
in which they are shown. To change the display order of a particular field,
click on the field in the list box under Show Fields and then click the "up" and
"down" arrows to the right to adjust its position.

e Sort the runtime monitor journal by selecting from the Sorting Options drop-
down list. You can also create a customized journal sorting order.

General I T able(z] Managerment  Monitar Yiew Multimedia.ﬁ.ssistantl

— konitar view settingz

Update F ate:
¥ Limit Display To | 50 top records
Shaow Fields: | -

>

Journal Time
Journal Time Mzecs
Source

teszage
ActionSet

Action Destination
ActionStatus

<

Acked

O Change Mazk ;l
Sorting options:
I By Alarm Incident j

¥ Display Joumal Time as UTC time

k. I Cancel | Help

Figure 8.5. Options Dialog Box: Monitor View Tab
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8.3 Table Management

ICONICS

You can adjust the Journal data-logging settings for the Multimedia Server by
selecting Options from the Tools menu. This opens the Options dialog box. The
Table(s) Management tab of the Options dialog box, shown in Figure 8.6, allows
you control how the Multimedia Server logs data to the journal and archive tables.

Multimedia Journal Table

Max Records: Sets the number of records that the Multimedia Server can store in
the Journal Table before they are deleted or archived.

Max Interval: Sets the maximum amount of time that the records are stored in the
Journal Table before being deleted or archived.

Y

Options

General | Table(z] Management | tanitor View | Multimedia Assistant

kkAx Jourmal Table

M ax Records: 1000

M ax Interal 2 : Dau(s) [ |
Archive T able(z)

tax Tables: 1

Max Records: 1000

tax Interval 2 2] Dayis) v

Archive Incomplete Incidents

Mode name to do the archiving [:]
[if left Blark, all nodes da archiving)

[ ] H Caricel H Help

Figure 8.6. Options Dialog Box: Table(s) Management Tab

Archive Table(s)

Max Tables: Sets the number of tables to archive before deleting the oldest table.
Max Records: Sets the number of records to archive in a table.

Max Interval: Sets how long to archive for before deleting the oldest archive.

Archive Incomplete Incidents: When this box is checked, the Multimedia Server will
log incidents or events to an archive table even if they have not yet been resolved.
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Node name to do the archiving: Choose a node for archiving records. Click the ...
button to select a node. Choose the desired node, and then click OK.

Note: If you would like Journal Table records to be deleted and not archived, check
Max Tables and set the field to "0."

8.4 Stopping the Multimedia Server

8-6

You can stop the Multimedia Server at any time by selecting Stop Multimedia
Server from the Action menu of the Multimedia Configurator. This exits runtime
mode. You can also click the traffic light button on the toolbar.

Note: You can also start/stop the Multimedia using MonitorWorX. For more
information, please see the MonitorWorX help documentation.

IMPORTANT NOTE: Once the Multimedia Server has been stopped, alarm
messages will stop being issued to the alarm action destinations.

ICONICS
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9.1 Overview of Telephony Agents Configuration

Three separate agents are included under the Telephony folder of the Configurator
tree control:

e P.A Agent

e Call-out Agent

e Call-in Agent
To set the default settings for the Telephony Agents, click on the Telephony folder
in the Multimedia Configurator, as shown in Figure 9.1. If you do not see the General
Settings, make sure that Dialog View is checked on the View menu.

-- Alarm Inputs -

E‘@ Alarm Configurations .I TELEPHOMY AGEMTS GEMERAL SETTIMNGS
’}@ Default
B2 Multimedia Agents — Phone Linez Reservation Advanced
a Cuskom Agent Phone Lines: #1 #2 #3 #4
53 E-mail ; Mare Settings... |
; Incomin v
[]-- Fax 2 o N N L
@ Marques - IP Devi Cutgaing o u v vd
I:I-- Marques - Softwal
563 Pager/sMs/asMT PA Calls r r r WV
& (=] Popup —Menus Security Menus Timeauts [seconds]
'B Skype Messaging
[ZI--@ Sound | Text Ta 5 [~ CalHn PIM Protect I Iritial Key Timeout: I'I i 3:
Task Tray ;
B ¥ Restrict same menu m Inter-K.ey Timeout: |3 3:
w wisits koo -
[#-§3 Call-In Agent e —
.. P4, Pazsword Retries: |3 3: Totsl Tme: 120
B1-¢8a Call-Out Agen
-{m] viden
[]-- Media Templates ]
I:I--q= Systemn Objects Apply I Beset |
I:I-- Modes 57
KN >
Ready LI 4

Figure 9.1. Telephony Agents: General Settings

e Phone Lines: For the first four phone lines, you can check which phone lines
will be used by the Telephony Agents for incoming, outgoing, and P.A. calls.
You should only check phone lines that have physical support (i.e. the phone
line is actually plugged into the telephony card in the computer). If you are
using more than four phone lines, you can click More Settings to configure
additional phone lines in the Advanced Phone Lines Reservation dialog, as
shown in Figure 9.2.

ICONICS 9-1



Telephony Agents

AlarmWorX32 Multimedia

Note: The number of phone lines specified must be less than or equal to the
actual number of phone lines that will be used. If the number of lines
specified in the Configurator is greater than the actual number of lines in use,
the Call-in Server will work under the assumption that additional phone lines
are available even though the lines do not actually exist. Although up to 20
lines are supported, the number of lines that can be used may be limited by
the type of Dialogic board.

Note: The telephony agents currently support up to 20 phone lines. However,
the agent has been tested with a maximum of four phone lines.
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Figure 9.2. Advanced Phone Lines Reservation

Incoming Calls: Specifies which phone lines will be reserved for incoming
calls.

Outgoing Calls: Specifies which phone lines will be reserved for outgoing
calls.

Any phone lines that are not reserved will be used as general purpose lines
(i.e. for either incoming or outgoing calls).
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The first time you set up the telephony agent, it is recommended that you use
a single phone line to test the configuration. Only after you have successfully
tested a single phone line should you experiment with adding multiple phone
lines to your configuration.

e Call-in PIN Protect: Specify a numeric password or PIN that users must
enter prior to each menu in order to progress through the phone menus in the
Call-in Agent.

Note: This is different from the general security settings used for logging into
the phone system. (The login settings are configured in the Call-in Agent tree
control.)

¢ Restrict same menu visits to: Limits the number of times a user can access
the same menu through the Call-in Agent. This limits the overall time users
can remain in the phone system to prevent users from tying up the phone
lines.

e Password Retries: Sets the number of times a user will be allowed to enter
an incorrect password on the phone keypad.

¢ Initial Key Timeout: Sets the number of seconds the phone will wait for a
key press before retry.

¢ Inter-Key Timeout: Sets the number of seconds allowed between key
presses on the phone keypad before ending caller input.

e Total Time: Sets the total consecutive time (in seconds) that a caller may
spend in the same menu before timeout. This includes the time the system
uses to process and deliver the text-to-speech messages to the caller.

You must have a telephony card installed on the computer on which you are running
the Telephony Agents (both Call-in and Call-out). AlarmWorX32 Multimedia supports
Intel® Dialogic® boards. Dialogic boards do not work for Windows 98, so neither
the Call-in Agent nor the Call-out Agent will work on Windows 98. You also need
to have an analog phone line connected to the board. (Note: Digital lines are not
supported.) Only Dialogic boards are supported for the current version of
AlarmWorX32 Multimedia.

For more information about purchasing and installing Intel Dialogic boards, please
visit the Intel Web site at www.intel.com/design/network/products/telecom/index.htm.

Note: ICONICS does not provide support for installation and configuration of Dialogic
cards. Please contact your Dialogic vendor for support.

Note: It is a good idea to test the Dialogic card has been installed and configured.
Dialogic provides several sample applications that can be used for this purpose. The
Voice Horoscope program is a good starting application. To launch it, select Start >
Programs > Dialogic System Software > Dialogic Sample Programs > Voice
Horoscope. Once the program is launched, select Channels > Open. The program
is now ready to receive phone calls. If the Dialogic card is correctly installed, you
should hear a response to a call.
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9.2 P.A.Agent

The P.A. Agent, shown in Figure 9.3, allows you to use a public address (PA)
system device to announce alarms and events over a loudspeaker. The PA Agent
configuration settings are directly tied to the telephony agent settings. The Call-out
Agent configuration must be activated in order for the PA agent to work. A Dialogic
board is also required for the PA agent.

i;') bdbd=Call_In'.9.0.164.0

Media [tem Mame: IF'A call

Dezcription: | ;I
Media Template: IDefauIt Sound Speech ﬂ' & " & | ViEsy
Scheduing: [ Full 24-7-365 Schedule =l
Fiale: |<NDNE> j Er [ e [~ Enable Alarm Pricritization

— P&y Agent Settings

Phone Mumber To Cal: 234

Retry ID 3: time(z)
Retry Delay IU 3: SEC.

Spply Feset Add Mew Media ltem

Figure 9.3. P.A. Agent Configuration Settings
The following configuration fields are available for the P.A. Agent:
o Media Item Name: Enter a name for the configuration.
e Description: Allows you to add comments to the agent configuration.

o Media Template: You must choose a template to be used with the agent.
The template determines the actual message that gets sent to P.A. message
recipients. For more information about templates, please see Chapter 5.

e TEST button: Plays a P.A. message to test your configuration.

¢ Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.
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¢ Role: Select a role from the drop-down list. For information about roles,
please refer to Chapter 6.

e Enable Alarm Prioritization: When this check box is checked, the
multimedia system processes alarms based on the severity level of the
alarm. If the check box is not checked, alarms are processed only on a first-
in-first-out basis.

e Phone Number to Call: Enter a P.A. system access phone number.
e Retry: Specifies the number of attempts to send the message.

¢ Retry Delay: Specifies the number of seconds to wait between attempts to
send the message.

e Apply button: Saves all changes to the configuration database.
¢ Reset button: Clears all recently added information.

e Add New Media Item: Adds a new agent to be configured. Note that you can
also add a new P.A. Agent by right-clicking the P.A. folder on the tree control
and selecting New > Media Item from the pop-up menu.

9.3 Call-out Agent

The Call-out Agent, shown in Figure 9.4, sends alarm messages out over the
telephone.

Note: Dialogic boards do not work for Windows 98, so the Call-out Agent will
not work on Windows 98.

MMCall_In'/.9.0164.0

Media Item Mame: ILoc:aI Phane

D escription: Thig is an example of phone alarm notification. ;I
Media Template: IDefauIt Telephone j| Er " & | VEST |
Scheduling: | Full 24-7-355 Schedule |
Fiole: |<NDNE> j Er (& [~ Enable Alarm Prioritization

~ Phone Agent Settings

Phone Number To Call |02

Acknowledge Code |1 23

Retry |1 3: tirne(z]
Retry Delay |2 3: 3EC.

Apply | Freset | Add Mew Media ltem

Figure 9.4. Call-out Agent
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The following configuration fields are available for the Call-out Agent in the
Configurator tree control under Local Phone. (Note: Local Phone is an example
Call-out Agent configuration.)

Media Item Name: Enter a name for the Call-out Agent configuration.
Description: Allows you to add comments to the agent configuration.

Media Template: You must choose a template to be used with the agent.
The template determines the actual message that gets sent to the phone
number specified. The Configurator includes a template, called Default
Telephone, created for sending call-out messages over the phone. For more
information about templates, please see Chapter 5.

TEST button: Tests your call-out configuration.

Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

Role: Select a role from the drop-down list. For information about roles,
please refer to Chapter 6.

Enable Alarm Prioritization: When this check box is checked, the
multimedia system processes alarms based on the severity level of the
alarm. If the check box is not checked, alarms are processed only on a first-
in-first-out basis.

Phone Number To Call: Enter the phone number you want the agent to call.

Acknowledge Code: Enter the number you wish to use as the acknowledge
code.

Retry: Sets the number of attempted calls to make to the specified phone
number before timing out.

Retry Delay: Sets the number of seconds between subsequent phone call
retry attempts.

Apply button: Saves all changes to the configuration database.
Reset button: Clears all recently added information.

Add New Media Item: Adds a new Call-out Agent to be configured. Note that
you can also add a new Call-out Agent by right-clicking the Call-out Agent
folder on the tree control and selecting New > Media Item from the pop-up
menu.

9.4 Call-in Agent

The Call-in Agent, shown in Figure 9.5, enables users to make a phone call to issue
commands to the system. The Call-in Agent configuration sets up the voice and key
entries and menu options based on information supplied from the Multimedia
configuration database and the current state of OPC data or alarms and the security
level of the user calling into the system.
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Note: The following Configurator features do NOT apply to the Call-in Agent: the
Multimedia Configuration Wizard, action sets, and schedules.
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Figure 9.5. Call-in Agent: General Settings

9.4.1 Call-in Agent Quick Start

Configuring and using the AlarmWorX32 Multimedia Call-in Agent require the
following steps:

ICONICS

1.

Install the Dialogic hardware. For additional information about purchasing and
installing Intel Dialogic boards, please visit the Intel Web site at
www.intel.com/design/network/products/telecom/index.htm.

Install the Dialogic drivers.
Install the AlarmWorX32 Multimedia software.

Configure the Dialogic card. During initial setup, it is recommended that the
Dialogic Configuration Manager (DCM) be used for configuring and running the
Dialogic drivers. Open the DCM and select the Action menu. If you are familiar
with the card, use the Add Device option, or have the DCM detect the card using
the Auto Detect Devices option.

Start the Dialogic drivers. Highlight the configured Dialogic card from the
graphical tree menu. Start the drivers by clicking the green start button. If the
drivers fail to initialize the card, check the card type and settings. If problem
persists, contact Dialogic for technical support.

Plug an analog phone line into the primary channel (zero channel). At this time,
you should verify that the phone number is correct, that the phone line is analog,
and that it is a dedicated line. It is also a good idea to verify a phone number to
call out to. (Note: Digital phone lines are not supported.)

Launch the Multimedia Configurator by selecting Start > Programs > ICONICS >
AlarmWorX32 > AlarmWorX32 Multimedia Configurator. Click on the Phone
folder on the tree control of the Configurator under Alarm
Configurations/Multimedia Agents. For the Phone Agent General Settings,
set the number of phone lines to "1." Make sure that phone line "0" is not
reserved for outgoing calls.
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8.

9.

10.

Configure the Call-in Agent settings as described in the sections below.

Enter the Call-in Agent into runtime mode by clicking the Start Call-in Agent
button on the Call-in Agent's general settings.

Call the number of the phone line attached to the Dialogic card.

9.4.2 Tips and Troubleshooting

1.

Check to make sure the phone line is securely attached to the zero channel.
Dialogic boards support multiple channels, and it is relatively easy to connect the
phone line to one of the other channels.

It is best to try an analog phone for first time calling. There have been issues with
the Dialogic card not detecting phone keys when using digital phones in speaker
mode.

Operation within a PBX (internal phone system) is dependent on the manner in
which the PBX handles calls. A common example is where the phone seems to
connect in the middle of the Multimedia messages. This is caused by a delay in
connection. The PBX has taken the phone connected to the agent off the hook,
thus starting the message, but has not connected the caller. A workaround for
this is to add commas to the beginning of the message. In general, any PBX
issue will be experienced by the Call-in Agent as if it were a normal user.

Make sure that the channel being tested for the Call-in Agent is not being
reserved for call-out. The Call-in Agent prevents incoming calls from being used
on lines reserved for outgoing calls.

Make sure that the number of lines does not exceed the number of working
physical phone lines connected to the Dialogic card. The system uses the
Number of Lines setting as an indication of the actual phone lines available.
Setting this number higher than the number that actually exists causes the
system to periodically use the lines that do not exist.

9.5 Organization of Call-in Agent Groups and Menus

Click on the Call-in Agent folder under the Telephony tree control of the
Configurator, as shown in Figure 9.6. This folder contains the configuration user
interface for all call-in menus, which enable you to configure the options, key entries,
and actions for the Call-in Agent.
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Figure 9.6. Call-in Agent Tree Control
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The Call-in Menus branch of the tree control contains both menu groups and
individual menus, as shown in Figure 9.7.
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53 Onkey4

=l

Figure 9.7. Hierarchy of Call-in Agent Tree Control

Two menu groups, shown in Figure 9.8, are provided by default to help you get
started with your configuration. The Prebuilt Samples group contains preconfigured
menus that you can use as templates for starting your Call-in Agent configuration.
The Tenant Callin group is an example group that contains several fully configured

ICONICS
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example menus and submenus that you can use as a guide in creating your Call-in
Agent configurations for tenant call-in applications for office rooms.

Configurator assigns an ID number for each group in the Base Menu ID field. Each of
the menus that you create for the group is also assigned an ID number based on the
Base ID for the group. Menu IDs can be used as key-in actions for key-in menus.

N@Ees| Bl -SG5 EHYTREN W@ E TR

] E@ Alarm Configurations ;I
-3 Default -
: ; [t G Marne: PreBuilt Samples
EI{E Multimedia Agents é’h Enuaroup Hame I P
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{4 Sound | Text To Speech

Marquee
5 Pager/SMS/GSMITAP
Telephony
. B3 Cal-In Agent
: Call-In Menus L
E@ PreBuilt Samples
429 Default Stark Menu

-39 Prebuild Menul Lpply I Fiesst Add Mew Call-in Menu Group |

-¢58 Prebuild Menuz

L ".Ttanan.tCaIIin LI <| I_,I
Ready [ |mom Y

Figure 9.8. Default Call-in Menu Groups

Each group may contain several Call-in menus and submenus, as shown in Figure
9.9. The menus are organized hierarchically, similar to the way directories and files
are organized on your computer's hard drive.
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Figure 9.9. Default Call-in Menus
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9.5.1 Modifying and Copying Groups and Menus

To save time, you can modify the default groups and menus and tailor them to your
configuration. If you do not want to change the default groups and menus, you can
also make a copy of them:

1. Right-click on a group or menu and select Copy from the pop-up menu, as
shown in Figure 9.10.

g me m g mme e e e

Telephorey
=-§% Call-In Agent
-
- I g
: Mew g

: Rename
Pobe &3 Prebu i

=- |!'_§= TenantZa IOIEplys
- %53 Call-Out Agent Delete
:f’:i Fax
MS Instant Messaging =4t
% P.a, _Coor ) |
Popup Haste

Yideo

larne Troms . F7F

Figure 9.10. Copying a Group or Menu

2. Right-click the target folder and select Paste from the pop-up menu, as shown in
Figure 9.11.

LE {8 P e | DM a0 | e

EI-- Telephorey
E%% Call-In Agent

ERE:
= Prel mew ¥
. - Renarne
o i Multiply...
ol 1=
|; Ten belete
- %53 Call-Out Ag
E-75) Fax Ut
([ #] M5 Instant Mes  copy
..... i PLA,
=] Popup
L Widan Large Icons  F7

Figure 9.11. Pasting a Group or Menu

3. The copy of the group or menu appears under the target folder, as shown in
Figure 9.12. Rename the group or menu as desired.
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Figure 9.12. Copy of Group or Menu

9.5.2 Creating New Menu Groups

To create a new Call-in menu group:

1. Right-click the Call-in Menus folder on the tree control of the Configurator and

select New > Call-in Menu Group, as shown in Figure 9.13.

Elm SUdnd AL U ST

-- Marques

-7 Pager/SMS{GSMITAP
=& Telephony

El # Call-In Agent
i - Call-In Menus TS
..
" * ...................... o —I_lgppl_l,l EESE
: - _rrg- TenantCe  pulkiply, LF
@ Call-out Agent
%2 Fax Delete

Figure 9.13. Creating a New Call-in Menu Group

2. The properties dialog box for the new group appears in the right-hand pane of the
Configurator, as shown in Figure 9.14.

ke Group Mame: INEW qroLip

Baze Menu [D:

Amply I

Heset

ISDEII:I

Add Mew Call-ln Menu Group

Figure 9.14. Setting the Properties for the New Call-in Menu Group
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3. Inthe Menu Group Name field, type a name for the new group. The Configurator
assigns an ID number for the group in the Base Menu ID field. Each of the
menus that you create for the group is also assigned an ID number based on the
Base ID for the group. Menu IDs can be used as key-in actions for key-in menus.

9.5.3 Creating New Call-in Menus
To create a new Call-in menu:

1. Right-click a group in the Call-in Menus folder on the tree control of the
Configurator and select New > Call-in Menu, as shown in Figure 9.15.

ﬂ Telephiony

Mew Group W[ callin ey

H-fem Prequilt Saf -
| -l TenantCall
#1253 Call-Out Agent

= Fav

Rename
{5 [ ]

Figure 9.15. Creating a New Call-in Menu

2. The properties dialog box for the new menu appears in the right-hand pane of the
Configurator, as shown in Figure 9.16.

& benu Mame: kenu Type: b enu (D
4 [New Caltin Menu [ 0ption Menu | [a001
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[Text string or wary file]; I _I
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v 1 |F'ress 1 ta <enter pour bext heres, - | Mew Group. Hew Call-ln Menu. Onk.eyl ji
v 2 IF'ress 2 to <enter pour bext heres, - | Mew Group. Hew Call-ln Menu. Onk.ey? j i
v 3 |F'ress 3 to <enter your tert here:, | || Mew Group.Mew Call-ln Menu. Onkey3 j = |
v 4- IF'rESS 4 to <enter your text here:, | || Mew Group.Mew Call-ln Menu. Onkeypd j |5 |
r 5| ... [[[Fepeat thiz kMenu] ji
r EI | [|[Repeat this Menu] ji
I ?I | - [J[Repeat this Menu] ji
I BI | - [J[Repeat this Menu] ji
|_ EII | - [|[Fepeat this Meru] ji
r |:|| | [|[Repeat this Menu] ji
r #I ... [[[Fepeat thiz kMenu] ji
= I - | [Repeat thiz Menu] ji
Ireealid Ken Strake I |_|

Apply I Rezet Sdd Hew Eall-ln e

Figure 9.16. Setting the Properties for the New Call-in Menu
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3. In the Menu Name field, type a name for the new menu. The Configurator
assigns an ID number for the menu in the Menu ID field based on the Base ID
number of the group in which the menu was created.

4. Configure the menu settings as described in the sections below.

9.6 Configuring General Call-in Agent Settings

Once you have set the default parameters for the Phone Agents, you are ready to
begin configuring the Call-in Agent settings. Click on the Call-in Agent folder under
the Phone tree control of the Configurator, as shown in Figure 9.17.

CALL- IM MULTIMEDIA AGENT Server Options. . Alias Table. .. |
b ain b en: I TenantCallin Get (D j|i|
D efault Start-Up Men: I TenantCallin Get [D jlil
tenu Timeout Action: I[Haﬂg Up] j|i|
Alarmn & Event OFC Subscription: I «NOMNE> j
[+ Report Diagnostic Information to GenE vent Start Call-ln Agent |

Figure 9.17. Call-in Agent General Settings

This folder contains the main configuration settings for the Call-in Agent.

1.  Under Main Menu, select a menu from the drop-down list that you want to use as
the main menu for your Call-in system. This is the menu to which callers are
returned by default.

2. Under Default Start-up Menu, select a menu from the drop-down list that you
want to use as the start menu for your Call-in Agent. The default start-up menu
will most likely be the same as your main menu.

Note: The drop-down lists under Main Menu and Default Start-up Menu contain
only the top-level menus for each menu group.

3. Under Menu Timeout Action, specify what happens after a system timeout
occurs. From the drop-down list, select an action (e.g. "repeat," "return to main
menu," or "hang up") or a menu that immediately follows a timeout. For example,
if a caller does not respond within the initial key timeout period, the system times
out and then redirects the caller to the menu or action that you specified.

4. The Report Diagnostic Information to GenEvent check box is checked by
default. All diagnostic information is reported to the GenEvent Server. This
information can be viewed in the current alarm viewer, and provides a visual
record of actions taken by the Call-in Agent.
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5. The Alarm & Event OPC Subscription drop-down box allows you to select an
alarm subscription to be used by the Call-in Agent while presenting OPC alarms.

9.6.1 Server Options

ICONICS

Clicking the Server Options button in the Call-in Agent general settings opens the
Call-in Agent Options dialog box, shown in Figure 9.18. This dialog box sets the
parameters for the Call-in Server.

Server Message Formats Tab

The Server Message Formats tab allows you to customize predefined messages
that the caller hears in certain situations. Use the Call-In Agent’s Message Type
drop-down list to select a particular message type, and then edit the text associated
with that message type in the Message Text field. For example, you could have
contains a message that a caller hears when the caller is denied access to a menu:
"Insufficient security to access this menu."

Call-In Agent Dptions x|

Server Meszage Formats | Flash Settings

Call-ln &gent's Mezzage Type:

Ak reguest has been sent’ confirmation message

Mezzage Text:

Ack request haz been zent ;I

Mumber of decimal places to uze when
reporting float or double values: |4

] I Cancel

Figure 9.18. Server Message Formats

Flash Settings Tab

The Flash Settings tab sets the parameters for the Flash Warning function in direct
action menus, where you can optionally specify a reset value. The reset value is
written to the same OPC tag after the specified time interval, resetting the OPC value
written by the menu action. When the Flash Warning check box is checked in a
direct action menu, the system switches, or "flashes", the OPC tag between the tag's
current (write) value and its reset value before finally resetting the tag value.

The Flash Settings tab, shown in Figure 9.19, sets the following parameters for the
Flash Warning function in direct action menus:
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Lead Time: Sets the amount of time before the system starts the flash process. The
time is determined by taking the Reset Time (found on Direct Action menus) and
subtracting the Lead Time. For example, if the Reset Time is 1 hour and the Lead
Time is 10 minutes, the flash process will start 10 minutes before the final reset (in
this case, 50 minutes after the value was originally set).

Time on: Sets the time period for each warning flash for the write value.
Time off: Sets the time period for each warning flash for the reset value.

Number of Flashes: Specifies how many times the system switches (flashes)
between the tag's write value and reset value before resetting the value.

For each setting, you can specify how many minutes, seconds, and milliseconds.

Note: For information about configuring direct action menus, please see the "Menu
Types" section below.

Call-In Agent Dptions ' x|

Server Message Formats  Flash Settings |

The following settings affect th "Flash Warning” checkbox in Direct Action Menus
LeadTime: |E = min [0 Ssec [0 = msec
Tineon |0 = min |30 Ssec [0 = msec
Tineoff |0 =min |30 Ssec [0 = msec

Mumber of Flazhes: 1 =

k. I Cancel

Figure 9.19. Flash Settings for Direct Action Menus

9.6.2 Aliases

9-16

The Call-in Agent can be configured to use an alias key for each user (caller). If
using aliases, each caller uses a numeric alias key in the configuration. This is an ID
number that the Call-in Agent uses to recognize the caller. Each alias key can be
associated with numerous aliases, enabling you to customize settings for each user
by associating the caller's alias key with certain parameters, such as which locations
in the building the caller can access (e.g. room, floor). Alias names then can be used
in Call-In menus to significantly reduce the number of necessary menus.

When a caller dials into the system, the caller can be prompted to enter his or her
alias key. If he or she then accesses a menu containing aliases, all aliases get
resolved according to the caller’s alias key, and the caller gets control over OPC
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resources determined by his or her alias resolution. If another caller accesses the
same menu with a different alias key, he or she would have access to yet another set
of OPC points, as specified by his or her alias key in the alias table.

To configure aliases, click the Alias Table button in the Call-in Agent general
settings. The Call-in Alias Table appears, as shown in Figure 9.20. The table
contains several columns. The Alias Key column lists each numeric alias key. The
UserName column lists the name of the caller associated with each alias key. The
Alias Key column and UserName column are fixed; neither can be deleted, and
each alias key must be associated with a user name. (You can change the keys and
user names in the columns, but the columns themselves cannot be deleted.) The
remaining columns contain aliases (e.g. Bldg, Floor, and Room) that can be
modified or removed as needed.

«X* Alias Table [_ (O] x|

[ngert Mew Key | InsertNewgliasl

Aliaz ke | |l zer Mame AirH andler Flaar M etwark, R oom |
na Leus AHIN 9 Headquarters am
- 15070002 Hera AHIZ 9 Headquarters 902
- 15070003 Aphrodite AHIN 7 Headquarters a4
- 15070004 Hephaesztuz AHIZ 2 Headquarters 212
- 15070005 Pozeidon AHIN 1 Headquarters 128

(] I Cancel

Figure 9.20. Alias Table

Alias Key-in Actions

A Key-in menu, such as the Get ID menu shown in Figure 9.21, is an example of
when a caller would be asked to enter an alias key. The Enter Alias Key to Resolve
Aliases option must be selected from the drop-down list under Key-in Action, as
shown in Figure 9.21. For example, in the GetID key-in menu, the Introduction
Phrase states "please enter your 8 digit ID." Thus, when a caller dials into the
system, the caller is prompted to enter his or her alias key. If the system recognizes
the caller's alias key, it resolves the user name and all other aliases associated with
the alias key.

Note: The Call-in Agent supports both alias login and the standard security login. The
alias login uses the UserName alias column to log a caller into the agent. This only
takes place if the alias key entry is specified in the key-in menu. When the caller
accesses this menu and enters an alias key, the system uses the name associated
with the UserName alias column for login purposes. The standard security login uses
the security server password and the alias login UserName. The caller first enters an
alias key, and then enters a security password. The name associated with the
UserName alias column is sent to the security server as the login name. The security
password entered is used as the login password. The security server will resolve this
combination for security login.
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Figure 9.21. Alias Key-in Action

Creating Alias Keys
To add a new alias key to the table:

1. Right-click a column and select Insert New Alias Key from the pop-up menu, as
shown in Figure 9.22.

tX*Alias Table
Inzert Mew Key I Inzert Mew Alias |

Aliaz Key | |lzer Name |
| »| 15070001 .
15070002 ]
| 15070003 Tnsert New Bizs..
D1 sovoons | feieredies
B Delete Alias...

Delete Alias Key [15070001]

Figure 9.22. Creating an Alias Key

2. The new key appears under the Alias Key column, as shown in Figure 9.23.
Type a number for the key (can be any number of digits) in the table row.
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% Alias Table _ [O] x|
Inzert Mew ke | |nzert Hew Alias |
Aliaz Key | I1zer Mame AirHandler Flaor I etwark, Foom |

. 15070001 el AHLA 9 Headquarters a0

| 15070002 Hera AHUG 9 Headquarters a0z

L 15070003 Aphrodite AHIN 7 Headquarters a4

L 15070004 Hephaestuz AHLZ 2 Headquarterz 212
15070005 Fozeidon AHIN 1 Headquarters 128
15070006 Alexander The Great

k. Cancel

Figure 9.23. New Alias Key Added to Column

Creating New Aliases
To add a new alias to the alias table:

1. To add a new alias to the alias table, right-click inside a column and select Insert
New Alias from the pop-up menu, as shown in Figure 9.24.

+%+Alias Table

[nzert Mew Kep | Inzert Hew Aliaz |

Aliaz Key | Ilser Marne | AirH
15070001 Insert Mew Alias Key AH
isoroonz AT
15070003 : AH

Rename Alias, ..
15070004 AH

melete Alias, .,
15070005 aH

S 15070006 Delete selected alias Key(s)

Figure 9.24. Creating a New Alias

2. The New Call-in Alias dialog box appears, as shown in Figure 9.25. Enter a
name for the new alias, and then click the OK button.

Mew Call-In Alias x|

Fleaze pravide a name far the new Aliaz:

IS armpleffas

k. I Cancel

Figure 9.25. Naming the New Alias
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3. The new alias column appears in the table, as shown in Figure 9.26.

%+ Alias Table Hi=1E3
[nzert Mew ey | [nzert Mew bliaz | m
Alias Key | IJzer Mame AirHandler | Floor Metwork, \RagLn SamE@J&é |
| 15070001 el AHLA 9 Headquarters 90
| 15070002 Hera AHUZ | Uosdousdoes Qn’
| 15070003 Aphiodite AHUN 7R
|| 15070004 Hephaestus AHUZ 2 Insert Mew Aliss...
[ 15070005 Poseidon AHLT 1 P————
p| 15070006  Alexander The Great ez 25 [l
Delete Aliaz [Floor]
Delete Aliaz Key [15070002]

O, Canizel |

Figure 9.26. New Alias Added to Table

Deleting Alias Keys

To delete an alias key, right-click the key and select Delete Alias Key from the pop-
up menu, as shown in Figure 9.27.

%* Alias Table

[nzert Mew Key | [nzert Mew Aliaz

Aliaz Key | Floor

> 15070001 1
| 15070002 2
| 15070003 7
| 15070004 q
: 15070005 2
_— Ul TS Insert Mew Alias Key

Insert Mew alias, ..

Rename Slias. .,
Delete Alias, .,

Figure 9.27. Deleting an Alias Key

Renaming Aliases
To rename an alias:

1. Right-click an alias and select Rename Alias from the pop-up menu, as shown in
Figure 9.28.

9-20 ICONICS



AlarmWorX32 Multimedia Telephony Agents

t%+ Alias Table

Ingert Mew ey | InsertNewAIiaSI

Alias Key | Jzer Mame AirHandler Floor I Mebwork,
i 15070001 Senthi Smith AHLA Tnsert New Alias Key r
| 15070002 Aghraf Jones AHU3 Insert Mew Alias, .. r
- 15070003 Brian Anderson AHLA % r
15070004 Franz Hermarin AHUZ Rename Alias [Floor] '
| 1507000% Jim Silverstone AHU Delete Alias [Floor] r
| 15070006

Delete Alias Key [15070001]

1 |

Figure 9.28. Renaming an Alias

2. The Rename Call-in Alias dialog box appears, as shown in Figure 9.29. Enter a
new name for the alias, and then click the OK button.

Rename Call-In Alias x|

01d Marne: ||:|,:,,:lr

M ew Mame:; ||

k. I Cancel

Figure 9.29. Typing a New Name for the Alias

Deleting Aliases

To remove an alias from the configuration, right-click an alias in the table and select
Delete Alias from the pop-up menu, as shown in Figure 9.30.

Note: The User Name alias cannot be deleted.

%+ Alias Table _ O] x|

|nzert Mew Key | [nzert Mew Aliaz |

Alias Key | |Jzer Mame AirHandler Floar M etwork, R oom |
- 15070001 Lels AH 9 Headguarters am
15070002 Hera AHLZ o T 2
| 15070003 Aphradite AHLIT sl iz el 4
| 15070004 Hephaestusz AHUZ Irsert Mew Alias... 2
- 15070005 Pozeidon AHLN Rename Alias [Floor] 4

na 15070006 Alewander The Great : =
Delete Alias [Floor]
1] Delete Alias Key [15070002] LI
] Cancel |

Figure 9.30. Deleting an Alias
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9.7 Configuring Call-in Agent Menus

Each menu group may contain one or more Call-in Agent menus or submenus. All
menus contain the following general configuration settings at the top of the
configuration dialog box, as shown in Figure 9.31.

EE Menu Mame: Menu Type: Menu ID:
4 [GetiD [Keyin Menu | [2025

Introduction Phraze
[Test ztring or wav file]:

IF'Iease enter your 8 digit 1D followed by the pound key _I

Figure 9.31. Basic Menu Configuration Settings

¢ Menu Name: Type a name for the menu in this field (maximum of 256
characters).

¢ Menu Type: Each menu contains an extensive configuration interface, which is
divided into different menu types. Select from one of the following menu types:

*  Option Menu
*  Key-In Menu
*  Direct Action
*  Decision Menu
*  Alarm Menu

¢ Menu ID: The Configurator assigns a unique ID number for each menu based on
the Base ID number of the group in which the menu was created. Menu IDs can
be used as key-in actions for key-in menus.

¢ Introduction Phrase: Enter the message (maximum of 256 characters) that the
caller hears upon reaching the menu. The text is automatically converted to
speech by the Call-in Agent. If you do not want to use a text message, you can
instead select a sound file (.wav). You can also insert an alias name in this text
(the alias name appears inside double angle brackets: e.g. <<Floor>>). The Call-
in Agent tries to resolve this alias according to the alias key that caller entered
earlier in the call-in session.

Note: You can use text-to-speech messages, sound files, and text messages
with aliases. For information about selecting a sound file or an alias, see the
"Inserting Sound Files" and "Inserting Aliases" sections below.

9.7.1 Menu Progression and Sequence

When configuring Call-in menus, it is important to keep in mind how you want the
callers to progress through the menus so that callers can efficiently communicate with
the Call-in Agent. In the Call-in Agent menu configuration, you can specify the
sequence of the menus by defining actions or menus that immediately follow each
event.

The configuration for each menu type includes a Next Action/Menu field, shown in
Figure 9.32, specifies the action or menu that results from each of the caller's actions
or responses (i.e. key presses). From the drop-down list, you can select any available
menu as well as the following actions:
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e Go back: Returns the caller to the previous menu.

e Repeat: Repeats the current menu.

e Hang up: Ends the current call-in session.

¢ Go to start menu: Returns the caller to the start-up menu.
e Go to main menu: Returns the caller to the main menu.

If you select a menu from the drop-down list, the arrow to the right of the field is
enabled, as shown in Figure 9.32. Clicking this arrow takes you to the menu you
selected.

Mext Actiontenu;

N\

[Frepeat this Menu] k jg_‘
[Go Back] N
[Fepeat this Menu] =
[Hang Up]

[Go ko Start b enu]

[Go to Main Menu]

PreBuilt 5amplez. Prebuild Menu2

PreBuilt 5amples. D efault Start bMenu

PreBuilt 5 amples. Prebuild Menu

i TenantCallin. et |0

TenantCallin.Get |D.BranchSet h —

TenantCallin.Get |D.BranchS et Rooms< 300

TenantCallin.Get 1D BranchS et Roomsz< 300 Onk.eyl

TenantCallin.Get |D.BranchSet. Rooms< 300 0nk.ey2

TenantCallin.Get 1D BranchS et Booms< 300 0nk.ey3

TenantCallin.Get 1D BranchS et Rooms< 300 0nkeyd

4 TenantCallin et T BranchS et Bonmss 900 nnKHTH Llj
4

Figure 9.32. Next Action/Menu Field

9.7.2 Inserting Sound Files

If you do not want to use a text-to-speech phrase or message, you can instead select
a sound file (.wav). To insert a sound file:

1. Click the ... button next to an appropriate field (the Introduction Phrase field is
used here as an example) and select From Sound Library from the pop-up
menu, as shown in Figure 9.33.

intiodoctionRhrase IF'Iease enter your & digit 1D L MenulD: (2025

[Test ztring or way file]:
From Sound Library. ..

K.ey-ln Action; Insert Alias, .,

— .. - . [ | —_ e

Figure 9.33. Adding a Sound File to the Menu Configuration

2. This opens the Sound Library dialog box, shown in Figure 9.34. Click the Add
Sound File button to browse for .wav files. Click Open to add the selected file to
the Sound Library. To listen to a file, highlight the file and click the Play button.
To select an existing sound file from the Sound Library, highlight the entire row
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for that file, and then click the Select button. The selected sound file appears in
the configuration field you selected.

x
N\
| Saddsound File. ® | [Stopped
Sound Mame File Marme -
Bell iz now OF, $BASE PATHEMBMAS oundsbeltT ok waw
Bell iz Slipping $BASE PATHEWMMSS oundsibelt.vway
iz high $BASE PATHEWMMAS oundsizhigh.way
iz hihi $BASE_PATHE\MMXS oundstishibi vway
iz lolo $BASE PATHEWMMXS oundsizlolo.way
iz low $BASE_PATHEWMMSS oundsizlow way
iz narmal $BASE_PATHEWMMXS oundsiznormal way
iz open $BASE _PATHEMMXS oundsizopen. way
Leading Power Factar $BASE PATHEWMMHS oundspf 7 waw |
Level in%atlZonel $BASE_PATHEWMMXS oundshl 23 way
Pre-sound - alarm horn blast [ $BASE_PATHEWMMES oundshalarm. way
Pre-sound - dog bark $BASE_PATHEMMHS oundsdogbrk. way
Pre-sound - doorbell $BASE_PATHEWMMHS oundsdoorbl waw
Pre-sound - drumz $BASE PATHEWMMXS ounds'diums. waw
Pre-sound - fanfare royal $BASE _PATHEWMMXS oundsroplfan. way
P king $BASE_PATHEMMXS oundshglass. way
Presound - knock. Y [$BASE_PATHPWMES oundsknock, way
NJEre-sound - laughing geedh $BASE PATHEMMXS ounds'lafcrowd. way ;I
Select | Cancel

Figure 9.34. Selecting Sound Files From the Sound Library

3. The selected sound file is added to the Introduction Phrase field, as shown in
Figure 9.35.

benu Mame: kenu Type: ke (D
K IGEt D — !}m j |2|:|25
{?E;i?;‘;fﬂg”ﬂ:iﬁue]: SBASE_PATH$MMXSounds\beli ok way_D

Figure 9.35. Sound File Added to Configuration

9.7.3 Inserting Aliases
To insert a an alias into a text message:
1. Click the ... button next to the appropriate field (the Introduction Phrase field is

used here as an example) and select Insert Alias from the pop-up menu, as
shown in Figure 9.36.

Merw M ame: Menu Type: henu 1D:
& [Rooms>=300 [ Option Menu | 2036

Introduction Phraze

[T et strirg or waw file]:

IEontmls for Floor <<Floory» Room < <Room: > ;
Sound Library

Fey:  Menu Phrasze [Test sting orwaw file]  Mest Achion/tdernu:
I’ 1 |F're331 to turn on the fan, | ||TenantEaIIin.Get 1D .BranchSet. Rooms:=300.0nkK ey '||

Figure 9.36. Adding an Alias to the Menu Configuration
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2. This opens the Select Call-in Alias dialog box, as shown in Figure 9.37. Select
the desired alias, and then click the OK button. The selected alias appears in the
configuration field you selected.

Select Call-In Alias x|

Pleaze zelect aliaz

dzeMame
AirH andler
Floar

M etwark,
Foom

k. Cancel

Figure 9.37. Selecting an Alias

3. The alias names that you selected (inside the double angle brackets: e.g.
<<Floor>> and <<Room>>) are inserted at the current cursor position inside the
text message field in the Introduction Phrase field, as shown in Figure 9.38.

Note: If any portion of the text in the field was highlighted, the inserted alias
name replaces that portion.

& kenu Mame; kenu Type: e 10
i IHDDmS}:EDD !I'I:-\.H.-,n b eri j IEDEE

|ntroduction Phrase
[Text string ar way file]:

Controlz for Floor < <Floors:

Figure 9.38. Aliases Added to Configuration

9.8 Menu Types

When configuring Call-in menus, you can select from the following types of menus,
as shown in Figure 9.39.

e Key-in Menu: Contains a user-input menu with a string of digits followed by
the pound key.

e Decision Menu: Gets rerouted to another menu based on value of an OPC
tag or expression.

e Option Menu: Contains a list of user-configured menu choices.

o Direct Action: Specifies a direct, predefined action to take place upon
entering the menu.

e Alarm Menu: Specifies a multimedia template and an alarm filter.
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Menu Type:

kenu [D:

EE Mernu Name:
[Get 1D

Introduction Phraze

Kep-n benu

=] 2025

(T ext sting or wav file]): IP‘Iease enter your 3 digit 10 follog

Option kel
iKey-ln kenu

Dhirect Action
F.eyp-ln Action; EFCiSirT M er
| e T = arm Menu

Figure 9.39. Selecting Menu Types

In describing these menu types, we will walk through various example menus from
the Tenant Callin menu group, as shown in Figure 9.40.

9.8.1 Key-in Menus

-- Marquee
-5 Pager/sM5IGSMTAP
EI Telephony
Elﬁ Call-In Agent
- H Call-In Menus

EI @ PreBuilt Samples

© b8 Defaulk Start Menu
----- <28 Prebuild Merut
----- <24 Prebuild Meruz
EI B T enantCallin

----- @ Alarmn Menu
El ¥ Get ID
= (88 Branchset
=88 Rooms <900

{F8 Onkeyl
/B8 Onkey?
/B8 Onkey3
/B8 Onkeyd
(B8 OnkeyS
/B8 Onkeys
/B8 Onkey?
/B8 Onkeys
<88 Rooms =200

e

Figure 9.40. Menu Types in Group

A Key-in menu, such as the Get ID example menu shown in Figure 9.41, is a menu
that expects the caller to enter in a series of digits, followed by the pound (#) key. The
keys entered serve as a search parameter for finding OPC tags, aliases, menu IDs,
security names, or security passwords.
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-- Marguee ;I m & Menu Mame: ; enu 1D: ]
-5 Pager/SMS/GSM|TAP i [Getim ( ~] [2025
{55 Telephony

: Introduction Phrase —
=% calln Agent (Tt i o ) |Please enter pour 8 digit ITMskaed by the nowerTey _I
=-ER Call-In Mernus
@ PreBuilt Samples Key-In Action:
@ Defau.lt Start Menu IEnter Aliaz Key to Resolve Aliazes j
<23 Prebuild Manul
438 Prebuild Manuz
- TenantCalin —
@ Alarm Menu Result Message [Text sting or ‘Way file] : MNext &ction/tenu:
=-¢88 Get 10
E‘@ BranchSet Mo Match: ISD"}'. that D i irvealid. I_l I[Fiepeat thiis: Menui] jlﬁ
=< Rooms<900 _|
Ui -
Mg‘gﬁ I I_I ITenantEaIIln.Get 10.BranchSet jlﬂ

Figure 9.41. Key-in Menu

The Key-in Action specifies the search parameters. The caller can search for the
following items:

e Alias Key to Resolve Aliases: Compares the caller's input with a unique alias
key. The caller is prompted to enter his or her alias key. If the system recognizes
the caller's alias key, it resolves the user name and all other aliases associated
with the alias key.

e Search for Menu ID: Compares the caller's input with the unique ID number of
an existing menu (e.g. 2025). If the menu ID exists, the caller is directed to the
matching menu.

e User ID for Security Server Name: Compares the caller’s input with a unique
alias number. This number is used to retrieve the UserName alias. This string is
then used in conjunction with User Password to create the Security Server user
name and password. The input is sent to the Security Server.

e User Password for Security Server Password: Prompts the user for a
password. This value is used in conjunction with the User ID. Both values are
sent to the Security Server. This menu choice can only be used immediately after
a User ID menu.

The Search Results group specifies what happens when the caller's search is either
successful or unsuccessful. There are two possible results when doing a search on
caller input:

e A unique match
¢ No matches

For each of these possibilities, you can enter the text or select an alias or sound file
to specify what the caller hears. You can also specify a menu to go to for each search
result.

No Match: Specifies the message text or sound that the caller hears. (e.g. "Sorry,
that ID is invalid") if the search is unsuccessful (i.e. there is no match).

Unique Match: Specifies the message text or sound that the caller hears if the
search is an exact match.

The Next Action/Menu field specifies the action or menu that immediately follows
each search result. From each drop-down list, you can select any available menu as
well as the following actions:
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o Go back: Returns the caller to the previous menu.

¢ Repeat: Repeats the current menu.

e Hang up: Ends the current call-in session.

¢ Go to start menu: Returns the caller to the start-up menu.
e Go to main menu: Returns the caller to the main menu.

Note: For information about how to select sound files and aliases, please refer to the
"Inserting Sound Files" and "Inserting Aliases" sections.

9.8.2 Decision Menus

A decision menu, such as the BranchSet example menu shown in Figure 9.42,
transports a caller to another menu based on the true/false condition of an OPC tag
or the result of an expression.
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I . Marquee
Pager,l'SMS,l'GSM,l’TAP
D--- Telephony

EI% Call-In Agent
R Call-In Menus

e e — m -
;I WE tenu Name: Menu Type: \ Menu 1D:
& IBranchSet \ IDECISIDn Menu/ j |2D2B
Introduction Phrase:
e
[Text ztring or way file]: I _I
@ PreBuilt Samples OPC Tag/Expression
430 Default Start Meru w= <<Flooms> <= 339 ;I )
<38 Prebuild Menul Esltression
-3 Prebuild Menu2 a
=8 |F‘ TenantCalin
— Tag/Expression Result
R =900
E‘ @‘:@Dog;Keyl e Result: Mext ActionsMenu :
True: I TenantCallin.Get |D.BranchSet. R ooms<300 j |i|
Falze: I TenantCallin.Get |D.BranchSet.Rooms»=300 j |3|

Figure 9.42. Decision Menu

The Next Action field specifies the action or menu that immediately follows the
resolution of each OPC tag or expression that the caller accesses through the Call-in
Agent. If the OPC tag or expression specified resolves to a nonzero value, or TRUE,
the flow of execution goes to the menu specified in the Next Action drop-down list
next to True. If the value is zero, or FALSE (or undefined), flow of execution goes to
the menu specified in the Next Action drop-down list next to False.

From each drop-down list under Next Action, you can select any available menu as
well as the following actions:

e Go back: Returns the caller to the previous menu.

¢ Repeat: Repeats the current menu.

e Hang up: Ends the current call-in session.

e Go to start menu: Returns the caller to the start-up menu.
¢ Go to main menu: Returns the caller to the main menu.

To specify an OPC tag or expression, click the Edit Expression button. This opens
the Edit Expression dialog box, shown in Figure 9.43. The following options are
available for editing OPC expressions:
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Arithmetic
Relational
Logical
Bitwise
Functions

Tags

Note: For complete information about using the Expression Editor, please refer to the
Expression Editor help documentation.

i Edit ERpression

E =prezzian:

=10l x|

-

u= < <Foomzs <= 899

rs

Ajithretic I

Relational | Logical |

Functions | Tags |

[ o ]

— I
Cancel (I\ Help /P

Figure 9.43. Expression Editor

To select an OPC tag, click the Tags button. This opens the Unified Data Browser,
as shown in Figure 9.44. Select an OPC tag from the Data Access tree control, and
then click OK.

ICONICS
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- ! ' % -:-_-_' b4 [ - @ﬂelp'

| EFS Editar... |

OPC D& IDB_P.CCESS I Graups I Licensing I Fecipes I Expressions I Yalue Sets I ScriptiWors 2006 I Recipes NLI_'I

(SR MName = | Full Iterm Id
ot ICOMNICS, Simulaton ) (_iBridge’orXRecipes
¥1-25) BridgeWoriRe CIDiskIO
Y CGlobalalias
_| Globaldlias JElobalvariables
_| Globalvariable: C
B3 HYAC CPanell
_| Panell aPanel?
t-{) Panelz _IRecipeStorage
i) RecipeStorage a1 5imulatePLC
; ) SimulakePLC = | |2y UDManager
) UDManager 1WebHMI

-0 WebHMI

-4 metwark MNeighborhooe ™.
1 | B 1 | 3

o | Cancel

Figure 9.44. Selecting an OPC Tag From the Unified Browser

9.8.3 Option Menus

An option menu, such as the Rooms<900 example menu shown in Figure 9.45,
contains a list of options that are presented to a caller. The option menu configuration
allows you to do the following:

e Enable or disable each phone key independently.

o Determine what the caller hears (i.e. a message or a sound) when the caller is
presented with various options upon reaching the menu (e.g. "Press 1 to turn on
fan 1").

e Specify which menu option corresponds to each of the keys on a standard phone
keypad (i.e. keys 0-9, #, and *).

e Specify what happens after the caller presses each key.
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" Marques =] Metu Marne: teru Type: Meru 1D -
-7 Pager/SMS/GEMTAP & [Rooms<300 Dption Menu x| [2027
El" Telephony Introduction Phrase
EI% Call-In Agent [Text sting o wav fisl IEontroIs far Floor <<Floars: Room <<Room: > _I
al-In Me_nus Key:  benu Phraze [Test sting or Wav file]  Mest Action/Menu:
E@ Preguil: Samples v -
<39 Default Start Menu v 1 |Presz1totumonfan 1, |- || TenantCallin.Get ID. BranchSet. Rooms<300.0nkeyl |54
<24 Prebuild Menut I¥ 2 |Press 2 toturn off fan 1, |- || TenantCallin.Get ID. BranchSet. R ooms<300.0nkey2 |54
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& plarm Menu ¥ 4 |Press 4 to tum off light 1, ... || TenantCallin.Get |D.BranchSet. R ooms< 300 Onkeyd hd |54
E@ Get ID ¥ 5 IPless 5 ta turn on fan 2, ... || TenantCalin.Get ID.BranchSet. R ooms<300.0nKeys j 1=
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w [V 7 |Press 7 to tum on light 2, L | TenantCalin. Get |D.BranchSet. Rooms< 300 0nk.ey? jha 3
¥ & |Press 8 ta tum off light 2, |- || TenantCallin.Get ID. BranchSet. R ooms<300.0nkeys |5
sl | | [[EeBack =
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i &3 Rooms »—500 ';I Invalid Key Stioke [Inwalid key L] -
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Figure 9.45. Option Menu
To enable keys for the menu:

1. Check the check box next to each key you want to use for the menu. The field under
Menu Phrase now becomes available.

2. Under the Menu Phrase field for each enabled key, specify some text to be spoken
or a sound file to be played. To select a sound file, click the ... button next to each
key. The caller hears each of the items in the order in which they appear in the
Configurator.

In the example menu in the figure above, when a caller reaches the menu, the caller
hears the following:

"Press 1 to turn on fan 1."
"Press 2 to turn off fan 1."
"Press 3 to turn on light 1."
"Press 4 to turn off light 1."
"Press 5 to turn on fan 2."
"Press 6 to turn off fan 2."
"Press 7 to turn on light 2."
"Press 8 to turn off light 2."
"Press Pound to Hang Up."

3. For each enabled key, you must specify an action or a menu to which the caller is
directed upon pressing the key on the phone pad. The Next Action/Menu field
specifies the action or menu that results when the caller presses the key. From each
drop-down list, you can select any available menu as well as the following actions:

e Go back: Returns the caller to the previous menu.
e Repeat: Repeats the current menu.

e Hang up: Ends the current call-in session.
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¢ Go to start menu: Returns the caller to the start-up menu.
¢ Go to main menu: Returns the caller to the main menu.

In the Invalid Key Stroke field, specify the message or sound a caller hears (e.g.
"Invalid Key.") when the caller presses the wrong key.

9.8.4 Direct Action Menus

A direct action menu, such as the On Key 1 example menu shown in Figure 9.46,
supplies quick updates and writes to and reads from OPC tags. In this example, the
caller is directed to this direct action menu after pressing the "1" key on the pone pad
(as defined by the Rooms<900 example option menu in the section above). Direct
action menus allows for quick browsing to a specific OPC tag group (or server). The
menu specifies that the caller is going to request a specific action (instead of
browsing and searching through groups/tags). In this example, the caller pressed "1
to turn on fan 1." The direct action menu enables you to tell the Call-in Agent how to
turn on fan 1 by specifying OPC values.

kenu Mame: tenu Type: e 10
4 |OrKeyt | Direct Action | [2028

Introduction Phrase

[Text string or wary file]: I

N

—Action

wite to an OPC Tag specified in menu termplate [ Confirm User Action [ Use last browsed-to or

i keyed-in point

Action

Destination  ||COMICS. Simulator 155 imulatePLC ALAR M, < < Metworks > < <AiH andlers > 5 upply] Browse. ..

Path: _I
—Wite Parameters

&+ wirite Constant Yalue I'I

™ Prompt Caller far walue: I |

v Besetalue IEI After: IEI ﬁDa_l,ls I‘I ﬁ Hours |0 =4 Min [ Flash % aming

Action Statug  Statuz Phrase [Test or way file]  Mest Action/Menu;
Success IFan 1 turned an, turking off | _II [Ga Back] j
F ailure: IFaiIed to turn on Fan 1. _II [Go Back] j

[¢]e

Spply I Hezet | Add Mew Call-ln Menu

Figure 9.46. Direct Action Menu

1. Choose one of the following actions from the drop-down list under the Action
field:

e Write to an OPC tag: Writes a value to the OPC tag specified in the Action
Destination Path field. Data to write can come from either the caller or a
predefined constant.
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Read the value of OPC tag: Gives the value of the OPC tag specified in the
Action Destination Path.

If the Confirm User Action check box is checked, the Call-in Agent asks
whether the caller wants to proceed with the selected action before writing or
reading the OPC value.

Note: The Use last browsed-to or keyed-in point check box is not
implemented in the current version.

2. Under Action Destination Path, click the Browse button either to launch the
Unified Data Browser, which allows you to select an OPC Data Access tag, or
to select an alias.

3. Select from the following Write Parameters for OPC tags:

Write Constant Value: When this option is selected, the Call-in Agent
automatically writes an OPC tag value (i.e. no action is required from the
caller).

Prompt Caller for Value: When this option is selected, the caller must enter
an OPC value using the phone keypad. [Note: The Star (*) key on the phone
keypad can be used as a decimal point.] Enter the message text or select a
sound file by clicking the ... button to specify the Call-in Agent’s prompt for
entering the OPC value.

Note: The Confirm Value Changed check box is not implemented in the
current version.

Reset Value: You can optionally specify a reset value, which is written to the
same OPC tag after the specified time interval, resetting the OPC value
written by this menu action. When Flash Warning is checked, the system
switches the OPC tag between the tag's current (write) value and its reset
value before finally resetting the tag value. The lead time, time off, time on,
and number flashes are specified in the flash warning parameters set in the
general Call-in settings. (Refer to the "Configuring General Call-in Agent
Settings" section above.)

4. Under the Action Status field, you must specify what the caller hears (message
or sound) when the OPC read/write is a success or a failure. In this example,
the action is successfully completed when fan 1 is turned on.

You must specify an action or a menu to which the caller is directed upon
success or failure. The field allows you to specify the action or menu that results
when the caller presses the key. From each drop-down list under Next
Action/Menu, select an available menu or one of the following actions:

e Go back: Returns the caller to the previous menu.

¢ Repeat: Repeats the current menu.

e Hang up: Ends the current call-in session.

e Go to start menu: Returns the caller to the start-up menu.

e Go to main menu: Returns the caller to the main menu.
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9.8.5 Alarm Menus

An Alarm Menu, shown in Figure 9.47, is similar to an Option menu in that it
contains a list of options that are presented to a caller. The option menu configuration
allows you to do the following:

o Enable or disable each phone key independently.

e Determine what the caller hears (i.e. a message or a sound) when the caller is
presented with various alarms upon reaching the menu.

e Specify which menu option corresponds to each of the keys on a standard phone
keypad (i.e. keys 0-9, #, and *).

o Specify what happens after the caller presses each key.

You can also specify a multimedia template (text-to-speech type) and an alarm filter.

[-{@a] Alarm Inpubs % Menu Mame: Menu Type: Menu 10
E@ Alarm Configurations Jslarmn Menu IAIalm Menu =] fzo0
’}@ DeFa.uIt ) Introduction Phrase
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g E;S::lj [ Text To Spesch Key:  Menu Phrase (Test sting or Wav file) Orfey Action:
[]__ Marguee v 1 |Press ey 1 to [enter your best here] |- | | [Repeat this Menu] hd
-5 Pager/SMSIGSM{TAP ¥ 2 |Press Key 2 ta [enter your test here] |- | | [Repeat this Menu] Jad
[‘]" gephony [ 3 |Press Key 3 to [enter your text here] .. | | [Repeat thiz Menu] =
g3 Cal-In Agent Wl - =
SR call-In Menus 4 L | | [Repeat this Menu] e
H Fa PreBuilt Samples & L | [Repeat thiz kenu] e
=) ‘ ;gnantCallin & ... | | [Repeat this Menu] ad
nl.arrn Meru | -
@ ot 10 7 L | | [Repeat this Menu] hd
753 Call-Out Agert I s |- | | [Repeat this Menu] =l
-7 Fax [ a L | | [Repeat this Menu] Pl
[-[ %] MS Instant Messaging ro Trenaat this Hond] =
..... i P4, | —
[].. Papup I # L. | | [Repeat this Menu] e
-JA] Wideo = I |- | | [Fepeat this Menu] j
[]"c[%;-tl‘::ﬁdg;jeezglates Irvalid Key Stroke Phrase: Multimedia Template [Text-Ta-Speech]:  Use Alarm Filker ta build Alarm list:
.53, Hodes [ |- | |pefauit Sourd Speech x| [<NONE> =l
Apply I Fieset | Add Mew Call-ln bMenu |

Figure 9.47. Alarm Menu

For each enabled key, you must specify an action or a menu to which the caller is
directed upon pressing the key on the phone pad. The On Key Action field specifies
the action or menu that results when the caller presses the key. From each drop-
down list, you can select any available menu as well as the following actions:

e Go back: Returns the caller to the previous menu.

o Repeat: Repeats the current menu.

e Hang up: Ends the current call-in session.

¢ Go to start menu: Returns the caller to the start-up menu.
¢ Go to main menu: Returns the caller to the main menu.

e Play next alarm

e Play previous alarm

e Repeat last alarm

e Play alarm at the top of the list
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Refresh alarm list

Acknowledge current alarm

e Acknowledge alarms played

e Acknowledge all alarms

e Play total number of alarm messages

¢ Play total number of acknowledged messages

e Play total number of messages in alarm state

e Play total number of unacknowledged messages
e Play total number of operators' messages

¢ Play total number of tracking messages

In the Invalid Key Stroke field, specify the message or sound a caller hears (e.qg.
"Invalid Key.") when the caller presses the wrong key.

9.9 Starting and Stopping the Call-in Agent

When the Call-in Agent is in configuration mode, the Call-in Agent branch on the tree
control appears as shown in Figure 9.48. Notice that the phone icon has a red mark
on it, indicating that the Call-in Agent server is turned off.

-7 Pager/SM3{GSM/TAP -]
EI-- Telephory
SR g c!-In Agerit

38 Default Start Meru
58 Prebuild Menul

- S Prebuild Menuz
=[5 TenantCallin

Figure 9.48. Call-in Agent in Configuration Mode

9.9.1 Starting the Call-in Agent

When your Call-in Agent configuration is complete, you must start the Call-in Agent
server in order for callers to call in to the system.

1. Click the Start Call-in Agent button on the general settings dialog, as shown in
Figure 9.49.
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e  Edic view a0 MCCon 10015 HEep
[D@|EE=] 4 B B8 = ;
(@] Alarm Inputs

By REX B’ 82 RO

EI@ alarm Configurations Q
"}@ Default Call-IN MULTIMEDIA AGEMT Server Options... Alias Table. |
E@ Multimedia Agents
-- E-mail : :
; ' TenaniCalin Get D =
@ Sound | Text To Speech Main henu: I enantCalin.Ge J|_|

i5) 28] Marquee Default Start-Up Menu: ITenantEaIIin.Get 0] jﬁl

Pager/SMS{GSM|TAP
; {3 Pager Message Menu Timeout Action: I[Hang Upl jﬁl
EI Phone
EI% Call-In Agent: j
=8 = Call-In Menus 1
= @ PreBuilt Samples ¥ Report Diagnostic Information ta GenE vent
428 Default Start Menu v white Diagnostic: Information to M=Call_inlag File
=-[E TenantCalin

483 Get ID

E@ Branch3et
E@ Roams <200

Alarm & Event OPC Subscription: |<NDNE>

Apply | Beset |

|

Figure 9.49. Starting the Call-in Agent

2. As the Call-in Agent loads, a progress window appears, as shown in Figure 9.50.

Call-In Agent Status

o ﬁ& Loading Call-ln &aent, Please, wai...

00:09

[

Figure 9.50. Call-in Agent Loading

3. Once the Call-in Agent is running, you can call the number of the phone line
attached to the Dialogic card to dial in to the system. The red mark over the
phone icon in the tree control is now removed to indicate that the Call-in Agent is
running, as shown in Figure 9.51.

@’% Call-In Agent
=& Call-Out Agent

{3 Local Phone
e

Figure 9.51. Call-in Agent Running

9.9.2 Stopping the Call-in Agent

After you start the Call in agent, the Start Call-in Agent button changes to say Stop
Call-in Agent.

1. Click the Stop Call-in Agent button on the general settings dialog.

2. As the Call-in Agent shuts down, a progress window appears.
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9.10 Security Administration

The Multimedia Configurator includes a Security Administration tool (for the Call-in
Agent only) that mimics the Security Configurator, enabling you to configure user IDs
and passwords for the Security Server. Once you have configured security for the
Call-in Agent, you can specify when callers must enter their user IDs and passwords
in the key-in menu configuration by selecting one of the following key-in actions:

o Enter User ID for Security Server Name: Compares the caller’s input with a
unique alias number. This number is used to retrieve the UserName alias. This
string is then used in conjunction with User Password to create the Security
Server user name and password. The input is sent to the Security Server.

e Enter User Password for Security Server Password: Prompts the user for a
password. This value is used in conjunction with the User ID. Both values are
sent to the Security Server. This menu choice can only be used immediately after
a User ID menu.

To log into the Security Server, create entries in the Security Server. Call-in entries
must be a string name and a numeric password. In the Call-in Agent, add an alias
key with a UserName matching the string name in the Security Server. Set up a Key-
in menu with Key-in action: User ID for Security Server Name. The unique match
from this menu must be a second Key-in menu with Key-in action: User Password
for Security Server Password. This combination will log the user into the Security
Server. Hanging up will automatically log the user out.

Note: For more information about Security Server settings, please refer to the
Security Configurator and Security Login application Help documentation. For
information about key-in menu settings, please see the Key-in Menus section above.

9.10.1 Logging into the Security Administration Tool

The Security Administration tool allows Security Server administrators to configure
security setting for users and groups. You must enter an administrator password to
use the Security Administration tool.

1. Click the Security Administration button (lock icon) on the toolbar. The
Security Server Administrator Login dialog box appears, as shown in Figure
9.52. Enter the Security Server Administrator's user name and password, and
then click the OK button.

Note: If you have not configured at least one security administrator, you do not
have to enter a password to run the Security Configurator. For the Multimedia
security administration tool, the "Administrator" security account must be created
first with the Security Configurator. This must be created in Advanced security
mode. For more information about security modes, please see the Security
Configurator Help documentation.
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security Server Administrator Login § 4 |

Flease enter Security Server Adminigtator uzer name and
paszword

Uszer Marne: I

Pazzword: I

k. I Cancel

Figure 9.52. Logging Into the Call-in Agent Security Administration Tool

2. The Security Administration console appears, as shown in Figure 9.53. The
configuration console consists of two separate panes. Each pane has a tree
control. The left tree is the Group View. Here the root nodes are groups, and the
child nodes are the users that belong to the group. The right tree is the User
View, in which the root nodes are users, and the child nodes are the groups that
have been assigned to each user. Some example groups and users are shown in
the figure below.

Security Administration il

@ [hzert Mew Graup | Default Group... | Refrezh |
Ingert Mew e | Agzociate Uzer with Group |
Group Yiew Idzer Wiew
=3 GROUPT = ADMIN
L ADMIN 57 GROUPT
=3 GROUPZ ] e ﬁ USER1
£ LUSERZ =-§ USER2
: w57 GROURZ
=¥ USER3
w57 GROURZ
=¥ USER4
. &% LISER4 w57 GROUPY
=% USER 5
w57 GROUR3

Figure 9.53. Security Administration Console

9.10.2 Configuring Users and Groups
The Security Administration console, shown in Figure 9.54, enables you to create

user profiles and groups to customize Call-in Agent restrictions on a per-user basis.
The figure below shows some example users associated with various roles.
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Security Administration El

@ |nzert Mew Group | Default Group... | Befrezh |
Inzert Mew Lzer | Azzociate User with Group
[Eroup Yiew I zer View
=1 GEMERAL MANAGER Elﬁ AfROM
ﬁ JEFF ~ &7 OPERATORS
=-£1 OPERATORS - ALEX
o ABRON 57 SUPERMISORS
L UM =% JEFF
=1y SUPERVISORS w57 GEMERAL MANAGER
o ALEX - I
Lo % IOHN ~ &7 OPERATORS
=- %% JOHMW
~ 57 SUPERWISORS

Figure 9.54. Configuring Security for Users and Groups

The example roles are:

*  General Manager
*  Supervisors
*  Operators
Each of these roles is associated with five different example users:

Aaron (Operator)

Alex (Supervisor)

Jeff (General Manager)
Jim (Operator)

John (Supervisor)

* K X K *

You can associate users with various groups to help simplify and organize security
management. This way all users associated with a particular group are bound to the
restrictions or properties for that group. For example, both Jim and John are
supervisors, associated with the Supervisors group, and Jeff is associated with the
General Manager group. If there are certain Call-in menus that only the general
manager and supervisors are allowed to view but the operators may not view, the
security administrator can use the Security Administration console to lock the
operators out of those menus.

You can also configure properties for each user within a group. For example, both
Aaron and Jim are operators and are therefore associated with the Operators group.
However, Aaron's user properties may be configured separately from those of Jim so
that each user within the group has unique security restrictions.
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9.10.3 Adding a New Security Group
To add a new group to the Security Administration console:

1. Click the Insert New Group button, as shown in Figure 9.55.

Security Administration ﬂ

@ Inzert Hew Group Default Group... | Befrezh |
Inzert Mew zer | Agzociate Uszer with Group |
Group Yiew Idzer Wiew
E GEMERAL MAMAGER ﬁ AAROM
E OPERATORS ﬁ ALE=
#-=3 SUPERVISORS ﬁ JEFF
ﬁ JIM

Figure 9.55. Adding a New Group

2. This adds a new group under the Group View tree. The name is highlighted, as
shown in Figure 9.56. It is suggested that you change the name at this point

before further editing.
]
@ [nzert Mew Group | Default Graup... | Befrezh |
Inzert Mew ser | Azzociate User with Group |
Group Yiew Izer Wiew
El GEMERAL MAMNAGER ﬁ AAROM
a MEW GROLP ﬁ ALEX
El OPERATORS ﬁ JEFF
-] SUPERYISORS ﬁ JIM
ﬁ JOHM

Figure 9.56. New Group Added to Group Tree
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9.10.4 Adding a New User Profile
To add a new user profile to the Security Administration console:

1. Click the Insert New User button, as shown in Figure 9.57.

Security Administration il

@ |nzert Mew Group | Default Graup... | Befrezh |
Inzert Mew sear | Azzociate User with Group |
[Eroup Wiew I zer Wiew
El GEMERAL MAMAGER ﬁ AAROM
a MWEW GROUP ﬁ ALEX
El OPERATORS ﬁ JEFF
#-C] SUPERYISORS ﬁ JIk
ﬁ JOHH

Figure 9.57. Adding a New User Profile

2. This adds a new user under the User View tree. The name is highlighted, as
shown in Figure 9.58. It is suggested that you change the name at this point

before further editing.
e — pa—
[nzert Mew Group | Default Group... | Befreszh |
Ihzert Mew Uzer I Azzociate User with Group |
|lzer Yiew
aNAGER ﬁ AAMROM
i ﬁ ALEX
3 ﬁ JEFF
35 ﬁ JIbd
ﬁ JOHM
o S@IE ISER

Figure 9.58. New User Added to User Tree
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9.10.5 Deleting Users and Groups
To delete a user or a group from Security Administration console, select the desired
group in the Group View tree, or the desired user in the User View tree, and do the
following:

1. Right-click on the item and select Delete from the pop-up menu, as shown in
Figure 9.59.

Note: If you select a child item in the tree instead of a root item (i.e. you select a
user in the group tree or a group in the user tree) and perform a delete as
described above, you will remove the child item from the parent (dissociate the
group from the user) but not actually delete it.

x
@ Inzert Mew Group | Default Group... | Befregh |
[nzert Mew Lzer | Agzociate Uszer with Group |
Group Yiew Idzer View
El GEMERAL MAMAGER | ﬁ AAROM
R=] . o o g aex
El OFERATOF Rename ﬁ JEFF
CEeEE i S
. ﬁ JOHM
Associabe User & Group | ﬁ NEW LISER

Figure 9.59. Deleting Users and Groups

2. You are then asked to confirm the deletion, as shown in Figure 9.60. Click OK to
delete the user or group.

AlarmWorX32 Multimedia Ca x|
i:E Confirm Deletion OF GROUP;
MEWY GROLIP

Ik I Zancel

Figure 9.60. Confirming Deletion of a User or Group

9.10.6 Associating Users and Groups
To associate a group with a user in the Security Administration console:

1. Select the user to be associated under the User View tree.
2. Right-click the group to be associated under the Group View tree and select

Associate User & Group from the pop-up menu (or click the Associate User
with Group button), as shown in Figure 9.61.
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Security Administration ﬂ

@ |nzert Mew Group | Default Group... | Refrezh |
[nzert Mew Lser | Azzociate ger with Group |
Group Wigw | zer Yiew

=23 .
#-[3 OPERATORS Edit

=-£3 SUPERVISORS Rename
Delete

Associakte s

Figure 9.61. Associating Users and Groups

3. When a user and group are associated, the user appears as a child item under
the group tree in the left pane, and the group appears as a child item under the
user tree in the right pane, as shown in Figure 9.62. In this example, the user
"Jeff" has been associated with the group "General Manager."

Security Administration 5'

@ |nzert Mew Group | Default Group... | Befrezh |
[nzert Mew Lzer | Azsaciate Lzer with Group |
Group Yiew I zer Yiew
Ela GEMERAL MaMAGER ﬁ AARON
o M5 JEFF ﬁ ALEX
-] OPERATORS w4
&7 SUPERWVISORS ﬁ JIbd
ﬁ JOHM
o ﬁ MEW USER

Figure 9.62. Viewing User and Group Associations

9.10.7 Removing Associations Between Users and Groups

To remove the association between a user and a group in the Security Administration
console:

1. Select the user child item under the desired group in the left pane, or select the
group child item under the desired user in the right pane.

2. Right-click the user or group to be dissociated and select Delete from the pop-up
menu, as shown in Figure 9.63.

3. When the association is removed, the child user under the group in the left pane
is removed, and the child group under the user in the left pane is removed.

Note: Performing this operation never deletes the selected user or group. Only their
association is removed.
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x|
@ [nzert Mew Group | Default Group... | Befrezh |
Inzert Mew Uzer | Azzaciate zer with Growp |
Group “iew Ilzer Wiew
|E||=:| GEMERAL MaMNAGER ﬂ ABRON
. g eLex
m-£3 OPERAT w45 JEFF
F-£3 SUPERY _[EMETE - JIM
WF w8 JOHN
Assaciate [ser & Graup b ﬁ MEW USER

Figure 9.63. Dissociating Users and Groups

9.10.8 Editing Users and Groups

To edit the properties assigned to a user or a group in the Security Administration
console:

1. Select the desired group in the group tree, or the desired user in the user tree.

2. Right-click on the group or user and select Edit from the pop-up menu, as shown

in Figure 9.64.
x|
@ Inzert Hew Group | Default Group... | RBefrezh |
[nzert Hew zer | Sgzociate [sern with Group |
Group Yiew Idzer View
-] GENERAL MANAGER = 6 G
Ty o € ot I
|=:| OPERATORS ﬁ JEFF Rename
-7 SUPERVISORS ﬁ JIk Delete
ﬁ JOHM Sssaciate User & Graup
- MEW LSER

Figure 9.64. Editing User and Group Properties

This opens the Properties dialog box, which is used to configure a user or group.
The Properties dialog box contains the following tabs:

e Properties

e Call-in Menus
e Points

o Time Sheet

e Account Policy
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9.10.9 Configuring Properties for Users and Groups

The properties for users and groups vary slightly. The group fields are a subset of the
user fields. The following fields are for users, as shown in Figure 9.65.

Secunty Management m

Uszer Froperties | Callln Menusl Faints I Time Sheetl Account F'u:uliu:_l,ll

zer Mame:

Description: I

Pazsword: I

Werify pazswaord: I

[ User Must Change Password at Next Logon
[” User Cannot Change Pasaword

[ Account Disabled
[T Aceount Locked|Dut

v Security Syetem Administratar

| k. I Cancel Spply Help

Figure 9.65. Configuring User Properties

Field Description

User Name Short name that the user types when
logging on to the system.

Full Name The user's full name for reference only
(optional).

Description Optional.

Password The password the user must type to log in

to the Security Server. This field is case-
sensitive; no spaces are allowed.

Verify Password If you change the Password field, you must
type the exact same password into this
field.
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Field

Description

User Must Change
Password at Next
Logon

When checked, the user must change his or
her password at the time of the next logon.
This is often used when a new user created.
The administrator enters a default password
for the new user and checks this field to
require a "real" password to be entered on
first logon.

User Cannot Change
Password

When checked, the user's password can
only be changed from this dialog, and not
from the Login Client.

Account Disabled

Checking this check box has the same
effect as deleting the user without the
permanence of an actual delete. The
Account Disabled check box is checked by
default, so you must uncheck this box in
order to activate the user's account.

Account Locked Out

This field is normally unchecked and
disabled. Should the account become
locked out (see the account lockout
description in the Account Policy tab), the
field would be enabled and checked. From
here, the administrator can uncheck the
field to re-enable the user logon.

Security System
Administrator

When checked, this user is allowed to log in
as a Security System Administrator to
configure all aspects of the security system.

The following fields are for groups, as shown in Figure 9.66.
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Security Managemenkt EI

Group Properties | Call-ln Menus I Faints I Time Sheet I Account Policy I

Group Mame: GEHERAL MAHAGER
D escription; I
] 4 I Cancel Apply Help
Figure 9.66. Configuring Group Properties
Field Description
Group Name Short name (no spaces) that uniquely
identifies this group within the system.
Description Optional.

Note: The User Name and Password can be used as key-in actions key-in menus.

9.10.10 Call-in Menus Security

The Call-in Menus tab of the user and group properties dialogs, shown in Figure
9.67, sets the user and group access restrictions for specific configured call-in
menus. To allow or restrict access, the security administrator must include or exclude
certain projects and pages by doing the following:

1. Click the Browse button under the Include or Exclude field.
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Security Management E

User Properties  Call-ln Menus | Pairts I Time Sheetl Account F'u:ulic_l,ll

Iniziude:
| fild
Browze. .
[elete
Exclude:
Add
Browse. .
[elete
Test String:
[T fccess Granted

(] I Cancel Apply Help

Figure 9.67. Setting User and Group Access Restrictions for Call-in Menus

2. This opens the Call-in Menus Browser dialog box, shown in Figure 9.68, which
displays all available Call-in menus from the Configurator tree control. Simply
select the menus that you wish to include to allow the user or group access (or
exclude to prevent user or group access). Click OK.
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Call-In Menus Browser: Included List x|
Check all itermg you want to inchude o the contralled list;

& Call-ln Menus
: PreBuilt Samplez
b 9 Diefault Start Meru
(A58 Prebuild Menul

- -8 Prebuild Menu2

SR = TenantCallin
e L5 Alamn Meru
- @ Get D

Check &l | Uncheck Al Ok Cancel

ICONICS

Figure 9.68. Selecting Call-in Menus To Include

3. The selected menus now appear under the Include and Exclude fields, as
shown in Figure 9.69. To remove menus, highlight the item and click the Delete
button. Click Apply to save changes to the user or group properties.
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Security Management m

Uszer Properties  Callln Menus | Fuoints I Time Sheetl Account F'u:uliu:_l,ll

Include:
[ fdd
PreBuilt Samples. Default Start benu
PreBuilt 5 amples. Prebuild Menu Browse...
PreBuilt 5amples. Prebuild benu2
TenantCallin.Get ID [elete
Exclude:
dd
Browse...
[elete
Test String:
[T Access Granted
K I Cancel Spply Help
Figure 9.69. Included and Excluded Call-in Menus
Points

A GENESIS32 application that is configured to send outputs to points in OPC servers
will disable them if denied by the Security Server. As with the file names, OPC point
names with or without wildcards are placed in include or exclude lists for each user or
group.

Before a GENESIS32 client outputs a process value to an OPC server, the unique
string that identifies the OPC output point is sent to the Security Server to determine
if the write should be allowed based on the currently logged-in user(s) and or the
groups to which they belong. The Points tab of the Properties dialog box, as shown
in Figure 9.70, is used to configure which OPC output points are allowed to be
written to by users and groups.
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Security Management m

I zer F"rn:npertiesl Call-lr Menuz  Foints | Time Sheetl Accaunt F'n:nlin::_l,ll

Inchade:
| fodld
Browse...
[elete
Exclude;
Add
Browse. ..
[elete
Test Sting:
[T Acces: Granted

] I Cancel Amply Help

Figure 9.70. Points Configuration

The Points property page is divided into two sections, Include and Exclude. Each
section contains an edit field and a list box. You can select strings by using the
Browse buttons. Pressing the Enter key with the cursor in the edit field or clicking the
Add button adds the edit field text to the list box. When an entry in the list box is
selected, pressing the Delete key or clicking the Delete button deletes the selected
entry.

If you type a string in the Test String field, the Access Granted check box indicates
if access would be given to the user if the access to the "test string" was requested.
The test is made using only the include and exclude lists that are visible.

During runtime, when a GENESIS32 client sends an OPC point string to the Security
Server for access testing (granted or denied), the include and exclude lists are string
compared as follows for each active user and group until access is granted:

1. Compare the OPC point string with each string in the include list until a match is
found. If no match is found, access is denied.

2. If a match is found in the include list, compare the OPC point string with every

string in the exclude list. If no match is found in the exclude list, access to the
point is granted, and no further testing of active groups and users is performed.
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Note: The exclude list entries can only remove rights granted in their corresponding
include list. For example if user Aaron belongs to the group Operators, and Operators
grants access to OPC point xyz, adding point xyz to Aaron's exclude list has no
effect.

Wildcards and Pattern Matching

The entries in the include and exclude lists allow pattern matching similar to the
Visual Basic LIKE operator. Built-in pattern matching provides a versatile tool for
string comparisons. The pattern-matching features allow you to use wildcard
characters, character lists, or character ranges, in any combination, to match strings.

Text results in string comparisons are based on a case-insensitive textual sort order
determined by your system's locale, for example:

(A=a) < (A=a) < (B=b) < (E=e) < (E=¢) < (Z=2) < (J=0)

The following table shows the characters allowed in patterns and what they match:

Character(s) in pattern Matches in string

? Any single character.

*

Zero or more characters.

# Any single digit (0 - 9).
[charlist] Any single character in charlist.
['charlist] Any single character not in charlist.

A group of one or more characters (charlist) enclosed in brackets ([ ]) can be used to
match any single character in string and can include almost any character code,
including digits.

Note: The special characters left bracket ([), question mark (?), pound sign (#), and
asterisk (*) can be used to match themselves directly only by enclosing them in
brackets. The right bracket (]) cannot be used within a group to match itself, but it can
be used outside a group as an individual character.

In addition to a simple list of characters enclosed in brackets, charlist can specify a
range of characters by using a hyphen (-) to separate the upper and lower bounds of
the range. For example, [A-Z] in pattern results in a match if the corresponding
character position in string contains any of the uppercase letters in the range A-Z.
Multiple ranges are included within the brackets without any delimiters.

The meaning of a specified range depends on the character ordering valid at run time
(as determined by the locale setting of the system the code is running on). The range
[A - E] matches A, a, A, a, B, b, E, e. Note that it does not match E or & because
accented characters fall after unaccented characters in the sort order.

Other important rules for pattern matching include the following:

¢ An exclamation point (!) at the beginning of charlist means that a match is
made if any character except the ones in charlist is found in string. When
used outside brackets, the exclamation point matches itself.

e The hyphen (-) can appear either at the beginning (after an exclamation point
if one is used) or at the end of charlist to match itself. In any other location,
the hyphen is used to identify a range of characters.
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e When a range of characters is specified, they must appear in ascending sort
order (from lowest to highest). [A-Z] is a valid pattern, but [Z-A] is not.
e The character sequence [] is ignored; it is considered a zero-length string.

Time Sheet

The Time Sheet property page allows time-of-day restrictions on an hourly basis for
users and groups. For hours that are selected (highlighted) in the lists, access is
allowed. For hours that are not selected, access is denied. Figure 9.71 shows a
configuration that allows access from 8 AM to 4 PM each day.

Security Management 5[

|Jzer F'ru:upertiesl Call-ln Menusl Pointz  Time Sheet | Account F'u:uliu:_l,ll

S M T » T F
g o U E H R
N N E DU I
Midnight 0 o o jo (o (o jo
L LT T T S R
2 2 02 12 |2 |2 |2
3 303 13 (3 |3 |3
4 4 14 |4 14 |4 |4
5 505 |5 |5 |5 |5
E E |6 |6 |6 | |BE
7 AR r
] BB EB ERER B
3 9 §3 |3 §9 |3 §3
QL 10 1o f1of10f10f10
1 11|11
Moon 12 211z
13 113
14 14
15 15

16 116 [16 [16 |16 [16 [16
17 117 [17 |17 7 17 |17
18 118 [18 18 118 18 |18
13 119 (19 [19 119 [19 |19
20 120 (20 |20 |20 |20 |20
221 (21 |21 |21 |21 |2

Legend

£ Aocezs Allowed

22 22 |22 |22 |22 |22 |22 1 < Access Denied
23 23 |23 |23 |23 |23 |23

QF. I Cancel | Apply Help

Figure 9.71. Time Sheet

Account Policy

The Account Policy property page is used to show how passwords must be used,
and whether user accounts are automatically locked out after a series of incorrect
login attempts. The base policy (i.e. the most restrictive) for the system is set in the
default group (see the "Editing the Default Group" section). For users and groups
other than the default group, each policy can selectively be enabled and set for that
user or group.

During runtime, if more than one policy setting is in effect, the least restrictive is used.
For this reason, the policy set in the default group must be the most restrictive.
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Individual users and groups can be made less restrictive than the default, but never

more restrictive.

Secunty Management

B F'ru:upertiesl Call-In Menusl P'u:uintsl Time Sheet  Account Palicy |

Mame:

|ALEXAMDER

v axirmum Password Age ——

b irimum Password Age

% Pazeword Mever Expires

™ Expires In |-| Diays

1 Allove Ehanges [mmediately
% Allavs Chaniges [h |1 Days

v Minimum Pazsward Length —

£+ Permit Blank Password
i Ak Least |1 Characters

Paszword Lnigueness

€ Do kot Keep Paseward Histany
' Hemember |'| Pazawards

Lockout Duration

& Duration |1

—v Account Lockout
i Mo Account Lockout
7 Allows Account Lockout

Lackout After |1 bad logarn attempts

Reset count after |-| mirukes

v Auto Logout
% Mever Logout

" LogoutIn |1 minutes

" Forever [until admin unlocks]

mintes

| %]

()% I Cancel Smply

Help

Figure 9.72. Account Policy Configuration

Field

Description

Maximum
Password Age

Sets a time limit for a password, after which the
user must change to a new password. If this is
selected, the Expires in value can range from 1 to
999 days. To make the password permanent,
select Password Never Expires.

Minimum
Password Age

Sets the period of time a password must be in
effect before the user can change it. If this is
selected, the value can range from 1 to 999 days.
To allow the user to change the password at any
time, select Allow Changes Immediately.

Note: Do not allow immediate changes if a
Password Uniqueness value is entered.
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Field Description

Minimum In the At Least field, this specifies the fewest

Password number of characters a password can contain. If

Length this is selected, the value can range from 1 to 14
characters. If Permit Blank Password is selected,
there is no minimum password length.

Password The number of new passwords that must be used

Uniqueness by a user account before an old password can be
reused. If Remember Passwords is selected, the
value can range from 1 to 24 passwords. If Do Not
Keep Password History is selected, there is no
password uniqueness.
Note: For uniqueness to be effective, an age value
should be specified for Minimum Password Age
(Allow Immediate Changes should not be
selected).

No Account When selected, user accounts are never locked

Lockout out, no matter how many incorrect login attempts
are made on a user account.

Account If selected, all user accounts are subjected to

Lockout lockout. If too many incorrect login attempts are

made on a user account, no more than a specified
amount of time between these, the account is
locked out.

If you select Account Lockout, you should also do
the following:

1. In Lockout After, type the number of incorrect
login attempts that will cause the account to be
locked. The range is 1 to 999.

2. In Reset Count After, type the number of
minutes that must pass between any two login
attempts to ensure that a lockout will not occur.
The range is 1 to 999.

3. Click Duration and type the number of
minutes that locked accounts will remain locked
before automatically becoming unlocked. The
range is 1 to 999.

Or, select Forever in Lockout Duration to keep
locked accounts locked out until an
administrator unlocks them.
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Field Description
Password This option mimics the NT test for complexity. The
Complexity password must:

¢ Not contain all or part of the user's account
name.

e Be at least six characters in length.

e Contain characters from three of the following
four categories:

English upper case characters (A-Z)
English lower case characters (a-z)
Base 10 digits (0-9)

w N =

4. Non-alphanumeric (For example, !,$#,%)

Auto Logout If selected, sets the number of minutes from the
time of user login, before the system automatically
logs the user off. The range is 1 to 999 minutes.

Logout To log out of the Security Server, the user
Password specified in the User Name field of the Security
Login dialog of the Security Login application must
click the Log Out button, as shown in the figure
below. When a Logout Password is required in
the user's account policies, the user must type in
his or her password when logging out.

Izer Mame: || j K.evpad |

Pazswiord: I Change Pazsword... |

| Logln I Lo Dt | .ﬁ.dvancedl Cancel |

Figure 9.73. Security Login Dialog Box in Security Login Application

Editing Default Group Settings

The system default group (available in advanced security configuration mode only)
is used to assign access rights that are granted regardless of whether any users are
logged in. When the Security Server is first installed, the default group has full access
to everything. The first step in configuring the security system is to remove most if not
all access rights assigned to the default group.

Note: You must configure the default group to have minimum access rights, because
individual users and groups can only add access rights but can never remove rights
already granted in the default group.

1. To edit the default group, click the Default Group button in the Security
Administration console, as shown in Figure 9.74.
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Security Administration il

@ i Imzert New Group |

Default Graup... | Befrezh

Inzert Hew Uzer |

Azzociate L%r with Group |
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B JEFF - 57 OPERATORS
=-£1 OPERATORS - ALEX
- sARON ﬁ JEFF
oM ﬁ JIpd
#-£3 SUPERVISORS ﬁ JOHM
-4 NEW USER

Figure 9.74. Editing the Default Group

2. This opens the Properties dialog box for the default group, as shown in the
figure below. The same property pages used to edit ordinary groups are also
used for the default group, with the following differences:

e There is no Time Sheet property page. Default access is valid for all times.

e Account Policy must be set in the default group, and there are two
additional fields in this property page: Simultaneous Logins and Allow
Auto NT Login. Checking the Simultaneous Logins box allows more than
one user to be logged in to a single station at the same time. The effective
access rights on that station become the sum of all rights of all logged in

users.

Note: See Editing Users and Groups for details about configuring group properties.
See the Account Policy section above for details about user and group account

restrictions.

ICONICS
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Security Management l_

DEFALILT

Thiz iz the zecunity's default zettings.

Figure 9.75. Default Group Properties
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10.1 Pager Agent

The Pager Agent, shown in Figure 10.1, allows you to send alarm information using
a message to a pager. The Pager Agent sends alarm information to a pager via dial-

up modems.
Q Mhd=Pager ¥ 90 164.0
Media ltem Mame: |Technician's Alphapager
Dezcription: ;I
Media Template: IDefauIt Pager j' & " i | = |
Scheduling: | Full 24-7-365 Schedule =l
Rale: |<N|:|NE> j Er |l & [~ Enatle Alam Pricritization
— Pager Agent Settings
Pager Mumber; |1 24-3567
Acknowledge I
Code:
(" Use GSM/PCS Service: | | Update Service List
% |Jze ModemASOM Service: I.l’-'l.TT Wireless PCS [USA4) j Idpdate Service List
I 3 : Please note:
Fietry L =y fimels] Uze the 'General Setting' button an the General Settings screen to
Rietry Dielay Bl oo configure pager zervices, dial-out numbers, modem properties, port
= ' zettings, efc.
Apply Fezet | Add Mew Media [tem

Figure 10.1. Pager Agent
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The following configuration fields are available for the Pager Agent:
¢ Media Item Name: Enter a name for this pager configuration.
¢ Description: Allows you to add comments to the agent configuration.

o Media Template: You must choose a template to be used with the Pager
Agent. The template determines the actual message that gets sent to
configured pagers. You can select whether the message includes the
timestamp of the alarm, the tag name that generated the message, the actual
alarm message itself, and many other parameters. The Configurator includes
a template, called Default Pager, created for sending alphanumeric pager
messages. For more information about templates, please see Chapter 5.

e TEST button: Sends a pager message to test your configuration.

e Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

o Role: Select a role from the drop-down list. For information about roles,
please refer to Chapter 6.

o Enable Alarm Prioritization: When this check box is checked, the
multimedia system processes alarms based on the severity level of the
alarm. If the check box is not checked, alarms are processed only on a first-
in-first-out basis.

o Pager Number: Enter the number of the pager to which you wish to send the
message. Use the General Settings button in the Pager/SMS/GSM/TAP
folder to configure pager services, dial-out numbers, modem properties, port
settings, etc. (See the "Steps for Configuring the Pager Agent" section below
for more information.)

e Acknowledge Code: Enter the string you wish to use as the acknowledge
code.

o Use GSM/PCS Service: Select the GSM/PCS service you wish to use with
the Pager Agent from the drop-down list.

e Use Modem/ISDN Service: Select a service to use with your modem or
ISDN line from the drop-down list.

e Apply button: Saves all changes to the configuration database.
o Reset button: Clears all recently added information.

e Add Add New Media Item: Adds a new Pager Agent to be configured. Note
that you can also add a new Pager Agent by right-clicking the
Pager/SMS/GSM/TAP folder on the tree control and selecting New > Media
Item from the pop-up menu.

Steps for Configuring the Pager Agent
When configuring the Pager Agent, use the following procedure.

Step 1: Configure a modem for your computer by going to the operating system's
control panel and following the steps for configuring a modem.

Step 2: Ensure that your modem is working correctly by using HyperTerminal™ or
any third-party dial-up software.
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Step 3: In the Multimedia Configurator, open the Alarm Configurations folder and
the Multimedia Agents subfolder. Click on Pager/SMS/GSM/TAP, and then click on
the General Settings button located on the right-hand side of the window, as shown
in Figure 10.2.

tedia Pager/SkS G5 TAP
Type

General Settings... Empty Agent's Input Quels

Ize 'General Settings' button o configure pager zervices, dial-out
nurnbers, modem properties, port settings, etc.

Figure 10.2. Pager Agent: General Settings

Step 4: Clicking the General Settings button launches the Multimedia Pager
TAP/SMS dialog box, shown in Figure 10.3. Under Diagnostic Utilities, you can
choose to enable the TAP log file, TAP acknowledge, the Multimedia Pager TAP
Diagnostic dialog box, and/or the SMS acknowledge and the Multimedia Pager
SMS Diagnostic dialog box. The log file is only used for diagnostic utilities (limited to
10 KB).

MMEPAGER TAP/SMS

Ok
kM aodern Configuration... | -

— Pager Canfiguration:
[T Enable TAP Log File

[” Enable TAP Dialog
[T Enable TAP Acknowledge
[” Enable 5k5 Dialog
[ Enable 5M5 scknowledge

Figure 10.3. Multimedia Pager TAP/SMS Dialog Box

When the display enters runtime mode and the Use GSM/PCS Service option is
selected in the Pager Agent configuration field, the Pager SMS Diagnostic dialog
box will open, as shown in Figure 10.4.
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MMXPager SMS Diagnoskic Dialog il

Services: I.t'-‘«erial Commsz - GSM [USA]
Murnber: I Cancel |

Message: [virtual Test Devicell

Received:

Sent:

Statuz:

Figure 10.4. Pager SMS Diagnostic Dialog Box

When the display enters runtime mode and the Use Modem/ISDN Service option is
selected in the Pager Agent configuration field, the Pager TAP Diagnostic dialog
box will open, as shown in Figure 10.5. Clicking the Open Log... button opens the
TAP log file (if the log file was enabled in the TAP/SMS dialog box).

x
Modern: I |LI
Services I.-'l'-.TT Wireless PCS [USA) Cancel |
Murnber: I Open Log... |

Meszage: |uitual Test Devicell

Status:

Figure 10.5. Pager TAP Diagnostic Dialog Box

Step 5: Click the Modem Configuration button to open the DERDACK® Message
Master™ Configuration Software dialog box, shown in Figure 10.6. Select whether
you wish to use modem/ISDN or GSM/PCS service for paging.
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F’ Message-Master Configuration Software

f_"-- This software can be used for initial cn_:nnﬁguraticnn Close
% of the Message-Master Developer Suite.
W::y Simply, select the component you want to Config...
configure and click the "Config" button to display

the internal zetup dialog. Ahaut

ddik

Mezzage-taster GSM/PCS

M ezzage-taster ModemAS0OMN

Figure 10.6. DERDACK Message Master Configuration Software Dialog Box

Step 6: Click the Config... button to open the Settings dialog box, shown in Figure
10.7. Fill out the information in the General, Ports, Services, and Messages tabs
with the appropriate information. At any time, you can get help by clicking the Help
button to launch the Message Master help documentation.

Note: Figure 10.7 shows the configuration settings for GSM/PCS configuration. The
Modem/ISDN configuration settings are slightly different. On the Defined Services
tab of the Modem/ISDN configuration settings dialog box, if you create a new service,
the country code for the service must be included in parentheses at the end of the
service name. When specifying a telephone number for the service, there is a strict
protocol for how you enter the number, which must conform to the following format.
Parentheses, where shown, are necessary:

+1 (area code) number. Example: +1 (800) 5551234

For international calls, replace the '1' with the appropriate country code. See the
Message Master help for more information.

General |PD[tS | Servicesl Messagesl

[x

Here you can change the settings for the Spoolers.

Activate Outhox S pooler: I_
Activate [nbox Spooler: r
Interval far checking far incanming |2U & seconds
MEssages:  minLtes

[The greater the interval, the less pour spstem has to work and the faster pou
can send messages. |

0k I Cancel Aoy Help

Figure 10.7. DERDACK Message Master Configuration Settings Dialog Box
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Step 7: In the Multimedia Configurator, fill out all of the necessary configuration
fields.

Note: If no services are listed next to the two options for Modem/ISDN and
GSM/PCS, you need to manually launch an application to install these services. (This
application is normally executed at the end of the installation for AlarmWorX32
Multimedia.) The application, called SrvSetup.exe, is located in the "Bin/Pager"
directory. Run this application, and at the first menu select "Services.inf."

10.2 Overview of Pager Services Configuration

The Multimedia Configurator offers a Pager Agent that connects to a wide variety of
pager services and supports the most popular paging protocols:

e Tele Alphanumeric Protocol (TAP)
e Simple Messaging Service (SMS)

Other variations are supported as well, such as Paging Entry Terminal (PET), which
is basically the same as TAP.

The method through which a page is sent depends on the type of pager being used.
For example, in the United States the predominant pager type uses TAP, and uses a
standard modem to communicate. TAP pagers can also use Integrated Services
Digital Network (ISDN) carriers. The Multimedia Configurator user interface calls out
the use of “Modem/ISDN Service” (rather than specifying actual protocols used), as
this is more straightforward for users to understand.

Note: Itis the paging service and the Multimedia software that communicate via
TAP; it is not something special in the modem itself. Therefore, most ‘Hayes
compatible” off-the-shelf modems should work for sending TAP messages.

SMS pagers offer more sophisticated interaction. For example, they permit two-way
paging. In the case of Multimedia, this allows users to send an “Acknowledge” back
to the alarm system directly from the pager. SMS paging messages are not sent over
a modem, but rather use the Global System for Mobile Communications (GSM)
network. Again, rather than calling out the low-level protocols used, the Multimedia
Configurator interface refers to the method of communication, and calls this
“GSM/PCS Service.”

10.2.1 Installation

10-6

During the installation of AlarmWorX32 Multimedia, after checking the box for
including the Pager Agent, you can select which paging services to include with the
installation. There are two separate lists: one for the Modem/ISDN (TAP) pagers, as
shown in Figure 10.8, and one for GSM/PCS (SMS) pagers. Note that you can select
more than one. Simply use Shift-Click to select a sequential set, or Ctrl-Click to
select items that are not next to each other.
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Modem,/ISDN carrier setup x|

— Please, select the carmier to ingtall————
d Cancel |

2

Figure 10.8. Modem / ISDN Services Setup

10.2.2 Modem Configuration
To configure your modem, use the following procedure:

o DN =

Plug in the modem hardware.

From the Windows Control Panel, select Phone and Modem Options.
Create or edit the dialing rules.

Add the appropriate drivers for the modem hardware.

Test the modem using a windows modem utility, such as HyperTerminal.

Note: The actual dialog boxes vary between Windows operating systems.

10.3 Creating and Modifying Pager Services

If you found your service in the list and have already installed it, you need not read
this section. Instead, move on to the “Pager Configuration Settings” section below.

ICONICS

If you did not find your service in the list, you can set up a new TAP or SMS pager
service. You can also edit the parameters for an existing pager service (e.g., in case
the access phone number for your service changes).

1.
2.

Launch the Multimedia Configurator.

Select Alarm Configurations - Multimedia Agents - Pager/SMS/GSM/TAP
from the tree control on the left-hand side, as shown in Figure 10.9.

Launch the services configuration by clicking the General Settings button in the
Pager Agent configuration, shown in Figure 10.9.

The TAP/SMS diagnostics will be displayed, as shown in Figure 10.10, giving
you the option to view, acknowledge, and log ISDN/GSM diagnostic messages
during pager testing.

Click the Modem Configuration button to launch the Message Master
configuration. This opens the DERDACK Message Master Configuration dialog
box, as shown in Figure 10.11. Here you have two options: Message Master
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GSM/PCS and Message Master Modem/ISDN. To configure TAP services,
select the Message Master Modem/ISDN option, and then click the Config...
button. To configure SMS services, select the Message Master GSM/PCS
option, and then click the Config... button (or double-click on the item in the list).
Note: Click the Help button at any time to view the Message Master help
documentation.

Media Pager/SMSAG5M/TAP
Type

General Settings. .. Empty Agent's Input Queue

I1ze 'General Settings' button to configure pager services, dial-out
numbers, modem properties, port zettings, etc.

Figure 10.9. Setting Up Pager Services

MMEPAGER TAP/SMS

]
taderm Configuration. .. | _

— Pager Configuration;
[~ Enable TAP Log File

[~ Enable TAP Dialog
[ Enable TAP Acknowledge
[” Enable 5M5 Dialog
[~ Enable 55 scknowledge

Figure 10.10. TAP/SMS Diagnostic Utilities

6. Click on the Defined Services tab (labeled Services for GSM) and look to see if
your service is listed. If it does appear in the list, you can select it. Click the
Properties button to modify its parameters.

Note: The TAP and SMS dialog option will hold the MMXPager open until the dialogs
are closed.
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}-_" Message-Master Configuration Software X|
/._ Thiz zoftware can be uzed for initial l:l_:unfiguraticun
% af the Mezsage-M azter Developer Suite.
_:{:ﬁy Simply, select the component you want o Config... |
configure and click the "Caonfig' button to digplay
the internal zetup dialog. Aot |

M ezzage-tazter GSM/PCS

b ezzage-td azter ModemASDM

Figure 10.11. DERDACK Message Master Configuration Dialog Box

10.4 TAP Configuration

This section covers the details of creating and modifying a TAP pager service. To
configure TAP services, select the Message Master Modem/ISDN option, and then
click the Config... button. The TAP Configuration dialog box will appear, as shown
in Figure 10.12.

1.  On the Dial Parameter and Modem Device tab, shown in Figure 10.12,
configure the following parameters.

e Location: This is the location set when configuring the dialing rules
(mentioned in the "Modem Configuration” section above.)

e Device: Select the device for the modem hardware.

Note: We have found that many paging services (which must work with old
technology modems for backwards compatibility) generally do not work with
the out-of-the-box configurations of modern modems. Most often, the only
change needed is to turn off the modem’s Error Control features.
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Configuration x|

Send options | Defined services | Diagnostics |
Diial parameter and modem device

— Lacation

INew Locatian

—Device
Hayes Accura BEK, Ext Speakerphone PrP j %
Config... Add new... | Befrezh |

Timeout for modemn devices |2 ﬁ

k. Cancel | f ][I | Help

Figure 10.12. TAP Configuration: Dial Parameter and Modem Device Tab

This can be done with a Windows setting from the Control Panel.
Conversely, some very old modems with max. Baud rates less than 9600
sometimes do not work well with the new Windows interfaces (TAPI) used by
the MMX software. So make sure your modem is TAPI compliant. Test to
see if it works with HyperTerminal.

¢ Timeout for modem devices: Select the re-initialization timeout for the
modem (in seconds).

Note: The Device Config.. button actives the Modem configuration used for the
AlarmWorX32 Multimedia Pager Agent.

2. On the Send Options tab, shown in Figure 10.13, configure the following
parameters:

o Attempts for resending messages in error cases: Select the number of
times to retry in case of error.

¢ Enable Check messages for invalid characters.

e Check Replace invalid characters automatically if desired.

10-10 ICONICS



AlarmWorX32 Multimedia Pager Agent

Configuration x|

Dial parameter and modem device

Send options | Defined services I Diagnostics
— Ophions
Y'ou can change zome options far mezsage deliven here. r—J
i

Attemptz for re-sending meszages in emmor cases

-

¥ Check mezsages for invalid characters

¥ Feplace invalid characters automatically

Attention! Mozt optiong for message transmizsion can be zet if
cohfiguning a service.

] I Cancel Amply Help

Figure 10.13. TAP Configuration: Send Options Tab

3. On the Defined Services tab, shown in Figure 10.14, check for your pager
service provider. Verify that the service modem phone number is correct by
selecting the service provider and clicking the Properties button. This opens the
Services dialog box. The service provider number is located on the Additional
tab in the Number for dial-up terminal field.

Configuration x|

Dial parameter and modem device

Send optionz Defined services | Diagriostics

— Services

A1 5M3 [a) - Met... |

AirPage [&)

Airtouch [LISA) .

ATT Wwireless PCS (US4 Propeties. . |

BT Paging [LK]

Callme [&) Delete... |

Callme pro [4) i

Cellnet (LK) Frarmn file... |

Cellone [LJ54]

Comewig [S]

D1 Alpha Service D]

D1 Alpha Servics [SDN (D] =

(] I Cancel | Apply | Help

Figure 10.14. TAP Configuration: Defined Services Tab
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4. On the Diagnostics tab, shown in Figure 10.15, diagnostic support is available
through the TAP dialog. The Write communication log file check box should
not be used.

Configuration x|

Dial parameter and modem device |
Send options I Defined zervices Diagnostics

— Diagnostics settings
Y'ou may enable logging of the communication process if you
experience any problems sending a meszage after the

zoftware haz successfully established a connection to the
carrier. A zent and received data are written to a log file.

[ “wiite communication log file [setting iz for the current session only]

Open log file... |

(1] I Cancel Lpply Help

Figure 10.15. TAP Configuration: Diagnostics Tab

10.4.1 Setting up a New TAP Service

The standard Multimedia pager installation includes many of preconfigured TAP
services. If your particular service is not listed, you can add it by following a few
simple steps.

1. Launch the TAP configuration (as described above), and select the Defined
Services tab.

2. If your service is not listed, click the New button.
On the General tab, shown in Figure 10.16, configure the following parameters:
e Enter a name for the new service.
o Select Message transmission based on data connections.
e Set the Protocol type field to TAP.
e Pick a character set.

Click the Next button to continue.
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General x|

Fleaze, enter a name for the new service here and select
the protocol the according SMS or pager carier iz using to
communicate through a dial-up terminal.

— Eeneral

M arne: I

i~ DTMF-bazed meszage transmission

¥ Meszage transmizsion based on data connections

Protocol type: [ 14p j

" Standard &5C1 charset " GSM charset

¢ Back I M et > I Cancel Help

Figure 10.16. Configuring a New TAP Service: General Tab

4. On the Additional tab, shown in Figure 10.17, configure the following
parameters:

¢ Number for dial-up terminal: Enter the service modem number. This is the
phone number your modem will call to connect to the pager service provider.
Your service provider will need to inform you of this number, which must be in
TAP format. For the United States, the format is
+1 (800) 2345678. The international format is +44 (215) 2345678.

¢ Maximum message length: Choose the maximum number of characters to
display per message.

e Password: Not necessary

e Calling zone: Not necessary

¢ Number of messages the carrier accepts at once: 1
Click the Next button to continue.

Note: Find out (or simply test) whether your paging service can accept more
than one message at a time. Quite often services do. Entering a number greater
than one may result in fewer modem dial-outs when multiple paging
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x

Fleaze, enter additional infarmatian far the service here. The dial-up
number iz required.

— Parameters
Murnber for dial-up terminal |+‘I [B00] 2355614
Max. mezzage length |4|:|

Pazzword if any I

Calling zone or prefis if any I

Murnber of rmessages the carrier |-|
accepts at once

< Back I et > I Cancel Help

Figure 10.17. Configuring a New TAP Service: Additional Tab

messages are queued up. In other words, if five messages have to be sent out over
the modem, and this parameter is set to 1, it must dial out five separate times, once
for each pager message. However, if this parameter is set to 5 and the paging
service permits this, then only one dial-out session takes place, and all five messages
are efficiently sent in that one phone call.

5. On the Type tab, shown in Figure 10.18, configure the following parameters:
e Select the Type appropriate to the pager. Generally this is Alphanumeric.
e UCP operation type: This is not applicable.
o Check the Breakup larger messages automatically check box.

¢ Maximum word wrap for breakup: Generally, choose a number that evenly
divides into the number chosen for the maximum message length.

Click the Next button to continue.
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x|

Please. select the service bype here. |f you are uzing UCP you can
enter an operation type (default is 07). Curently 01, 30 and 51 are
zupported.

— Type
% Alphanumeric £~ Mumeric: = Tone

LICP operation ype I vl

[~ Enable deferred delivery [UCP anly]
[ Dial pager nurmber additionally

[v¥ Breakup larger messages automatically

|1 il M ax, word wrap for breakup

< Back I Mewt » I Cancel Help

Figure 10.18. Configuring a New TAP Service: Type Tab

6. Inthe Country Code tab, shown in Figure 10.19, enter a country code if
applicable. Click the Next button to continue.

Country code x|

e.g. from UK to Hongkong. Therefore these camers work with
country codes. rou can select a default country code for your SMS
zervice here. Pager carier do not need country codes.

SMS services support messzage delivery to international camers, %

Country code

[ Country code required

I j ™ Add leading zemos

< Back I Mt I Catnicel Help

Figure 10.19. Configuring a New TAP Service: Country Code Tab

7. On the Terminal tab, shown in Figure 10.20, select the modem driver from the
drop-down list under the Used modem or ISDN device field.
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x

Fleaze, enter a modem configuration for the carmier's dial-up terminal
here. Mozt cariers uze "'YET" ar "BM1". You may select a different
moder than the default one.

— Maodem configuration

D ata bits I? vI D ata bimeout inms (500
Parity E | Delayfor DTMF: ||:|

Stop bits |-| i!

— Used modem or ISOM device

M ame: j Drefault

H323 Line

IFCOMF LIME

LPT

WAN Miniport (L2TP

¢ Back I Finizh I Cancel Help

Figure 10.20. Configuring a New TAP Service: Terminal Tab

8. Click the Finish button to complete configuration of the new TAP service. Your
new service is now available in the Defined Services list.

Note: While it is a good idea to configure this dialog, modem configuration is actually
done by using the Configure button on the Device tab.

10.5 SMS Configuration

10-16

This section covers the details of creating and/or modifying an SMS pager service. If
you are using TAP, then you can skip this section.

To configure SMS services, select the Message Master GSM/PCS option, and then
click the Config... button. The SMS Configuration dialog box will appear, as shown
in Figure 10.21. On the Services tab, shown in Figure 10.21, check for your pager
service provider. Verify that the service modem phone number is correct by selecting
the service provider and clicking the Properties button. This opens the Service
Properties dialog box, shown in Figure 10.22. For information about service
properties, please see the "Setting up a New SMS Service" section below.
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settings x|
Generall Portz  Sefvices |Messages|
Name | Pt | sMsC | spliting | =
Al -GSHM [A) +4 36640501 Optmized —
Aerial Camms... +18132630025  Ophimized
Airtel - G5M [E) +3407133000 [ ptimized
BelSouth - G... +E421600600 (O ptimized
Buopgues - 5. +33660003000  Optimized
Celcomm - 35... +60193300000  Ophimized
Cellet - G5... +44802000332  Optimized
Comvig - G5... +467073300  Oplimized
Connes - GS... +4032004000 Optimized ;I
Add... | Femove | Froperties... I
Default Service: I j
k. | Cancel | Apply | Help

Figure 10.21. SMS Configuration: Services Tab

Note: If a message window appears stating: “There is no port specified”, then you
must first add and configure a port to use for SMS paging via the Ports tab. You
should have your SMS equipment connected to your appropriate COM port before
completing the port configuration.

10.5.1 Setting up a New SMS Service

If your SMS service is not listed in the Services tab:

ICONICS

1. Click the Add button. This opens the Service Properties dialog box, shown in
Figure 10.22.

2. On the General tab, shown in Figure 10.22, configure the following parameters:

Name: Enter the name of the new service to be shown in the list of
GSM/PCS services.

Port: Select the port the on which the GSM hardware is located.
Note: If no port is configured, go to the Ports tab on the SMS Configuration
Settings dialog box and click the Add button to set up a port for GSM use.

SMSC: Enter the service modem number. Include a "+" before the first
number.

Default Country Code: This is not applicable.
Default Prefix: This is not applicable.

Resend Attempts: Enter number of times to resend.
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Service Properties

General I Splittingl Messagingl

Here you can enter the data for the new service.

Marmne: IEEI:::::m - GSM [PTM)

Fiort: I j
ShSC: |+EEI‘I 93300000

Default Countrycode: I j
Default Prefis: I

Resend Attempts: |1

2

X

] I Cancel Lpply

Help

Figure 10.22. SMS Service Properties: General Tab

3. On the Splitting tab, shown in Figure 10.23, check the Splitting, Optimize
Splitting, and Enumerate check boxes.
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Pager Agent
Service Properties x|
General  Splitting | Messagingl
Here you can specify the zpliting options for the
FEIVICE,
Splitting: v

Optirnize Spliting: v
E humerate: v

Marowband Sockets: [

(] I Cancel Apply Help

Figure 10.23. SMS Service Properties: Splitting Tab

4. On the Messaging tab, shown in Figure 10.24, enter a string to add before the
message (if this is necessary for your pager service).
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Service Properties 5[

Genelall Splitting  Messaging |

Here pou can zpecify zome meszaging options, @

&dd before message: ||

Uze for delivery notifications only: I

Default Option: ID

QK. I Cancel | Appl | Help |

Figure 10.24. SMS Service Properties: Messaging Tab

Click the OK button. Your new service is now in the services list.

On the General tab of the SMS Configuration dialog box, check both the
Activate Outbox Spooler and the Activate Inbox Spooler check boxes, as

shown in Figure 10.25.

Settings =
General |F'0rts I Sewicesl Messagesl

Here you can change the gettings for the Spoolers,

Activate Outbox Spoaler: v
Activate Inbox Spoaler: v
Interval for checking for ihcoming |2D * secaonds
Mmessages: " minutes

[The areater the interval, the lezs vour syztem has to waork and the Fazter pou
cah gend mesages. ]

0k I Cancel Apply Help

Figure 10.25. SMS Configuration: General Tab
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10.6 Pager Configuration Settings

Once you have properly set up your pager service, you can complete the Pager
Agent configuration by using the following procedure.

ICONICS

1.

In the tree control in the left pane of the Multimedia Configurator screen, right-
click Pager/SMS/GSM/TAP and select New - Pager Contact from the pop-up
menu.

Enter the Pager Media Name in the configuration field in the right pane.

Enter the Pager Number. This is the phone number of the pager to contact, and
is the same number you would use if you where paging from a touch-tone phone.

Select a template from the drop-down list.

If you are using a TAP pager, select Use Modem/ISDN Service and choose the
service provider for your pager from the drop-down list. If you are using an SMS
pager, select Use GSM/PCS Service and choose the service provider for your
pager from the drop-down list. For an SMS Pager, also enter something in the
Acknowledge Code field. This is used for “callbacks”, when the user makes use
of two-way paging to acknowledge an alarm message back into the system.

Note: If a new pager service has been added, click the Update Service List
button to display the service in the drop-down list. If your pager service provider
is not listed, you will need to go back and follow the steps for setting up pager
services.

Click Apply to save the changes.

To test your configuration without having to actually trigger an alarm, click the
TEST button. If you experience problems in getting Multimedia to successfully
send a page, enable the diagnostic dialog and/or log file to see where within the
paging sequence the problem is occurring. If you chose to enable the diagnostic
utilities when configuring your pager services, the diagnostic dialog boxes will
appear. The SMS Diagnostic dialog box is shown in Figure 10.26. If you are
using TAP and you chose to enable the TAP log file, you can view the log file by
clicking the Open Log button in the TAP Diagnostic dialog, shown in Figure
10.27.
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MMXPager SMS Diagnostic Dialog 5[

Semnvices: I.-'l‘-.erial Commz - G5k [USA]
Murnber: I Cancel |

Meszage: [yitual Test Devicell

Recered:

Sent;

Statuz:

Figure 10.26. SMS Diagnostic Dialog Box

x
M odern: I Qk I
Services: I.l'l".TT “wirelesz PCS [US.ﬁ.] Cancel |
Mumnber: I Open Log... |

Message: [vitual Test Devicell

Status

Figure 10.27. TAP Diagnostic Dialog Box

Note: Status updates take place after the dial attempt. This does not affect single
test cases. For multiple pages, the status information will often be one page behind

the current page attempt.
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10.7 Using the Multimedia Wizard for Pager Configuration

ICONICS

Perhaps the easiest way to configure the Multimedia software to send out a message
to a pager when an alarm occurs is to use the Multimedia Configuration Wizard.
The following example explains how to create a simple pager configuration using this
wizard.

Note: You may also wish to explore the interactive Multimedia Assistant tutorial,
which walks you through, using an animated talking teacher, the steps for creating
alarm configurations. Choose Multimedia Assistant from the Help menu.

Note: If your paging service was not available in the list at installation time, or you did
not choose a service, define a paging service now. Refer to Section A.2 for details
on how to define a service. This must be done before starting the wizard. Refer to
Chapter 2 for details about alarm configurations.

To start the Multimedia Configuration Wizard, select Multimedia Configuration
Wizard from the Tools menu.

The wizard will walk you through the following steps:

Step 1

The first step is to give this configuration a name, which will then appear in the left-
hand tree control under Alarm Configurations once the wizard is complete. Each
configuration can contain multiple action sets (described later) performing different
types of multimedia notification (e.g., paging, voice, email, etc.), but is tied to just one
OPC Alarm and Event Subscription (described in the next step). So, if you only have
one alarm server, you will typically only need one configuration. Enter a name for
identifying this multimedia configuration ("HVAC Alarms" in this example), as shown
in Figure 10.28. Click Next to continue to Step 2.

Multimedia Configuration Wizard - Step 1 |

whelcome to the Multimedia Configuration Wizard |

The Multimedia Configuration *Wizard will create new
tultimedia Alarm Configuration or modify the existing one.

Alarm F | Please zpecify the name of Multimedia Configuration,

{=] OPC Subscri [Type a new name or select existing configuration]
|=4] dlarm Configurati
9 Default [HUVAC Alams 4
=-lwmd Multirnedia &

ilkers

< Bacl I Mest » I Cancel | Help

Figure 10.28. Naming the Alarm Configuration
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Step 2

Step 2 specifies where alarms will come from. For ICONICS installations, this will
typically be the ICONICS Alarm OPC Server, or possibly the ICONICS Modbus OPC
Server Version 3.05.

Basically the Multimedia Server subscribes to the OPC Alarm and Event server and
receives all alarms made available by that server. The Multimedia Server will then
use the alarm filters to select subsets of these alarms to determine the messages for
which paging messages will be sent.

This is the same “subscription process” as is used for the Alarm Viewer ActiveX
control to view the list of active alarms. For further details about subscriptions,
please review the AlarmWorX32 documentation that came with your GENESIS32
software. Also refer to Chapter 2, or see the Alarm Subscription section later in this
chapter.

For this example, we will simply select the ICONICS Alarm OPC Server subscription
already created in the database installed from the CD. Select Use Existing OPC
Subscription and choose the appropriate one from the drop down list, as shown in
Figure 10.29. Then click Next to skip to Step 4.

Multimedia Configuration Wizard: Step 2 : Subscription il

In arder ta receive alarms and events, the Multimedia
Alarm Configuration must be subscribed o one or maore
Alarm & Event OPC Servers.

Select an OPC Subzcriphion to use with thiz configuration;

i~ Create Mew OPC Subscription

{* |se Existing OPC Subscription:

[COMICS Alarm OPC Sereer j

< Back I et > I Cancel Help

Figure 10.29. Creating a Subscription Set
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Step 3

Step 3 is shown only if you elected to create a new OPC alarm subscription in Step 2.
Since you chose an existing alarm subscription, this portion of the wizard is skipped.
For details on creating a subscription outside the wizard, please refer to Chapter 2,
or see the "Alarm Subscriptions" section later in this chapter.

Step 4

In Step 4, the wizard helps create what is known as an alarm Action Set. This is a
set of actions that the Multimedia Server will take whenever an alarm from that
subscription occurs. For example, one action set could not only page the security
guard, but it could also send an e-mail message to the technician on duty, announce
the message over a P.A. system, and fax the alarm to a remote center. Here we will
simply set up one entry for paging.

Note: For more information about action sets, please refer to Chapter 2.

First, give this action set a name ("SendPage" in the example below). This name will
appear in the tree under the alarm configuration once the wizard is complete.

Multimedia Configuration Wizard: Step 4 - Add Action x|

The Multimedia Canfiguration 'wfizard will create new Actioh Set
for current Alarm Configuration.

Action Set iz an ordered sequence of Mulimedia Actions that wil
be initiated when the subscribed OPC Alarm arrives.

1. “what will be the name af paur new Action Sety
[Mate: thiz name will be uzed as an identifier of thiz Action Set
within current &larm Configuration]

ISendF'age

2. Select Stop Condition(z] far thiz Action Set;
[T Stop Actions when Alarm iz acknowledged

¥ Stop &ctions when walues retum to nomal
[T Stop on both Acknowledgement AMD retum to normal
[T Stop Actions on message deliveny confirmation

3. Do vou want to enable the Action Loop™?

[T Yes, resume Mulimedia Actions from the top of the list
after the last Multimedia Action was played

< Back I M et > I Cancel Help

Figure 10.30. Defining Action Set Parameters
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Second, select what type of event will stop this action set from continuing through the
list. For action sets with multiple notification options configured (as mentioned above)
the progression through those actions will be interrupted by the stop condition, and
the remainder of the actions will not be executed. For example, you could have the
Multimedia Server stop sending messages once someone acknowledges the alarm,
or perhaps when the alarm returns to normal. Simply check the appropriate box(es),
as shown in Figure 10.30.

Although there is also a third possible step shown for repeating the action set via the
loop feature (e.g., keep paging someone every 20 minutes until the alarm returns to
normal), this option will not be enabled for this action set.

Click Next to continue to Step 5.

Step 5

The wizard then permits you to add an Alarm Filter for this action set. While your
OPC subscription may be receiving “ALL” the alarms generated by the OPC server, it
is often necessary to specify which subset of those alarms will result in a message
being sent to a pager. That’s where an alarm filter is used. For example, you could
set it up such that only HI ALARMS will send a pager message. Another filter might
specify that only high priority alarms will initiate the sending of a pager message.

Please refer to Chapter 2 for details about configuring alarm filters for Multimedia, or
see the Alarm Filters section later in this chapter for more information on creating
your own filters. For complete details on the use of alarm filters and how to construct
them with the various OPC Alarm and Events servers, please consult the
AlarmWorX32 documentation.

In this step of the wizard, you can either choose to create a brand new alarm filter,
select an existing one, or forgo using any filter. For this example, select one of the
default filters installed automatically from the CD. So, select the second option |
want to use existing Alarm Filter, as shown in Figure 10.31.

Then, select from the drop-down list the filter labeled Radiation Level.

Click Next to jump to Step 7. (Step 6, for creating new filters, is skipped).
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ICONICS

Multimedia Configuration Wizard: Step 5 : Add Filter Eo Ack El I

Thiz &ction Set can uze Alarm Filker to confine a subset of
subzcribed OPC Alarms. Only Alarmz belanging ta this subszet
will initiate Multimedia &ctions zelected in curent Action Set.

How do pou want o use Alarm Filtering?

™ | want to create new Alam Filter and use it an
curment Action Set

% | want to use existing &lam Filer:

™ Do ot use Alam Filter. 2l subscribed OPC Alams
will initiate Multimedia &ctions in thiz Action S et

¢ Back I M et > I Cancel Help

Figure 10.31. Choosing an Alarm Filter for the Action Set

Step 6

Step 6 is for configuring a new alarm filter, and is skipped in this example because an
existing filter was selected in Step 5. Refer to Chapter 2, or see the Alarm Filters
section later in this chapter for more information on creating your own alarm filters for
use within Multimedia.

Step 7

Each action set can actually execute multiple multimedia notification methods. For
example, when an alarm occurs you can configure Multimedia to first announce the
alarm over the local P.A. speaker system, and then send out an alphanumeric pager
message, then send out an e-mail message to five people, and then send a fax to a
remote site — all triggered by the same alarm.

Note: Only those multimedia agents selected during the installation process will
work.

The wizard walks through setting up each action within the action set. For purposes
of this example, we will only define one action within this action set: that of sending
out a message to a pager.

Make sure Sending pager message is selected in Step 7, as shown in Figure
10.32. Then, click Next to continue on to the next step.
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Multimedia Configuration Wizard: Step 7 : Add ﬂ[ti_.l_:.l_ El

The Multimedia Configuration ‘wizard will add Multimedia
Action #1 to Action Set 'SendPage’

What Action will it be?

: [Correzponding Multimedia Agent will be configured)
‘ 3 Sending e-mail

Flaying zound [ .wav file or synthesized zpeech]
Scroling marquee [IP Device]
Scraling marquee [zoftware simulationk

Sending pager meszage

Sending Alarm over the phone line

Sending Fax

Sending Alarm via Skype Inztant Meszaging

CECRC N e R R R )

Plaving zound on P.é. system

" Window Poplp

" Playing video / displaving snapshat
= Tazk tray popup

< Back I Hest > I Caticel Help

Figure 10.32. Selecting Paging Action

Step 8

Step 8 of the wizard lets you choose to either use an existing Pager Agent definition
or to create a new one. A Pager Agent defines to whom the message should be sent
(e.g., the security guard’s pager number), and identifies the paging service protocol to
use (e.g., PageNet service).

For this example, we will walk through creating a new Pager Agent, so select Yes,
create new Pager/SMS/GSM/TAP Agent configuration, as shown in Figure 10.33.

Then click the Next button to continue to Step 9.
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ultimedia Configuration Wizard: Step 8 : Configuring Mulki x|

bultimedia Action #1 of Action Set 'SendPage’

T he Multimedia Canfiquration *fizard will configure the
tultimedia Agent

Do you want to create new Pager/Sk5 /G5 TAP &gent
cohfiguration’?
{* ‘ez, create new Pager/SMS/GSMATAR Agent

configuration

" Mo, uze existing Pager/SMS G5 TAP Sgent
canfiguration:

Technhician's Alphapager j

¢ Back I et » I Cancel Help

Figure 10.33. Creating a New Pager Agent

Step 9
Step 9 of the wizard defines the Pager Agent settings.

First, enter a name to identify the pager recipient. This name will be used to identify
this Pager Agent in the left-hand tree control under the Paging section once the
wizard is complete.

Next, select whether the pager message will be sent via GSM/PCS (for SMS type
paging, popular in Europe and other areas around the world) or Modem/ISDN (for
TAP paging, popular in the US and around the world).

Select which paging service should be used from the drop-down list, as shown in
Figure 10.34. Note: If your paging service is not listed here, select one of the
services provided anyway for now. Refer to Section A.2 for information about how to
add new paging services to the Multimedia configuration.

Finally, enter the Pager ID number associated with this person. This may or may not
be the same ID that you would normally use when dialing a numeric beeper from a
phone. Some paging services assign a different personal identification number (PIN)
to pagers for use when alphanumeric messages are being sent via software (such as
Multimedia) rather than just simple touch-tone keys on the phone. Contact your
paging service provider for details.

Note: Please refer to Chapter 4 for details about Pager Agent configuration settings.

Click Next to continue to Step 10.
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Multimedia Configuration Wizard: Step 9 : Pager Agent Settings X|

The Mulimedia Configuration *fizard will configure the
zettings for Pager Multimedia Agent

1. “What will be the name of new Pager Agent zettings?

[HVAL Technician

2. Which node the Pager Aagent will be running on?
[Mate: if left blank, current node name will be azsumed]

3. ‘What protocol should be used?
(+ GSM/PCS:  |Voicestieam - GSM [USA) v

" ModemASDN: | =l
4. Towhom the pager meszage should be sent?

Pager Mumber: |3255?92

8. What will be the Aknowledge Code’? [can be uzed to
aknowledge alarm]

< Back I MHext = I Cancel Help

Figure 10.34. Filling out the Pager Information

Step 10

A Media Template defined within Multimedia determines the actual message that
gets sent to configured pagers. You can select whether the message includes the
timestamp of the alarm, the tag name that generated the message, the actual alarm
message itself, and many other parameters. Multimedia already comes with a
template created for sending alphanumeric pager messages.
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Multimedia Configuration Wizard - Step 10 : Multimex X

The alarm meszzage. generated by the
Pager'SMS/GSMATAP Mulimedia &gent, iz bazed on
b ultimedia Template.

The Multimedia Template defines a farmat, layout and
gpecific compaonents of Multimedia Alarm Meszage.

L Fleaze select a Media Template for the
blarmn [ nputs Pager/SMS5/G5MATAP Agent Meszage

{F] &larm Filters

@] OPC Subscri = | want to create new Media Template

EE: {=d] Alarm Configurati

| = 5@ Drefault * | want to uze existing Media Template:

| = feed Muilbirmedia A
Default Pager j
Default nstant Meszenger -

Default b argues
Default Pop-up k 7

¢ Back I Mewt = I Cancel Help

Figure 10.35. Using the Alarms Template to Define the Message

For this example, simply select the option | want to use existing Media Template.
Then, make sure the Default Pager template is selected from the drop-down list, as
shown in Figure 10.35.

Click Next to continue to Step 12.

Step 11

Step 11 (defining the media template) is skipped in this example, since an existing
template was selected in Step 10 above. Please refer to Chapter 5 for information
about creating new media templates.

Step 12

Step 12 of the wizard permits you to define additional actions to be taken within this
action set. As noted earlier, this can be used to have Multimedia also announce the
same alarm message over a speaker, send e-mail messages, and more.

For purposes of this example, select No, | don’t want to add any more Actions to
Action Set ‘SendPage,’ as shown in Figure 10.36.

Click Next to continue to Step 13.
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Multimedia Configuration Wizard - Step 12 : Finalizing Mu x|
The Multimedia Configuration *4izard collected all information
it needs to configure the Multimedia Action #1 of Action Set
‘SendPage’
Do you want bo add maore kulbimedia Actions o
Action Set "SendPage'?
"""""""""""""""" o) Nu:u,_l don't want to add any more Actions to
iEI Alarrn Filters Action Set "SendFage’
, = OFC S.uhscr? ez | want to add maore Actions to Action Set
== Alarm Configurati 'S endPage’
2.5 Default
=1k Mlimedia &
< Back I Mest > I Cancel Help
Figure 10.36. Finalizing the Action Set
Step 13
The action set is now complete. The wizard now permits you to add additional action
sets with different notification methods and recipients to be defined. For purposes of
this example, select No, | don’t want to add any more Action Sets, as shown in
Figure 10.37.
Click Next to continue to Step 14.
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Multimedia Configuration Wizard - Step 13 : Finalizing Action Se ﬂ

The Multimedia Configuration *#izard collected all information
it needz to configure the Multimedia Action Set 'SendPage’ of
Multimedia Configuration 'HYWAL Alarms'

Do pou want to add more kMultimedia Action Sete o
Multimedia Configuration 'HWAC Alarms"?

{E] Alarm Filters , .

: __ 0PC Subscii f+ Mo, | don't wank bo add any maore Action Sets
EHEI Alarm Lonfigurat = ez, | want to add more Action Sets

*;}z‘* Drefault

=1-fel Multimadia &

< Back I Mext » I Cancel Help

Figure 10.37. Finalizing the Action Sets

Congratulations! The wizard is now complete. Click Finish to save the changes to
your configuration, as shown in Figure 10.38.

Multimedia Configuration Wizard: The End x|

The Multimedia Configuration YWwizard is ready to build new
tultimedia Alarm Configuration.

Pressz Finish' button to complete the tazk,

< Back I Firugh I Cancel Help

Figure 10.38. Finished With the Wizard
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10.7.1 Viewing the New Alarm Configuration

The configuration information is automatically saved to the .mdb database file
(Microsoft Access database file). Expanding the Alarm Configurations folder in the
left-hand tree control of the Configurator shows the newly added HVAC Alarms
configuration, as shown in Figure 10.39. Expanding that shows the SendPage
action set just created using the wizard. Clicking on the SendPage item will show its
details on the right-hand side of the window, as shown in Figure 10.39.

In this action set, only one action is shown in the action set table: that of sending a
message using the Default Pager media template to the HVAC Technician. And it
only will do this for “Radiation Level” alarms.

[#-{@1] Alarm Inputs

-3 Defaulk

q‘ Syskem Objects
-- MNodes

10-34

| B3R HYAC Alarms
= @l SendPage

| - Multimedia Agents

-- Media Templates

=8 alarm Configurations "Q_ Actian Set Mame: |5endFage

Alarm Filter bo use: iHadiation Lewvel LI i

¥ Enable this Action Set

Action # I Action Type i Action Destination : Media Template i Delay, sec. i lgnore Schedule |
1 @ On Alam <no action: I;‘ nfa 1} nfa
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Figure 10.39. Action Set Configuration Information

To view details on the configuration of the pager recipient configured in the wizard,
expand the Multimedia Agents folder in the tree control, and then expand the
Pager/SMS/GSM/TAP tree. Click on the HVAC Technician item, as shown in Figure
10.40. Its details are then shown on the right-hand side of the display. Here you can
see the paging number defined during the wizard, as well as the paging service
selected.
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Figure 10.40. Pager Configuration Information

The TEST button, shown in Figure 10.40, can be used to verify that the paging
service, modem, pager number, and other such parameters are correct before
attempting to trigger pager messages based on actual alarms. It helps separate
issues of alarm subscription versus pager setup when troubleshooting a system for
the first time.

Other advanced options are available within Multimedia, including scheduling and
roles. For example, you can assign a complex schedule (complete with vacation
time, recurring patterns, excluded periods, etc) and have an action set use that
schedule when determining whether someone should be notified. If you do assign a
schedule to an agent, make sure the Ignore Schedule checkbox is NOT checked in
the action set table. For details about configuring schedules and roles, please refer to
Chapter 6.

10.7.2 Starting the Multimedia Server

ICONICS

To make the Multimedia Server use the setup information entered in the Configurator,
the Server must be placed into “runtime” mode. To start/stop the server, choose
Start/Stop Multimedia Server from the Action menu.

The Multimedia Configurator also offers a Monitor View for observing the triggering of
multimedia actions by the Multimedia Server. To turn this on, either click on the

Monitor button (looks like eye glasses) on the toolbar, or select Monitor View from
the View menu.
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10.8 Alarm Filters

As discussed in Step 5 of the Multimedia Configuration Wizard, the Multimedia
Server receives all alarms subscribed to, and it uses alarm filters to narrow down the
list to specify which subset of alarms will be used to initiate a multimedia action. For
example, one filter could specify that only HI ALARMS will send a page, while
another filter might specify that only high priority alarms will initiate the sending of a
page.

Note: For details about creating alarm filters and expressions, please refer to
Chapter 2.

10.8.1 Creating a New Filter
This section walks through how to add a new filter to your Multimedia configuration.
1. Expand the Alarm Inputs folder in the left-hand tree control of the Multimedia

Configurator, and then expand the Alarm Filters folder. This shows all of the
filters already defined in your system, as shown in Figure 10.41.

El-- Alarm Inputs

" QP Subscriptions i

EHEI Alarm Filkers ‘.': Filter
% Beltl Speech o M ame:

Beltl waw Filter Stritug:

CoreTemp w= ke[S ourcel 3 MR adiationLevel"$.0) ;I Edit Filter... |
Radiation Level —

Security Breach Get Global Filker... |
Security Login Locks
Surface Temp

IHadiation Level

o

Iy

o

7 Tank Overflow
F-{=4] Alarm Configurations
ﬁ‘ System Objects
-- Modes j

Apply I Beset Add Mew |

J | B

Figure 10.41. Alarm Filters in the Multimedia Configurator

2. Right-click the Alarm Filters folder and select New - Alarm Filter from the pop-
up menu (or select from the Edit menu). A new filter is inserted into the list.

3. Enter a name that adequately describes the alarm filter being created. For this
example, we will set up an alarm filter that will trigger our Send Page action set
only when an alarm with a Priority (Severity) greater than or equal to 500 occurs.
So enter as the name: Just Priorities (Severities) >= 500.

4. Click the Edit button. The Filter Wizard dialog box appears. Click the Advanced
button to open the Expression Editor, shown in Figure 10.42.
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Figure 10.42. Alarm Filter Expression Editor and Filter Wizard Selection

Click the Tags button, and then select Advanced from the pop-up menu, as
shown in Figure 10.42. This shows a listing of all possible alarm attributes for use
in your filter.

Select Severity from the Alarm Tag window, as shown in Figure 10.43, and then
click OK. Note that the filter wizard then inserts into the Expression Editor
workspace the necessary filter “code” of: {{Severity}}

Alarm Tag x|

Tag Mame:; j
Change tazk -

[ Sting Compare: Mew State —
Source
Tirme

Ok Mezzage _

Event Type

Eibeise | Ewvent Cateqgor
ok, | Condition M ame
— SubCondition M arme
Cluality
Ack Required
Active Time ] = J

Figure 10.43. Alarm Attributes for Use in Filters

To finish the filter, click on the Relational button and choose >= Greater Than
or Equal. Next, type in 500.

Note: You did not necessarily have to click on all the buttons. You could have
simply typed in the expression: {{Severity}} >= 500 directly in the text field.
However, using the buttons helps make sure the syntax is correct.

Click OK to complete this filter. (Note: The expression editor will add an “x= “in
front of the expression to complete it for you). Your final alarm filter should
appear as shown in Figure 10.44.
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9. Finally, click the Apply button to save this filter. It then gets placed alphabetically
in the tree control, as shown in Figure 10.44. It may now be used in the action set
to limit which alarms will trigger the action(s).
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=
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Loz {18 eperity}ts =RO0
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----- % Radiation Level
----- % Security Breach

----- % Surface Temp
----- % Tank Cverflow
{58 Alarm Configurations
ﬁ‘ Swystem Objects
Modes

rr

----- % Security Login Lockout

i

Giet Global Fier.. |

Hiezet

Apaly I

Add Mew |

Figure 10.44. Completed Alarm Filter

10.8.2 Using Alarm Filters

If you have a lot of alarm filters to create and use, you may elect to create them en-
mass by first exporting an existing one (as a “template”) by selecting Export CSV
from the File menu. You can then use a spreadsheet, word processor, or other tool
to replicate and create more filters. Then simply re-import those filters into
Multimedia.

If desired, you can remove all other references in the CSV file, and only work on the
#MMX_Filter section. That way when you import that CSV file, only those filters are
brought into your system.

The filters can then be applied to each action set defined in your Multimedia
configuration.

10.9 Alarm Subscriptions

As mentioned earlier, the Multimedia Server subscribes to other alarm systems for
current status information. Unless you are creating multiple subscriptions for many
sites, or are networked to the machine running the OPC Alarm and Event server, the
default subscriptions that were installed with Multimedia from CD should suffice.

However, if you need to create your own subscription to an alarm server, this section
will walk you through the basics within the context of the Multimedia System. For
complete details, you must consult the documentation that came with your alarming
system. Also refer to Chapter 2 for more information about creating subscriptions.

1. Expand the Alarm Inputs icon in the left-hand tree control of the Multimedia
Configurator, and then expand the OPC Subscriptions folder. This shows all of
the alarm subscriptions already defined in your system.
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Figure 10.45. Inserting a New Alarm Subscription

2. Right-click the OPC Subscriptions folder and select New - OPC Subscription
from the pop-up menu, as shown in Figure 10.45 (or, select from the Edit menu).
A new subscription is inserted into the list.

3. Inthe Subscription Name field, enter a name to identify the types of alarms
coming from this alarm subscription (e.g., “All Alarms from Buildings 2 & 3”). This
name will be used when you assign a subscription to an alarm configuration.

4. Click on the Subscribe/Edit button. This opens a Subscription Properties
window for defining the alarm subscription, as shown in Figure 10.46.

Subscription Properties 5'

Subscriptian |

Simulation Alarms

4] | |
fdd | Edi. | Delete | Rename |

k. | Cancel | Apply | Help |

Figure 10.46. Adding a New Subscription

5. Each alarm subscription can actually contain links to multiple OPC Alarm and
Event servers (e.g., you may need to link into both the ICONICS Alarm and Event
Server as well as the Modbus Server in order to get all alarms in your system).

6. To add a link, click the Add button. Give the new entry a name. (This name will
not appear or be used anywhere else; it is just a way of identifying this OPC
Alarm and Event Server link).
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7. Click the Edit button. Another pop-up window appears, allowing you to define
the specific OPC Alarm and Event subscription.

8. Click the Browse button and navigate to the appropriate OPC Alarm and Event
server typically found in the “My Computer / Alarm & Event” path (unless you
want to connect to a server on another PC on your network). Highlight the
desired Alarm and Event server, as shown in Figure 10.47.

@B & &3 X | Dhep -

« = &3 8

I ICONICS, SimulatorOPCAE. 1

DPC AE |
_é My Camputer Mame 7 |
‘-_é Hetwork Meighborh | #% GenEvent. 1
-4, Tnternst 5 ICONICS, AlarmServer, 1

- L .
[+-%,.¢ Favarites

oK I Cancel |

Figure 10.47. Selecting an Alarm and Event Server

9. The selected server will now appear in the Event Server field of the Event
Subscription dialog box, as shown in Figure 10.48.

Event Subscription - Simulation Alarms el

Server I Types I Eateguriesl Areaz | Su:uun:esl a'-‘«ttril:uutesl

Mode: I

Ewent Server: ISimuIatu:ur OPC-AE Server

(] Cancel Help

Figure 10.48. Defining the Alarm and Event Subscription
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While for this example it is not necessary to modify any of the details in any of the
other tabs shown in this dialog box (hence all alarms will be delivered to Multimedia
for naotification), we will quickly go over two example settings that may prove useful.

10. First, click on the Categories tab. If no categories appear in the right-hand
Subscribed list, then “all” categories are used. However, adding Digital to the
list tells the OPC Alarm and Events server to deliver only those alarm messages
to Multimedia. This is a “first-pass” filter on the server side. With this setup, none
of the Analog Limit alarms will be sent to the Multimedia Server, freeing up the
communication traffic. Again, do this only if you just want digital alarms
(otherwise leave this blank to subscribe to “all” alarms).

Event Subscription - Simulation Alarms ed b

Sewerl Types [Categories I.-'l‘-.reas I Su:uuru:esl .-'f-.ttril:uutesl

Available: Subscrbed:
Drigital Drigital
Lirnit

<- Eemnvel

k. Cancel Help

Figure 10.49. Alarm Server Categories

11. Click on the Attributes tab, shown in Figure 10.50. Here you can tell the OPC
Alarm and Events Server to send additional information about each alarm. For
example, in Figure 10.50 the ACK COMMENT field has been added as Attribute
1. This will permit any comments the operator added during the alarm
acknowledgement process to also be available to your multimedia templates for
the notification messages to be sent out.

Note: You must do this for each event category you are subscribed to in order
for it to be available for each alarm type.

12. Click OK in the Event Subscription dialog box.
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Figure 10.50. Additional Attributes for Alarm Server

13. Click OK in the Subscription Properties dialog box to return to the Configurator
screen.

14. Click Apply to save your changes to the database.

Note: To learn more about the additional subscription details found on the Types,
Categories, Areas, Sources and Attributes tabs, please refer to Chapter 2, or
consult the Alarm OPC Server's documentation.

10.10 Acknowledging Alarms Using Pagers

The Pager Agent configuration AlarmWorX32 Multimedia enables you to
acknowledge alarms sent by the Multimedia Server and received via a two-way
pager. To enable alarm acknowledgement via pager:

1. Go to Alarm Configurations > Multimedia Agents > Pager/SMS/GSM/TAP in
the Multimedia Configurator tree control, and then click the General Settings
button, as shown in Figure 10.51.

Media Fager/5k5/G5M/TAP
Type

General Settings... Empty Agent's Input Queue

I1ze 'General Settings' button to configure pager services, dial-out
numbers, modem propertiez, port zettings, ete.

Figure 10.51. Setting Up Pager Services
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2. This opens the Pager Configuration dialog box, as shown in Figure 10.52.
Check the Enable TAP Acknowledge check box and/or the Enable SMS
Acknowledge check box.

MMXPAGER TAP/SM5S

Ok,
kadem Configuration. .. | -

— Pager Canfiguration:
[~ Enable TAP Log File

[~ Enable TAF Dialog
[~ Enable TAP Acknowledge
I™ Enable SM5 Dialog
[~ Enable 5M5 &cknowledge

Figure 10.52. TAP/SMS Diagnostic Utilities

There three different methods for acknowledging alarms using a paging service, as
described in the sections below:

e Alarm Acknowledgement Using an SMS Pager
e Alarm Acknowledgement Using TAP Pager Direct Reply to E-mail
e Alarm Acknowledgement by Direct E-mail to TAP Pager

10.10.1 Alarm Acknowledgement Using an SMS Pager

With SMS paging, when the AlarmWorX32 Multimedia Server generates an alarm:

1. The Pager Agent sends the alarm message to the pager via the SMS paging
service, which is specified in the Use GSM/PCS Service section of the Pager
Agent configuration, as shown in Figure 10.53. Each alarm message includes

one or more Global Unique Identifiers, or GUIDs. A GUID is a string of characters
surrounded by the symbols ??. The GUID syntax is:

??string??
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Figure 10.53. SMS Pager Agent Configuration

For example, if the SMS paging service receives the following message from the

the SMS paging service stores the following GUID

which is then displayed on the alarm recipient's pager.

2,
Pager Agent:
Fic101 High ??1??
??1?7?

3.

The alarm recipient acknowledges the alarm on the pager by replying to the
alarm message. In the reply, the Acknowledge Code, or PIN, must be appended
to the GUID using the following syntax:

??ack code??

Thus, in this example, the reply could be:

??123457?7? 2?71?27

where 12345 is the Acknowledge Code. The Acknowledge Code is specified in
the Pager Agent configuration, as shown in Figure 10.53.
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Pager Agent

10.10.2

4. The SMS paging service relays the Acknowledge Code and the GUID back to the

Pager Agent, which tells the Multimedia Server that the alarm has been
acknowledged.

Alarm Acknowledgement Using TAP Pager Direct Reply to E-mail

Alarm acknowledgement using a TAP paging service is different from
acknowledgement using an SMS service in that the TAP service uses the E-mail
Agent to receive acknowledgement from pagers. The following method can be used
to acknowledge alarms by replying directly to e-mail received on your TAP pager:

1.

You must first create a standard E-mail Agent configuration in the AlarmWorX32
Multimedia Configurator and specify an Acknowledge Code (e.g. 12345), as
shown in Figure 10.54. Specify the recipient's e-mail address in the Send To
field.

Note: The Send to Alpha-Numeric/Two-Way Pager E-mail check box does not
affect the pager acknowledgement for the direct reply to e-mail method.

Blarm Inputs

Blarm Configurations
5@ Default

A5 HYAC Alarms

=] Multimedia Agents
a Cusktam Agent

E| E-mail

MbxMail V. 9.0.164.2

D]

@ Anonymous e-mai

o (5] 3MS Page Via Email
(5] TAP Page Yia E-Mail
12 Fax

{E Marquee - IP Device

{85 Marquee - Software Emulatic
=16 Pager/SMSiGSMTAP

----- Bl HvaC Technician

----- Q Technician's Alphapager

Media ltem Mame:  [TAP Page Via E-Mail Mode: |
Description:
Media Template: IDefauIt Ermnail j| Er " & | [

Scheduling:

Ruole:

IFuII 24-7-365 Schedule

| <NONE>

MR

[~ Enable &larm Frioritization

r~ Email Agent Settings
[]" Popup
----- E Skype Messaging
[.]..@ Sound { Text To Speech Send Ta: Imypager@pagingservice.com
; Task Tray
Telephorry CC: I
-- Video
Media Templates BCL: I
Evskem Objects Al
ge
odes Code: |1 2345
v Send to Alpha-Mumeric / Two Way Pager E-mait 1
K | 2 [ . H

Figure 10.54. TAP E-mail Agent Configuration

2. When the AlarmWorX32 Multimedia Server generates an alarm, the E-mail Agent
sends the e-mail message to the two-way pager via the TAP paging service,
which is specified in the Use Modem/ISDN Service section of the Pager Agent
configuration, as shown in Figure 10.55. (Notice that when a TAP service is
selected, the Acknowledge Code field is disabled in the Pager Agent
configuration because the TAP service uses the Acknowledge Code from the E-
mail Agent configuration instead.) Each alarm message includes one or more
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Global Unique Identifiers, or GUIDs. A GUID is a string of characters surrounded
by the symbols ??. The GUID syntax is:

??string??
Blarr Inputs
bilarm Configurations Q Mbd<Pager . 9.0164.0
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Figure 10.55. TAP Pager Agent Configuration

3. For example, if the TAP paging service receives the following message from the
E-mail Agent:

Fic101 High ??D335C45E-EA10-4fca-A56A-8DDF4AEAEBEAB??
??A602CDC4-2469-40c5-A2A6-34959B8F43A07??

the TAP paging service stores the following GUID:

??D335C45E-EA10-4fca-A56A-8DDF4EAEBEAB?? ??A602CDC4-2469-
40c5-A2A6-34959B8F43A07?7?

which is then displayed on the alarm recipient's pager.

4. The alarm recipient acknowledges the alarm on the pager by replying to the e-
mail message. In the reply, the Acknowledge Code, or PIN, must be appended to
the GUID using the following syntax:

??ack code??

Thus, in this example, the reply could be:
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??123457?7? ??D335C45E-EA10-4fca-A56A-8DDF4EAEBEAB??
??A602CDC4-2469-40c5-A2A6-34959B8F43A07?7?

where 12345 is the Acknowledge Code. The Acknowledge Code is specified in
the E-mail Agent configuration, as shown in Figure 10.55.

The TAP paging service relays the Acknowledge Code and the GUID back to the
E-mail Agent, which tells the Multimedia Server that the alarm has been
acknowledged.

10.10.3 Alarm Acknowledgement by Direct E-mail to TAP Pager

Alarm acknowledgement using a TAP paging service is different from
acknowledgement using an SMS service in that the TAP service uses the E-mail
Agent to receive acknowledgement from pagers. The following method can be used
to acknowledge alarms by having the E-mail Agent send an e-mail message directly
to your TAP pager (instead of an e-mail client):

1.

You must first create a standard E-mail Agent configuration in the AlarmWorX32
Multimedia Configurator and specify an Acknowledge Code (e.g. 12345), as
shown in Figure 10.56. Check the Send to Alpha-Numeric/Two-Way Pager E-
mail check box. You can still use the E-mail Agent to send a message to a pager
without checking this. However, checking this decreases the character count of
the identifier variables, thus reducing the cost in pagers that charge according to
number of characters. Also specify the pager's e-mail address in the Send To
field.
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Figure 10.56. TAP E-mail Agent Configuration
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When the AlarmWorX32 Multimedia Server generates an alarm, the E-mail Agent
sends the e-mail message to the two-way pager via the TAP paging service,
which is specified in the Use Modem/ISDN Service section of the Pager Agent
configuration, as shown in Figure 10.57. (Notice that when a TAP service is
selected, the Acknowledge Code field is disabled in the Pager Agent
configuration because the TAP service uses the Acknowledge Code from the E-
mail Agent configuration instead.) Each alarm message includes one or more
Global Unique Identifiers, or GUIDs. A GUID is a string of characters surrounded
by the symbols ??. The GUID syntax is:

??string??
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B HYAC Alarms Media Itarn Mame: |Techni-:ian's Alphapager
L= Mulktimedia Agents D escription;
a Zuskom Agent
{3 E-mail
[] ;quuee P Device Media Template: IDefauIt Pager j| B ” & | TEST
[]" Marquee - Software Emulatic
[_]., Pager/SMs/{GSM]TAP S cheduling: IFuII 24-7-360 Schedule
{8 HvaC Technician
~-{&) Technician's Alph
[]"Epu;c el A Fiole: |<NDNE> j@lﬁ‘ [~ Enable Alarm Priaritization
----- B Skype Messaging
[]"@ Sound J Text To Speech — Pager Agert S ettings
Task Tray
[]" Telephony
[]., viden Pager Murber: |‘|24.355?
Media Templates Acknowledge
Eystem Objects Cagks I
odes
= Use GSMAPCS Service: j Update Service List
& Use Modem/SDN Service: Airtavch [LISA] Update Service List
Fietry I-I E tire(z) Pleasze note: : :
- Usge the 'General Setting' button on the General Settings screen o
Fietry Delay Im e gs{:ii%iree?:ger services, dialout numbers, modem properties, port
1 1 vl 1 =
Figure 10.57. TAP Pager Agent Configuration
3. For example, if the TAP paging service receives the following message from the
E-mail Agent:
Fic101 High ??1??
the TAP paging service stores the following GUID:
2?17?77
which is then displayed on the alarm recipient's pager. Notice that the GUID is
much simpler than the GUID used with the TAP direct reply by e-mail method
because you are able to use Send to Alpha-Numeric/Two-Way Pager E-mail
check box in the E-mail Agent configuration, which substantially shortens the
GUID string and makes acknowledging the alarm on the pager much easier.
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The alarm recipient acknowledges the alarm on the pager by replying to the e-
mail message. In the reply, the Acknowledge Code, or PIN, must be appended to
the GUID using the following syntax:

??ack code??.

Thus, in this example, the reply could be:

??12345?? ??21??

where 12345 is the Acknowledge Code. The Acknowledge Code is specified in
the E-mail Agent configuration, as shown in Figure 10.57.

The TAP paging service relays the Acknowledge Code and the GUID back to the
E-mail Agent, which tells the Multimedia Server that the alarm has been
acknowledged.
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Troubleshooting Pager Configurations

If you have any questions about the configuration of the Multimedia software, other
than the OPC Alarm and Event subscription to third-party alarm servers themselves,
please contact the ICONICS support center. In general, all questions related to the
ICONICS AlarmWorX32 Multimedia software will probably fall into this category.

You may run into the scenario that Alarms do not appear to be triggering the
multimedia notifications you have configured in the Multimedia Configurator.

If you have made sure the Multimedia Server is indeed running, and that the
configuration you are using is the active database, then follow these simple steps to
determine whether to contact a third-party vendor or ICONICS:

1.

Take the OPC alarm subscription(s), and any alarm filters, defined in the
Multimedia software and use those exact same configurations in the ICONICS
AlarmWorX32 Viewer ActiveX window.

If the ICONICS AlarmWorX32 Viewer ActiveX window is successfully showing
your alarm conditions, the problem probably lies within the configuration of the
Multimedia software, and so you should contact the ICONICS technical support
center. But before you do, please work through the flow chart troubleshooting
guide shown in Figure 10.58.

If the ICONICS AlarmWorX32 Viewer ActiveX window does NOT successfully
show your alarms coming in, the problem is with the subscription itself, or
possibly the OPC server and/or the hardware generating the alarms. If that is the
case, ICONICS technical support cannot be of assistance, and you must first get
this running with the help of your vendor's OPC Alarm and Event server technical
support.
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10.11.1 Troubleshooting Flow Chart
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Figure 10.58. Troubleshooting Flowchart
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11.1 Video Agent

The Video Agent, shown in Figure 11.1, plays a prerecorded video or a video
captured at the moment of the alarm, allowing you to use a video device to send a
video or a snapshot to a computer providing alarm information.

tedia ltem Mame: Wideo ltem Maode: E]
Dezcription:

Media Template: Default Video v | B & [ SN l
Scheduling: <MOME> »

Rale: <MOME» v I:I [ Enable Alam Prioritization

Video Agent Settings

Snapzhot Hode: E]

Play 1 = tirmels)

h axirmum play time 0

[enter O if no limitz] B

4

Add Mew kMedia ltem

Figure 11.1. Video Agent
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The following configuration fields are available for the Video Agent:

Media Item Name: Enter a name for the Video Agent configuration.

Node: Enter the node name for the computer on which you wish to run the
Video Agent. If left blank, the Video Agent will be run on the computer that is
running the Multimedia Server. Click the ... button to search for a node.

Description: Allows you to add comments to the agent configuration.

Media Template: You must choose a template to be used with the agent.
The template determines the actual video file (.avi, .mpg, .mpeg, or .mov) or
snapshot (image) file (.bmp, jpg, jpeg, or .gif) that gets displayed. The
Configurator includes a template, called Default Video, created for sending
messages using video. For more information about templates, please see
Chapter 5.

TEST button: Tests your video configuration settings.

Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

Role: Select a role from the drop-down list. For information about roles,
please refer to Chapter 6.

Enable Alarm Prioritization: When this check box is checked, the
multimedia system processes alarms based on the severity level of the
alarm. If the check box is not checked, alarms are processed only on a first-
in-first-out basis.

Snapshot Node: Enter the node name for the computer on which you wish
to run the Video Agent Snapshot. If this field is left blank, the Video Agent
Snapshot will be run on the computer running the Multimedia Server. Click
the ... button to search for a node.

Play: Plays the video a specified number of times.

Maximum Play Time: Sets a maximum video play time (in seconds).
Apply button: Saves all changes to the configuration database.
Reset button: Clears all recently added information.

Add New Media Item: Adds a new agent to be configured. You can also add
a new Video Agent by right-clicking the Video folder on the tree control and
selecting New > Media Item from the pop-up menu.

11.2 General Video Settings

The Multimedia Video Agent allows you to send a video or a video snapshot to a
computer providing alarm information. The general settings for video agents may vary
depending on which device is used. General settings will only function if you have a
video capture device (Web camera) installed on your computer. If no video capture
device is found, you will get an error message informing you that the application
could not find any video capture devices.

11-2

Although many different kinds of video capture devices can be used with the Video
Agent, we will use the Logitech® QuickCam® video camera here as an example
configuration. This example assumes that the Logitech QuickCam software has
already been installed on the system. Once the video capture device is installed, go
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to the Alarm Configurations - Multimedia Agents - Video folder on the tree control
of the Multimedia Configurator. Click on the General Settings button, as shown in
Figure 11.2. If you do not see the General Settings button, make sure that Dialog
View is checked on the View menu.

e

| General Settings... | | Empty Agent's Input Queue

Ize 'General Settings' button to zet the wideo capture properties far
lozal Yideo Snapshot Agent

Report Hardware R— e i 2 R : ]
Failures through <MOME> o I:I

Figure 11.2. Video Agent General Settings

11.3 Snapshot Configuration

Clicking General Settings opens the Snapshot Configuration dialog box, shown in
Figure 11.3. The Snapshot Configuration dialog box contains the following options:

¢ Display: Allows you to choose video display options.

e Compression: Choose a component to use if you wish to compress the
video files.

e Format: Sets options such as color, mirror, flip, and size.

e Source: Configures hardware settings based on the video driver you choose
to use.

e Video Driver: Choose a video driver to use.

e Jpeg Settings: Select the quality level and the option to display in color or
grayscale for snapshots.

Note: The general settings for video agents may vary depending on which video
capture device is used. General settings will only function if you have a video capture
device (Web camera) installed on your computer. If no video capture device is found,
you will get an error message informing you that the application could not find any
video capture devices.

If you are using a remote node for video capture, you will have to go to the remote

node and change the settings for video capture on that remote node. If there is no

Multimedia Configurator installed on your video capture node, then you can run the
"MMXSnapshot.exe" in the "Bin" directory to set the general settings.
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Snapzhot Configuration

Current YWigw

— Settingz
Dizplay...

Comprezsiorn...

Video Snapshot FEmEL
Image Goes Here Source...

Yideo Driver...

Jpeqg Settings. .

Cloze

i

¥ Show This Dialog Whenever Server Connects

Figure 11.3. Snapshot Configuration Dialog Box
Display

Clicking the Display button in the Snapshot Configuration dialog box allows you to
choose display properties for the video capture device. In this case, the display
properties are not supported by Logitech QuickCam, so a message appears as
shown in Figure 11.4.

Mot Supported |

@ Yideo Capture Device does nat suppart thiz function

Figure 11.4. Display Properties Not Supported
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Compression

Clicking the Compression button in the Snapshot Configuration dialog box allows
you to choose a component to use if you wish to compress the video files, as shown
in the Video Compression dialog box in Figure 11.5. Click the Configure button to
set the Compression Control (smoothness vs. crispness) and Data Rate (kilobits
per second).

Yideo Compression |

Compressar:
tdicrozoft Videao 1 Canicel |
Comprezzion Quality; 75 :
Configure... |
A N B
About,.. |
¥ Eey Frame Ever |1 3] frames

Figure 11.5. Video Compression Setup
Format

Clicking the Format button in the Snapshot Configuration dialog box allows you to
set options such as color, mirror, flip, and size, as shown in Figure 11.6. Choose the
desired settings, and then click OK.

Logitech Yideo Settings |

i Image Size & Lluality | About |

Size [3204240 =

— Calor
& Millions [24 bit]

i~ Thouzandsz [16 bit)
¢~ Hundreds [2 bit gray)

— Special

[ birra
™ Elip

| k. I Cancel

Figure 11.6. Video Settings: Format
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Logitech Yideo Settings

Camera Adjuztments | Aoyt I

Source

Clicking the Source button in the Snapshot Configuration dialog box allows you to
configure hardware settings based on the video driver you choose to use. As shown
in Figure 11.7, you can specify the brightness, hue, quality, exposure time, and light
sensitivity.

]|

— Mideo Quality
Brightniess  —— |-|4|:| Better ——— Faszter |2
(Eriesd Iﬁ — Expozure Time
I R R | FaSt Sll:lw |12|:|
v Auto H
[ o — Light Sensitivity
[ShEfT E— Red|128 Lezs b ore I'IEE
“rellow — Blue|-| oo
Saturation ——— I—
= 128
Default |

o |

Cancel |
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Figure 11.7. Video Settings: Source

Video Driver

Clicking the Video Driver button in the Snapshot Configuration dialog box opens
the Video Capture Selection dialog box, shown in Figure 11.8. Select the video
capture driver from the drop-down list.

]|

VYideo Capture Selection

Select Video Capture Driver
IL::-giteu:h CluickCam Driver, Werzion: 1.0.4.1

=
Canicel |

Figure 11.8. Video Capture Driver Selection
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JPEG Settings

Clicking the Jpeg Settings button in the Snapshot Configuration dialog box allows
you to select the quality level and the option to display in color or grayscale for
snapshots, as shown in Figure 11.9.

Jpeqg Image Settings |
Cluality
[ Low [ High
Appearance
’V = Colar & Gray Scale
i Cancel |

Figure 11.9. Jpeg Image Settings for Video Camera
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12.1 E-mail Agent

12

The E-mail Agent, shown in Figure 12.1, allows you to receive and acknowledge

alarms using an e-mail message. The E-mail Agent supports the following e-mail

types:

e Simple MAPI (for use with Microsoft Outlook Express, Lotus Notes, Simple

MAPI

Mail)

e Extended MAPI (for use with Microsoft Outlook)
e  SMTP (for use with SMTP server outgoing mail only)

DA

Media ltem M ame:

Description:

Media Template:

Scheduling:

Role:
— Email &gent Settings

Send To:
CLC:

BCC:

Acknowledge
Code:

Mzt ail V. 901642

Arnanymaous e-mail Mode:

| ]
=l
=

IDefauItEmaiI jl E}" &| HEST |

IFuII 24-7-365 Schedule j

| <NONE>

RIEAEY

[~ Erable &lamn Pricritization

ISDI‘ﬂBDnB@SDI‘ﬂBhDSL cam

[T Send to AlphaMumneric / Two wayw Pager E-mail

Apply |

Heset

Add Mew Media [tem

ICONICS

Figure 12.1. E-Mail Agent
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The following configuration fields are available for the E-mail Agent:

Media Item Name: Enter a name for the e-mail contact.

Node: Enter the node name for the computer from which you wish to send
the e-mails. If left blank, the e-mails will be sent from the computer running
the Multimedia Server. Click the Browse button to search for a node.

Description: Allows you to add comments to the agent configuration.

Media Template: You must choose a template to be used with the E-mail
Agent. The template determines the actual message that gets sent to e-mail
recipients. The Configurator includes a template, called Default Email,
created for sending e-mail messages. For more information about templates,
please see Chapter 5.

TEST button: Sends an e-mail message to test your configuration.

Scheduling: If you are using scheduling, you can choose from the
configured schedules on the drop-down list.

Role: Select a role from the drop-down list. For information about roles,
please refer to Chapter 6.

Enable Alarm Prioritization: When this check box is checked, the
multimedia system processes alarms based on the severity level of the
alarm. If the check box is not checked, alarms are processed only on a first-
in-first-out basis.

Send To: Enter the e-mail address of the recipient to whom you wish to send
the e-mail message.

CC: Sends a carbon copy of the e-mail to another recipient.

BCC: Sends a "blind" carbon copy of the e-mail message to another
recipient.

Acknowledge Code: Enter the string you wish to use as the acknowledge
code.

Send to Pager: Uses the E-mail Agent to send an optimized message to a
pager. You can still use the E-mail Agent to send a message to a pager
without checking this. However, checking this decreases the character count
of the identifier variables, thus reducing the cost in pagers that charge
according to number of characters.

Note: Using this option will limit you to 99,999 unique messages before
resetting the numbering back to one.

Apply button: Saves all changes to the configuration database.
Reset button: Clears all recently added information.

Add New Media Item: Adds a new agent to be configured. You can also add
a new E-mail Agent by right-clicking the E-mail folder on the tree control and
selecting New > Media Item from the pop-up menu.

To operate the E-mail Agent, a MAPI-compliant third-party e-mail program must be
on the computer from which e-mails are sent. Microsoft® Outlook is an example of a
MAPI-compliant third party e-mail program. Microsoft Outlook Express can also be
used and can be downloaded for free from Microsoft. However, unlike Outlook,

ICONICS



AlarmWorX32 Multimedia E-mail Agent

Outlook Express will only work with POP3 e-mail servers. It is not necessary to have
the e-mail program actively running on a Windows NT or Windows 2000 operating
system. It is, however, necessary to have the e-mail program actively running on a
Windows 98 operating system. Outlook 2002 and Outlook Express version 6 require
additional security settings in order for the E-mail Agent to work properly. For more
information, go to http://www.microsoft.com/office/ork/xp/appndx/appa11.htm.

The E-mail Agent will only operate on e-mail messages in the e-mail programs
default folder. For example, a reply with an acknowledge code will only be seen if
sent to the default e-mail programs folder (Inbox for Microsoft Outlook). If you set up
your e-mail program to reroute your mail to other various folders, the multimedia
agent might not read the incoming e-mail.

Using the E-mail Agent to Page

For high-volume applications, it is often better to use the E-mail Agent for pager
support. This is due to the fact that a majority of pager services support e-mail to
page. Setthe SentTo field to "Pager number @Pager service." (e.g.
5551234@service.com). This causes the pager service’s e-mail system to process
the e-mail and send the information to the pager. This method avoids the delay
associated with modem dial-up. The downside is that through put is limited by the
Internet connection rather than the telephone connection.

12.2 E-mail Agent General Settings

ICONICS

To configure general E-mail Agent settings, click on the General Settings button
while in the E-mail folder, as shown in Figure 12.2. If you do not see the General
Settings button, make sure that Dialog View is checked on the View menu.

Media -
Type

Emphy Agent's [nput Gluele

Figure 12.2. E-Mail Agent: General Settings

The E-Mail Agent general settings dialog box opens, as shown in Figure 12.3. Here
you can configure the settings for the following e-mail types:

e Simple MAPI (for use with Microsoft Outlook Express, Lotus Notes, Simple
MAPI Mail)

o Extended MAPI (for use with Microsoft Outlook)

e  SMTP (for use with SMTP server outgoing mail only)

For Simple MAPI and Extended MAPI, the Mail Client Interaction field allows you to
specify how the e-mail deals with alarm acknowledgement:

Do not delete e-mails

Delete all complete or invalid e-mails
Delete only complete e-mails)

No acknowledgement
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For Extended MAPI, you can also specify the name of the inbox.

The E-mail Agent attempts to use the Extended SMTP (ESMTP) method AUTH to
provide secure e-mail authorization. This corresponds to the User Name and
Password. For some systems this option is not available. If the ESMTP command is
not available or there is no user name or password, the system will still attempt to
send an e-mail using the standard SMTP support.

Note: The e-mail password is encrypted and stored in the
HKEY_CURRENT_USERS registry area. This means that only the Windows account
logged in at the time the e-mail password is configured has access to the password.

Some mail systems validate the sending e-mail address as a method of securing e-
mail. This address can be set by filling out the From E-mail Address field.

. EmailCfg : : EI

—Simple MAPT & Extended MAPT:

Mail Client Interackion:
Acknowledge OFF: j

ack Store Time in Hours: I o

—Extended MAPT;

Inboyx Mame: I

—3MTP:

; kest.mail.server
Mail Server: I

USErname
User Marme: I

I okt keokobok
Password;

Confirm:

Partk: I =

From Email Address: I mail@address,com

| (0.4 I Cancel |

Figure 12.3. E-Mail Agent General Settings

12.3 Acknowledging Alarms Using E-mail

12-4

You can acknowledge alarms using the E-mail Agent by referencing the
Acknowledge Code, or PIN, that you specified in the configuration for the agent. For
example, in the configuration field for the E-mail Agent shown in Figure 12.4, the
Acknowledge Code is "12345".
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Figure 12.4. E-mail Agent Configuration

Once your alarm configuration is complete and the Multimedia Server is started, you
can use this code to acknowledge alarms sent by the Multimedia Server. The
Multimedia Server sends messages based on the template you created for the E-mail
Agent. The Multimedia Server sends alarms an e-mail message. An example alarm
message is shown below.

4/8/01 9:50:57 AM

Tag: BugsAttack
Condition: Limit
Subcondition: HI
Message: Too many Bugs

??3d6efc37-79d8-11d4-846d-00104b6£d49677
??bb7ee6fa-2cl1ld-11d5-8146-0050dalb£f6767??

This alarm message is based on the following multimedia template:

12-5



E-mail Agent

AlarmWorX32 Multimedia

12-6

{{4:Time, 80}}

Tag: {{3:Source}}

Condition: {{10:ConditionName}}
Subcondition: {{11l:SubconditionName}}
Message: {{6:Message,100}}

Each alarm message includes one or more Global Unique Identifiers, or GUIDs. A
GUID is a string of characters surrounded by the symbol '??', as shown in the
example above. In this case, the Multimedia Server included the following two
GUIDs:

3d6efc37-79d8-11d4-846d-00104b6fd496
bb7ee6fa-2c1d-11d5-8146-0050da1bf676

To acknowledge the alarm in e-mail, copy and paste the two GUIDs into the e-mail
message field and append the Acknowledge Code, or PIN, to them, as shown in
Figure 12.5. In this example, the Acknowledge Code is "12345." Click the Send
button to send the alarm acknowledgement back to the Multimedia Server.

£® Untitled Message ] =10 %]

© File Edit ew Insert  Format  Tools  Table  Window  Help x
 Final Showing Markup = Show~ | 93 93 «2 - 82 | A% -] | gg S8 | e E
iidsend | ) -G B 5 ? B | ¥ | [ options.. ~ | HTML -

Gl Ta... |
G ... |
Subject: |

W S| ¥ B @ | Courier New lev&v'I ﬂ'

m

14—
3—
F Y

?7?3dbefc3T-T9d8-11d4-846d-00104bofd49677
??bbTeebfa-2cl1d-11d5-8146-0050dalbteT 6??12345'

H ﬁ»lil

=[E]= = @ 4| |+

Figure 12.5. Acknowledging an Alarm Using E-mail
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13.1 Skype Messaging Agent

Skype is an Internet telephony software that offers telephone calling and text
messaging over the Internet. The Skype Messaging Agent, shown in Figure 13.1,
delivers instant text messages to any Skype account. If you do not have a Skype
account, go to www.skype.com and install Skype before using the Skype Messaging
Agent. Then you can add names to your list of Skype contacts.

tedia ltem Mame: Skype Message Mode: D
Dezcriptian:

tedia Template: Default Messenger vIE | & [ W) ]
Scheduling: <MOMNE> L

Ruale: Production Floor M anagers v [] Enable Alarm Prioritization

Skype Agent Settings

Send To Skype |
Contact:

Acknowledge
Coder 12345

Apply ] [ Reset

Figure 13.1. Skype Messaging Agent
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The following configuration fields are available for the Skype Messaging Agent:

Media Item Name: Enter a name for the Skype Messaging Agent
configuration.

Node: Enter the node name for the computer on which you wish to run the
Skype Messaging Agent. If this field is left blank, the Skype Messaging Agent
will be run on the computer that is running the Multimedia Server. Click the ...
button to search for a node.

Description: Allows you to add comments to the agent configuration.

Media Template: You must choose a template to be used with the agent.
The template determines the actual message that gets sent to instant
message recipients. The Configurator includes a template, called Default
Instant Messenger, created for sending instant messages. For more
information about templates, please see Chapter 5.

TEST button: Sends a instant message based on your configuration. To test
the Skype Messaging Agent configuration, you need to have two Skype users
with permissions on your computer. You can create a shortcut to the Skype
application and run a the second instance of Skype as a different user.

Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

Role: Select a role from the drop-down list. For information about roles,
please refer to Chapter 6.

Enable Alarm Prioritization: When this check box is checked, the
multimedia system processes alarms based on the severity level of the
alarm. If the check box is not checked, alarms are processed only on a first-
in-first-out basis.

Send to Skype Contact: For the Skype Messaging Agent to work properly,
Skype must be installed and running on the computer on which the Skype
Messaging Agent is installed. The user name specified in the Send to Skype
Contact field must also be an existing Skype contact in the server
computer's messaging client that is currently online.

Acknowledge Code: Enter the string you wish to use as the acknowledge
code. (For information about acknowledging alarms using instant messaging,
see the "Acknowledging Alarms Using Skype Messaging" section below.)

Apply button: Saves all changes to the configuration database.
Reset button: Clears all recently added information.

Add New Media Item: Adds a new agent to be configured. You can also add
a new Skype Messaging Agent by right-clicking the Skype Messaging folder
on the tree control and selecting New > Media Item from the pop-up menu.

13.2 Acknowledging Alarms Using Skype Messaging

You can acknowledge alarms using the Skype Messaging Agent by referencing the

Acknowledge Code, or PIN, that you specified in the configuration for the agent. For
example, in the configuration field for the Skype Messaging Agent shown in Figure

13.2, the Acknowledge Code is "12345".
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Fole: .F'n:;duc'tiu:;n.F.Iom Man.ag.je.m. [ [] Enable Alarm Pricritization

Skype Agent Settingz

Send To Skype |
Contact:

Acknowledge
Code: 12345

Apply l I Fezet

ICONICS

Figure 13.2. Skype Agent Configuration

Once your alarm configuration is complete and the Multimedia Server is started, you
can use this code to acknowledge alarms sent by the Multimedia Server. The
Multimedia Server sends messages based on the template you created for the Skype
Messaging Agent. For the Skype Messaging Agent, the Multimedia Server sends
alarms via Skype text messaging. An example alarm message is shown below.

4/8/01 9:50:57 AM

Tag: BugsAttack
Condition: Limit
Subcondition: HI
Message: Too many Bugs

??3d6efc37-79d8-11d4-846d-00104b6£d4967?
??bb7ee6fa-2cld-11d5-8146-0050dalb£f6767??

This alarm message is based on the following multimedia template:

{{4:Time,80}}

Tag: {{3:Source}}
Condition: {{10:ConditionName}}
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Subcondition: {{11l:SubconditionName}}
Message: {{6:Message,100}}

Each alarm message includes one or more Global Unique Identifiers, or GUIDs. A
GUID is a string of characters surrounded by the symbol '??', as shown in the
example above. In this case, the Multimedia Server included the following two
GUIDs:

3d6efc37-79d8-11d4-846d-00104b6fd496
bb7ee6fa-2c1d-11d5-8146-0050da1bf676

To acknowledge the alarm in Skype, copy and paste the two GUIDs into the "Send"
field and append the Acknowledge Code, or PIN, to them, as shown in Figure 13.3.
In this example, the Acknowledge Code is "12345." Click the Send button to send the
alarm acknowledgement back to the Multimedia Server.

Z ™ Emoticons T * Fonk

*radeefc37-7ada-1 1|:|4-846|:|-EIEI1I:I4|:|Eufd496??i’? F
bbreetfa-2c1d-11d5-8146-0050da1bFa7EFP1 2345

Figure 13.3. Acknowledging an Alarm Using Skype
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14.1 Software Marquee Agent
The Software Marquee Agent, shown in Figure 14.1, sends alarm and event
messages to a marquee that scrolls across the screen of a PC, either local or on the
network. To acknowledge an alarm, you can right-click in the marquee window and
select Acknowledge.

ﬁ MM arques .9.00.164.0

tedia ltem Mame: IMarquee Window MHode: I |
D escription; | |
tedia Template: IDefauIt Marques j| & ” & | VEST |
Scheduling: [ Full 24-7-385 Schedule =]
Fiole: |<N|:|NE> ﬂ Er |l e [~ Enable Alarm Prioritization

 Marguee Agent Settings

Acknowledge I

Code:

Play |1 3: time(z]
Maxirmum play time [ = zec.

[enter O'if no limitz)

Apply Reszet Add Mew Media [tem

Figure 14.1. Software Marquee Agent
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14.1.1 Software Marquee Configuration Fields
The following configuration fields are available for the Software Marquee Agent:

Media Item Name: Enter a name for the Software Marquee Agent
configuration.

Node: Enter the node name for the computer on which you wish run the
Software Marquee Agent. If left blank, the Software Marquee Agent will be
run on the computer that is running the Multimedia Server. If you wish to
display the message on a separate marquee device, this is configured under
General Settings in the main Software Marquee folder. (See the "General
Settings" section below.) Click the Browse button to search for a node.

Description: Allows you to add comments to the agent configuration.

Media Template: You must choose a template to be used with the agent.
The template determines what information is displayed in the marquee
message. The Configurator includes a template, called Default Marquee,
created for sending marquee messages. For more information about
templates, please see Chapter 5.

TEST button: Displays a test marquee message.

Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

Role: Select a role from the drop-down list. For information about roles,
please refer to Chapter 6.

Enable Alarm Prioritization: When this check box is checked, the
multimedia system processes alarms based on the severity level of the
alarm. If the check box is not checked, alarms are processed only on a first-
in-first-out basis.

Acknowledge Code: Enter the string you wish to use as the acknowledge
code.

Play: Specifies the number of times the marquee message will be displayed.
Maximum Play Time: Sets the maximum play time (in seconds).

Apply button: Saves all changes to the configuration database.

Reset button: Clears all recently added information.

Add New Media Item: Adds a new Software Marquee Agent to be
configured. Note that you can also add a new Software Marquee agent by
right-clicking the Software Marquee folder on the tree control and selecting
New > Media Item from the pop-up menu.

14.1.2 Software Marquee General Settings

The following options are set for all marquee items within the Software Marquee
folder on the tree control. To change any of these options, click on the General
Settings button while in the Software Marquee folder, as shown in Figure 14.2. If
you do not see the General Settings button, make sure that Dialog View is checked
on the View menu.

14-2
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Media
Tope b arquee

General Settings... Empty &gent's Input Gueue

Ilze 'General Settings' button to define the appearance and
behavior of local Marquee Agent's window

Figure 14.2. Marquee Agent: General Settings

Clicking the General Settings button opens the Marquee Properties dialog box,
shown in Figure 14.3, which contains the following settings.

Marquee Properties il

— Output Destination —window Attnbutes

= Window ¥ Always on Top
" Hardware Device ¥ Show Tile Bar
— Device &thibutes W allow Resize
I¥ | Ermulate ir tindow [ Allow Vertical Fesize
{F Serial Device Setings... | [~ Auta Hide
€ Ethernet Deviee | Seftings.. | Background Color...

— Scrolling Attibutes

Speed Direction
[ |7FFEighttnLeft

Slow —— |_ Fast " Left laRight

tinimum Space Between Alarmz .
[% of vigwing areal I 28 %

— T ezt Meszage

<ir<font gize=7rwelcome to Alarmisfor=<32 M fonts Test... |
] I Cancel |

Figure 14.3. Marquee Properties Dialog Box

14.1.3 Output Destination
The Output Destination field allows you to choose whether to have the marquee
displayed across a window on a computer monitor or across a separate hardware

device.
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14.1.4 Device Attributes

The Device Attributes field allows you to choose the type of device (serial or
Ethernet) and to configure advanced settings for that device. Clicking the Settings
button opens the Serial Device Settings dialog box, shown in Figure 14.4, which
allows you to set the Port, Baud, Data Bits, Parity, Stop Bits, and Maximum
Characters. The Stock Ticker setting is a scrolling screen mode that allows the
hardware device to scroll letters across the screen. The Traditional mode allows the
hardware device to display the entire text string. This mode displays the text string all
at once without scrolling. You can also specify the Delay Between Alarms (in
seconds). The Header and Trailer specify a sequence of ASCII characters that
determine how the message is displayed. Click the Edit button to edit the ASCII
special characters.

Serial Device Settings x|

— Comm Settings

Part IEEIM1 vI Parity Inu:une "I
B aud IEIEI:IEI TI Stop Bits I‘I 'I
Drata BitsIS "I

— Behavior

™ Traditional

Header: |<NLIL><NLIL><:NLIL><NLIL><NLIL><SEIH>ZIIIIII< Edit... |

Trrailer: |<EEIT> Edit |
[Nelay Between &lams [Sec] I.ID—

(] I Cancel |

Figure 14.4. Serial Device Settings Dialog Box

The Ethernet Device Settings allow you to specify the port and IP address for the
hardware device, as shown in Figure 14.5. You can also specify the Port number
and the Delay Between Alarms (in seconds). The Traditional mode allows the
hardware device to display the entire text string. This mode displays the text string all
at once without scrolling. The Header and Trailer specify a sequence of ASCII
characters that determine how the message is displayed. Click the Edit button to edit
the ASCII special characters.
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Device Attributes x|

IPAddress: [0 {0 Jo [0
Puart; |21 Elealr?-l_:lsa[gt::?en I'lD—

Header: |<NLIL><NLIL><NLIL><NLIL><NLIL:><SEIH>EEIEI< Edit...

FE

Trailer:|<EDT> Edit...

Cancel

d

Figure 14.5. Ethernet Device Settings

14.1.5 Window Attributes

ICONICS

Always on Top: Makes the marquee display visible on top of other open
windows at all times.

Show Title Bar: Shows (checked) or hides (unchecked) the title bar of the
marquee window.

Allow Resize: Resizes the marquee window horizontally while it is being
displayed.

Allow Vertical Resize: Resizes the marquee window horizontally as well as
vertically while it is being displayed.

Auto Hide: Automatically minimizes the marquee window after a message is
displayed.

Background Color: Click the button to set the background color for the
marquee window, as shown in Figure 14.6. To choose a color for the
background, select Solid Color and then click the Select Color button.
Alternatively, you can select an image file to use for the background. Select
Bitmap and then select choose a bitmap from the drop-down list. You can
also choose a custom image file.
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Background

™ Solid Color is

..........

Select Calar ... |

|' B ackgraund Color

— Background Bitmap
IBIue Gradient j

Zustom Bitmap File

Iu::'\. |
[T Test coloris absays inverse of background

ak. I Cancel |

Figure 14.6. Marquee Background Color

14.1.6 Scrolling Attributes
e Speed: Sets the speed of the marquee message display.

o Direction: Sets the direction (e.g. right to left or left to right) of the marquee
message display.

e Minimum Space Between Alarms: Sets the minimum amount of space (as
a percentage of viewing area) between alarm messages.

14.1.7 Test Message

This option allows you send a test message showing the configuration options you
have selected, as shown in the example in Figure 14.7.

B AlarmWorX32 MMX Marguee

Velcome fo AlarmWorX32 MMX

Figure 14.7. Marquee Test Message

14.2 Hardware Marquee Agent

The Hardware Marquee Agent, shown in Figure 14.8, sends alarm and event

messages to external scrolling marquees, and includes support for multiple (LAN-
based) devices.
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E IPMarques

Media [tem Mame:

Dezcription: ﬂ

[
Media Template: I j| EF || i) | TEST |
Scheduling: [<NONE> R
Rale: |<NDNE> j IE“EI [~ Enable Alarm Pricritization

i Marguee fgent Settings

Device IP Address: I 127 .0 .0 .0 Port: IEI

Header Characters [45C11] |<NUL><NUL><NLIL><NUL><NUL><SDH>ZDD<ST><>M

el

Trailer Characters (45C1)  [<EOT>

Al IU zecondz between meszzages zent to the device

Connechion Lifetime:
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= Minimum [open and close socket for each message)
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=1 . b aximum play time T
Play I'I 5 time(s] [0 ifno Iimﬁs]y ID 3. SEC.
Apply I Reset | Add Hew Media [tem |

Figure 14.8. Hardware Marquee Agent

The following configuration fields are available for the Hardware Marquee Agent:

¢ Media Item Name: Enter a name for the Hardware Marquee Agent
configuration.

e Description: Allows you to add comments to the agent configuration.

e Media Template: You must choose a template to be used with the agent.
The template determines what information is displayed in the marquee
message. The Configurator includes a template, called Default Marquee,
created for sending marquee messages. For more information about
templates, please see Chapter 5.

e TEST button: Displays a test marquee message.

e Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

¢ Role: Select a role from the drop-down list. For information about roles,
please refer to Chapter 6.

e Enable Alarm Prioritization: When this check box is checked, the
multimedia system processes alarms based on the severity level of the
alarm. If the check box is not checked, alarms are processed only on a first-
in-first-out basis.

14-7

Marquee Agents



Marquee Agents

AlarmWorX32 Multimedia

14-8

Device IP Address: Specifies the IP address for the hardware device. You
can also specify the Port number and the Delay Between Alarms (in
seconds). The Traditional mode allows the hardware device to display the
entire text string. This mode displays the text string all at once without
scrolling. The Header and Trailer specify a sequence of ASCII characters
that determine how the message is displayed. Click the Edit button to edit the
ASCII special characters.

Port: Specifies the port number for the hardware device.

Header and Trailer: Specify a sequence of ASCII characters that determine
how the message is displayed. Click the Edit button to edit the ASCII special
characters, as shown in Figure 14.9.

Delay: Specifies the number of seconds to wait between alarm messages
sent to the hardware device.

Connection Lifetime: Specifies how long the device socket will remain open
to receive alarm messages. If you select Maximum, the device socket will
remain open until the agent closes and no more alarm messages are sent to
the hardware device. If you select Minimum, the device socket will open and
close each time an alarm message is sent to the hardware device. If you
select Time Restricted, the device socket will close after the specified
number of minutes.

Play: Specifies the number of times the marquee message will be displayed.
Maximum Play Time: Sets the maximum play time (in seconds).

Apply button: Saves all changes to the configuration database.

Reset button: Clears all recently added information.

Add New Media Item: Adds a new Hardware Marquee Agent to be
configured. Note that you can also add a new Hardware Marquee agent by
right-clicking the Marquee - IP Device folder on the tree control and selecting
New > Media Item from the pop-up menu.

special Characters x|

|<NUL><NUL><NUL><NUL><NUL><SDH>ZDD<ST><>M
<--Back | Clear |

r— Control Characters

] o] 50 ] o] me] s
| ] o] | ] ] o] 5]
] 10 5] ] s ] ] o
oo o ] | ] ] ] ]

r~ Printable Characters

Plai Text ||— ASCIl ||—

Figure 14.9. ASCII Special Characters
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15.1 Sound / Text-to-Speech Agent

The Sound / Text-to Speech Agent, shown in Figure 15.1, plays prerecorded
sounds and/or speech from text locally or remotely over a network. The sound
message is specified in the sound template, where you can select a sound (.wav) file
from the Sound Library or enter a text message to be converted to speech. Alarms
are generated and spoken through speakers connected to a sound card.

Media ltem Mame: Local Testta-Speech Maode: [:]
Degcription:

Media Template: Default Sound Speech w | Er (& TEST
Scheduling: <MOME» »

Fole: <MOME » w I:I [] Enable &larm Prioritization

Sound Agent Settings

Flay 1

4|¥

tirne(z]

b aximum play time 0 it

[enter O if o limitz)

4[¥

Add Mew Media [kem

Figure 15.1. Sound / Text-to-Speech Agent
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The sound message is specified in the sound template, where you can select a
sound (.wav) file from the Sound Library or enter a text message to be converted to
speech. You can also add your own sound files to the Sound Library. For information
about templates, please see Chapter 5.

Note: Speech settings are configured in the Windows Control Panel.

Note: For extra language support or better sounding voices, please go to
www.microsoft.com/speech/evaluation/thirdparty/engines.mspx to see a list of

available third-party text-to-speech engines.

The following configuration fields are available for the Sound / Text-to-Speech Agent:

Media Item Name: Enter a name for the Sound / Text-to-Speech Agent
configuration.

Node: Enter the node name of the computer on which you wish to play the
sound. If this field is left blank, the sounds will be played on the computer
running the Multimedia Server. Click the Browse button to search for a node.

Description: Allows you to add comments to the agent configuration.

Media Template: You must choose a template to be used with the agent.
The agent plays a sound that is specified in the sound template, where you
can select a sound (.wav) file from the Sound Library or enter a text message
to be converted to speech. The Configurator already includes templates,
called Default Sound Wav and Default Sound Speech, created for sending
sound messages. For more information about templates, please see Chapter
5.

TEST button: Plays a sound message to test your configuration.

Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

Role: Select a role from the drop-down list. For information about roles,
please refer to Chapter 6.

Enable Alarm Prioritization: When this check box is checked, the
multimedia system processes alarms based on the severity level of the
alarm. If the check box is not checked, alarms are processed only on a first-
in-first-out basis.

Play: Plays the sound message a specified number of times.

Maximum Play Time: Sets a maximum time for the sound to be played (in
minutes).

Apply button: Saves all changes to the configuration database.
Reset button: Clears all recently added information.

Add New Media Item: Adds a new agent to be configured. You can also add
a new Sound/Text-to-Speech Agent by right-clicking the Sound/Text to
Speech folder on the tree control and selecting New > Media Item from the
pop-up menu.
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15.2 General Speech Settings
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Speech Properties o d b3

Text To Speech I

—#| You can control the voice properties, speed, and other options for
test-to-zpeech translation

—Yoice selechion

Sethings... |

I1ze the following test to preview the woice;

'ou have selected Microsoft Sam as the computer's default voice.

Woice speed
1 1 1 1 1 1 1 1 1 1 I\. 1 1 1 1 1
]
Sl I armal Fast

Audio Dutput. . |

k. I Cancel | ¥ [1

Figure 15.2. Speech Settings in Windows Control Panel

The general settings for speech are configured in the Speech Properties dialog box
in the Windows Control Panel, as shown in Figure 15.2. Here you can change the
voice type and speed, and volume. Select a voice type from the drop-down list.

Note: Volume is not always directly controlled by the speech engine; use your PC's
volume settings instead.
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16.1 Fax Agent

The Fax Agent, shown in Figure 16.1, sends alarm notifications using a fax
machine. The template determines the actual message that gets faxed to the number
specified, and includes an optional cover page design that can be used for all faxed
messages.

MbdFas V. 9.0.164.0
tedia ltem Mame: IFa:-: tezsage MHode: |
Dlescrption: ;I
Media Template: IDerauIt Fax j| Py ” i | ey |
Scheduling [ Full 24-7-365 Schedule |
Rale: |<NDNE> j Er | m [~ Enable &larm Pricritization

— Fax Agent Settings

Send To Fax Mumber 000-9939 Retry |5 3: tirne(z)

—Additional information

Fietm Delay |1 0 3: sEC.

Ta ISecurit_I,I Guard Company Il:enter wL

Frarm; IH‘ME Station Compary Iclaxsified

Sender Fax Mumber: clazzified Sender Yoice |classified
Humber:

¥ Send Separate Cover Page

Appli

Hegzet | Add Mew kedia [tem |
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Figure 16.1. Fax Agent
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The Fax Agent uses the Microsoft Fax Console, which is configured via the Windows
Control Panel. The Fax Console installation is an optional installation in Windows; if it
is not installed, you can install it from the Windows CD. When setting up Fax
Console, it is important to set the dialing rules correctly. To set the dialing rules, go
to Control Panel > Phone and Modem Options.

The Fax Console includes diagnostic support, which is enabled through Control
Panel > Printers and Faxes. Select Fax from the list of printers, and then right-click
and select Properties. This opens the configuration dialogs for the fax printer. The
Tracking tab contains settings that enable support for monitoring the progress of fax
requests.

When testing the ICONICS Fax Agent, the first step is to send a sample fax using the
Microsoft Fax Console. If this fax does not send, the Fax Console has not been
initialized correctly. The following configuration fields are available for the Fax Agent:

¢ Media Item Name: Enter a name for the Fax Agent configuration.

¢ Node: Enter the node name for the computer on which you wish to run the
Fax Agent. If this field is left blank, the Fax Agent will be run on the computer
that is running the Multimedia Server. Click the Browse button to search for a
node.

¢ Description: Allows you to add comments to the agent configuration.

e Media Template: You must choose a template to be used with the agent.
The template determines the actual message that gets sent to fax message
recipients. The Configurator includes a template, called Default Fax, created
for sending fax messages. For more information about templates, please see
Chapter 5.

o TEST button: Sends a test fax based on the configuration settings.

o Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

¢ Role: Select a role from the drop-down list. For information about roles,
please refer to Chapter 6.

o Enable Alarm Prioritization: When this check box is checked, the
multimedia system processes alarms based on the severity level of the
alarm. If the check box is not checked, alarms are processed only on a first-
in-first-out basis.

e Send To Fax Number: Enter the fax number here.
e Retry: Specifies the number of attempts to send the fax.

¢ Retry Delay: Specifies the number of seconds to wait between attempts to
send the fax.

¢ Additional Information: Allows you to add optional information for the
recipient and sender of the fax.

o Send Separate Cover Page: When this box is checked, the Fax Agent
includes a cover page with the fax message. The fax template contains a Fax
Cover Page field, which specifies a cover page design that will be used for
all fax messages sent using the Fax Agent. The following fax file formats are
supported: .pg, .cpe, and .fmf. For more information about templates, please
see Chapter 5.
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Note: The location of the Fax Cover Page field in the fax template does not
matter because the cover page is, by default, the first item to be sent in a fax
message. However, if several cover pages are selected for a single template,
the Fax Agent will use only the first cover page listed.

e Apply button: Saves all changes to the configuration database.
¢ Reset button: Clears all recently added information.

e Add New Media Item: Adds a new Fax Agent to be configured. You can also
add a new Fax Agent by right-clicking the Fax folder on the tree control and
selecting New > Media Item from the pop-up menu.
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17.1 Popup Agent

The Popup Agent, shown in Figure 17.1, launches an application of your choice
(e.g. Internet Explorer) to provide alarm messages, and allows you to open and
execute a file on a computer. For example, you can configure a Popup Agent to open
Microsoft Internet Explorer and display alarm information within your Web browser so
that an HTML Web page appears on your screen whenever a critical problem occurs.

b edia lkem Mame: Fopup Media ltem Mode: G
Dezcription:

Media Template; Default Pop-up w | Erll 6 [ TEST ]
Scheduling: <MOME> A

Rale: <MOME> w I:I [] Enable &larm Prioritization

Add Mew Media ltem

Figure 17.1. Popup Agent Configuration
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Note: The Popup Agent is designed to launch other applications. The intent is that an
operator will then close the applications when finished. The agent itself neither closes
these applications nor limits the number of applications it will launch. Because of this,
it is possible that an unmonitored station, using the Popup Agent, could launch so
many applications as to run out of system resources.

The following configuration fields are available for the Popup Agent:

Media Item Name: Enter a name for the Popup Agent configuration.

Node: Enter the node name for the computer on which you wish to run the
Popup Agent. If this field is left blank, the Popup Agent will be run on the
computer that is running the Multimedia Server. Click the ... button to search
for a node.

Description: Allows you to add comments to the agent configuration.

Media Template: You must choose a template to be used with the agent.
The template determines the actual message that gets displayed in the
popup window. The Configurator includes a template, called Default Popup,
created for sending messages using popup windows. For more information
about templates, please see Chapter 5.

TEST button: Displays a test popup window based on your configuration.

Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

Role: Select a role from the drop-down list. For information about roles,
please refer to Chapter 6.

Enable Alarm Prioritization: When this check box is checked, the
multimedia system processes alarms based on the severity level of the
alarm. If the check box is not checked, alarms are processed only on a first-
in-first-out basis.

Apply button: Saves all changes to the configuration database.
Reset button: Clears all recently added information.

Add New Media Item: Adds a new agent to be configured. You can also add
a new Popup Agent by right-clicking the Popup folder on the tree control and
selecting New > Media Item from the pop-up menu.
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18.1 Task Tray Agent

The Task Tray Agent, shown in Figure 18.1, delivers a pop-up message to the
Windows taskbar notification area, allowing instant alarm notification no matter what
the operator is doing.

hedia ltem Mame: TazkTrayPopup Mode; E]
Description:

Media Template: Default Tazk Tray Template v | B & l =l l
Scheduling: <MOME > w

Rale: ¢HOME > w I:I []Enable Alarm Frioritization

Tazk Trap Agent Settingz

Send To; lozal

Acknowledge
Code:

Add Mew Media ltem

Figure 18.1. Task Tray Agent
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The following configuration fields are available for the Task Tray Agent:
¢ Media Item Name: Enter a name for the Task Tray Agent configuration.

¢ Node: Enter the node name for the computer on which you wish to run the
Task Tray Agent. If this field is left blank, the Task Tray Agent will be run on
the computer that is running the Multimedia Server. Click the ... button to
search for a node.

¢ Description: Allows you to add comments to the agent configuration.

e Media Template: You must choose a template to be used with the agent.
The template determines the message text and appearance of the actual
Task Tray notification, as shown in Figure 18.2. For more information about
templates, please see Chapter 5.

e TEST button: Displays a test Task Tray window based on your configuration.

o Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

¢ Role: Select a role from the drop-down list. For information about roles,
please refer to Chapter 6.

o Enable Alarm Prioritization: When this check box is checked, the
multimedia system processes alarms based on the severity level of the
alarm. If the check box is not checked, alarms are processed only on a first-
in-first-out basis.

o Apply button: Saves all changes to the configuration database.
¢ Reset button: Clears all recently added information.

o Add New Media Item: Adds a new agent to be configured. You can also add
a new Task Tray Agent by right-clicking the Task Tray folder on the tree
control and selecting New > Media Item from the pop-up menu.

In the media template that is applied to the Task Tray agent configuration, you can
use HTML code to set the colors for the task tray. For example:

<A HREF="file:/IC:/Program Files/ICONICS/GENESIS32/Bin/Gwx32.exe multi.gdf
-runtime'>Graphworx file.</A>

<body bgcolor="#FFFF00"></body>

The string <body bgcolor="#xxxxxx"></body> uses the hexadecimal value to set
the color.

The string <A HREF="file://C:/Program
Files/ICONICS/GENESIS32/Bin/Gwx32.exe multi.gdf -runtime'>Graphworx
file.</A> creates a URL-type link to launch a GraphWorX application, as shown in
Figure 18.2. Thus, the complete syntax for the link is as follows:

<A HREF="file://C:/Program Files/ICONICS/GENESIS32/Bin/Gwx32.exe C:\Program
Files\ICONICS\GENESIS32\Examples\test\remove.gdf'>Click to launch the
preconfigured GraphWorX display</A>
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Click to launch the preconfigured Graphbay'on

dizplay

[_ Add New kedia [bem

ActionSet Action Destination

Figure 18.2. Task Tray Notification Message
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19.1 Custom Agent

The Custom Agent, shown in Figure 19.1, enables you to create your own
Multimedia agent. You can create a customized executable file by specifying
parameters that the Multimedia Server will use to call the Custom Agent's interface.

5 Cuztam Agent iz nat installed on local node.

=
b edia [tem Mame: Mode: |
Dezcription: ’ ;I
Media Template: I j| Er " i) | TEST |
Scheduling: [ <NONE> |
Rale: |<NEINE> B & [ Enable Alarm Prioritization
— Custom Agent Settings

HRESULT addMAFIMeszage arquments:

[in] WARIAMT to: ﬂ

[in] Y¥ARIAMT CC: ;l

[in] WARIAMT BCC: ;I

[in] YARIANT_BOOL UseShart_id: r

[in] BSTR Fin: |

Apply Rezat ddd Hew Media e

Figure 19.1. Custom Agent
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The following configuration fields are available for the Custom Agent:

Media Item Name: Enter a name for the Custom Agent configuration.

Node: Enter the node name for the computer on which you wish to run the
Custom Agent. If this field is left blank, the Custom Agent will be run on the
computer that is running the Multimedia Server. Click the ... button to search
for a node.

Description: Allows you to add comments to the agent configuration.

Media Template: You must choose a template to be used with the agent.
The template determines the actual message that gets sent to instant
message recipients. For more information about templates, please see
Chapter 5.

TEST button: Tests your custom agent configuration.

Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

Role: Select a role from the drop-down list. For information about roles,
please refer to Chapter 6.

Enable Alarm Prioritization: When this check box is checked, the
multimedia system processes alarms based on the severity level of the
alarm. If the check box is not checked, alarms are processed only on a first-
in-first-out basis.

Send to Skype Contact: For the Custom Agent to work properly, Skype
must be installed and running on the computer on which the Custom Agent is
installed. The user name specified in the Send to Skype Contact field must
also be an existing Skype contact in the server computer's messaging client
that is currently online.

Apply button: Saves all changes to the configuration database.
Reset button: Clears all recently added information.

Add New Media Item: Adds a new agent to be configured. You can also add
a new Custom Agent by right-clicking the Custom Agent folder on the tree
control and selecting New > Media Item from the pop-up menu.
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The Custom Agent uses the "addMAPIMessage" interface method. The Multimedia
Server calls this method, which passes parameters to the agent. In the Custom Agent
configuration, you can specify these parameters, which the Multimedia Server will
use to call the custom agent's interface.

[id(4), helpstring("method addMAPIMessage")]
HRESULT addMAPIMessage(

[in] BSTR message,

[in] BSTR transaction_id,

[in] VARIANT to,

[in] VARIANT CC,

[in] VARIANT BCC,

[in] VARIANT attach,

[in] BSTR subject,

[in] VARIANT_BOOL UseShort _id,

[in] BSTR Pin

);

Parameters [in] BSTR message, [in] BSTR subject, and [in] VARIANT attach, are
set by the media template.

Parameters [in] VARIANT to, [in] VARIANT CC, [in] VARIANT BCC, [in]
VARIANT_BOOL UseShort_id, and [in] BSTR Pin are set by the agent
configuration.

Parameter [in] BSTR transaction_id, is set by the Multimedia Server and uniquely
identifies each message.
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