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GENESIS32 SNMP Configurator

Introduction

SNMP stands for Simple Network Management Protocol, and is a simple
protocol that allows devices to expose useful information to other devices. This
information can be the CPU fan speed of a computer or the routing table of the
router. Almost every network device answers to SNMP requests. SNMP gives
Network Managers access to information from nearly every device connected
to the Network.

SNMP Basic Components

An SNMP-managed network consists of three key components: managed
devices, agents, and network-management systems (NMSs). A managed
device is a network node that contains an SNMP agent and that resides on a
managed network. Managed devices collect and store management
information and make this information available to NMSs (like the GENESIS32
SNMP Connector) using SNMP. Managed devices, sometimes called network
elements, can be routers and access servers, switches and bridges, hubs,
computer hosts, or printers.

/ Network Management System

Agent

Network Management System

An agent is a network-management software module that resides in a managed
device. An agent has local knowledge of management information and
translates that information into a form compatible with SNMP. An NMS
executes applications that monitor and control managed devices. NMSs
provide the bulk of the processing and memory resources required for network
management. One or more NMSs must exist on any managed network.

ICONICS 2



GENESIS32 SNMP Configurator

SNMP Basic Commands

Managed devices are monitored and controlled using four basic SNMP
commands: read, write, trap, and traversal operations.

e The read command is used by an NMS to monitor managed devices.
The NMS examines different variables that are maintained by managed
devices.

e The write command is used by an NMS to control managed devices.
The NMS changes the values of variables stored within managed
devices.

e The trap command is used by managed devices to asynchronously
report events to the NMS. When certain types of events occur, a
managed device sends a trap to the NMS.

o Traversal operations are used by the NMS to determine which
variables a managed device supports and to sequentially gather
information in variable tables, such as a routing table.

Management Information Base (MIB)

The Manager and the Agent exchange useful data, but how are these data
organized?

To simplify everything, let's use the File System Management as an example. In
the file system the data are structured in folders and files:
"C:\windows\system32\ping.exe" is the location of the file "ping.exe" which is
inside the folder "system32", which is inside the folder "windows", which is
placed in the "C:" partition.

In SNMP the structure of the information is really similar to this one. For
example, "iso.org.dod.internet. mgmt.mib-2.system.sysDescr" is the location for
"sysDescr" (the description of the system), which is inside the folder "system",
which is inside "mib-2", etc.

Unfortunately it is impossible to store names into the device because it would
be harder to manage them automatically for the Manager. So instead of the
names, we found numbers inside the device. For example
"iso.org.dod.internet. mgmt.mib-2.system.sysdescr" becomes "1.3.6.1.2.1.1.1".
This notation is called OID (Object Identifier) and identifies the information
"Description of the system". The set of OIDs stored into a device is called MIB
(Management Information Base), which represents all the data that the device
can expose through SNMP. In the MIB of a printer, for example, there will be
the toner level, the text which is displayed on the screen, the number of pages
printed, etc. Each piece of information will have a specific OID.

Obviously it is impossible for a human to understand what "1.3.6.1.2.1.1. 1"
means, and that is why there are text files that say how to convert these
numbers into their respective names. Since the set of OIDs is called MIB,
these files are called MIB files. They not only translate numbers into names, but
they also give more useful information about the OIDs. For example, in the MIB
file that converts "1.3.6.1.2.1.1.1" to "iso.org.dod.internet. mgmt.mib-
2.system.sysDescr" there is also written that sysDescr is a string, that it is read
only, and that it is "A textual description of the entity. This value should include
the full name and version identification of the system"s hardware type, software
operating-system, and networking software. It is mandatory that this only
contain printable ASCII characters."
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There is a set of OIDs that is standard. It must be the same on all the devices
and it is created by ISO organization. ISO also created the MIB files related to
these OIDs. Each vendor can implement its own MIB on a device. These
vendors also deploy the MIB files to allow to read this non-standard information
from the device.

Two types of managed objects exist: scalar and tabular. Scalar objects define
a single object instance. Tabular objects define multiple related object
instances that are grouped in MIB tables. SysDescr, for example, is a scalar
object.
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Root of the Standard MIB Tree

Installing SNMP on the Machine

There are some basic steps to set up a starting SNMP configuration. Feel free
to modify it to improve your network security.

e Install GENESIS32 Version 9.

o Ifitis not already installed, please install SNMP from the Windows CD.
To do this select on Add or Remove programs in the Control Panel.
Then click on Add\Remove windows components. From here install
Management Tools.

e Open the Services list and look for SNMP Service and SNMP Trap
Service.

e Double-click on the first one to configure it. Verify if the service is
started; if not, start it.
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e Select the Traps tab and set “public” as the community string; then add
your IP address to the list of trap destinations. You can even add other
IP addresses if you wish to send traps also to other computers in your
network.

* Now select the Security tab and check Send authentication trap
check box. In the upper box you have to add two communities: public,
with read-only permission, and private, with read-write permission. In
the other box select Accept SNMP packets from any hosts. Click OK
to close the window.

o Double-click on SNMP Trap Service. Verify that the service is running;
if not, click Start.

o Verify that you do not have any other trap-receiving software
running, because this would create some conflicts with ICONICS
software.

SNMP Traps Management

Traps are alarms automatically sent through SNMP messages by a device.
These messages can say that the "Printer door is open" as well as "The
machine has been reset". Thanks to the translation of the SNMP connector
there is no practical difference between traps and OPC alarms management
within the GENESIS32 suite.

To receive traps, it is necessary to follow three simple steps:

e Configure your machine: As we have seen in the previous section, it
is necessary to set up the SNMP Windows service to receive traps.
This means that we must insert an IP address for every device that we
want to manage to receive traps from that device. So if we want to
receive all the traps from the printer whose IP Address is 10.7.2.100,
we must insert the IP Address 70.7.2.7100 in the Traps tab of the
Windows SNMP Service dialog, as explained in the previous section.

¢ Configure the device: Set up the device to let it know where to send
the traps. Follow the device instructions to set the IP address of the
machine as the destination of the traps.

¢ Configure SNMP Connector: The SNMP Configurator is a filter from
the devices and the GENESIS32 suite. For each device it is possible to
enable or disable the traps reception. This may seem a repetition of the
previous steps, but simplifies the traps enabling/disabling (It is not
necessary to change every time the configuration on the devices and
on the Windows SNMP Service).

SNMP Connector

ICONICS

SNMP Connector is a set of applications that allows you to create your own
Network Management Systems through GENESIS32. This allows you to
manage the Network (through SNMP) and perform Supervisory Control and
Data Acquistion (SCADA through OPC) with the very same application.
Moreover, you can monitor and manage the Ethernet-based PLC-control
networks through SNMP for a complete and universal network management.
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Network Management Using SNMP Connector

The SNMP Connector Suite consists of:

o SNMP MIB Parser: It is possible to parse the MIB files containing all
the information about the OIDs and the devices.

e SNMP Explorer: Through a fast network scan, SNMP Explorer
retrieves all the SNMP agents over a network and shows you all the
information contained in the MIB through a simple tree structure.

e SNMP Configurator: This is the core of the SNMP Connector. Here
you can organize all the information retrieved through SNMP and
modify the SNMP tags.

What SNMP Connector Can Offer

ICONICS

In this document we have seen how to quickly analyze a network, discover new
devices and create SNMP tags. However, this is just a little part of what is
possible to do with SNMP Connector. Searching through the MIBs of the
devices, you can find every kind of information, and we have already done a
simple template database to show the main information of the most common
devices. Moreover, within the SNMP Connector there are also the SNMP
Simulator and the SNMP MonitorWorX agent, which are able to display
simulated analog data (i.e. the motherboard fan speed or the ramp signal) and
the MonitorWorX data through SNMP, making the data available to all the
SNMP managers in the world. This proves that the only limit to what is possible
to do with SNMP is just the imagination.
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Starting the SNMP Configurator
To start the SNMP Configurator:

1. From the Windows Start menu, select Programs > ICONICS Tools > SNMP
Configurator.

2. This opens the Configurator, as shown in the figure below. The screen
consists of a split window with a tree control view in the left-hand pane and a
configuration view in the right-hand pane. The Configurator provides a
standard format for the configuration database, as well as a sample (default)
configuration project. The Configurator also includes toolbars and menus
with many command functions.

=43 Sump _ : :
+ _‘ Iconics Moniborors: Dizcowverny Settings Dizcover Type
+-ux | Iconics Simulatar Metwark: 192 1eg . 0 . 1 () Single IP
34 pe (%) Subnet
/% B _ parameters ON Subnet Magk: 286 0 28R 2R 0 ) IP Range
+-4g PC - WTCS Plugin o
22 Printer SMMP [rata wplorer
+ ;‘.,:J Prinker - Parameters ON Read EDI’ﬂmunil_l,J: |:|Uh|||: D Jze DMS
+ 5= Router Ping Timeout: 100 [ ] Rebuid MIB Tree
+5e= Fouter - Parameters ON
-5} MIE Trems SMMP Port: 161 Cache MIB
[ 5et manual SHMP timeaut
SHMP Timeout:

Configurator Screen
There are four main areas in the SNMP Configurator:

1. Menu and Toolbar: The buttons of the menus and the toolbar allow you to
create, open or save a database, to modify items and to manage the SNMP
Configurator interface (showing or hiding the dialog, for example).

2. Upper right panel: When a folder is selected, all the objects contained in the
folder will be shown here together with the main information about the
objects.

3. Left Panel: There are two empty trees in the left panel. The SNMP tree will
contain all the SNMP tags (we will see later what SNMP tags are), while the
MIB Items tree is a "dictionary": it will contain the translations between the
numbers and the names (and all the information about the names). Unlike
traditional dictionaries, the structure of this one is a tree, because of the tree
structure of the SNMP data. Thanks to this it will be simpler to find an item
inside this MIB "dictionary".
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4. Lower right panel: From the dialogs of SNMP Configurator you can to
visualize and modify the data about the SNMP objects, as well as launch the
SNMP Explorer or parse new MIB files.

++ SNMPConfiguratorDef. 3mdF 1 - SNMPConfigurator
File Edit Wew Go Tools Help
e RiE|eom iRl EEE = 2
N SHMP Tame Host Twpe Polli...  Read Community
{4 MIB Ttems
Discovery Sethings Discovery Type
Metwork: | 10 1. 2 | ) Single IP
@ Subnet
Subnet Mask: | 285 . 285 . 255 . | ) IP Range
SMMP Data Explarer
Read Community: '\|_3_L§|_3_|ic _______________ Usze DNS
Ping Timeout: 100 [] Rebuild MIB Tree
SNMP Port: AL [[] Cache MIB
[ 5et manual SHMP timeaut
et
SNMP Timeout: |
Ready 0 Objectis)

Empty SNMP Configurator

Creating Configuration Databases

The Configurator provides a Configuration Database Wizard for creating new
Microsoft Access and SQL Server configuration databases. To create a new
configuration database in the Configurator:

1. Select New from the File menu, as shown in the figure below.

File Edit “iew Go Action Tools
=1 el
CpEn. .. [’\\S Chrl+O
Save As...

Connection Properties. ..

CSY Expork, ..
SV Impart. ..

#ML Expark, ..

#ML Export Schema. ..
AML Impart. ..

®ML Validate. ..

Creating a Configuration Database
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2. The introduction screen for the Configuration Database Wizard appears.
Click the Next button to continue.

3. You have two options for creating your new database, as shown in the figure
below:

¢ Create a new Microsoft Access configuration database: For a
Microsoft Access database, the Configurator uses a single .mdb file

e Create a Microsoft SQL Server database: The Configurator uses
Universal Data Link (.udl) files to connect to a Microsoft SQL Server or
MSDE database. The Configurator supports SQL 2000, SQL 2005,
MSDE 2000, and SQL Express 2005.

Select the database type you want to create, and then click Next.

Which type of database would you like to use?
Thig wizard will create configuration databagze depending on the choice below. @

Choose the type of databaze you would like to create;
%" Create new configuration in M5 Access database

Thiz will create configuration in a single file [.mdb]. Configurator can open thiz file
directly (o other files needed).

" Create new configuration in M5 SOL Server database

Thiz will create configuration in MSDE or MS SOL zerver. Configurator has to use
univezal datalink file [ udl) to accezs thiz database.

£ Back I Mest » I Eirgh Cancel Help

Choosing the Type of Database To Create

Creating a Microsoft Access Configuration Database

ICONICS

To create a new Microsoft Access configuration database in the Configurator:

1. Select New from the File menu, as shown in the figure below.
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File Edit “iew Go Action Tools

=1 el
CpEn. .. [’\\S Chrl+O
Save As...

Connection Properties. ..

CSY Expork, ..
SV Impart. ..

#ML Expark, ..

#ML Export Schema. ..
AML Impart. ..

®ML Validate. ..

Creating a Configuration Database

2. The introduction screen for the Configuration Database Wizard appears.
Click the Next button to continue.

3. You have two options for creating your new database, as shown in the figure
below. Select Create new configuration in MS Access database. Click the
Next button to continue.

Which type of database would you like to use?
Thiz wizard will create configuration databasze depending on the choice below, @

Chooge the type of databaze you would like to create:
% Create new confiquration in M5 Access database

Thiz will create configuration in a single file [ mdb). Canfigurator zan apen this file
dirzctly [no ather files needed).

" Create new configuration in M5 SOL Server database

This will create configuration in MSDE or MS SAL server. Configuratar has to uze
univezal datalink file [.udl] to access thiz database.

< Back I et » I Firish Cancel | Help

Creating a New Microsoft Access Database

4. Specify the directory path and file name for the new database, as shown in
the figure below. Click the ... button to browse for a directory. If you want this
new database to be the active configuration database, check Make
Database Active.

10
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Fleaze zelect a file name for new M5 Accesz File

Creating M5 Access Database @

Select or enter a M5 Access: Database Mame:

|I::'\D|:|c:uments and S ettingz‘Administratorsky DocurmentshD atabaze. mdb |_|

v Make Database Active

< Back [t > Finizh Cancel Help

Naming the New Access Database

5. Click the Finish button. The new database is created and opened in the
Configurator.

Creating a Microsoft SQL Server Configuration Database

To create a new Microsoft SQL Server configuration database in the
Configurator:

1. Select New from the File menu, as shown in the figure below.

File Edit “iew Go Action Tools

Mew Chrl+R
Qpen... % Chrl40
Save As..,

Connection Properkies...

CaY Export...
SV Impork,.,

“ML Export...

#ML Export Schema. ..
“ML Impork,. .

#ML Validate. ..

Creating a Configuration Database

2. The introduction screen for the Configuration Database Wizard appears.
Click the Next button to continue.

3. You have two options for creating your new database, as shown in the figure

below. Select Create new configuration in MS SQL Server database.
Click the Next button to continue.
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Which type of database would you like to use?
Thiz wizard will create configuration database depending oh the choice below, @

Chooge the type of databasze pou would like to create:
' Create new configuiation in M5 Access database

Thiz will create configuration in a zingle file [.mdb). Configurator can open thiz file
directly [na ather files needed).

* Create new configuration in M5 SOL Server database

Thiz will create confiquration in MSDE ar M5 SOL server. Configuratar has to use
univeszal datalink file [.udl) to access thiz database.

< Back I Mest » I Fimzh Cancel Help

Creating a New Microsoft SQL Server Database

4. To connect to a SQL Server database, either select an existing database
from the Database Name drop-down list, or a type a new name to create a
new database, as shown in the figure below. If you choose to use an
existing database, you have the option of adding (auto-appending) the
configuration to the existing database. (For more information about the auto-
append function, please see "Adding the Configuration to an Existing
Database.")

In the SQL Server Name field, select the local SQL Server on which to
create the database. If necessary, enter a user name and password to log on
to the SQL Server. (It is recommended that you use Windows NT integrated
security.)

Note: Usually you have only one instance of SQL Server running on the local
node. In this case, the drop-down list under SQL Server Name has only one
option: "(local)." However, it is possible to run multiple SQL Server instances
on the local node, in which case the SQL Server field lists all those SQL
Server instances: "(local)" for the default instance and
"node_name/instance_name" for all others. The drop-down list may show
SQL Server instances on other nodes as well.

ICONICS 12
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S0L Server Databaze Connection :
Fleaze specify the following to connect SAL server

Select ar enter a database name:

IDatabase j
[ Auto-append configuration into existing databaze Simple << |

Select ar enter a zerver name:

I[Incal] j Refresh |

E nter infarmation to log on ko the zerver:

% Uzewindows NT integrated security [recommended)

" Use a specific user name and password:

[Jzer narme: |

Password: I ™| Blank Fassward

< Back I Meut » I Firish Cancel Help

Connecting to a SQL Server Database

5. Specify a directory path location in which to create the database, as shown in
the figure below. You can either use the default SQL Server database folder,
or you can click the ... button and browse for a specific folder.

50L Server Databasze Creation
Pleaze zpecify the following to create database files @

Specify databasze files location:
£ |se default SOL server database folder [recommended)

™ Use specific folder [local node only]

|E:"~F'rngram Filez\Microzoft SEAL ServeryhdSSELAD atah J
[atabaze files properties: Simple << |
— D atabaze File — Log File
Initial Size [MB]: I 1 Initial Size [MB]: I 1
File Gramw: v autaShrink File Gra:

= |n B I 1 " InMB I 1
f* By Percent I 0 {* By Percent I 20

¢ Back I Mext » I Finizh | Cancel | Help |

Specifying the Database Location and Properties

ICONICS 13



GENESIS32

ICONICS

SNMP Configurator

Under the Database Properties section, specify an initial size for the
database, which should be as large as possible. You can also specify a
Database Growth option (in megabytes) or as a percentage of the total size.
MSDE servers are capable of growing the database on the fly to store more
data. However, if this operation is performed frequently, the overall system
performance may decrease. Choosing an initially large database size and a
corresponding database growth option can drastically improve system
performance.

Under the Log File Properties section, you can also modify the settings for
the database transaction log file. Specify a Log File Growth option (in
megabytes) or as a percentage of the total size. Again, a sufficient initial size
setting can greatly improve performance. The default options should be
adequate for most applications with a small to medium size load.

Click the Next button to create the new SQL Server database.

The Configurator uses Universal Data Link (.udl) files to connect to the
Microsoft SQL Server database. These .udl files contain OLE database
connection information that allows the Configurator to create and manage
connections to OLE databases. Enter a name and directory path for the new
.udl file in the Data Link File Name field, as shown in the figure below. You
can browse for a directory by clicking the ... button to the right of this field.
Click the Next button to continue. If you want this new database to be the
active configuration database, check Make Database Active.

Creating Data Link File
Fleaze zelect a file name for new Data Link, File @

Select or enter a Data Link File M arme:
tratorihdy Documents\GEMESIS 70 exampleshSOL Databases\D atabaze ud| J

The canfigurator connects ta the SOL server database by uzing the Univerzal
[ata Link File [% udl). Files of this type contain OLE DB connection information
that allows application to create and manage connections bo OLE DB databases.

¥ Make Database Active

¢ Back i [=H e | Finizh I Cancel Help

Creating a Universal Data Link File

7. Click the Finish button. The new database is created and opened in the

Configurator.

14
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Adding a Configuration Database to an Existing SQL Server
Database

The Configuration Database Wizard also gives you the option to add the
configuration database structure to an existing Microsoft SQL Server database:

1. Select New from the File menu, as shown in the figure below.

File Edit “iew Go Action Tools

=1 el
CpEn. .. [’\\S Chrl+O
Save As...

Connection Properties. ..

CSY Expork, ..
SV Impart. ..

#ML Expark, ..

#ML Export Schema. ..
AML Impart. ..

®ML Validate. ..

Creating a Configuration Database

2. The introduction screen for the Configuration Database Wizard appears.
Click the Next button to continue.

3. You have two options for creating your new database, as shown in the figure
below. Select Create new configuration in MS SQL Server database.
Click the Next button to continue.

Which type of database would you like to uze?
Thiz wizard will create configuration databaze depending on the choice below. @

Choose the type of database pou would like to create:
" Create new confiquration in M5 Access database

T hiz will create configuration in a zingle file [.mdb). Configurator can open thiz file
directly [no other files needed).

¢ Create new configuration in MS SOL Server database

Thig will create configuration in MSDE or MS SOL server. Configurator has to uze
univesal datalink file [.udl) to access thiz databaze.

¢ Back I P et > I Firizh Cancel Help

Creating a Microsoft SQL Server Database
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4. To connect to a SQL Server database, select the existing database from the
drop-down list, as shown in the figure below. Check the Auto-append
configuration into existing database check box. In the SQL Server field,
select the local SQL Server on which to create the database. Type a name
for the database in the Database Name field. If necessary, enter a user
name and password to log on to the SQL Server. (Note: It is recommended
that you use Windows NT integrated security.) Click the Next button to
continue.

Note: Usually you have only one instance of SQL Server running on the local
node. In this case, the drop-down list under SQL Server Name has only one
option: "(local)." However, it is possible to run multiple SQL Server instances
on the local node, in which case the SQL Server field lists all those SQL
Server instances: "(local)" for the default instance and
"node_name/instance_name" for all others. The drop-down list may show
SQL Server instances on other nodes as well.

SOL Server Database Connection
Plzaze zpecify the following to connect SOL server @

Select or enter a database name:

IDatabasd j

W Auto-append configuration into existing database Simple << |

Select or enter a server name:

filacall | Refresh |

Enter information to log an ta the server:

{*' Use Windows NT integrated security [recommended)

" Use a specific user name and password:

Wser rame; |

Pazayord: | = Elank Password

< Back I Meut = I Finizh I Cancel | Help

Connecting to an Existing SQL Server Database

5. If the existing database already has configuration tables, you have the
following options, as shown in the figure below:

o Select a different database name (recommended): This option
allows you to rename the database without affecting the existing
database as well as create a new Data Link (.udl) file.

o Use the existing database structure: This option preserves the
content of the existing database and allows you to create a new
Universal Data Link (.udl) file.

o Override all existing configuration tables: This option expunges the
content of the existing database and allows you to create a new
Universal Data Link (.udl) file.

Note: Overriding the database may disable other applications that
also use the database.

Click the Next button to continue.

16
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0One or more configuration tables already exist in chosen database
YWhat would vou lke to do”? @

' Select different databaze name [recommended)

Thiz will provide pou to specify different database name. Lse thiz option when you
are not zure what is the content of chozen database.

" Use database stucture az it is

Thiz will not change anpthing in selected database. Uze thiz option if pou want to
create a news datalink [udl] file only.

£ Overide all existing configuration tables

Cautior: This may cause that other application will stop working. Use this option
when you are absolutely sure that the database is not uze by other applications.

< Back I M et » I Finizh Cancel Help

Adding the Configuration to an Existing SQL Server Database

6. If you chose Select a different database name (recommended), you are
directed back to the SQL Server Database Connection dialog box, as shown
in the figure below. Enter a new name for the database, and then click Next.

SAL Server Database Connection
Pleasze zpecify the following to connect SOL server

Select or enter a database name:
|F|enameu:| Databaze j

¥ Auto-append configuration into existing database Simple << |

Select or enter a zerver name:

|[I|:u:aI] j Refrezh |

E nter information to log on to the server:
% Usze Windows NT integrated security recommended]

" Use a specific user name and password;

zer name: |

Fazsword; | [T Elatk Fassword

< Back I Mext = I Finizh | Cancel | Help

Renaming the Existing SQL Server Database
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7. Specify a directory path location in which to create the database, as shown in
the figure below. You can either use the default SQL Server database folder,
or you can click the ... button and browse for a specific folder.

Fleaze zpecify the following to create database files

SOL Server Database Creation @

Specify databaze files location:
& Uze default SOL server database folder [recommended)

" Use specilic folder [local nade anly]

IEZ"\PIDQ[EIITI Fileghhicrozoft SOL ServertSSOLNDakah J
Databaze files properties: Simple << |
[ratabaze File Log File
Iritial Size [MB}: I 1 Initial Size [MB}: I 1
File Graw: [v AuteShiink File Graw:

" In B I 1 " In B I 1
{* By Percent I 20 + By Percent I 20

¢ Back I Mewxt » I Finizh | Cancel | Help |

Specifying the Database Location and Properties

8. Under the Database Properties section, specify an initial size for the
database, which should be as large as possible. You can also specify a
Database Growth option (in megabytes) or as a percentage of the total size.
MSDE servers are capable of growing the database on the fly to store more
data. However, if this operation is performed frequently, the overall system
performance may decrease. Choosing an initially large database size and a
corresponding database growth option can drastically improve system
performance.

Under the Log File Properties section, you can also modify the settings for
the database transaction log file. Specify a Log File Growth option (in
megabytes) or as a percentage of the total size. Again, a sufficient initial size
setting can greatly improve performance. The default options should be
adequate for most applications with a small to medium size load.

Click the Next button to create the new SQL Server database.

9. The Configurator uses Universal Data Link (.udl) files to connect to the
Microsoft SQL Server database. These .udl files contain OLE database
connection information that allows the Configurator to create and manage
connections to OLE databases. Enter a name and directory path for the new
.udl file in the Data Link File Name field, as shown in the figure below. You
can browse for a directory by clicking the ... button to the right of this field.
Click the Next button to continue. If you want this new database to be the
active configuration database, check Make Database Active.

ICONICS 18
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Note: If you chose to Use the existing database structure or to Override
all existing configuration tables, you will still need to create a new Data
Link file.

Creating Data Link File
Pleaze select & file name for new Data Link File @

Select or enter a Data Link File Mame:

trataribdy Documentz\GEMESIS 70 exampleshSOL DatabazestDatabasze.udl J

The configurator connects ta the SOL zerver databaze by uzing the Universal
Drata Link File [*.udl). Files aof thiz tpe contain OLE DB connection infarmation
that allows application to create and manage connechions to OLE DB databaszes.

v Make Database Active

< Back i [=H | Finizh I Cancel Help

Creating a Universal Data Link File

10. Click the Finish button. The new database is created and opened in the
Configurator.
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To show or hide the Standard toolbar, select Toolbars > Standard Buttons
from the View menu. The Standard toolbar, shown below, contains the
following command buttons.

New: Creates a new configuration database.

Open: Opens an existing configuration database.

Import: Imports configuration data from a text file (.txt) or a Microsoft Excel file (.csv).
Export: Exports configuration data to a text file (.txt) or a Microsoft Excel file (.csv).
Back: Moves the cursor back to the previously selected item in the tree control.
Next: Moves the cursor to the next item in the tree control.

Up One Level: Moves up one level in the tree control.

Cut: Deletes current selection, sending it to the clipboard.

Copy: Copies the current selection to the clipboard.

Paste: Pastes the current contents of the clipboard.

Large Icons: Displays items using large icons.

Small Icons: Displays items using small icons.

List: Displays items as a list.

Details: Displays items as a list with details.

Dialog View: Displays additional configuration options.

Global Refresh: Refreshes the data for the entire Configurator screen.

About: Displays information about the application.

20



GENESIS32 SNMP Configurator

Menus

The menu bar of the Configurator contains the following menus:

e File

e Edit

o View
e Go

e Tools
e Help

Note: You can also access many of the menu commands by right-clicking
items in the tree control of the Configurator and selecting command functions
from the pop-up menus.
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The File menu commands are listed in the table below.

Command Shortcut Key Function

New CTRL+N Creates a new configuration database.

Open CTRL+O Opens an existing configuration database.

Save As Saves the current database under a
different name as a Microsoft Access
(.mdb) file.

Connection Displays the current database connection

Properties properties.

CSV Export Exports configuration data from your
database to a text file (.txt) or a Microsoft
Excel file (.csv). You can specify the
delimiters and what to export.

CSV Import Imports data into your configuration
database from a text file (.txt) or a Microsoft
Excel file (.csv). You can then specify the
delimiters and choose from the import
settings.

XML Export Exports configuration data to an XML file.

XML Export Exports configuration data to an XML

Schema Schema file.

XML Import Imports configuration data from an XML
file.

XML Validate This feature does not import an XML data
file, but it will try to validate its structure
using stored XML schema. Once it passes
this validation, the XML file is acceptable
for import by the Configurator.

Make Active Activates the current database. If this
command is not available, then the current
database is already the active database.

Exit Closes the application.

ICONICS
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Database Connection Properties

Selecting Connection Properties from the File menu opens the Database
Connection Properties dialog box, shown below, which lists the initialization
properties for the current database connection.

Database connection properties

File name:
nd Settingziall Users' | COMICSA\ERamplez 3245 NMPConfigurator. mdb

These are the initialization properties for curent databaze connection
[in alphabetical order):

M ame " alue "

Data Source CADocuments
Extended Properties
Jet OLEDE: Carmpact " ithout Repliza Bepair Falze

Jet OLEDE: Create Systern D atabaze Falze
Jet OLEDE: D atabaze Locking kMode 1

Jet OLEDE: D atabaze Pazsward

Jet QLEDB:Dan't Copy Locale an Compact Falze
Jet OLEDE:Encrpt D atabase Falze
Jet OLEDEB:Engine Type 5
Jet OLEDB: Global Bulk, Tranzactions 1

Jet OLEDE: Glabal Partial Bulk. Ops 2

Jet OLEDE:New D atabaze Pazsword
Jet OLEDE: Registy Path

Jet OLEDE:SFP Falze

Jet OLEDE: System databaze

Locale |dentifier 1033 "
L >

Praovider Wame, YWersion:
bicrozoft OLE DB Prowvider for Jet, 04008227

Cloze

Database Connection Properties Dialog Box
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Exporting Configuration Data
Exporting Data to a Text or CSV File

The Configurator offers the flexibility of exporting data from your configuration
database to a text (.txt) file or a Microsoft Excel (.csv) file. To export data, select
Export from the File menu. This opens the Export Configuration Data dialog
box, as shown in the figure below. You can then specify the delimiters for
exporting the data. Unless you specify delimiters in the Export Configuration
Data dialog box, the file uses Commas as delimiters by default. Each group
contains headings and columns that provide information about each item, such
as descriptions and associated translations and expressions. It also provides
the "tree" pathway for each item. Choose the directory to which you want to
export the data from your database. In the Save As Type field, choose the file
type (.txt or .csv) that you would like to save.

Export all the configuration data

Savein: | [ Examples32 w i e

File hame: Cave

Save as twpe: | Tent files [*.csv] w Cancel

Delirniters

() Tab
(%) Comma

() Other:

Exporting Configuration Data

Exporting Data to an XML File

The Configurator also allows you to export data from your configuration
database to an XML file. The XML export/import functionality was mainly
developed for Windows platforms that do not support databases (e.g. Windows
CE and Windows Embedded). XML has the following advantages over the CSV
import/export function:

¢ XML has a standardized format, unlike the text/CSV format, which uses
various delimiters (e.g. TAB instead of commas, strings could not
accept all characters, etc.)

e XML is language-independent, whereas CSV converts date/time, floats,
and currency fields according to local settings in Windows. For
example, using CSV, you cannot export data on German Windows and
import it on English windows without making changes
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Windows has an installed automation object that has the capability to
work with XML. Thus, programmers can create/modify their
configurations outside the Configurator using Visual Basic, if desired.

XML supports schemas. A schema is a special XML file that specifies
the data structure of an XML data file.

To export data, select XML Export from the File menu. This opens the Export
XML File dialog box, as shown in the figure below. Give the file a name, and

then choose the directory to which you want to export the data from your
database. Click Save.

Note: You can also export configuration data to an XML Scheme file by
selecting XML Export from the File menu.

T e

Savein | 5 Examples32 w o S

File name: SMMPConfiguratar. <mi
Save as type: | XML Files [* «ml) “

Exporting Configuration Data to an XML File

Importing Configuration Data
Importing Data From a Text or CSV File

ICONICS

The Configurator offers the flexibility of importing data from a text (.txt) file or a
Microsoft Excel (.csv) file to your configuration database. To import data, select
Import CSV from the File menu. This opens the Import Configuration Data
dialog box, shown below. You can then specify the delimiters and choose from
the following import settings:

Create new items. When the import file contains items that are not yet
in the configuration database, then it creates them. Otherwise it skips
these items.

Update existing items. When the import file contains items that are in
the configuration database, then it updates them using data from the
import file. Otherwise it skips these items.

Note: Either Create new items or Update existing items must be
selected. Otherwise there is nothing to import.

Display errors. When this item is checked, the Configurator shows a
dialog box if an error occurs, and then asks you if you want to proceed
with the import. When it is not checked, it skips all items where an error
occurred.
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Impeort configuration data
Look in: | (7 Examples32 ™ J g A
test.csv
Files of type: | Text files [“.csv] ™
Irmpart settings D elirniters
Create new items Irsert Missing O Tab
[T Update existing itams el e (%) Comma
[ Display emars () Other;

Importing Configuration Data

When you have selected a file to import, click Open. When the import is
completed, the File Import Results dialog box opens, as shown below. This
shows the import settings, including the input file name. It also provides a
summary of the import, including how many items were inserted, updated, or
rejected, and shows how many errors occurred.

Click the ... button to the right of each field to get the details view of the import

results, as shown below. This view shows the specific items that were inserted,
updated, or rejected, as well as a description of any errors that occurred.

File Import results

lzed Import zettings

Iniput file;
{%} d Settingz'ubll Uzersh|COMICSAE samplesd2itest cov

Create new items
[]Update esisting items

Fecord Statiztics

L Read from input file: 0
G e s

ar

-0 Q@ Q

File Import Results Dialog Box
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Importing Data From an XML File

The Configurator allows you to import data from your configuration database to
an XML file. The XML export/import functionality was mainly developed for
Windows platforms that do not support databases (e.g. Windows CE and
Windows Embedded). XML has the following advantages over the CSV
import/export function:

o XML has a standardized format, unlike the text/CSV format, which
uses various delimiters (e.g. TAB instead of commas, strings could not
accept all characters, etc.)

¢ XML is language-independent, whereas CSV converts date/time,
floats, and currency fields according to local settings in Windows. For
example, using CSV, you cannot export data on German Windows
and import it on English windows without making changes

¢ Windows has an installed automation object that has the capability to
work with XML. Thus, programmers can create/modify their
configurations outside the Configurator using Visual Basic, if desired.

e XML supports schemas. A schema is a special XML file that specifies
the data structure of an XML data file.

To import data, select XML Import from the File menu. This opens the Import
XML File dialog box, as shown in the figure below. Give the file a name, and
then choose the directory from which you want to import the data. You can then
specify the delimiters and choose from the following import settings. Click
Open.

¢ Create new items. When the import file contains items that are not yet
in the configuration database, then it creates them. Otherwise it skips
these items.

¢ Update existing items. When the import file contains items that are in
the configuration database, then it updates them using data from the
import file. Otherwise it skips these items.

Note: Either Create new items or Update existing items must be
selected. Otherwise there is nothing to import.

Note: Selecting XML Validate from the File menu does not import an XML data
file, but it will try to validate its structure using stored XML schema. Once it
passes this validation, the XML file is acceptable for import by the Configurator.
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L g

Loak in: | 1[5 Examples3?2 vl ¥ -

Files of tpper | =L Files [*.xml] w Cancel

Create new items
|lpdate existing iterms

Importing Configuration Data From an XML File

Activating the Database

Once your configuration is complete, you need to make sure that it is the active
database. The database that is currently active is the one that the server uses.
To make the current database active, select Make Active... from the File
menu. If the Make Active... selection is grayed out, then the current database
is already the active database.

A dialog box appears showing both the current active database and database

that is currently being edited, as shown in the figure below. To set the edited
database as the active database, click the Yes button.

SHMPConfigurator

9P Current ackive daktabase is:
5__-‘/' 'CiiDocurments and Settingsiall Usersh ICOMICSExamples 32 SMMP Configuratar, mdb’,
Active database is the database that the server will load when started,

Currently edited database is:
"Cr\Documents and Settingsiall User s\ ICOMIC S Examples32itestsnmp. mdb',

Do wiou wank to set edited database as active databaser

[ Yes ] [ Mo ]

Activating the Database
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Edit Menu

The Edit menu commands are listed in the table below.

Edit Menu Commands

Command Shortcut Function
Keys

New Creates a new item depending on
what is selected in the tree control.

Rename CTRL+R Renames the selected item.

Multiply CTRL+M Opens the Multiply Item dialog box,
which allows you to multiply an item
in the tree control.

Find and CTRL+F Opens the Find and Replace dialog
Replace box. Enter a string to search for in
the Find What field. The Replace
operation works in a similar way and
replaces the Find What string(s)
with the Replace With string(s). All
dialog options are the same, except
that the Replace dialog box has a
field called Replace With.

Delete CTRL+DEL Deletes the selected object.

Cut CTRL+X Cuts the selected object from the
view and places it on the clipboard.

Copy CTRL+C Copies the selected object to the
clipboard.

Paste CTRL+V Pastes the last object placed on the
clipboard.

Select All CTRL+A Selects all objects in a list. The

selection is shown in the upper-
right-hand section of the viewer.

Invert Unselects all selected items and

Selection selects all unselected items in a list
in the upper-right-hand section of
the viewer.
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Multiplying Items

The Configurator allows you to multiply items in the tree control. Multiplication
provides a simple way of developing configurations where there are many
similar items in a given category. To multiply an item:

11. Select the item in the tree control that you wish to multiply.
12. Either right-click the item and select Multiply from the pop-up menu, or

select Multiply from the Edit menu. This opens the Multiply Item dialog box,
shown below.

-~ -,

Multiply Item

First number:

Mumeric places:

1

3 =

Murnber of itemz |3

Including sublree

Baze text: 50

Item narme:

WaIB Ttemshizo

Multiply Item Dialog Box

13. When the items are multiplied, they are all given a base name followed by a
number. The default base text is the name of the item selected for
multiplication. To modify the base text, change the Base Text field
appropriately.

14. In the First Number field, specify the number to appear next to the first
multiplied item.

15. In the Number of Items field, specify how many items you wish to create.

16. In the Numeric Places field, specify the minimum length of each number to
append. Values that take up less space than the specified amount of numeric
places will have zeros before the number.

17. If you want to multiply all subfolders as well, check the Including Subtree
check box.

18. Click the OK button to do the multiplication. The example configuration
shown in the Multiply Item dialog box above creates three new items with
the following names:

e jso001
e jso002
e jso003

All subfolders will also be multiplied.
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Find and Replace

The Find and Replace function on the Edit menu allow you to find and replace
strings. Selecting Find and Replace from the Edit menu opens the Find and
Replace dialog box, as shown in the figure below. Enter a string to search for in
the Find What field. The replace operation works in a similar way and replaces
the Find What string(s) with the Replace With string(s). When the search or
replace operation is completed, the results are displayed in the Found Items
pane at the right of the Find and Replace dialog box

Find And Replace |
Find what:! " Found items:
Replace with: w Mame Walues
[ Imatch case wiork with (items and attributes): Replace Al
[ Iwhale words anly - el

Skark Fram Mamne Goto Mext
() Current selection H':'s_t
O Al items Palling Rate
Fead Community
Select Write: Cormmunity
Port

[+] Timeaut
5. [7]Folder
Skrings only

Find/Replace Dialog Box

In the Work With (Items and Attributes) field, check one or more types of
properties to search for:

e All: Selects items and attributes.
e None: Unselects all items and attributes.

e Invert: Unselects the currently selected items and attributes, and selects
the currently unselected items and attributes.

e Stings Only: Selects items and attributes that contain strings.

In the Start From field, select the scope of the search:

e Current Selection: Searches only the current selection.
o All items: Searches all items in the Configurator.
e Current Display: Searches the entire currently loaded display.

e Multiple Files: Searches in multiple display files. Click the ... button to
open the Edit File List dialog box, which allows you to specify a list of
files to search.
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You can check one or both of the following search options:

Match whole word only: Restricts the search operation to whole-word
matches.

Match case: Restricts the search operation to case-sensitive matches.

Find and Replace Operations

When you are ready to execute a find or replace operation, click one of the
following buttons:

Go to Next: Finds the next match.
Find: Finds all occurrences of the search text.
Replace: Replaces a single match and then advances to the next match.

Replace All: Replaces all occurrences of the search text with the
replacement text.

Close: Stops an in-progress search or replace operation.
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The View menu commands are listed in the table below.
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View Menu Commands
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Command Shortcut Function
Keys

Toolbars Toggles the toolbars.

Status Bar Toggles the status bar.

Large Icons F7 Displays items using large icons.

Small Icons F8 Displays items using small icons.

List F9 Displays items as a list.

Details F10 Displays items as a list along with
detailed information about the
configuration of each item.

Dialog View F11 Toggles the configuration window
(right-hand pane).

Sort By Displays a list of options for sorting
the columns in the right-hand pane
of the screen. The options listed
depend on the level within the view.

Show/Hide Displays a list of options that you

Columns can choose to show or hide in the
view.

Select Opens the Select Language dialog

Language box (see below). Choose the
language you wish to use for your
system (Unicode version only) and
click OK. For navigation purposes,
use the buttons and check boxes in
the List section.

Global F5 Refreshes the data for the entire

Refresh Configurator screen.

Subtree CTRL+F5 Refreshes only the data contained in

Refresh the currently selected subtree.
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Selecting Languages

The Select Language function on the View menu allows you to choose which
language to use in your display. Choosing Select Language from the View
menu opens the Select Language dialog box, shown in the figure below.

Note: A language resource .dll is required for language switching.

Select Language
English - Australia~ [w| L
Englizh - Belize (7| :
Englizh - Canada [ © English
Englizh - Caribbean [ | O Localized
English - Ireland [
English - Jamaica 2|l | O Mative

Englizh - New Zealand
Englizh - Republic of the Philippir
Engligh - South Africa

Englizh - Trinidad and Tobago

Installed Locales Only

English - Urited Kingdorn L frvailable Language
Englizh - United States — Tranzlations Only
Enalizh - Zimbabwwe (3]

0K l [ Cancel ] [ Help

Select Language Dialog Box

Define the parameters listed in the table below. Then click OK to return to
the work area.

Select Language Parameters

Parameter Description

List Lists available languages. Depending on
which item you have selected, the view on
the left will change. If English is checked,
the languages will appear as their English
name. If Localized is checked, the
languages will appear with the native country
in parentheses (for languages with several
dialects only). When Native is checked, the
languages are displayed the way they would
be written in that language.

Installed Locales Only If this is checked, local languages appear in
the box.

Available Language Checking this box allows you to choose from

Translations Only available language translations only.
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The Go menu commands are listed in the table below.

Go Menu Commands

Command Shortcut Function
Keys
Back CTRL+ALT+ Moves the cursor back to the previously
Left Arrow selected item in the tree control.
Forward CTRL+ALT+ Moves the cursor forward to the
Right Arrow previously selected item in the tree
control.
Up One Level Moves the cursor up one level in the tree
control.
Next Item ALT+Down Moves the cursor to the next item down
Arrow in the tree control.
Previous Item ALT+Up Moves the cursor to the next item up in
Arrow the tree view.
Expand Item ALT+Left Expands an item that contains a
Arrow submenu.
Collapse Item ALT+Right Collapses an item that contains a
Arrow submenu.
Page Up ALT+PgUp Moves the cursor up to the first item in
the tree.
Page Down ALT+PgDown Moves the cursor down to the last visible
item in the tree.
Home ALT+Home Moves the cursor up to the first item in
the tree.
End ALT+End Moves the cursor down to the last visible
item in the tree.
Next Pane F6 Moves the cursor to the next pane.
Previous Pane SHIFT+F6 Moves the cursor to the last pane used.
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Tools Menu

The Tools menu commands are listed in the table below.

Tools Menu Commands

Command Function

Options Launches the Options dialog box.

Compact/Repair MS | Opens the Compact/Repair MS Access
Access Database Database dialog box.

MIB Manager Launches the MIB Manager dialog box, which is
used to load/unload MIBs from the database.

Options

To choose additional settings, select Options from the Tools menu. This
opens the Options dialog box, as shown in the figure below. The General tab
of the Options dialog box contains the following options:

= =

Options

| General |

Wiorkzpace settings
Save regional zettings in registny
[ ] Automatically apply changes when selection iz changed

[ ] Enable hower selection.  Hover Time: [mz]

b onitor view settings
Update Rate: 5007 [ms]

] o)

Options Dialog Box: General Tab

Workspace Settings

o Save regional settings in registry: Checking this option allows you to
save regional settings in the registry so that they are applied each time
you start the configuration application. This applies to the language
settings as well as time and date settings.

o Automatically apply changes when selection is changed: Checking
this option allows changes to the configuration database to be saved
each time you switch dialogs without clicking on the Apply button or
being shown a message asking if you would like to apply changes.
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o Enable hover selection: Checking this option allows you to highlight an
item by moving the mouse pointer over that item and keeping it there for
a specified amount of time (in milliseconds).

Monitor View Settings

This specifies the update frequency (in milliseconds) of the items in the Monitor
View. The monitor scans the server and displays the values at the bottom of the
Configurator screen.

Compacting and Repairing Microsoft Access Databases

You can compact Microsoft Access databases, which can be either
configuration databases or historical databases, using the Compact/Repair MS
Access Database dialog box, shown in the figure below. To open this dialog
box, select Compact/Repair MS Access Database from the Tools menu.
Microsoft Access-based databases are subject to database fragmentation over
time, and the support for the database will compact the target database,

reclaim unused space, and drastically improve database performance.

Note: It is critical that no users or client applications are connected to the
database at the time of compacting and that, if the Backup Original Database
option is selected, there is plenty of available hard disk space.

Compact/Repair MS Access Database

Compact/F epair

{*) Connected Configuration Databaze
() Otker D atabaze

Backup onginal databasze before compacting starts
[recommended]

{D kake zure that all uzers are dizconnected from the database
before the compacting/repainng procedure starts.

()4 ] [ Cancel

Compacting and Repairing Microsoft Access Databases
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Help Menu
The Help menu commands are listed in the table below.
Command Shortcut Key Function
Help Topics F1 Launches the online Help for the
Configurator.
About Launches the About Box, which
Application contains information about the product
version number, copyright, and
available disk space. It also contains
contact information.

SNMP Configuration Quick Start

Getting started with your SNMP configuration requires the following basic

steps:

1. Parsing MIB Files

2. Exploring the Network

3. Organizing the Collected Data

4. Creating a Display in GraphWorX32

Parsing MIB Files

Click on Tools -> MIB Manager or on the MIB Items Tree.

ICONICS

File Edit Wiew Go BEEEN Help

O & B e Options. .,

CompactRepair M3 Access Database, ..

MIE Manager...

Launching the MIB Manager
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The MIB Manager Dialog will appear.

MIBs: Marne File Marne Farse Files...
Parze Folder...

Recurzsive

Inchudes: | l Add...
[+] Recursive

MIB Manager

You can parse a single MIB file (Parse Files button), or a whole folder (Parse
Folder) with its subfolders (check the Recursive check box). You can also add
an Include folder (eventually with its subfolders) where the parser will search
for useful MIB files that will help the parsing process to be completed. Once the
folder is selected the parser automatically collects information from the selected
MIB files and puts everything into the database.

During the parsing process a dialog appears and gives a feedback about what
is happening.

Parsing... El
a &

Farsing [16439) [mib_ii.mib]

3

Parsing in Progress

If there are some errors in the MIB files you can to see a log.

SNMPConfigurator X

L] Parsing process completed with errors, Do wou want to see an oukput log File?
L

e | T

Option to See Log File
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You can also store in the database the information collected.

SNMPConfigurator

L "_q Lo wou want to store the resolved MIB items to database anyway?
-

Yes

Mo

Storing Resolved MIB Items to Database

Sometimes OIDs are defined many times in different files. If an OID is already

stored in the database and a MIB file redefines it, the parser asks you which

copy of the OID must be stored in the database.

SNMP Configurator

Yes Yes to Al ] ’

Mo ] ’ Mo ko All

|| cance

\“'?F} The QID [radiusAccseryMIE - 1,3.6,1,3.79.2.1] already exists in the database, Owerwrike it?

Overwriting OIDs to the Database

At the end of the process, in the Parser dialog you can see the list of the MIB
files successfully parsed and whose OIDs are stored in the database. The files

are not linked to the MIB Items tree. The list is needed only to show you the

files already parsed.

MIB 2

Includes:

Mame File: M ame - Farse Files...
RaDIU5-4CC-5ERVER-MIE accaery.mib
RFCT155-5MI i mib
RADIUS-AUTH-SERYER-MIB athzery. mib 3
RFC1212-MIB mibr_ii.mib Recursive
IPMROUTE-MIB mcastrmib. mib
RFC1354-MIB ipfonwd. mib
RFC1271-MIB rfz1 271 ik
RFC1243-MIB rfic1 243 mib
LAMMGR-MIE--M B Inrnib2. it
RFCF777-MIB wfazpf. mib
RFC1381-MIB 1357 .mib
MSFT-MIE mzft. mib
1T S kd-bA IR IFMSIkA-BAIR ik NS
£ b
| [ Add.
Recurzive

ICONICS
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When the Parsing process is completed all the information can be accessed by
the MIB Items tree, where they are organized into a hierarchical tree structure.

The MIB tree gives a translation between the OIDs names (which are human
readable strings) and the OIDs address (which are a sequence of numbers
and dots).

Click on every object in the tree view to see all the information about the object
in the List View and the Dialog View. You can also modify such information.

We'll see how this translation is really useful in the next section: "Exploring the
Network".

To populate the MIB tree you can start parsing the "C:\windows\system32\"
folder, which contains some standard MIB files and the Microsoft MIB files.

5 qump o
(=R YMIE Ttems
=13 ecitt
1= nul
o I iso
=20 arg
=2 dod
=120 inkernet
I3 experimental
=120 gt
i

I appletalk
I at
I char
=) eqp
12 host
o 0 iemp
120 ident
I3 interfaces
[ Y e WY

Folder Structure in MIB Items Tree

Exploring the Network

ICONICS

Click on the SNMP tree control.

~ SNMPConfiguratorDef.mdb - SMMPCo

File Edit Wwew @o Tools Help
O B &= 4 B H

=L MIE Ttems
=12 ceitt

SNMP Tree Control
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In the Dialog View you will see the SNMP Discovery dialog.

Dizcovary S attings Dizcovery Typa
Netwark: m. 1 .2 . 1 O Single|P
. : § : (%) Subnet
Subriet Mask: 2o dhh e U Y
CHMP Data Explarer
Fead Community: | public Use DMS
Ping Timsout: 100 [] Rebuid MIE Tree
SHEP Port: 161 [] Cache MIE
[] 5t manual SHMP timeout
SHP Timeout:

SNMP Discovery Dialog

From here you can change the main settings to optimize the Network
discovery.

¢ Changing the Discovery Type you can access a single device through
SNMP, to search all the SNMP-enabled devices within a subnet or
between two IP addresses (for example, from 192.168.1.1 to
192.168.10.255). The Subnet or the IP Addresses must be set into the
Discovery Settings.

¢ Clicking on the arrows near the IP Address fields, you can
automatically fill the fields with pre-defined data (like all the subnet
masks available or the IP addresses of the local machine).

e The Read Community is a kind of password that allows you to access
all the agents where the very same community is set. In other words,
the devices that have a different Read Community from the one set in
the dialog will not be shown after the Network Discovery.

¢ Ping Timeout: The discovery function will discard all the devices that
answer after this timeout.

e SNMP Port: The discovery tries to connect through this port to retrieve
SNMP data.

e SNMP Timeout: You can set a different timeout for the SNMP requests
(for example, because the SNMP agent speed is lower than the device
speed to the ping requests).

e Use DNS: Use this check box to show the names of the devices
instead of their IP Address.

¢ Rebuild MIB Tree: When the data are collected through SNMP
Explorer, all the information will be stored in the SNMP tree. You can
organize the data like a standard MIB tree by checking this check box.
Otherwise you will organize the data by creating your own folders.

e Cache MIB: You can retrieve the whole tree instead of exploring it step
by step. This is more time consuming but more reliable. In fact,
sometimes the devices do not implement correctly the MIB tree, and to
visualize correctly all the data it is necessary to retrieve the whole MIB
of the device locally and then reconstruct the MIB tree automatically.
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Click Explore...

all the devices found.

SNMP Configurator

to start the discovery of the network. A new dialog appears with

Selected Ikem IDs (0]

aNMP

v @ B | Mame Type
b MailServer | WebServer Windows 2000
» Printer B Proxy Windovwes 2000
kAW Porzonall & CileSzrver Wim o ec D000
b ParsonalZ A7 Personall Windoves XP
b WehServer A Personal? Yindowys HP
b Proxy Printer HP Prirter
b FileServer & MailServer Windoves 2000

e ————

SNMP Explorer Shows the Devices Found

The example above found seven devices with SNMP. As you can see, you can
detect automatically the type of the device thanks to SNMP (for example printer
or W2K host).

You can explore the information stored in every device by expanding the device
tree. Every device tree seems really similar to the MIB Items tree loaded before,
but unlike it, here we also have the real time information coming from the
device. The MIB Items tree gives the organization of the data, while the device
itself gives the data.

To be more precise, the Device tree is the instantiation of the MIB Items tree.
When you load a MIB file into the MIB ltems tree, you define the structure of a
new branch of the tree that will be visible in all the devices where that branch is
implemented. Without such information, the Device tree will have a really
simple tree form where the branches are numbers (and it is quite impossible for
a human to understand what this means).

To make the link between the MIB Items tree and the Device tree, let's make a
simple example.

In the figure below you will see a branch of the Device tree from SNMP
Explorer that includes all the information about the devices installed on a
machine.
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=11 hast A0 | Mame Yalue
=1L hrDevice || | hrDeviceDescr|1| HP LaserJet 42001 PCL Se
= L DerviveTalle | | IhrDaviceDescr|2]  Inted
=22 hrDeviceEntry | | | hrD=viceDescr|3] M5 TP Loopback interface
2 hrDeviceDescr [ | | hrDzviceDescr|4] MIC Fast Ethernet PCI Realtek RTLE1S
*#-10 hrDeviceErrors | | hrDeviceDescr|S|  Inkel(R) PROfWireless 22008 MNetwark
+ hrDevicelD || | htDeviceDescr|6| E:
+-1) hrDevicelnde:: | hrD=viceDescr| 7| Fiwed Disk
1) hrDeviceStatus || |hrDeviceDescr|S| IBM enhanced (101- or 102-key) keybe
1) hrDeviceType | hrD=viceDescr|9]  3-Buttons {with wheel)
+ hrDiskSkarageTable
+ htFSTable
+ hirkletwarkTable
+ hrPartitionTable
A hePrinkerTahle kil
£ ¥ |
Branch of the Tree in SNMP Explorer With Loaded MIB Items Tree
But what happens if you delete all the information from the MIB Items tree? The
result is shown in the figure below.
=0 25 | Name Yalue
1 1 HP LasetJet 4200L PCL Se
-0 2 ] 2 Inkel
=0 3 3 M3 TCP Loopback interface
= 2 14 MIC Fast Ethernet PCI Realkek RTU
=00 1 5 InteliR) 2RO Mireless 2200BG Met
-0 1 15 Ed
210 2 17 Fixed Disk
Dk s IEM enhanced (101- or 102-key) ks
—:l 4 i S-Butkors (with wheel)
+ ‘_I 5
-1 &
H- 3
- 4
H-I—h 5 v/
4 >

Branch of the Tree in SNMP Explorer - MIB Items Tree is not Loaded

Now that we have seen why the information must be organized through the MIB
Items tree, let's see how the information is organized. There are three kinds of

information stored in a device:

e Scalar Values
e Arrays
e Tables.

ICONICS
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Scalar Values

These are the simplest type of information that can be found. Every value has
its own specific name, and it is easily recognizable because its OID ends with a
".0" Usually these objects contain particular information about the device, such
as the system uptime, the device description or the number of running
processes. We can find a simple set of scalar values in the
"iso.org.dod.internet. mgmt.system" folder, as shown in the figure below. You
can add a tag connected to the scalar value by double-clicking on it. The SNMP
tag will be imported into the SNMP Configurator, and it you can retrieve it
through the Unified Data Browser.

+-1) appletalk 4'\ Mame 210 Yalue
+-100 at | eysCorkact  1,3.6.1.2.1.1,4.0
-1 icmp [ lisyslocation 1.3.6.1.2.1.1.6.0
#0 inkerfaces || sysUpTime  1.3.6.1.2.1.1.3.0  0,1:15:18.0
100 ip | D sysObjecD 1.3.6.1.2.1.0.20 1.3.6.14.1,11,.2.3.9.1
1) printmib | IsysServices 1.3.6.1,2.1.1.7.0 &4
+-10) enmp | sysManns 1.3.6.1.2.1,1.5.0 DFPRCOLOR
=_il system |sysDescr 1.3.6,1.2.1,1,1.0  HP ETHERMET MULTI-EM'
-0 kep
-1 udp
+-1) privae [
a0t v
= 5 |
Scalar Values

Arrays

If we think about information like the software installed on a machine or like the
processes running, we understand that it is impossible to store them into scalar
values. In fact, arrays are used to show this information. The name is the same
for all the objects, but it is followed by an index that is unique to every object,
and it is coming from the last part of the OID. In the figure below, for example,
we have an array for all the software installed on the machine. The object
hrSWinstalledNamel4| is the fourth element of the array, and its OID ends with

ICONICS

a"4".

hanne QI0 Walue
| udplucal&ddress|o.0.0.0( 1028 1.3.6.1,2,1,7.5,1,1.0,0,0,2,1026  0.0.0.0
] udplocaladdress|0,0,0.0][1023] 1.36.1,2,1.7.51.1.0,0.0,2,1028 0.0.0.0
|udplocaladdress|0.0.0.0(|1043]  1.3.6.1.2.1,7.5.1.1.0.0.0.2.1043  0.0.0.0
| udplocaladdress|0.0.0.0|[1046]  1.%.6.1.2.1.7.5.1.1.0.0.0.2.104& 0.0.0.0
| udplocalfddress|0.0,0,0([1043]  1.3.6.1.2.1,7.5.1,1,0,0.0,2.1045  0.0.0.0
| udplocaladdress|0.0,0.0][1049] 1.36.1,2,1.7.5.1.1.0,0.0,2,1049 0.0.0.0
| udpLocaladdress|0.0.0.0/ 1282 1.3.6.1.2.1.7.5.1.1.0.0.0.2.1252 0.0.0.0
| udplocaladdress|0.0.0.0(|1425]  1.3.6.1.2.1.7.5.1.1.0.0.0.2.1425  0.0.0.0
| udplocaladdress|0.0.0.0(1590]  1.3.6.1.2.1,7.5.1.1.0.0.0,2,1590  0.0.0.0
| udplocalfddress|0.0,0,0([161]  1.3.6.1.2.1.7.5.1.1.0.0.0.0.161 0.0.0.0
| udpLocaladdress|0,0.0.0((35263]  1.3.6.1.2,1,7.5.1.1.0,0.0.2,35263  0.0.0.0

<

Array Values
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In this case, the index of the array is an integer ("4"), but in SNMP the index of
an array can be also composed by an IP address, a string, an integer or a
combination of these objects. These indexes are called "Conceptual Rows." It
is not important to understand the full meaning of this, because SNMP Explorer
automatically recognizes the index of an array and shows it to you in a very
user friendly way. In the example below, the array contains the UDP
connections of the machine, and the index is composed by an IP address and
an integer.

Note: As you can see, the separator for the indexes is the pipe character " | ",
and this identifies the SNMP indexed data within the GENESIS32 suite.

Mame oID Walue
| udplocaldddress|0.0,0,0] 1026 1.3.6.1.2,1,7.5.1,1.0,0,0,2, 1026  0,0.0.0
| udplocaldddress|0.0.0.00|1028]  1.3.6.1,2.1.7.5.1,1.0.0.0.2,1028  0.0.0,0
| udplocaladdress|0.0.0.0]|1043]  1.3.6.1.2.1.7.5.1.1.0.0.0.2.1043  0.0.0.0
| udplocaladdress|0.0.0.0|[1046]  1.3.6.1.2.1.7.5.1.1.0.0.0.7.104& 0.0.0.0
| udplocaladdress|0.0.0.0]| 1048  1.5.6.1.2.1,7.5.1.1.0,0,0,2.1048  0.0.0.0
| udpLocaladdress|0.0,0.0]| 1049 1.5.6.1.2.1,7.5.1.1.0.0,0,2.1049  0.0.0.0
| udpLocaladdress|0.0.0.0011282] 1,3.6,1.2.1.7.5.1.1.0,0,0,0, 1282 0.0.0.0
| udpLocaladdress|0.0.0.0]|1425]  1.5.6.1.2.1.7.5.1.1.0.0.0.0.1475  0.0.0.0
| udplLocaladdress|0.0.0.0]|1590]  1.3.6.1.2.1.7.5.1.1.0.0.0.2.1590  0.0.0.0
| udplocaladdress|0.0.0.0]|161]  1.3.6.1.2.1.7.5.1.1.0.0.0.1.161 0.0.0.0
| udpLocaladdress|0.0.0.0/135263] 1.3.6.1.2.1,7.5.1,1.0,0.0.1.35263  0.0.0.0

£

Array Values With Complex Indexes

As you can see, the IP addresses and the integers are easily recognizable both
in the name and in the end of the OID of the object (as well as a simple
integer). You can add the single element of the array to the tags selected by
double-clicking on it.

Note: The main problem about this kind of information is that part of its OID
(which is the address of the information) is "hard coded" into the names. And if
the addresses change, the names will change too. So if you try to retrieve the
information through the old names, they will no longer be available. For
example, if the UDP connection on port 1026 is closed, the tag
"udpLocalAddress|0.0.0.0]|1026]|" will not be available anymore.

However, the solution to this problem is really simple. The arrays are usually
contained in a folder that has the same name (but without indexes). Associated
with each folder is a special tag that has the same name of the folder.
Selecting this tag will add the whole array to the SNMP Configurator. Then in
GraphWorX32 (for example) it will be possible to select the array and manage it
as a normal array.

Mame Daka Tvpe ) {n]

hudplocaladd-ess Folder 1.3.6.1.2.1.7.51.1

_JudpLocalPart Folder 1.3.61.21.751.2
| dpLacalPart Inkeqer 1.3.61.2.1.751.2
lidpLocaladd-ess IF Address 1.3.6.1.2.1.7.5.1.1

Array Tags Associated With the Arrays
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Tables

Tables: Tables are no more than a set of arrays. The table simply carries the
information about the conceptual rows and about the type of the arrays. Every
table contains a special object called "Entry" which contains the arrays. While
the arrays represent the "Columns" of the table, the entry represents its "Rows."
Like the arrays, there are tags associated with the tables that allow you to
select the whole table.

+- ] interfaces #| | Mame Data Type 10
= ip | IipadEnLar Fulder 1.3.6,1,2,1,4,20,1.1
= ipAddrTable | Z)ipadEntacastaddr Folder 1.5.6.1.2.1.4.20.1,4
SRR ipAddrEntry | CipAdEntFIndex Folder 1.3.6.1.2.1.4.20.1.2
) ipAdEntAddr [JipadEntyetMack. Folder 1.32.6.1.2.1.4.20.1.3
-0 ipAdEntBeastd | | [)ipadEntieasmMax. .. Folder 1.3.6.1.72.1.4.20.1.5
LD ipAdEntIfindex | | jpAdEnticastAddr  Integer 1.3.6.1.2.1.4.20.1.4
-0 ipAdEntietMas || ipadEntifIndex Inteqer 1.3.6.1.2.1.4.20.1.2
0 ipAdEntReasml | | ipadEntleasmMax...  Integer 1.3.6.1.2,1.4.20.1.5
#-L) ipForward | ipAdEntaddr IP Address 1.3.6.1.2.1.4.20.1.1
- ipMetToMediaTable | ipAdEntuetMask IP Address 1.3.6.1.2.1.4.20.1.3
+ ipRoukeTable bl |
£ >
Entry Contains All the Columns of the Table, Which Are Arrays
For example, let's try to retrieve the system description from the printer. Since
"sysDescr" is a standard information, you can try this example with every
SNMP-enabled device (not just the printers). To do this, just click on the printer
and then explore the tree to reach "sysDescr". Its path is
"iso.org.dod.internet. mgmt.mib-2.system.sysDescr". Leaving the mouse on
"sysDescr" shows a tooltip with all the information available about "sysDescr"
(the information is coming from the MIB Items tree). Most of the information is
also shown in the list view on the right pane.
Mame Data Type oID Walue
| sysServices Inteqet 1.36.1.2.1.1.7.0 &4
| sysOhjectID ) 1.3.6.1.2.1.1.2.0 1.3.61.4.1....
| sysConbact Skring 1.36.1.2.1.1.4.0
| sysDescr Skring 1.36.1.2.1.1.1.0 HP ETHERME...
| sysLozakion Skting 1.36.1.2.1,1.6.0
:sysN oID: 1.3.6.1.2.1.1 1.0 CLOR:
sysU| Description: & textual description of the entity, This value should include the Full 14,40
name and version identification of the system's hardware tyvpe, software
operating-systemn, and networking software, 1.,
Craka Type: Skring
Acrcess: Read
Yalue: HP ETHERMET MULTI-EMYIROMMEMT, RO
.25.80,JETDIREC", D115, EEPROM Y. 28,06, CIDATE 042702004
Tooltip Shows All the Information About the Object
Select the "sysDescr" tag by double-clicking on it. It will be displayed on the top
of the SNMP Explorer. Click OK to send the selected tag(s) to the SNMP
Configurator.
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& ! EE-|& | B Hep-
| Selected Item IDs (1)
printervzo.ore cod internet momt.mib-2 2vsten sveDezcr

amMP

= ‘“’ Shir? Marne OID

Selecting the Tag in the Unified Data Browser

Now in the SNMP Configurator the SNMP tree is not empty anymore. The
SNMP OIDs of the device are automatically converted into GENESIS32 SNMP
tags. These two objects are really similar (same name, same FullOID, same
type...), but while the SNMP OID is stored in the device and it is unreachable by
GENESIS32 applications, the SNMP tag is visible in the ICONICS Unified Data
Browser and can be employed in every GENESIS32 application like a normal

OPC tag.
=& SHMP Mame Cata Type
=@ R | sysDescr Skring
- sysDescr
=1} MIB Ttems

SNMP Tags in the Configurator

There is a new device (directly imported from the SNMP Explorer) and the
"sysDescr" item is placed under it. You can rebuild all the folders that contains
sysDescr in the Explorer ("iso", "org", "dod", "internet", "mgmt", "mib-2",
"system") by checking the Rebuild MIB tree check box. The result is shown in

the figure below.

=% SMMP Mame

=08 printer ICiorg

=2 iso
=120 org
=12 doc
=+ internet
=112 mgmt
=120 mib-2
=112 swstem
| swsDescr
1%

MIB Folder Structure Rebuilt in SNMP Tree

While this function is useless for one item only, it is really useful to auto-
organize data when you import hundreds of OIDs from SNMP Explorer.
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Organizing the Collected Data

Now all the information is stored in the SNMP Configurator. The data shown
under the SNMP tree are exactly the same data that will be shown in the
ICONICS Unified Data Browser. From the SNMP Configurator you can
configure everything to make things easier in the ICONICS Unified Data
Browser. Just remember that every item here is an SNMP tag, which acts like a
normal OPC tag in the GENESIS32 world. So there is no problem in using
SNMP tags in the same places where the OPC tags are used. Simply the
source of the data is different, but this is totally transparent to you.

Devices

Clicking on a Device (i.e. printer) shows the device properties in the lower right
pane of the SNMP Configurator.

f\:—;% M ame: _ Printer Parameters: <Mones e
Type: Printer w Receive Traps: | All Traps b
Device Data Timing
Haszt: 127 0 .0 .1 Timeaut; 4000
Specify [F: (INo (3 Yes Retry Count: 3
Fead Community; | public Poling Rate: 10000
; by - val
Write Community: | private SNMP Expluien
Part: 161 [ Cache MIB
GetBulk Court: |30 [ Rebuid MIB Tree

Device Properties in SNMP Configurator

You can modify a lot of settings:

¢ Name: Specifies the name of the device, and it has nothing to do with
the DNS name.

o Type: SNMP Explorer automatically detects the type of the device, but
you can modify it among twenty different kinds of devices.

¢ Host: Specifies the IP address of the device. You can also specify the
DNS Name by changing the Specify IP setting.

¢ Read and Write Community: These are the "passwords" that enable
SNMP Connector to talk with the device. If these passwords are
wrong, it would be impossible to read or write SNMP data on the
device.

e Port: You can change the default port where the SNMP service tries
to connect.
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o GetBulk Count: SNMP GetBulk is a new SNMP message that can
request a lot of information to the device at once. Thanks to this
feature you can reduce the number of messages sent to the device,
and as a consequence the network traffic and the device's agent
working time will be lower. Here you can set the maximum number of
elements that can be retrieved with a single GetBulk message. Usually
GetBulk is employed for arrays and tables data retrieval.

o Timeout: Specifies the timeout of the SNMP requests to the device.

¢ Retry Count: This value specifies how many times the SNMP
Connector must try to retrieve an SNMP value.

o Polling Rate: This is the period (in milliseconds) between two data
requests.

¢ Receive Traps: Allows the machine to receive traps from the device (if
the device is correctly configured).

o Explore button: You can connect directly to the selected device
through the "Explore" button. The tags selected will be added directly
to the device. The Cache MIB and Rebuild MIB Tree check boxes
have the same functions of those seen during the Network discovery,
but you can configure them differently for every device.

o Parameters: Allows the creation of templates that do not have a
specific IP address or port. They will be specified in GraphWorX32 (for
example) as a parameter of the OID. This allows users to create
aliases or pre-configured displays without changing the SNMP tags
every time.

Folders

Clicking on a folder this dialog will appear. As you can see, you can only
change the name and add more items/folders using the Explore button.

Mame: i)

) [ e

Folder Properties in SNMP Configurator
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Items
Clicking on an item you will see this dialog.
M ame: Drezcription
Full QID: 1.261.211.1.0
Data Type: | Sting W [ata Access:  |FRead Lv
Synta: Sting b Length:
[ ] Overide Paling F ate
[JUse GetMext
IE Irformation
M ame: aysDescr Status: bl andatory
Type: String Access Read
Deszcrption: |A textual description of the entity. Thiz value should include the full 1ame
and verzion identification of the system's hardware bupe, zoftware
operating-zystem, and netwarking sotbware. [tz mandatory that this anly
contain printable ASCH charactes.

Item (Tag) Properties in SNMP Configurator

From here you can configure all the information about the SNMP tag:

Full OID: The identifier for every SNMP tag is the Full OID. Thanks to
this information we are able to retrieve the associated data in the MIB
"dictionary" tree (if it exists).

Data Type: Specifies the OLE data type, and is identical to the OPC
data type. This field must be set to "Array" for SNMP tables.

Syntax: Specifies the SNMP type of the tag. It can also be a table, but
only if the SNMP item associated with the tag (which has the very
same Full OID) is a table too.

Data Access: A tag can be readable, writable, both or none.

Overriding Polling Rate: You can override the device polling rate
only for the selected tag.

Use GetNext: Check this check box to retrieve values through a Get-
next instead of the default Get. This field is disabled for Array Data,
Table Data and writable tags.

Name: The name of the tag is critical. For Scalar Values, Table Tags
and Array Tags (see "Exploring the Network") you can change without
limits the name of the tags. For the array elements it is really
dangerous to change the ending part of the name because it contains
information about the Full OID itself. Let's see an example:
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Name: ipAadEnaddr1 0.1.2.17]

Full 210 lL3b 242001

Clata Type: | Stnng v Data Acczss | Head b
Synlax: IF Address v Length:

[] Owenide Polling R ate

[ Use aetMext

MIB Information
I ame: ipadE nkeddr Status: | kM andatorny

T g IP Addr=es Aoooas: |Read

Deszzription: | The IF address to which thiz entry's addressing information pertains.

Example Tag Configuration in SNMP Configurator

In the example above the name of the tag is composed by the SNMP Item
name and the index of the Array (which is the IP Address 10.1.2.17). To
retrieve in runtime the value of the tag we must concatenate the Full OID
"1.3.6.1.2.1.4.20.1.1" (which is the same Full OID of the SNMP Object
ipAdEntAddr ) and the index of the Array "10.1.2.17" to obtain the real
"address" of the information: "1.3.6.1.2.1.4.20.1.1.10.1.2.17". If the index is
changed or deleted, the data will not be retrievable anymore. However you can
change the index coherently to obtain different elements of the array.

Creating a Display in GraphWorX32

Now that all the SNMP tags are correctly configured, we can start
GraphworX32 and click the Process Point button.

Property Inspector, @

et | FFT/DE

DataSource: [ ] Drag/Drop Data Source

shrp:PCAS pedesc

Feint Type
Update OPC Request Type: | NATIVE "
[ 1Dvata Entry Cliert Display Type: |DOUBLE  »
Farmat; M, "
| =) [ P | e R e A e

Property Inspector in GraphWorX32
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Then click on Data Tags as if you wanted to retrieve a normal OPC tag. You
will see an SNMP tab in ICONICS Unified Data Browser, and under My
Computer you will see all the SNMP tags created in SNMP Configurator. It's
also possible to explore other computers for SNMP tags (These computers
need GenBroker configured and running. For more information, please refer to
the GenBroker help documentation.)
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Selecting SNMP Tags from the Unified Data Browser

Select the "sysDescr" tag, for example, and click OK in the Property Inspector
dialog. Then start runtime mode and see the system description, which is
visible in the GraphWorX32 display!

7 Display1 - GraphWorX32 by ICONICS

File Wiew Tools Configure Help

HF ETHERMET MULT-EMNYIRONMENT ROR B.27.2

SNMP Tag Resolved in GraphWorX32 Display

You can visualize elements of an array:

e Just by selecting the OID tag associated with the element set in the
SNMP Configurator
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Property Inspector b—q
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SNMP Tag Syntax Shown in Property Inspector

o |f the whole array was imported in SNMP Configurator it's necessary to
set the index of the array for the element desired (like a normal array).
This is possible thanks to the native array management given by
GenClient.

Property Inspector f'5_<|

Text | PPT/DE |

Data Source: [ ] Drag/Drop Data Source

shmp: PCAIpddE nkdddr[5] Cata Tags...
Expreszion...

Paint Tepe e e

SNMP Tag Syntax With Index Shown in Property Inspector

Don't be fooled by the characters! The pipe ("|") symbol is used to identify
SNMP indexes (can be integers, IP addresses or even strings) and it is a part
of the tag name. The square parenthesis (brackets) symbol ("[" and "]") is given
by the GENESIS32 native management of the arrays through GenClient. They
are NOT part of the tag name, and they can be integers only. In fact, they
identify the index for all generic GENESIS32 arrays, including SNMP arrays.

You can even use the Data Mining ActiveX to show the whole array. Just click
on the Data Mining button on the ActiveX Toolbar in GraphWorX32 to open the
ActiveX.
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Data Mining ActiveX Control Inserted into GraphWorX32 Display

Double click on the ActiveX and select Data Mining in the Data Source Type.
Click on Connection Parameters and set the Table or Array tag as the source

of the data.

Data Mining Properties

Puaint Hame
ipédddE nkdddr

Position
1

Change Tag

[ ] 5how Path

ar

] [ Cancel ] [ Help

SNMP Tag Specified as Data Source in Data Mining ActiveX

Then click on Runtime and see the ActiveX filled with the information coming

from the SNMP tag.
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Data Mining ActiveX Populated with SNMP Tag Data in Runtime

Finally you can use the AlarmWorX32 Viewer ActiveX to visualize the traps.
To do this click on the AlarmWorX32 Viewer ActiveX button on the ActiveX
Toolbar in GraphWorX32. If the SNMP environment is configured properly, no
further work is needed to show the traps through the AlarmWorX32 Viewer
ActiveX.
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AlarmWorX32 Viewer ActiveX
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SNMP Settings

Once you have defined the MIB translations you can explore your network to
retrieve data. The SNMP tree control in the Configurator enables you to set up
your SNMP devices and data items (SNMP tags). To configure general SNMP
settings, select the SNMP tree control, as shown in the figure below. From here
you can set the IP Range (for example, from 192.168.1.1 to 192.168.10.255) or
the subnet (255.255.255.0) or a single IP address. These settings will specify
the range of IP addresses that you will scan. You can use DNS to set an SNMP
timeout different from the Ping Timeout.

The data that you see under the SNMP tree are exactly the same data you will
see in the Unified Data Browser when you will need to select an SNMP tag.
Every item here is an SNMP tag and acts like a normal OPC tag when browsed
from GENESIS32 applications. You can use SNMP data tags in the same
places you use OPC tags.

7 sNMP ; _ _

%[} MIE Ttems Dizooven Settings Dizcoven Type
Metwcrk: 192 168 . 0 . 1 ) Single IP

(%) Subnet
Subret Mask: 286 0 255 2B 0 0 ) IP Riange
SHMP Data Explarer
Read Commurity: | public [ Use DMS
Ping Timeout; 100 1 Rebuid MIE Tree
SHMP Part: 161 Cache MIB
(] 5et manual SMMP timeout
SHMP Tirmeout:
SNMP Settings

Configure the following SNMP settings:

o Single IP: Specifies a single IP address to scan.

o |P Address: Specifies the single IP address to scan.

e Subnet: Specifies an IP address to scan on the subnet.

o Network: Specifies the IP address to scan on the subnet.

o Subnet Mask: Specifies the IP address of the subnet mask.

o |P Range: Specifies a range of IP addresses (for example from
192.168.1.1 to 192.168.10.255) to scan. Enter a start address and an
end address.

o Start Address: Specifies the start IP address when scanning a range
of IP addresses.

o End Address: Specifies the end IP address when scanning a range of
IP addresses.

e Read Community: The Read Community is a kind of password that
allows you to access all the agents where the very same community is
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set. In other words, the devices that have a different Read Community
from the one set in the dialog will not be shown after the Network
Discovery.

¢ Ping Timeout: The discovery function will discard all the devices that
answer after this timeout.

e SNMP Port: The discovery tries to connect through this port to retrieve
SNMP data.

e Set Manual SNMP Timeout: Check this box to set an SNMP timeout
different from the Ping Timeout.

e SNMP Timeout: You can set a different timeout for the SNMP requests
(for example, because the SNMP agent speed is lower than the device
speed to the ping requests).

e Use DNS: Use this check box to show the names of the devices
instead of their IP Address.

¢ Rebuild MIB Tree: When the data are collected through SNMP
Explorer, all the information will be stored in the SNMP tree. You can
organize the data like a standard MIB tree by checking this check box.
Otherwise you will organize the data by creating your own folders.

e Cache MIB: You can retrieve the whole tree instead of exploring it step
by step. This is more time consuming but more reliable. In fact,
sometimes the devices do not implement correctly the MIB tree, and to
visualize correctly all the data it is necessary to retrieve the whole MIB
of the device locally and then reconstruct the MIB tree automatically.

¢ Explore: Clicking the Explore button opens the Unified Data Browser,
as shown in the figure below, which searches for SNMP devices on the
specified network and imports them into the SNMP Configurator.
ToolTips show all the information available about the selected items
retrieved in the parse phase.

Selected Ikem IDs (0]

SNMP
:q;! ShMP | Marme Tvpe
b & MailServer | WehSerer Winciones 2000
p 08 Printer & Prosy Windowes 2000
kA Personall & CileS=zrver Wingeees 2000
b4 Personal? A7 Personall Windowes XP
FodF WebServer | | 4™ Personal? Windowes HP
b @ Proxy Printer HP Printer
b3 FileServer & MailServer Winciosys: 2000

EIOI:u]eu:ts L T

Exploring SNMP Devices in the Unified Data Browser
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Devices

Devices are configured in the SNMP tree control in the Configurator. You can:

e Create new devices.
o Edit existing or imported devices.
e Create folders for devices.

Creating a New Device

To create a new SNMP device:

1. Right-click on the SNMP tree control of the Configurator and select New >
Device from the pop-up menu, as shown in the figure below.

& SNMP
Cyme e New C Device%ctrlﬂj F

Creating a New Device

2. The properties dialog for the new device appears in the right-hand pane of
the Configurator, as shown in the figure below.
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Setting the Properties for the New Device

3. Inthe Name field, type a name for the new device.

4. When you have finished configuring the device properties, click the Apply
button. The new device appears under the SNMP tree control.
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Device Properties

In the device properties, shown in the figure below, configure the following
settings:

¢ Name: Specifies the name of the device, and it has nothing to do with
the DNS name.

o Type: SNMP Explorer automatically detects the type of the device, but
you can modify it among twenty different kinds of devices.

¢ Host: Specifies the IP address of the device. You can also specify the
DNS Name by changing the Specify IP setting.

¢ Read and Write Community: These are the "passwords" that enable
SNMP Connector to talk with the device. If these passwords are
wrong, it would be impossible to read or write SNMP data on the
device.

e Port: You can change the default port where the SNMP service tries
to connect.

o GetBulk Count: SNMP GetBulk is a new SNMP message that can
request a lot of information to the device at once. Thanks to this
feature you can reduce the number of messages sent to the device,
and as a consequence the network traffic and the device's agent
working time will be lower. Here you can set the maximum number of
elements that can be retrieved with a single GetBulk message. Usually
GetBulk is employed for arrays and tables data retrieval.

¢ Timeout: Specifies the timeout of the SNMP requests to the device.

o Retry Count: This value specifies how many times the SNMP
Connector must try to retrieve an SNMP value.

o Polling Rate: This is the period (in milliseconds) between two data
requests.

¢ Receive Traps: Allows the machine to receive traps from the device (if
the device is correctly configured).

o Explore button: You can connect directly to the selected device
through the "Explore" button. The tags selected will be added directly
to the device. The Cache MIB and Rebuild MIB Tree check boxes
have the same functions of those seen during the Network discovery,
but you can configure them differently for every device.

o Parameters: Allows the creation of templates that do not have a
specific IP address or port. They will be specified in GraphWorX32 (for
example) as a parameter of the OID. This allows users to create
aliases or pre-configured displays without changing the SNMP tags
every time.

e Apply: Saves all changes to the configuration database.
¢ Reset: Clears all recently added information.

e Add New: Creates a new device to be configured.
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Device Properties
Data Items

Each device that you configure in the SNMP tree control can have one or more
data items, or data tags. Features of data items include:

¢ Create and edit data items.

¢ Create folders for data items.

o Data items are available as data tags.

Creating a New Data Item Folder

Data items (tags) are organized in a tree structure of folders and items. Folders
allow organization of data tags into a hierarchical tree structure. To create a
new data item folder:

1. Right-click on a device in the tree control of the Configurator and select New
> Folder from the pop-up menu, as shown in the figure below.

=& SMP ~
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Creating a New Data Item Folder

2. The properties dialog for the new data item folder appears in the right-hand
pane of the Configurator, as shown in the figure below.
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Setting the Properties for the New Data Item Folder

3. Inthe Name field, type a name for the new folder.

4. When you have finished configuring the folder properties, click the Apply
button. The new folder appears under the device in the tree control.

Creating a New Data Item

Each device that you configure in the SNMP tree control can have one or more
data items, or data tags. To create a new data item:

1. Right-click on a device or a folder in the tree control of the Configurator and

select New > Data Item from the pop-up menu, as shown in the figure
below.
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Creating a New Data Item

2. The properties dialog for the new data item appears in the right-hand pane of
the Configurator, as shown in the figure below.
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Setting the Properties for the New Data Item

3. In the Name field, type a name for the new data item.

4. When you have finished configuring the data item properties, click the Apply
button. The new data item appears under device in the tree control.

Data Item Properties

In the data item (SNMP tag) properties, shown in the figure below, configure the
following settings:

e Name: The name of the tag is critical. For Scalar Values, Table Tags
and Array Tags (see "Exploring the Network") you can change without
limits the name of the tags. For the array elements it is really
dangerous to change the ending part of the name because it contains
information about the Full OID itself. Let's see an example:

o Full OID: The identifier for every SNMP tag is the Full OID. Thanks to
this information we are able to retrieve the associated data in the MIB
"dictionary" tree (if it exists).

o Data Type: Specifies the OLE data type, and is identical to the OPC
data type. This field must be set to "Array" for SNMP tables.

o Syntax: Specifies the SNMP type of the tag. It can also be a table, but
only if the SNMP item associated with the tag (which has the very
same Full OID) is a table too.

o Data Access: A tag can be readable, writable, both or none.

e Overriding Polling Rate: You can override the device polling rate
only for the selected tag.
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Use GetNext: Check this check box to retrieve values through a Get-
next instead of the default Get. This field is disabled for Array Data,
Table Data and writable tags.

e Apply: Saves all changes to the configuration database.
o Reset: Clears all recently added information.

e Add New: Creates a new data item to be configured.
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Data Item Properties

The MIB Items tree control, shown in the figure below, is used to load/unload
MIBs from the database. The MIB Items tree is a "dictionary” that will contain
the translations between the numbers and the names (and all the information
about the names). Unlike traditional dictionaries, the structure of this one is a
tree, because of the tree structure of the SNMP data. This structure makes it
easier to find an item inside this MIB "dictionary."

Features of the MIB items tree control include:

e Create and edit MIB items.
e Create folders for MIB items.

To configure general MIB settings, select the MIB Items tree control, as shown
in the figure below. The following MIB settings are available:

e MiBs: To populate the MIB ltems tree "dictionary" you need to parse
some standard MIB files, as shown in the figure below. The tree
control is populated by the translations retrieved by the selected MIB
files, and there is a list of files parsed.
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e Includes: You can also add an Include folder (eventually with its
subfolders) where the parser will search for useful MIB files that will
help the parsing process to be completed.

e Parse Files: Parses only one MIB file.

o Parse Folder: Parses a folder full of MIB files. Once the folder is
selected the parser automatically collects information from the
selected MIB files and puts everything into the database.

¢ Recursive: Parses MIB files that are placed in the subfolders of the
selected folder.

¢ Unload: Unloads MIB files from the database.
¢ Refresh: Refreshes the MIB files from the database.

MIBs: Mame File: Mame ~
RADIUS-ACC-SER.. acceerv.mib
RFC1155-5MI 2mi.mib Parse Folder...
RaDIJS-AUTH-SE... authzery.mib :
RFC1213-MIB riby_ii. b L Recursive
IPMROUTE-MIB rzazkmib. mib
RFC1354-MIE ipfonvd. mib
RFC1271-MIE 1fic1271.mib
RFC1243-MIE 1fic1243.mib
LAMMGR-MIBHI-MIB  Immib2. mib
RFCF777-MIB wiaspf.mib
RFC1381-MIE 1fic1381.mib
MSFT-MIE meft.mib
ICMAS I -BAIR IFASIA-RAIR ik i

>
Includes: Add...
Recursive
MIB Items

Creating a New MIB Folder

ICONICS

MIB items are organized in a tree structure of folders and items. Folders allow
organization of items into a hierarchical tree structure. To create a new MIB
folder:

1. Right-click on the MIB Items tree control and select New > MIB Folder from
the pop-up menu, as shown in the figure below.
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L} MIE Item Ml hoss |

r MIE Faolder

Creating a New MIB Folder
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2. The properties dialog for the new data item folder appears in the right-hand
pane of the Configurator, as shown in the figure below.
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Description:

Setting the Properties for the New MIB Folder

3. Inthe Name field, type a name for the new folder.

4. When you have finished configuring the folder properties, click the Apply
button. The new folder appears under device in the tree control.

MIB Folder Properties

In the MIB folder properties, shown in the figure below, configure the following
settings:

o Name: Specifies the name of the MIB folder.

e OID: Specifies the object identifier for the MIB folder.

o Full OID: The identifier for every SNMP tag is the Full OID. Thanks to
this information we are able to retrieve the associated data in the MIB
"dictionary" tree (if it exists).

¢ MIB Name: Specifies the name of the MIB item.

o Description: Enter a description for the MIB folder (optional).
e Apply: Saves all changes to the configuration database.

¢ Reset: Clears all recently added information.

e Add New: Creates a new MIB folder to be configured.
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Description:

MIB Folder Properties
Creating a New MIB Item
To create a new MIB item:

1. Right-click on a MIB folder in the tree control of the Configurator and select
New > MIB Item from the pop-up menu, as shown in the figure below.

& SHMp
=} MIE Items Mame: MHewbtd|BFalder
1 MewMIEFold
LN 858 » MIE Folder
MIE Item
Rename - %
Mulkiply, .
Delete
ik

Creating a New MIB Item

2. The properties dialog for the new MIB item appears in the right-hand pane of
the Configurator, as shown in the figure below.
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Setting the Properties for the New MIB Item
3. Inthe Name field, type a name for the new MIB item.

4,

When you have finished configuring the MIB item properties, click the Apply
button. The new data item appears under the folder in the tree control.

MIB Item Properties

In the MIB item properties, shown in the figure below, configure the following
settings:

ICONICS

Name: Specifies the name of the MIB item.
OID: Specifies the object identifier for the MIB item.
MIB Name: Specifies the name of the MIB.

Full OID: The identifier for every SNMP tag is the Full OID. Thanks to
this information we are able to retrieve the associated data in the MIB
"dictionary" tree (if it exists).

Syntax: Specifies the SNMP type of the tag. It can also be a table, but
only if the SNMP item associated with the tag (which has the very same
Full OID) is a table too.

Access: Specifies read/write access for the MIB item.
Description: Enter a description for the MIB item (optional).
Apply: Saves all changes to the configuration database.
Reset: Clears all recently added information.

Add New: Creates a new MIB item to be configured.

68



GENESIS32 SNMP Configurator

=@ SHMP A : .
() MIB Trems Object Properties
=12 ccitt Mame: icrmplnaddribd azk R eps
= nudll
=D iso 0ID: 13 MIB Name:  |RFC1213-MIB
=2 org Full 01D 1.361.21.513
=) dad
=150 inkernet Synka: 32 Bits Counter v Aooess: Read v
o dn’ect.ory Description: | The nunber of ICMP Address Mazk Reply meszages received.
+-2) experirmental
=12 mgmt
=) mib-2

+-I2) applet

#-12) at

+-12) char

=1 egp

+-2) hast

=20 iemp
o
icr
icr,,

MIB Item Properties

SNMP Simulator

An SNMP agent is a small piece of software that is installed on a device
(computer, printer, router, etc.) and that provides some data about that device.
These data can be accessed thanks to an SNMP Manager, such as the
ICONICS SNMP Configurator.

SNMP Simulator Features

The ICONICS SNMP Simulator generates several SNMP variables that can be
used to evaluate the usage of the SNMP protocol in a test environment.

When using the ICONICS SNMP Configurator to browse a device running the
ICONICS SNMP Simulator, we will generate several SNMP requests to get
data from the agent. The agent relies on the Microsoft SNMP Service, which
must be installed and running to make it work. Please refer to "Installing SNMP
on the Machine" to install SNMP on your computer.

The variables that the ICONICS SNMP Simulator generates are organized in
several categories. Let’'s analyze them to explore the features that this agent
implements.

e Configuration section: Thanks to these SNMP variables, you can
customize the behavior of the agent, depending on your needs.

e Host section: These SNMP variables simulate some typical host
values, such as CPU temperature, memory usage, etc.

o Network section: Here we have some basic network simulated
values: packets sent and received, bytes in and out, and packet loss.

e Printer section: This is a simulated printer that will allow you to print,
refill ink and paper, and analyze problems of this pure virtual printer.

* Router section: A simulated router with some typical values.
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¢ Signals section: Some basic signal, such as sine, square, random,
and ramp. These are the same signals that you can also find in the
OPC Simulator.

These are the main features of the ICONICS SNMP Simulator. Using these
simulated variables and device, you can simulate a local network that you want
to monitor, you can build your own GraphWorX32 display, which you can later
link to some real data, coming from real hosts and devices.

Using the SNMP Simulator

ICONICS

In order to use the data exposed by the ICONICS SNMP Simulator, you need to
use the ICONICS SNMP Configurator to choose the variables to use. Once you
have configured the variables you need, you can simply create your
GENESIS32 applications as you can do with other SNMP agents and OPC
servers.

The Simulator also sends some sample traps that can be captured and
displayed as if they were other kinds of alarms.

To use it most effectively, we must analyze the MIB that the SNMP Simulator
implements.

The Simulator MIB contains a couple of OIDs and several branches. The OIDs
simply contain the name of the manufacturer and the Simulator version. The
most interesting data are contained in the branches, which need a detailed
description in order to be used most effectively. We will analyze them, one by
one.

=) icanics
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=12 simulator
+-I2) simConfiguration
+-1) simHost
+-2) simbletwork
=12 simPrinter
+-IL2) simPrintzrCartridge
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| simPrink=riame
| simPrinkzrPrink
| simPrink=rRefillnk
| simPrink=rReset

=2 simRouter
+ simConnections~able
1 simRoutngTable

| simF.outerDescription
| simRouterhame

=2 simsignals
+ simyirkualSignalsTable
| simP.amp
| simR.andom
| simSine
| simSqusre
#-12) sim”raps

| simManufacurer
| simYersion

SNMP Simulator
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o simHost branch: The simHost branch contains several simulated
variables that describe some characteristics of a device. We have
OIDs that contain the CPU Usage percentage and temperature. We
also have the CPU fan speed. If you increment this speed, you will
notice that the CPU temperature will decrease, due to better cooling.
The same also happens for the motherboard. We have again
temperature and fan speed for it. The memory usage can also be
simulated. All the described OIDs will change at runtime thanks to
some random policy. We also have two static OIDs (they do not
change during time) that are the host name and host description.

o simNetwork branch: This branch contains some OIDs that can be
used to simulate some basic network values. For example you can
use them to show the number of packets coming in and out from an
interface, as well as the bytes sent and received. The packet loss
number can also be simulated. Its value can be controlled thanks to a
parameter, whose description will be found in the simConfiguration
branch.

¢ simPrinter branch: In this branch we have a large number of OIDs
that can be used to simulate a printer. You will be able to perform
several operations, such as printing, refilling paper and ink, and so on.
In the main branch we have the printer name, a description, and
probably most important, the printer display. In this OID we will have
the content of the display, which will change depending on the current
printer task and status. An alert OID is used to check the alert status of
the printer, to understand if it is working properly, or if we have some
problem that has to be fixed (i.e. missing paper). There are also four
read-writable OIDs that are used to send some command to the
printer. Writing a value to these variables has the side effect of having
the printer printing, resetting itself, and refilling ink and paper.

e We also have some sub-branches: simPrinterCartridge contains
current ink level and maximum ink level. Use this to check how much
ink you still have in your toner cartridge. You can check for it to be
over a minimum level, otherwise you can refill it. Take a look at the
printer display while the ink level is low. In simPrinterMargin we have
the values of the paper margin that are currently used. Feel free to
change these. simPrinterTray tells how much paper you have in the
paper tray, as well as the maximum number of pages you can load in
it. As well as for the cartridge, you can check for low paper level. The
last branch we have is simPrinterCfg, which allows you to configure
the printer speed in pages per minute. A higher number here makes
your simulated printer print faster. Modify this value to fit your
simulation needs.

¢ simRouter branch: The simRouter main branch contains two OIDs
and two tables. The OIDs are a simple name and description
variables, while the tables are sub-branches containing information
about the connections and routing tables. The connections table
contains four columns that are source ip/port and destination ip/port.
The number of elements in the connections table can be configured,
but this is explained later, in the simConfiguration section. The routing
table contains three columns that are the destination IP address, the
network mask, and the next hop where to send data, in order to reach
the specified destination. The number of elements in this table can be
configured as well.
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o simSignals branch: This branch contains four classic signals: ramp,
random, sine and square. These are like the signals you can find in
the OPC Simulator, but are retrieved and generated by the SNMP
Simulator and the SNMP Service. The ramp signal increments every
second. The sine signal ranges between -1000 and 1000 in a fixed
amount of time. The square signal changes between 0 and 1 every
few seconds. The random signal ranges randomly between 0 and
1000.

o The simVirtualSignalsTable is a table that contains a column for each
of the four signals listed above: ramp, random, sine and square.
Thanks to this table you can generate a large number of signals,
modifying some configuration values. Please note that except for
random signals, the others will have very similar values, due to their
nature. This table is only intended to have a large amount of data to
test the use of tables and arrays, disregarding the signals’ values. If
you need to have some different variable values, please use the
random signals.

¢ simConfiguration branch: This branch contains several OIDs that are
used to tune the ICONICS SNMP Simulator behavior. These are very
important to make a correct use of the Simulator, so we give a detailed
description for each of them:

7

« simCfgConnectionsCount: Setting this variable will modify the
number of elements in the connections table, under the simRouter
branch.

« simCfgMaxBytesPerSec: This one specifies the maximum
number of bytes that can be received every second, in the
simNetwork branch.

+ simCfgMaxPacketsPerSec: This is as the previous one, but
affects the number of packets rather than the bytes.

+ simCfgPacketLoss: This one represents the average number of
packets every which we have a packet loss. For example, a value
of 1000 means that once every thousand packets we can have a
packet loss. Since the loss is randomly generated, you are not
guaranteed to have “exactly” one packet lost every
simCfgPacketPerSec packets.

« simCfgRoutingCount: This is the number of elements in the
routing table in simRouter branch. Try to modify this to have the
number of elements changing at runtime.

« simCfgSignalCount: This is the number of elements in the
simVirtualSignalsTable in the simSignals branch.

+ simCfgSignalReset: When you write any value to this OID, the
effect is of resetting all the signals in the simSignals branch.

+ simCfgTemperature: This OID can be only set to ‘C’, ‘F’ or ‘K’;
otherwise it will be set by default at ‘C’. The three allowed values
determine if the temperature values used in the Simulator will be
displayed in Celsius, Fahrenheit or Kelvin degrees.

« simCfgTrapFlag: This is a flag that enables/disables the trap
sending by the Simulator. You can start/stop them by simply writing
1 or 0 to this OID.
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« simCfgTrapTimer: This is the trap timer in milliseconds. A value of
2000 means that the ICONICS SNMP Simulator will send a trap
every two seconds. Choose your favorite value.

Not all the values are allowed for these variables. You may notice that you
cannot write some values to a variable, because the Simulator will force it to a
minimum or maximum value. Feel free to try to modify all the values as you
want, to test the Simulator. Please note that all the changes will last until next
SNMP Service restart (i.e.: until reboot) because they are kept in memory only.
The changes are not lost if you close the ICONICS SNMP Simulator, or the
GraphWorX32 displays where you use the ICONICS SNMP Simulator.
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