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Introduction 1

1.1 About This Document

ICONICS

This document covers the GENESIS32 WebHMI™ product, including:
o WebHMI installation
e Accessing and viewing WebHMI samples

o Web Publishing Wizard for publishing GraphWorX™32, AlarmWorX™32,
and TrendWorX™32 display files as Web pages

e AlarmWorX32 Web Access support for reports and operator comments.
e Setting up the WebHMI server
o WebHMI client configuration using the GenBroker™ Configurator
e GenBroker communications
e WebHMI licensing configuration
o  WebHMI security configuration
e Change Host Utility
o WebHMI versions support and the Update Versions Utility
This document assumes you have prior knowledge of the following:
e ICONICS GENESIS32™ components.
e HTML or Web page editing tools that can handle ActiveX controls.
e TCP/IP setup or DCOM (Distributed Component Object Model).

Note: Remote node names in GENESIS32 are often referenced by "\<Node
Name>." In this document, you will often see a remote OPC data source
referenced by "\<IP Address>." This convention is perfectly acceptable and
simplifies the development of WebHMI Web pages.
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Key Features of WebHMI
WebHMI includes the following key features:

e VBScript and JScript scripting engine (see the GraphWorX32 Help
documentation for more information).

e WebHMI Security Login ActiveX.

e AlarmWorX32 Web Access support for reports and operator comments.
e TraceWorX32 diagnostics support.

e Web browser support for Microsoft Internet Explorer.

e Language switching support.

o VCRWorX32 data replay support (see the VCRWorX32 and Unified Data
Configurator Help documentation for more information).

e Data Mining ActiveX support (see the Data Mining ActiveX and Data
Mining Configurator Help documentation for more information).

1.2 Introduction to WebHMI

WebHMI is a Thin Client Web solution that enables standard Web browsers
(Microsoft® Internet Explorer) for use as real-time operator interfaces to
manufacturing and factory floor applications. Based on ActiveX® technology,
WebHMI provides you with a powerful and versatile approach to using the same
standard HMI (Human Machine Interface) components included in GENESIS32.

WebHMI delivers industry-standard, real-time OPC (OLE for Process Control)
information. WebHMI likewise delivers fast, worldwide operator graphical
visualization, trending and alarming information—both real-time and historical—
and HTML-based reports.

Since WebHMI Web components are packaged in standard Microsoft .cab files,
your server and clients can be located anywhere. Similarly, you can store .cab
files anywhere on your network. Installed and resident on one or more WebHMI
servers, these components (e.g., GraphWorX32, TrendWorX32, or
AlarmWorX32) are delivered automatically, quickly, and “in the background” to a
browser on the client-side machine. Since WebHMI delivers the necessary
components required for performing HMI and SCADA functions (e.g., building
control, manufacturing, and process monitoring), it is not necessary to have any
ICONICS products installed on the client machines.

Ultimately, WebHMI turns a Web browser into an OPC client when the browser
views Web pages located on any WebHMI server. As mentioned above,
Microsoft Internet Explorer is used to view Web pages from the WebHMI server.
Once a WebHMI site is up and running, you can instantly create multiple browser
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stations by having your clients launch the Web browser and visit the appropriate
page.

Interaction between clients and the WebHMI server is made possible by
ICONICS GenBroker™, which uses TCP/IP and SOAP/XML communication over
the Internet. The GenBroker Configurator allows you to customize your
client/server architecture based on your network configuration. For information
about WebHMI client configuration, please see Chapter 5. For information about
configuring GenBroker for the server side, please see the GenBroker Help
documentation.

1.3 WebHMI Product Contents

Once you have installed WebHMI on a Web server, the following components
are available:

e .cab files containing all necessary ActiveX components and foundation
files.

o Registered copies of all WebHMI ActiveX components, which aid in the
development of your own pages.

e Installation files for Microsoft Windows®.

e Several sample HTML projects, which any client can browse “out of the
box.”

e A search-and-replace application, which can find and replace strings in
HTML files, dynamic tags in GraphWorX32 display files, and pen names
in TrendWorX32 property page configuration files.

1.4 WebHMI Architecture

ICONICS

The architecture of WebHMI can best be explained in an illustration. Figure 1.1
shows the WebHMI, Security, Licensing, and OPC servers on the same node.
The WebHMI clients are used to view Web pages downloaded from the WebHMI
server through a Web browser. GenBroker acts as a bridge that links WebHMI
clients to the WebHMI server over the Internet using TCP/IP communications.
For details about client/server architecture and GenBroker configuration, please
see Chapter 5 or refer to the GenBroker Help documentation.
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Figure 1.1. WebHMI Client/Server Architecture

Of course, you are not limited to this setup. Since GENESIS32 is modular,
various components can be spread out over PCs with multiple networks. If you
wish, you can have a single node devoted only to storing and supplying all
necessary data files to be transported over HTTP; or you can have a setup in
which any other node can be responsible only for supplying security information
and serving ICONICS' licensing. You can have as many nodes as you wish
supply OPC data.

1.5 TraceWorX32 Support

Using a technology that has been incorporated into all ICONICS products,
TraceWorX32 provides online diagnostics and tuning of applications running in
the GENESIS32 system. TraceWorX32 is designed expressly for systems
integrators, OEMs and customers who want to have tools for doing their own
troubleshooting and diagnostics.

TraceWorX32 tracks the runtime activity for each GENESIS32 application and
logs the runtime data to a log file based on user-configured trace levels. The log
file provides a thorough, color-coded report detailing all activity for the
application, including the time, the date, the severity level, and a description of
the event or problem.

TraceWorX32 also features several options for reporting issues to technical
support. If you are experiencing problems with any applications, the log file
deployment options, such as compressing and e-mailing log files, are ideal for
tracking and archiving data and sending detailed reports to technical support.
Developers can use these reports to identify the source of the problems.
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The TraceWorX32.htm file, which contains the TraceWorX32 Configuration
Utility, is installed with GENESIS32 in the Program Files\ICONICS\GENESIS-
32\Bin directory. Remote WebHMI clients can download this utility from the
WebHMI Server by specifying the URL address of the TraceWorX32.htm file
(e.g. http://www.myserver.com/WebHMI/TraceWorX32.htm). The TraceWorX32
Utility will track any problems on the remote client.

Note: The View button on the TraceWorX32 Configuration Utility is disabled in
WebHMI.

For more information about using TraceWorX32, please see the TraceWorX32
Help.htm file in the Program Files\ICONICS\GENESIS-32\Bin directory, or see
the TraceWorX32 Help documentation on the GENESIS32 product CD.

1.6 VCRWorX32 Support

ICONICS

VCRWorX32 is a powerful tool in GENESIS32 that enables the replay and
reanimation of graphical, historical and alarm data. Features of VCRWorX replay
include:

e Replay of OPC data.

e Reanimation of graphics.

e Re-plotting of trends.

¢ Replay of alarms.

e See what the operator saw through replay of graphical displays.
o VCRWorX Control Panel with customizable skins/layouts.

e Change the replay speed.

e Specify time and date ranges for data replay.

e Search for key events, tags, and expressions.

o Customize the layout and appearance using skins.

There are two main tools that you must use to configure and view VCRWorX
data replay:

e VCRWorX32 Control Panel: This is the runtime user interface in
GraphWorX32, TrendWorX32, and AlarmWorX32 that enables you to
replay and view your historical data. This document primarily describes
how to operate the VCRWorX Control Panel. For more information,
please see the VCRWorX32 Control Panel help documentation.

¢ Unified Data Configurator: VCRWorX replays historical data from the
active TrendWorX32 Logger and AlarmWorX32 Server configuration

1-5
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databases. But before you can playback data using the VCRWorX
Control Panel, you first must configure your data-logging settings in the
Unified Data Configurator. The Unified Data Configurator enables you
to select existing configuration databases or create new databases for
VCRWorX data replay. You can also create and configure alarm tags
and trend pens. For more information about the Unified Data
Configurator, please see the Unified Data Configurator help
documentation.

In order to use VCRWorX32 with WebHMI, you must configure a GraphWorX32
(.gdf) display that contains a VCRWorX32 configuration and then publish the
display to the Web server. GraphWorX32 contains pick actions (VCR Panel
Show and VCR Panel Hide) that allow you to show or hide the VCRWorX32
Control Panel in the WebHMI display. You can configure your display using these
pick these actions, so that when the published display is downloaded and run on
a WebHMI client Web browser, the client user will be able to open the
VCRWorX32 Control Panel and replay data. For example, the display shown in
the figure below contains buttons that show and hide the VCRWorX32 Control
Panel.

Note: For information about setting up pick actions, please refer to the
GraphWorX32 Help documentation.
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2.1 Introduction
In this chapter, the following topics will be covered:

e Installing Internet Information Server in Windows NT

Installing Internet Information Server in Windows 2000
¢ Installing a Personal Web Server in Windows NT

¢ Installing GENESIS32

e Installing the GENESIS32 License Utility

¢ Installing WebHMI

Before installing WebHMI, you must first install a Web server, GENESIS32, and
a GENESIS32 software license. Any Microsoft Windows operating system that
meets the GENESIS32 minimum system requirements and that has a Web
server installed is capable of serving WebHMI pages. However, it is strongly
recommended that you use Microsoft Internet Information Server (1IS) because
IIS supports all features of WebHMI. Other Web servers, such as Personal Web
Server and Apache®, may not support all features of WebHMI.

Note: The GENESIS32 Web Publishing Wizard is supported only for IIS version
4.0 or above. SOAP/XML is supported only for IIS version 5.0 or above.

2.2 Installing Web Servers for Windows NT and Windows 2000

For WebHMI to work properly on a PC, you must install the following:

e For Windows NT: Either Internet Information Server (IIS) or a Personal
Web Server.

e For Windows 2000 or Windows XP: Internet Information Server (l1S).

ICONICS 2-1
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2.2.1 Installing Internet Information Server for Windows NT

If you run a Windows NT server, you must install an Internet Information Server
(IIS) in your computer.

1. Toinstall lIS in Windows NT, click on Network Neighborhood on your
computer's desktop. The Network dialog box will appear, as shown below in
Figure 2.1. On the Network dialog box, click the Services tab and then click
the Add button.

Metwork

Identification  Services I F'ru:utu:u:u:ulsl .-'-‘-.daptersl Bindingsl

Metwaork, Services:

Computer Browser

kigeozaft Internet [nformation Server 2.0
MHefBi05 Interface

RPC Configuration

Semver

W' orkstation

Bemove Properties... | pdate
— Description:
Digtributed protocal required far running the Computer Browser
FEIVICE,
Cloze [Fareel

Figure 2.1. Network Dialog Box: Services Tab
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2. The Select Network Service dialog box will appear. Select the Network
Service (in this case Microsoft Internet Information Server), and click the OK
button.

3. The Internet Information Server Installation dialog box will appear, as
shown in Figure 2.2. This dialog box will inform you that additional files are
needed for installation. In the Installed from field, type in the drive on which
your computer runs CD-ROMSs, plus ":\i386"; or click on the Browse button to
locate the i386 folder on your CD-ROM drive. After locating the i386 folder,
click on it to have it appear in the Installed from field. Insert the Windows NT
CD-ROM and click on the OK button on the Internet Information Server
Installation dialog box.

Internet Information 5erver Installation -- Files Meeded

Cancel

]
Saome filez on Windows NT CO-ROKM are -
needed. |
2=

Inzert Windaows MT CO-ROM into the drive
zelected below, and then click OF.

Inztalled fram:

i385

Figure 2.2. Internet Information Server Installation Dialog Box

Note: The Network Service required for this setup is Microsoft Internet
Information Server 3.0, to be released at the time of the current document's
publication.

4. The Microsoft Internet Information Server Setup dialog box, with an
Options window, will appear, as shown in Figure 2.3. In the Options
window, be sure to click on at least the four X-boxes (Internet Service
Manager, World Wide Web Service, WWW Service Samples, and ODBC
Drivers & Administration). Click the OK button.

5. The Publishing Directories dialog box will appear. On the Publishing
Directories dialog box, the default directory ("C:\InetPub\wwwroot") will
appear in the World Wide Publishing Directory field. To use this directory,
click the OK button.
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Microzoft Internet Information Server 2.0 Setup E3
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Figure 2.3. Options Window of Microsoft Internet Information Server Dialog Box

6. If the default directory does not exist in your computer, a dialog box will
appear informing you of this fact, as shown in Figure 2.4. If you wish to
create the default directory ("C:\InetPub\wwwroot"), click Yes.

Microzoft Internet Information Server 2.0 Setup

The following directory does not exist. Do vou want o create it?

5 netPubbwsnsnsroot

Figure 2.4. Creating the C:\InetPub\wwwroot Directory
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7. After the "C:\InetPub\wwwroot" directory has been created, the Install
Drivers dialog box will appear, as shown below. One or more ODBC drivers
will appear in the Available ODBC Drivers pane of the Install Drivers
dialog box. Select the driver(s) of your choice and click OK.

8. The Microsoft Internet Information Server dialog box will appear, informing
you that the setup has been completed. On the Microsoft Internet
Information Server dialog box, click the OK button.

You have successfully installed Internet Information Services software on a PC
with Windows NT.

2.2.2 Installing Internet Information Server for Windows 2000

If you have Windows 2000 with Internet Information Server (IIS), you must
configure it in your computer.

1. To configure IIS in Windows 2000, enter the Control Panel on your
computer and click on Add/Remove Programs. The Add/Remove
Programs dialog box will appear. Click on the Add/Remove Windows
Components icon in the left-hand column of the dialog box.

2. The Windows Components Wizard dialog box will appear, as shown in
Figure 2.5. To add IIS, select Internet Information Services (IIS) and click
on the check box. After you have clicked on the IIS check box, the Windows
Components Wizard dialog box will change its appearance and begin
configuring components. Shortly after the configuring begins, you could be
notified that additional files are needed.
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Figure 2.5. Windows Components Wizard Dialog Box

If additional files are necessary, the Files Needed dialog box will appear, as
shown in Figure 2.6. In the Copy files from field, type in the drive on which
your computer runs CD-ROMs, plus ":\i386"; or click the Browse button to
locate the i386 folder on your CD-ROM drive. After locating the i386 folder,
click on it to have it appear in the Copy files from field. Insert the Windows
2000 Professional CD-ROM and click on the OK button on the Files Needed
dialog box.
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Figure 2.6. Files Needed Dialog Box

4. The Windows Components Wizard dialog box will reappear. The copying
of files is tracked on the progress bar of the window.

5. After all of the necessary components have been installed, the Finish dialog
box will appear. To close the Windows Components Wizard dialog box,
click the Finish button.

You have successfully configured Internet Information Services software for
Windows 2000.

2.2.3 Installing a Personal Web Server for Windows NT

If you run a Windows NT server, installing a Personal Web Server is an
alternative to installing an Internet Information Server (IIS) in your computer.

1. Toinstall a Personal Web Server, go into the Tools directory on the
Microsoft Windows NT® 4.0 Options Pack CD-ROM and select Tools\pws.
The Option Pack Setup window will appear, as shown in Figure 2.7.
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Figure 2.7. Microsoft Windows NT 4.0 Option Pack Setup

Click the Next button. The End-User License Agreement dialog box will
appear. Read the conditions in the License Agreement. If you accept the
conditions, click the Accept button.

The dialog box through which you choose the components to be installed on
your Personal Web Server will appear, as shown in Figure 2.8. It is
recommended that you click the Typical button. This configuration includes
all of the minimum components, plus basic documentation and additional
components that will allow you to build and deploy Web applications.

After you click on the Typical button, the dialog box with the default Web
publishing home directory in the WWW Service field will appear. If you wish
to install the default directory as your home directory, click the Next button.

The Completing Installation dialog box will appear. When the installation
has been completed, the final dialog box will appear. Installation of a
Personal Web Server for Windows NT is complete. Click the Finish button to
close out of the installation process.
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Figure 2.8. Choosing the Components To Be Installed on Your Personal Web Server

2.3 Installing GENESIS32

Before installing WebHMI, you must have a licensed GENESIS32 installed on the
designated WebHMI server machines.

System Requirements

To use the GENESIS32 software, you must have the following minimum system
requirements:

e 8X Speed CD-ROM

e A minimum of 600 MB disk space available for installing the default
GENESIS32 software. (Note: Actual amount required may decrease if help
and example files are not installed. Project requirements for logging data,
alarms and screen storage are above this minimum.)

e VGA Video Card; 256 or more colors for best results.
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o Microsoft Internet Explorer 6.0 and above.

e Microsoft Data Access Components (MDAC) 2.8

e Windows 2000, Windows XP, Windows Server 2003, or Windows NT® 4.0
with latest service packs.

Note: Windows 98 and Windows ME are not supported by the Unicode
version of GENESIS32.

Note: WebHMI Version 8.0 does NOT support Netscape Navigator.

Minimum computer CPU and RAM requirements depend on the application and
operating system, as shown in the following table.

Application Size Processor RAM
Small 600 MHz 128 MB
Medium 1.2 GHz 256 MB
Large 2.5GHz 512 MB

The actual amount of RAM and/or processor speed will vary depending upon the
I/0 counts, networking, logging and alarming requirements, as well as other
factors. To determine which type of computer best fits your application, set up a
test application station.

Note: The processor and memory requirements of your existing project may be
greater in this version of GENESIS32 than in previous versions due to additional
and enhanced features in the product.

Note: If your operating system requires a login name, you must log in with
administrator capability before installing GENESIS32 software.

For complete information about installing GENESIS32, please see the Getting
Started Help documentation on the GENESIS32 product CD.

ICONICS
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2.4 Installing the GENESIS32 License Utility

You must install and run the ICONICS Software Licensing before you can run
GENESIS32 software in Windows in non-demo mode. A Software License Site
Key will be generated to handle licensing of GENESIS32 without requiring a
hardware protection key. Licensing encrypting information is stored deep within
the Windows systems. See the section below for further details on activating the
license. This section first details how to install the software from the CD.

Note: Set the System Date and Time properly before installing the Software
License Utility. Setting the time and/or date by more than an hour after the
installation will affect any time-limited Licenses (such as the Temporary 30-day
Activation).

Note: If your operating system requires a login name, you must log in as
"Administrator" before installing the GENESIS32 Software Licensing.

For complete information about installing ICONICS Software Licensing, please
see the Getting Started Help documentation on the GENESIS32 product CD.

2.5 |Installing WebHMI

This section describes the steps for installing ICONICS WebHMI. Be sure to
close any other applications before installing WebHMI.

1. To install WebHMI from the GENESIS32 Product CD, select WebHMI from
the software installation menu.

2. As you begin installing WebHMI on a properly configured PC, a Welcome
dialog box appears. Click Next to continue the installation.

3. The ICONICS WebHMI License Agreement dialog box will appear, as
shown in Figure 2.9. Carefully read the ICONICS License Agreement. If you
agree with the terms and conditions, click Yes to continue.
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Figure 2.9. License Agreement

4. The ICONICS WebHMI Copyright dialog box will appear, as shown in
Figure 2.10. After reviewing the copyright information, click Next to continue.
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Figure 2.10. Copyright Notice

5. The User Information dialog box will appear, as shown in Figure 2.11. Type
your (the user's) name in the Name field and your company's name in the
Company field.
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Figure 2.11. User Information Dialog Box

6. The Setup Type dialog box will appear, as shown in Figure 2.12. Choose
Typical, Compact, or Custom installation. Typical installs all WebHMI
components. Compact installs no sample pages. Custom lets you select the
specific components to be installed. After making your choice, click the Next
button to continue.
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Figure 2.12. Choosing the Installation Type

7. The Choose Communication Type dialog box will appear, as shown in
Figure 2.13. Choose OPC over TCP/IP, OPC over DCOM, or OPC over
SOAP/XML for installation.
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Figure 2.13. Choosing a Communication Type

Since the default communication type is OPC over TCP/IP, it is recommended
that you use it to install WebHMI server. If desired, you will then be able to
change the settings at any time. OPC over TCP/IP is easy to use on a local area
network (LAN), over an intranet or the Internet, and communicates through
routers and firewalls. Both SOAP/XML and TCP/IP communicate over
intranets/Internet through routers and firewalls. For information about configuring
TCP/IP and SOAP/XML channels, please see the GenBroker Help
documentation.

OPC over DCOM is recommended for use on a local area network where you
know that all nodes have been properly set up. It is also recommended for use if
you wish to avoid connecting over the Internet because you are uncertain of how
all nodes in a network have been set up.

Note: OPC over DCOM works only in an environment where Microsoft Network
has been installed. If you wish to communicate over the Internet, install OPC
over TCP/IP.

After you have chosen the communication type that you prefer, click Next. The
Select Program Folder dialog box will appear, as shown in Figure 2.14.
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Figure 2.14. Select Program Folder

Either type the name of a new program folder in the Program Folders field or
select the program folder of your choice from the list in the pane below. Click the
Next button.

Note: If you wish to change your choice of communication types, it is
recommended that you uninstall WebHMI and perform the installation again from
the beginning.

8. The Copying System Files window will appear. While the system files are
being automatically copied, the percentage of the files already copied will
appear in the window's progress bar.

9. After all of the necessary system files have been copied, a dialog box will
appear, as shown in Figure 2.15. Enter the name of your WebHMI server or
select a local machine name. Customize your application by selecting one of
three choices under Name Convention:

e Microsoft Network. This is the name of the WebHMI server
machine located on your local network. This is recommended with
DHCP.
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o DNS (Domain Network Service). This is your registered domain
name, such as www.myserver.com.

e |P Address. The numeric IP address, such as 99.99.99.99 will
automatically appear in the DNS Name field.

After you have customized your application, click the OK button.

Enter a name af paur WWebHMI zerver ar select ane aof the
lozal machine names. All of zample files will be custormized
ko work, with the name you specify.

—DMS Mame

WWW.I’I’I_';'SE-‘WE-‘LCI:IIT‘

— Mame Corvvention
M5 Metwark

= DMNS

P Address Close Ok

Figure 2.15. Specifying the WebHMI Server Host Name

10. The Setup Complete dialog box will appear. Click the Finish button to
complete the setup.

You have successfully completed installation of WebHMI on your computer.
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3.1 Introduction to WebHMI Samples

The WebHMI installation includes a series of sample screens, which get installed
in the WebHMI\Samples directory. To access the Samples, select Start >
Programs > ICONICS WebHMI > WebHMI Examples. The WebHMI Samples
Home Page will appear, as shown in Figure 3.1. This page allows you to access
both default (basic) and advanced WebHMI samples, as well as industry
examples.

Note: When navigating the displays, you can click on the House icon at the top
right of the screen to return to the home page at any time.

é’ 5 H M)

ICONICS" WabHM| enables uzers to view realtime HiVI or SCADA applications over the Internet or intranets on any client PC
running Microsoft Internet Explorer or Netscape Mawgator. WebHMI iz extramely easy to use and set up.

Advanced Web publishing tools allow graphics, trands, alarms and reports to be published to designated Web servers running
Microsoft Intemet Information Server (IIS), Microsoft Personal Wab Server, or Apache Server providing a complete Web-based
HMI or SCADA, solution.

"Qur Web-enabled HW and SCADA products are based on OPC-To-The-Care
technology and offer unparaliefed performance, efficiency, ease of
connectivity and freedom of choice!™

- Default Samples

Figure 3.1. WebHMI Samples Home Page
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3.2 Default Samples

Clicking Default Samples on the WebHMI Samples Home page opens the
WebHMI Default Samples page, shown in Figure 3.2.

Click on the back arrow button at the bottom left at any time to move back to the
previous display.

Figure 3.2. WebHMI Default Samples Page

3.2.1 GraphWorX32 Samples

Click on the GraphWorX32 link on the left-hand side of the home page. The
GraphWorX32 sample page will appear, as shown in Figure 3.3.
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Figure 3.3. GraphWorX32 Sample Page

3.2.2 AlarmWorX32 Samples

Return to the Default Samples page and click on the AlarmWorX32 link. The
AlarmWorX32 sample page will appear, as shown in Figure 3.4. This contains
example screens for the Alarm Viewer ActiveX, the Alarm Report ActiveX, and an
Alarm Chart. You can move the mouse pointer over the alarms in the display to
show ToolTips for the alarms, which provide information about each alarm.

Note: You must have MSDE installed to view the Alarm Report and Alarm Chart
samples.
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Figure 3.4. AlarmWorX32 Samples Page

3.2.3 TrendWorX32 Samples

Return to the Default Samples page and click on the TrendWorX32 button. The
TrendWorX32 sample page will appear, as shown in Figure 3.5. Here you can
view various trend displays with trend pens in runtime mode, including a Time
Plot, a Log Plot, a Strip Chart, a Circular Chart, and an XY plot.
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Figure 3.5. TrendWorX32 Sample Pages

3.2.4 ActiveX Control Samples

Return to the Default Samples page and click on the ActiveX button. The
ActiveX sample page will appear, as shown in Figure 3.6. To view various types
of ICONICS ActiveX controls in action, including the Switch, Slider, Vessel,
Gauge, and Numeric ActiveX controls, click on the buttons.
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Figure 3.6. ActiveX Controls Samples

3.2.5 Licensing and Security Samples

The WebHMI Default Samples page also contains links to the Licensing and
Security sample pages. For information on Security and Licensing, please see
Chapter 6 and Chapter 7, respectively.

3.3 Advanced Samples

Return to the WebHMI Samples Home page and click on the Advanced
Samples button, as shown in Figure 3.7.
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[CONICS WabHiI enables users to view raaktime HiI or SCADA applications over tha Internat or intranets an any client PC
runmning Microsoft Internat Explorer or Metscape Mavigator. WebHMI is extramely easy fo use and st up.

Advanced Web publishing tools allow graphics, trends, alarms and reports to be published to designated Web senvars unning
Microzoft Intamet Information Server (I1S), Microsoft Personal Wab Server, or Apache Server providing a complete Web-based
Hivll ar SCADA solution.

“Qur Webh-enabled HMW and SCADA praducts are based an OPC-Ta-The-Care
technology and offer unparalfeled performance, efficiency, ease of
connectivity and freedom of choice!l”

Default Samples Industry Samples Advanced Sarmples

Figure 3.7. WebHMI Samples Home Page

This opens the Advanced Samples page, shown in Figure 3.8. The Advanced
Samples page contains two buttons: Remote Connection and Advanced
Scripting.
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"Advanced Sam oles

<5CRIPT LANGUAGE="vhscri
Sub link_arl{u:se&ve:-.'-

'Set window object

scatus = "Click her

'Sec SecTimer mecho

clapr = SaeTimarlut

Advanced Scripting

Figure 3.8. Advanced Samples Page

The Remote Connection samples page, shown in Figure 3.9, contains
examples of complex GraphWorX32 display (.gdf) files that have been published
as HTML pages through WebHMI. You can view these display files in real time
over your WebHMI server. The examples include a bar graph, an Alarm Viewer,
and a Trend Viewer.
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Figure 3.9. Remote Connection Page

The Advanced Scripting samples page, shown in Figure 3.10, contains
examples of the use of VBScript in GraphWorX32 displays. For more information
about the GraphWorX32 scripting engine, please see the GraphWorX32 Help
documentation.
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Figure 3.10. Advanced Scripting Page

3.4 Industry Samples

Return to the WebHMI Samples Home page and click on the Industry Samples
button. This opens the Industry Samples page, shown in Figure 3.11, which
contains example GraphWorX32 displays for various segments of the automation
industry.
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Figure 3.11. Industry Samples Page
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4.1 Introduction to HTML Publishing

The GENESIS32 Web Publishing Wizard enables you to "export" your
GraphWorX32 (.gdf), TrendWorX32 (.t32), and AlarmWorX32 (.a32) displays to
HTML files and/or publish the HTML files to a Web server (LAN or Internet). In
publishing displays to a Web server, WebHMI uses HTML to reference the files in
an Internet-enabled format. Once a display is "exported" to an HTML file and
then published to a Web server, client machines can browse it through an
Internet browser, such as Microsoft Internet Explorer. Each display can be
viewed as a Web page.

4.1.1 Basic Steps in Publishing GraphWorX32 Displays
Publishing a GraphWorX32 display to HTML involves the following basic steps:

1.

Create a GraphWorX32 display (.gdf) file on a developer workstation with
GraphWorX32 installed.

Use the Web Publishing Wizard to generate an HTML file and publish the file
to a Web server (URL) address.

On the Web server PC (with GENESIS32 installed), start GenBroker Server
from GenTray.

On a client PC, open a Web browser, such as Microsoft Internet Explorer,
and browse to the URL address of the HTML file. The client PC downloads
the HTML file from the Web server. The Web server delivers all the
necessary components (e.g. ActiveX controls) to the client PC's Web
browser, which then runs the GraphWorX32 display directly within the
browser. This way you can view the GraphWorX32 display in real time as a
Web page.

The source code of the published HTML file contains references to the required
“plug-ins” that are needed to deliver the GraphWorX32 Viewer ActiveX control to

ICONICS
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the client. The GraphWorX32 Viewer ActiveX is needed to run the .gdf file over
the network. The GraphWorX32 display itself is not really “converted” into HTML.
Instead the display (.gdf) file is referenced in the HTML code by the ActiveX plug-
in.

To expand on step 2 above, the following Microsoft Internet Explorer example
shows the portion of the generated HTML source code that references the .gdf
file. The GWXview32.cab file is referenced in the codeBase field to deliver the
“plug-in” for the GraphWorX32 Viewer ActiveX. This in turn opens up the .gdf
display. In the example below, the .gdf display file is called Building1.gdf, as
shown below in the DisplayName parameter field.

<OBJECT classid=clsid:98A5DDE3-563B-11CF-A343-487C03C10000
codeBase="http://www.myserver.com/webhmi/cabs/GWXview32.cab"
id=GWXview321 style="HEIGHT: 420px; WIDTH: 620px" height=420
width=620>

<param name="_Version" value="65537">

<param name="_ExtentX" value="16404">

<param name="_ExtentY" value="11113">

<param name="_StockProps" value="160">

<param name="BorderStyle" value="1">

<param name="Appearance" value="1">

<param name="DisplayName"
value="http://www.myserver.com/webhmi/Building1.gdf">
<param name="UseAmbientBackColor" value="0">

<param name="AutoStartRuntime" value="-1">

<param name="OverrideScrollbarSettings" value="1">

<param name="VerticalScrollbar" value="0">

<param name="HorizontalScrollbar" value="0">

</OBJECT>

Exporting a .gdf file to an HTML file not only references the GWXview32.cab file,
as shown in the example above, but also references any other "plug-in" .cab files
required for other ActiveX components that may be embedded within the .gdf file
(e.g., TrendWorX32 or AlarmWorX32 Viewer ActiveX controls).

However, before a .gdf file can communicate with live OPC data, the
IcoSetServer.cab file “plug-in,” which is necessary for security and licensing, as
well as a GenBroker configuration (.gbx) file, which contains network
configuration settings for OPC communications, must also be delivered to the
client PC. The IcoSetServer.cab file and the .gbx file are referenced in the HTML
source code. This way the security and licensing information are available
whenever a component (such as an Alarm Viewer ActiveX) is downloaded. The
sample HTML source code below shows how these files are referenced in the
code.
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<object id="SetServer" classid="clsid:57802C16-9A15-11D4-B2A8-
0090272E599B"
codeBase=http://www.myserver.com/WebHMI/cabs/IcoSetServer.cab
height=28 width=17>

<PARAM NAME="CfgName"
VALUE="http://lwww.myserver.com/WebHMI/Samples/Default.gbx">
</object>

The GENESIS32 Web Publishing Wizard in GraphWorX32 takes care of all the
necessary HTML code references automatically. Microsoft Internet Explorer uses
.cab files.

Note: If you are using multiple frames for your WebHMI pages (e.g. a main
"navigation" frame for browsing between pages, and a "content" frame that
contains the body of the pages), make sure that the IcoSetServer.cab file and the
.gbx file are properly referenced in the HTML source code for the main frame.
This way the security and licensing information are available whenever a
component is downloaded.

4.1.2 Delivering the Necessary Web Components to the Client

ICONICS

WebHMI is designed to operate with Zero Install and Thin Client philosophy.
This means the client PC has nothing but Windows and Internet Explorer loaded.
Thus, all necessary Web components must be remotely delivered and
seamlessly installed. The type and number of components required for delivery
on the client PC are determined by the content of the GraphWorX32 displays.
For instance, a display with an embedded Trend Viewer requires delivery of the
corresponding TrendWorX32 Viewer ActiveX Web component, but not the
AlarmWorX32 Viewer ActiveX. On the other hand, a display with an embedded
Alarm Viewer requires the corresponding AlarmWorX32 Viewer ActiveX but not
the TrendWorX32 Viewer ActiveX.

The delivery process can be very slow in terms of network speed. To avoid
wasting time, the first requirement is to deliver only the required component. The
delivery process is strictly connected to the HTML code. Inside the HTML code,
there are references to .cab files, the basic ways to deliver components. As a
result, the building of the HTML page is a critical step. The Web Publishing
Wizard looks inside the display to understand what components are needed on
the client side and then builds the corresponding HTML code.

Client Station Requirement

In order to view a published GraphWorX32 display, a client PC must have
Microsoft Internet Explorer installed.

Developer Station Requirement
4-3



Web Publishing Wizard WebHMI

The developer station requires GraphWorX32.

Web Server Station Requirement

The Web server PC must have the following installed:

WebHMI

GENESIS32 (with GenBroker)

For Windows NT, Internet Information Server (IIS) or a Personal Web
Server

For Windows 2000, Windows XP and Windows Server 2003, Internet
Information Server (IIS)

Note: Because publishing via Microsoft Posting Acceptor is no longer
supported on Windows Server 2003, we were forced to find another way of
transporting published files from a GENESIS32 development machine to a
WebHMI server. It appeared that FTP would be the best choice. For more
information, please see the "Publishing Channel" section below.

4.1.3 Multiple Display Support

Suppose that you have a main GraphWorX32 display (.gdf) file that is linked to
other display files (e.g. each display contains pick actions, such as Load Display
or Pop-up Window, that point to the other display files). When you publish the
main display to an HTML file, you want all the links and references to the other
dependent display files to be functional when the HTML file is downloaded to a
client Web browser. The Web Publishing Wizard makes this possible by
detecting all mutually linked display files, looping through all dynamic actions,
and checking for pick actions in which a file name is specified as one of its
parameters. The following pick actions are supported for multiple GraphWorX32
display Web publishing support:

Load Display

Embedded Window

Popup Window

Drag/Drop Load

Set Aliases

Alias Dialog (alias files specified through the Set Aliases dialog box in
GraphWorX32).

The LoadTabs display property is also supported for publishing multiple
GraphWorX32 displays.

4-4
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4.1.4 Embedded ActiveX Control Support

In dealing with a main GraphWorX32 display (.gdf) file that is linked to other
display files (as described in the "Multiple Display Support" section above),
suppose you included an ActiveX Control (e.g. Alarm Viewer ActiveX or Trend
Viewer ActiveX) into each of the dependent display files. Also suppose that you
generated and published an HTML file only from the main display, but you want
this single HTML file to trigger the simultaneous download and installation of all
ActiveX Controls embedded within all interlinked GraphWorX32 display files. The
Web Publishing Wizard's embedded ActiveX Control support makes this
possible, allowing you to view the ActiveX Controls in all displays from a single
client Web browser.

4.2 Using the Web Publishing Wizard

The Web Publishing Wizard performs two basic operations:

1.

The Wizard creates an HTML file based on a user-specified GraphWorX32
display (.gdf) file, TrendWorX32 display (.t32) file, or AlarmWorX32 display
(.a32 file).

The Wizard then either "exports" (saves) the HTML file to a user-specified
directory on the local drive and/or "publishes" (uploads) the HTML file to a
user-specified Web server URL address (i.e. over the Internet or an intranet).

4.2.1 Starting the Web Publishing Wizard
To launch the Web Publishing Wizard in GraphWorX32:

ICONICS

1.

2,

Load or create a GraphWorX32 display (.gdf) file.

After you have either created a new display file or opened an existing file,
select Save As from the File menu. The Save As dialog box opens, allowing
you to specify the name and location of the file you are about to save. Type a
name for the new file in the File Name field. It is important that, when saving
your file, you select "GraphWorX32 Displays without VBA (*.gdf)" in the Save
as Type field, as shown in Figure 4.1, because the Web Publishing Wizard
does not support Microsoft Visual Basic for Applications (VBA). Click the
Save button to save the current file.
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Figure 4.1. Saving the Display As a Non-VBA File

3. Select Publish to HTML from the Tools menu, as shown in Figure 4.2.

|Tu:u:n|s Runkime  Help
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Sek Warking Directory, ..
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Local Alias File Editor. ..

Glabal Alias Canfiguration, ..
Language Alias Configuration. ..
16-bit: to 32-bit Display Translator. ..

i
Windows CE r

| B VR A — [ |

Figure 4.2. Starting the Web Publishing Wizard in GraphWorX32

Note: If you try to run the Web Publishing Wizard with a GraphWorX32
display with VBA, you will get a warning message as shown in Figure 4.3. If
you click Yes, the Web Publishing Wizard automatically saves the display as
a non-VBA file. If you click No, the publishing operation is cancelled.
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The current display conkains YE&, Publish to HTML
fFeature is only available for non-YE& displays.

The current display will be saved as non-YE4

ko the Following File:

i\ Program Filest ICOMIC S, GEMESIS-321ExamplestGen3zDemaiDisplay 1 _MNovEd, adf

K ko proceed?

Figure 4.3. Warning Message About Displays With VBA

4. This launches the Web Publishing Wizard configuration dialog box, as
shown in Figure 4.4. This dialog box serves as the interface through which
you export/publish GraphWorX32 display files to the Web.

Note: Both the Publish to Web Server and Export Local Copy actions can be
performed at the same time.

ICONICS 4-7



Web Publishing Wizard

WebHM|

— Publizh ‘b Page

WEB Publishing Wizard

IEhemFDu:u:I_E eanBoaster. htm

—Based on Source File

IM_I,I DiocumentshGEMESISTO exampleshChemFood_BeanRoaster. gdf _I

— Publizhing Optiohz

W Publizh ta ‘Web Server

Ihttp: A ryzerver. comywebhmi

=
ol

v Export Local Copy

— Publizhing Customization

Publizhing custormization alloves you to change Web
Publizhing Settings.

Advanced... |

Cancel Help

o ]

Figure 4.4. Web Publishing Wizard Dialog Box

4.2.2 Exporting a Display File Locally
To export a GraphWorX32 display to a directory on the local drive:

1.

In the Based on Source File field of the Web Publishing Wizard, you must

specify the name of the GraphWorX32 display (.gdf) file to be exported, as

shown in Figure 4.5. To choose a different display, click the ... button to the
right to browse for a file. Select a file and then click Open. The directory path
and the file name are shown in the text field.
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Figure 4.5. Specifying a GraphWorX32 Display File

In the Publish Web Page field of the Web Publishing Wizard, specify the
name of the HTML file that will be created. The .gdf file name is filled in by
default, but you can give the HTML file a different name.

In the Publishing Options field, check the Export Local Copy check box
and specify the local directory path name to which you want to export the
HTML file. You can select a recently used path from the drop-down list, or
click the ... button to browse for a destination directory, as shown in Figure

4.6. Select the directory and click OK.
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Figure 4.6. Setting the Local Directory

4. The local directory pathway you selected appears in the Export Local Copy
field of the Web Publishing Wizard, as shown in Figure 4.7.
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Figure 4.7. Export Local Copy Pathway Shown in the Wizard

5. Click the OK button to generate the HTML file. The new HTML file is saved
to the local directory pathway specified in the Export Local Copy field.

Note: Both the Publish to Web Server and Export Local Copy actions can be
performed at the same time.

4.2.3 Publishing a Display File to a Web Server

To publish the HTML file to a directory on a Web server (i.e. over the Internet or
an intranet):

1. In the Based on Source File field of the Web Publishing Wizard, you must
specify the name of the GraphWorX32 display (.gdf) file to be published, as
shown in Figure 4.8. To choose a different display, click the ... button to the
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right to browse for a file. Select a file and then click Open. The directory path
and the file name are shown in the text field.

4, WEB Publishing Wizard _ B x|
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Publizhing 5 ettings. Advanced... |

F I Cancel | Help |

Figure 4.8. Specifying a GraphWorX32 Display File

2. Inthe Publish Web Page field of the Web Publishing Wizard, specify the
name of the HTML file that will be created. The .gdf file name is filled in by
default, but you can give the HTML file a different name.

3. Inthe Publishing Options field, check the Publish to Web Server check
box and type in the URL address of your Web server with the complete
directory indicating where you want to publish the HTML file, as shown in
Figure 4.9. In the sample Web server URL address shown below
("http://www.myserver.com/WebHMI/Samples"), the various components are:
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¢ http://lwww.myserver.com: |IP address (server name) of the WebHMI
Server

o WebHMI: Name of the WebHMI server root directory

e Samples: Name of the directory on the server to which the HTML file will
be saved

4. The Web server URL address now appears in the Web Publishing Wizard
dialog box in the Publish to Web Server field of the Web Publishing Wizard,
as shown in Figure 4.9.

4, WEB Publishing Wizard e x|
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Figure 4.9. Publish to Web Server Location Specified in Web Publishing
Wizard

5. Click the OK button to generate the HTML file. The new HTML file is
uploaded to the Web server and then saved to the URL address path
specified in the Publish to Web Server field.
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Note: Both the Publish to Web Server and Export Local Copy actions can be
performed at the same time.

4.2.4 Publishing Customization Options

The Web Publishing Wizard contains some customization options for
exporting/publishing HTML files. Clicking the Advanced button on the Web
Publishing Wizard dialog opens the Web Publishing Properties dialog box, as
shown in Figure 4.10, which contains the following tabs:

General Settings

Server Switching Support
Screen Resolution Settings
Publishing Options
Publishing Channel

General Settings

The General tab of the Web Publishing Properties dialog box, shown in Figure
4.10, allows you to specify the default URL address for the WebHMI Server. The
General tab is visible only when Export Local Copy is the sole option selected
on the Web Publishing Wizard dialog box. If Publish to Web Server is selected
on the Web Publishing Wizard dialog box, then the General tab is hidden and
you won't need to configure it.

WEB Publishing Wizard Properties x|
Screen Resolution | Publizhing Options Publizhing Channel
General Semver Switching Support

“wiebHkI Root LIRL Path:

hittp: /v mypeerver, comdwebhmi

M ote:
Thiz wWebHMI Roat URL iz used az default path when only Expaort
Local Copy iz selected.

OF. I Cancel Spply Help |

Figure 4.10. General Settings
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Server Switching Support

The Server Switching Support tab of the Web Publishing Properties dialog
box, shown in Figure 4.11, allows you to enable or disable GenBroker support
for the exported/published HTML file. Here you can specify which GenBroker
configuration file (.gbx) will be activated. The GenBroker configuration file
establishes the settings for OPC data communications between the clients and
the Web server.

WEB Publishing Wizard Properties ; : 5[
Screen Fesolution Publizhing Options | Publizhing Channel |
General Semer Switching Support

Adds ICOMICS Geetiewer support to exported HTRML.
Communication can be establizhed to one server at a ime anly.
" More

" s Configured in WebHM| Settings

&+ Uzer Defined

Griviewer Configuration File LIRL:
Ihttp:a’a’lncalhustMEbHMI.-’SampIes#D efault. ghi

0k, I Cancel Apply Help

Figure 4.11.Server Switching Support Settings

There are three available options for GenBroker support:

None: GenBroker support is disabled. If this option is selected, all the
communication will default to the local node. This option should be
checked when the Web pages are meant to be used only from the local
node. If this option is checked, Web pages may not work on a remote
node, unless the remote node has GENESIS32 installed and GenBroker is
properly configured to communicate with the WebHMI server.

As Configured in WebHMI Settings: This setting uses the default URL
address of the GenBroker configuration (.gbx) file as specified in the
WebHMI installation. This is the recommended option for non-expert
users.

User Defined: When this option is selected, the GenBroker
Configuration File URL field becomes available, allowing you to specify
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the URL address of the GenBroker configuration (.gbx) file. This option
gives the maximum flexibility and should be used by expert users only.

Note: For information about configuring GenBroker settings, please see the
GenBroker Configurator Help documentation.

Screen Resolution Settings

The Screen Resolution tab of the Web Publishing Properties dialog box,
shown in Figure 4.12, determines the screen resolution and size of the
GraphWorX32 Viewer ActiveX control, which is referenced in the generated
HTML file and then downloaded to a client PC when the HTML file is viewed in
the client's Web browser. You can specify the screen size in the Width and
Height fields in terms of pixels (px) or percentage (%). Click the Resolutions
button to select from a pop-up menu of standard screen resolutions, as shown in

Figure 4.12.
WEB Publishing Wizard Properties : 5[
General I Server Switching Support
Screen Rezolution I Publizhing Options I Fublizhing Channel

Size of ICOMICS Gwsiewer in

wefidth: I1 an Height: Imﬂ R ezolutions. . I L\r.‘s

P ' b - 640 x 450
% % 800 x 600
1024 « 7ol
1152 x B4
1280 x 1024
0k, Cancel Apply Help

Figure 4.12. Screen Resolution Settings
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Publishing Options

The Publishing Options tab of the Web Publishing Properties dialog box,
shown in Figure 4.13, enhances the publishing process. By default, the Web
Publishing Wizard provides support for related files detection (for more details,
see the Multiple Display Support section). The multiple display detection could
be a rather lengthy process. You can speed up the process by disabling the
Enable Multiple Display Support option. This is especially useful, if you have
already published your project files to the Web server, and now you want to
update display you have changed.

The multiple display detection mechanism ensures that the Web page will be
published properly for the source file. Disabling the Multiple Display Support
may cause publishing of an incomplete web page, which may result in
unexpected behavior. Therefore, it is suggested to disallow publishing of the Web
page. You can do so by enabling the Publish Display File Only option.

WEB Publishing Wizard Properties . 5[
General | Server Switching Support
Screen Resolution Publishing Options | Publishing Charnnel

Theze optionz are applied only when user publishes to remote
web semver. Proceed with caution

¥ Enable Multiple Display Support

All dizplays inked to thiz dizplay will be uploaded to the server.
Digabling this option speeds up the process buk may resulk in
unexpected behaviour. Pleazse, consult Help for maore infomation.

™| Fublish Display File Only
The HTHL file fan selected dizplapiwllnot be publizhed,

0k, I Cancel Apply Help

Figure 4.13. Publishing Options

4-17



Web Publishing Wizard WebHMI

4-18

Publishing Channel

Because publishing via Microsoft Posting Acceptor is no longer supported on
Windows Server 2003, we were forced to find another way of transporting
published files from a GENESIS32 development machine to a WebHMI server. It
appeared that FTP would be the best choice.

Changing the Communication Channel

By default, the method that uses Posting Acceptor services is used for publishing
files to a Web server. The Publishing Channel tab of the Web Publishing
Properties dialog box, shown in Figure 4.14, enables you to change the way
that files are uploaded to the Web server by selecting FTP Channel. This tells
the Web Publishing Wizard to use FTP communications for uploading files
instead of Posting Acceptor.

Note: Selecting FTP Channel does not affect the configuration of the main Web
Publishing Wizard dialog; the settings are the same if you were publishing files
using the default method (i.e. Posting Acceptor).

WEB Publishing Wizard Properties e 5[
General I Server Switching Support |
Screen Resaltion I Publishing Options Publizhing Charinel

Twpe of Publishing Channel:

f* Default - HT TP Posting Acceptar
" FTP Channel

Mote: Posting Acceptar iz no longer supported on indow
2003 Server. For publighing files o 'Win2003 Server,
uze FTP Channel.

0k, I Cancel Apply Help

Figure 4.14. Publishing Channel
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Configuring FTP Access

Just before uploading files to the Web server, you will be prompted to specify the
FTP connection settings, as shown in Figure 4.15. Enter the correct FTP path,
user name and password.

Note: For information about FTP site configuration, please see the application
note called “Publishing to Windows 2003 Server,” which is located on the
GENESIS32 CD.

Connecting FTP |

Publizhing “#izard will uge FTF channel to upload files to 'wWeb
zerver. Pleaze, enter URL path aof location, ta which pau want
bo gave your files.

ETP Path: Iftp: HMlocalhost/test

Ilzer name: Iannn_l,lmnus

Paszword: I"’“‘"

Cancel |

Figure 4.15. Uploading Files Via FTP

4.2.5 Viewing Locally Exported HTML Files

To view an HTML file that was exported to a local directory, simply browse to the
local directory pathway and click on the file to open it in your Web browser. You
can also open your Web browser and copy the directory pathway of the file into
the Address field of the Web browser, as shown in Figure 4.16. A complete
directory path is, for example, "C:\Documents and Settings\Administrator\My
Documents\Web Publishing Example\ChemFood_BeanRoaster.htm." Be sure to
include the name of the HTML file that you have exported and the file extension
"htm."

File Edit Wiew Favorites Tools  Help

SBack * = - @ it | @Search [Z] Favoarites @Media @ | %v =h E - fg

Address I Ci\Documents and Settings)AdminiskratorMy Documentstweb Publishing ExampleiZhemFood_BeanRoaster, hkm j (‘i\"GD

Figure 4.16. Viewing the Exported HTML File in a Web Browser
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4.2.6 Viewing Published HTML Files

Before connecting a client machine to a WebHMI Server, you must start the

GenBroker Server on the WebHMI Server using GenTray. If the GenBroker

Server is not started, then the client will not get proper licensing and security
information. To start the GenBroker Server on the WebHMI Server:

4-20

1.

2,

Launch GenTray from the Windows Start menu by selecting Programs >
ICONICS GENESIS-32 > Tools > GenTray.

When GenTray opens, the triangle icon will appear in the Windows tool tray.
Click on the triangle and select GenBroker > Start from the pop-up menu,
as shown in Figure 4.17. This activates the GenBroker Server.

GenBroker » M
Daka'Wors3z L4 Skop
Secure Desktop  # Auko Skark
ScriptWar £32 k Auko Skop
Alarmors3z » e
Graphwork3z b crvice
Automatic
Screen Manager ko R
Trendiors3z » B
Skatus ¥
Configure _"I_
Help
. Exit
-
¢ About, .. ORI
b= 10:54 AM

Figure 4.17. Starting the GenBroker Server on the Server Node

Once the GenBroker Server is running, you can view the HTML file that you
have published to the Web server from any client PC's Web browser. To
view the published HTML file, open your Web browser and copy the URL
address of the file into the Address field of the Web browser, as shown in
Figure 4.18. A complete address is, for example,
"http://www.myserver.com/webhmi/Samples/ChemFood BeanRoaster.htm."
Be sure to include the name of the HTML file that you have published and
the "htm" file extension.

The GraphWorX32 display file is referenced in the HTML code so the display
can be viewed as a Web page. The client's Web browser simply downloads
the HTML file in which the .gdf file is referenced. All the client needs is a Web
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browser; it is not necessary to have GENESIS32 installed on client. The Web
page is downloaded from the Web server across the Internet/intranet and
appears in the client's Web browser window. The display is in real-time, just
as if you were viewing the runtime display in GraphWorX32 on the server
machine; any live values (e.g. OPC tags) change dynamically in the display.

File Edit Miew Fawarites  Tools  Help

$gack ~ =» - at | ‘Qhsearch [GelFavorites  lfMedia ¢4 | B S -

fddress hikbpe f ey myserver, comWebHMI Samples/ChemFood_BeanRoaster.htm j I.E‘{}GD

Figure 4.18. Viewing the Published HTML File in a Client Web Browser

4.3 Web Publishing in ProjectWorX32

ICONICS

The Web Publishing Wizard can be accessed through the ProjectWorX32
console, allowing you to easily export/publish one or more GraphWorX32 (.gdf),
AlarmWorX32 container (.a32), and TrendWorX32 container (.t32) display files
within a project to a Web server. The following trees of each project include an
option to publish a single display or multiple displays in the project:

e Applications/GraphWorX32/Displays (as shown in the example figure
below)

o Applications/AlarmWorX32/Alarm Container

e Applications/TrendWorX32/Trend Container
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WebHMI
Fackary ;I 14 Applications
i Power Plant &'OPC Servers
=i Applications Projlnfo.ini
-8 Alarmiworsiz Boiler Room, :
E DatatWork3z BF‘acking Log
gl GenBroker 9 Lnpacking Lo
- GenTray
@ Global Aliasing Con
EI% Graphhork3z
= Mew Display
""" Add Display
I Source Control 3
el Rl Fublish All Displays
E- 3 M= QFHEE Generats Report
l-dgm Mabile HMI - oo b e sz
Q} My Files
% CPC Data®  Refresh
I Help it

arate HTML file with embeomemr-somre T

Figure 4.19. Publishing Displays From the ProjectWorX32 Console

The WebHMI tree under the Applications tree for each project in the
ProjectWorX32 console, shown in the figure below, manages Web publishing for
the entire project. From here you can right-click and publish HTML files to a Web
server. The WebHMI tree includes the following categories:

GraphWorX32-Based HTML
AlarmWorX32-Based HTML
TrendWorX32-Based HTML
Local HTML Files

Published Documents
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=88 Projects

-l Boiler Roanm

-l Fackary

-} Poweer Plant
=-

ﬁfg Applications
-2 Alarmiwori32

E DataiWork3z?

FS
—_—

m-#=

[+-gly GEnBroker

- GenTray

@ Glabal Aliasing Configurakar
E Graphior3z

Language Aliasing Configurakar
- M Office

[+1-4gg Mobile: HMI

f:? My Files

% OPC Dataspy

; Report'or s, ek

..
é Screen Manager
#-F scriptworiaz
-5 Trendworyaz

58

] Graphiwork3z-Based HTML

2] Alarmiork3z-Based HTML

ig] TrendworX3z-Based HTML  —
: g‘% Local HTML Files

Published Dacurents -

L r | e

Figure 4.19. WebHMI Tree in ProjectWorX32 Console

4.3.1 Web Publishing From Alarm and Trend Viewer Files

ICONICS

ProjectWorX32 includes support for publishing TrendWorX32 container files
(.t32) and AlarmWorX32 container files (.a32). The Web Publishing Wizard that is
executed is identical to the wizard used for GraphWorX32 displays and identical
to the wizard used when publishing directly form TrendWorX32 or AlarmWorX32.

Unlike publishing GraphWorX32 displays, publishing trend and alarm files has
the side effect of creating intermediate (.v32 and .awv) files. It is actually these
files, and not the container files, that are referenced by the created HTML page.
These files are contained in the AlarmWorX32 Viewer Configuration and
TrendWorX32 Viewer Configuration trees, as shown in Figure 4.20. After the
Web Publishing Wizard has been executed, these generated intermediate files
are automatically added to these two trees. This is critical for ProjectWorX32’s
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ability to publish local HTML files with the intention of later publishing the HTML
files from the local folders to a Web Site.

I ﬁg Applications tﬁ' ScriptWwiars3z

= a Alarmiori3z =2 Trendworxaz
i3 Blarm Container % Trend Container
-- Logger Configurakar Persistent Trending
Server Configurakar — § P i E:] Reparting
I B Multimedia I {38 Logger Configurator
Q Wigtwer configur atior R B e ik vicwer configuration

K Datawworx3z S webHMI

Figure 4.20. Viewer Configuration File Sections of the AlarmWorX32 and
TrendWorX32 Trees

4.3.2 GraphWorX32-Based HTML

The GraphWorX32-Based HTML subtree of the WebHMI tree, shown in Figure
4.21, contains HTML files generated from exported GraphWorX32 displays.
These HTML files have embedded code for accommodating a GraphWorX32
Viewer ActiveX Control. Any requested local copy of a GraphWorX32-based
HTML file generated from the Web Publishing Wizard is stored in this folder.
(See the “Web Publishing Wizard” section below for more information on
exporting and publishing HTML files from GraphWorX32 displays.) The
ProjectWorX32 database maintains a record of which local GraphWorX32 display
(.gdf) files each of these HTML files depends on. Documents in this folder can
be added, removed, copied, pasted, opened, edited, added to Microsoft Visual
SourceSafe, searched, replaced, and packed the same way items from other
categories can.

- A Trendworx3z
= E WebHMI

- gi] Alarmiorssz- Based HTMI[» Mews HTML Document

: ----- j Trendwork3z-Based HTMI  Source Control 4
-] Local HTML Files Fuhblish All Files
‘i@ Published Docurments Generate Report
~Jgs oPC Servers Exit ProjectWoryaz
skem Tools
Wiew 3
Refresh

Figure 4.21. GraphWorX32-Based HTML Subtree
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4.3.3 AlarmWorX32-Based HTML

The AlarmWorX32-Based HTML subtree of the WebHMI tree, shown in Figure
4.22, contains HTML files generated from exported AlarmWorX32 container
displays. These HTML files have embedded code for accommodating an
AlarmWorX32 Viewer ActiveX Control. Any requested local copy of an
AlarmWorX32-based HTML file generated from the Web Publishing Wizard is
stored in this folder. (See the “Web Publishing Wizard” section below for more
information on exporting and publishing HTML files from AlarmWorX32 displays.)
The ProjectWorX32 database maintains a record of which local Alarm\WorX32
container (.a32) files each of these HTML files depends on. Documents in this
folder can be added, removed, copied, pasted, opened, edited, added to
Microsoft Visual SourceSafe, searched, replaced, and packed the same way
items from other categories can.

- webHMI

w1l Graphwiork3z-Based HTML
R Al armiior 32 -Base
- i3] Trendwork3z-Based HT Mews HTML Document
g Local HTML Files Source Control r
é Published Documents Publish Al Files

]&' QPC Servers Generate Repork

yskem Tools Exit Project\arx3z

1ew File in the oroiect e as

Figure 4.22. AlarmWorX32-Based HTML Subtree

4.3.4 TrendWorX32-Based HTML

ICONICS

The TrendWorX32-Based HTML subtree of the WebHMI tree, shown in Figure
4.23, contains HTML files generated from exported TrendWorX32 container
displays. These HTML files have embedded code for accommodating a
TrendWorX32 Viewer ActiveX Control. Any requested local copy of an
TrendWorX32-based HTML file generated from the Web Publishing Wizard is
stored in this folder. (See the “Web Publishing Wizard” section below for more
information on exporting and publishing HTML files from TrendWorX32 displays.)
The ProjectWorX32 database maintains a record of which local TrendWorX32
container (.t32) files each of these HTML files depends on. Documents in this
folder can be added, removed, copied, pasted, opened, edited, added to
Microsoft Visual SourceSafe, searched, replaced, and packed the same way
items from other categories can.
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-2 Trendworiaz
=@ WebHMI
x| GraphiWord32-Based HTML

SO =0 32-Based HTHL
;ﬁ% Local HTML Files k Mew HTRML Docurnent
Published Dacurments Source Conkral L
]&' DOPC Servers Publish &l Files
#stem Tools Enerate Repaort
Exit Project\iars3s
Wig L

Figure 4.23. TrendWorX32-Based HTML Subtree

4.3.5 Local HTML Files

The Local HTML Files subtree of the WebHMI tree stores basic HTML files that
were not generated from the Web Publishing Wizard. Here you can add, delete,
edit, and maintain various HTML files, as shown in Figure 4.24.

I IS5E JLTIPL U AD S
@ Trendwors32
=@ webHMI
] GraphWwori32-Based HTML
] Alarmiwork3z-Based HTML

i TrendWork32-Based HTML

l% % Mew HTML Document
&. OPC Sarvers #dd HTML Document
stem Tadls Source Conkral »
Publish all Files
Generate Repork =
2w file in the project Fuit Proierthnras

Figure 4.24. Local HTML Files Subtree

4.3.6 Published Documents

The Published Documents subtree of the WebHMI tree, shown in Figure 4.25,
maintains a list of all HTML files that have been exported/published from
ProjectWorX32.
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=2 WebHMI
2] GraphiWord32-Based HTML

] Local HTML Files
Published Diocumnents

|22 OPC Servers aenerate Repart
stem Tools Exit ProjectMiar<3z

View L4

1 report of files contained in this br Exoork List

Figure 4.25. Published Documents Subtree

In the right-hand pane of the ProjectWorX32 Console, each item is listed as a
URL with the date it was published, as shown in Figure 4.26. For information
about publishing files from ProjectWorX32, please see "Using the Web
Publishing Wizard."

LRL | Publish Date |
@http:,I',I'l.-'-.".-'-.".-'-.l.l.-'-.IEthTli.l:Dm,l'bal:kl_lpJ'WEbHMI,I'tEStF'.Eti'-.-‘EX.htl‘l‘l| TISIZ00Z 61341,
@http:,l',l'www.wel:uhmi.c-:um,l'l:uackup,l'webHMI,l'NewFile.htm FIS/Z2002 A:50:, .,
@http:,l',l'www.wel:nhmi.n:u:nm,l'l:nan:kupz,l'wel:-HMI,I'NewFiIe.htm FIS/2002 62508, .,
@http:,l',l'wu:urlu:l,l'F‘uI:uIish_test,l'LinkTestE.gu:IF.htm 7192002 10:40...

Figure 4.26. List of All Documents Published From ProjectWorX32

4.3.7 Launching the Web Publishing Wizard in ProjectWorX32

The Web Publishing Wizard in ProjectWorX32, shown in Figure 4.27, performs
two basic operations:

1. The Wizard creates HTML files based on user-specified GraphWorX32
display (.gdf) files, AlarmWorX32 container (.a32) files, and TrendWorX32
container (.t32) files.

2. The Wizard then either "exports" (saves) the HTML files to a user-specified

directory on the local drive and/ or "publishes" (uploads) the HTML file to a
user-specified Web server URL address (i.e. over the Internet or an intranet).
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— Publizh “eb Page
IMain Drizplay. bt

— Bazed on Source File

Iu:uwer FlantwapplicationshGraphiw o< 325Dizplavsit ain Dizplay. gdf J

— Publishing Optionz
v Publizh toweb Serer
Ihttp:a’a’www.myserver.u:cumMebHMl.-’ j

v Export Local Copy
IE:"\F'ngram FilezhICOMICSWGEME SIS -324Projects\Power F'Iaj J

— Publizhing Customization

Publizhing customization allows vou to change Wweb
Publizhing Settings. Advanced... |

] Cancel | Help |

Figure 4.27. Web Publishing Wizard in ProjectWorX32 Console

You can open the Web Publishing Wizard dialog from the ProjectWorX32
console in the following ways:

e Select the project root and then choose Publish Wizard from the Tools
menu, as shown in Figure 4.28.
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ction Wiew Tools  Help | '13=' = | -|_||

s I Put 'Power Plant' in runtime
Machine Startup Configuratian, .,
Bailer B

Fan:tn:nr':- M

FI
EI [ Loqin ko Saurce SaFISR.
. a Application Preferences. ..

Project Propetties. ..
]3. Compact Database

@ Zhange Database Location. ..
=] GranbnrE Il

Figure 4.28. Opening the Publishing Wizard From the Tools Menu

Choose the type of file to publish, as shown in Figure 4.29. In this case, both the
Publish Web Page field and the Based on Source File field in the Web
Publishing Wizard dialog are read-only and contain the text “(Display Name).htm”
and “(All [GraphWorX32, AlarmWorX32, or TrendWorX32] Displays in Project),”
respectively. The browse (...) button is also disabled.

“Wwhat tppe of files do pou wizh to publizh?
{+ iGraphiwor<32 Displays [ gdff

" Trendworx32 Displaps [.132]
" Alarmiwois32 Displays [.a32)

k., Cancel Help

Figure 4.29. Choosing a File Type to Publish

Right-click on the GraphWorX32/Displays (or the AlarmWorX32/Alarm
Container tree or the TrendWorX32/Trend Container) tree and select
Publish All Displays, as shown in Figure 4.30. In this case, both the
Publish Web Page field and the Based on Source File field in the Web
Publishing Wizard dialog are read-only and contain the text “(Display
Name).htm” and “(All [GraphWorX32, AlarmWorX32, or TrendWorX32]
Displays in Project),” respectively. The browse (...) button is also
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Fackary :l 14 Applications

-l Power Flant &'OPC Servers
=i Applications Projlnfo.ini

-8 Alarmiworsiz Boiler Roarm, :
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gl GenBraker 9 Lnpacking Lo

H-g GenTray

@ Global Aliasing Con

EI% Graphitor3z

----- Templ:  Mew Display
- Symbo Add Display

o g VBAW Sorce Control 4
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Exit ProjectMiarx3z

Figure 4.30. Publishing All Displays in a Project

¢ Right-click on a GraphWorX32 (.gdf), AlarmWorX32 (.a32), or
TrendWorX32 (.t32) file and select Publish to HTML, as shown in Figure
4.31. In this case, the Based on Source File field in the Web Publishing
Wizard dialog is read-only and contains the name of the selected display
file. The browse (...) button is also disabled.
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Figure 4.31. Publishing a Display File

Right-click on the Applications/WebHMI/GraphWorX32-Based HTML (or

AlarmWorX32-Based HTML or TrendWorX32-Based HTML) tree and
select New HTML Document, as shown in Figure 4.32. In this case, you
need to specify a GraphWorX32 display file in the Based on Source File
field by browsing for the file or by typing in the file name. You also need to
specify the name of the new HTML file in the Publish Web Page field.

|I|'-_| [ MU TS R R e

-5 soriptworiaz
i iﬁ Trendwors32
E WebHMI

-,j 13F :ll:'h W'

2

&' OPC Servers
kem Tools

Screen Manager

8] Alarmior:3z- Based HTML
b .gj TrendWork32-Based HTML
Local HTML Files

Published Documents

Mewy HTML Document
Source Conkrol
Publish All Files
Generate Repork

Exit Project'Worx32

Refresh

w4 File in the project

Help

Figure 4.32. Creating a New HTML File in a Project
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4.4 Export and Publish Options in ProjectWorX32

The Web Publishing Wizard in the ProjectWorX32 console, shown in Figure
4.33, generates an HTML file based on one or more user-specified
GraphWorX32 display (.gdf) files, AlarmWorX32 container (.a32) files, and
TrendWorX32 container (.t32) files. Then the Wizard either "exports” (saves) the
HTML file to a user-specified directory on the local drive or "publishes" (uploads)
the HTML file to a user-specified Web server URL address (i.e. over the Internet
or an intranet).

You have the following options when using the Web Publishing Wizard for a
project:

Export and/or publish all files in the project.
Export and/or publish a single file in the project.
Export a file locally

Publish a file to a Web server.

Note: Both the Publish to Web Server and Export Local Copy actions can be
performed at the same time.
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Figure 4.33. Web Publishing Wizard in ProjectWorX32 Console

4.4.1 Exporting and Publishing Multiple Display Files in ProjectWorX32
In ProjectWorX32, you can export and/or publish multiple display files using the
Web Publishing Wizard.

To export/publish all displays in a project:
1. Select the project root and then choose Publish Wizard from the Tools
menu, or right-click on the Applications/GraphWorX32/Displays tree (or

the AlarmWorX32/Alarm Container tree or the TrendWorX32/Trend
Container) and select Publish All Displays, as shown in Figure 4.34.
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Figure 4.34. Launching the Web Publishing Wizard

2. This launches the Web Publishing Wizard, as shown in Figure 4.35. In this
case, both the Publish Web Page field and the Based on Source File field
in the Web Publishing Wizard dialog are read-only and contain the text
“(Display Name).htm” and “(All [GraphWorX32, AlarmWorX32, or
TrendWorX32] Displays in Project),” respectively. The browse (...) button is
also disabled.
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Figure 4.35. Publishing All Displays in a Project

4.4.2 Exporting and Publishing Individual Display Files in ProjectWorX32

In ProjectWorX32, you can export and/or publish individual files using the Web
Publishing Wizard.

To export/publish a single display in a project:
1. Right-click on a GraphWorX32 (.gdf) file, an AlarmWorX32 container (.a32)

file, or a TrendWorX32 container (.t32) file and select Publish to HTML, as
shown in Figure 4.36.
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Figure 4.36. Launching the Web Publishing Wizard

2. This launches the Web Publishing Wizard, as shown in Figure 4.37. In this
case, the Based on Source File field in the Web Publishing Wizard dialog is
read-only and contains the name of the selected display file. The browse
(...) button is also disabled.

In the Publish Web Page field of the Web Publishing Wizard, specify the

name of the HTML file that will be created. The file name is filled in by
default, but you can give the HTML file a different name.
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Figure 4.37. Publishing a Display in a Project

Note: You can also right-click on the Applications/WebHMI/GraphWorX32-
Based HTML tree (or the AlarmWorX32-Based HTML tree or the
TrendWorX32-Based HTML tree) and select New HTML Document, as shown
in Figure 4.38, to export/publish a display. This launches the Web Publishing
Wizard. In this case, you need to specify a display file in the Based on Source
File field by browsing for the file or by typing in the file name. You also need to
specify the name of the new HTML file in the Publish Web Page field.
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Figure 4.38. Creating a New HTML File in a Project

4.4.3 Exporting a Display File Locally in ProjectWorX32
To export a display file to a directory on the local drive:

1. Right-click on the Applications/WebHMI/GraphWorX32-Based HTML tree
(or the AlarmWorX32-Based HTML tree or the TrendWorX32-Based HTML
tree) and select New HTML Document, as shown in Figure 4.39.

11D el L R e
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Figure 4.39. Launching the Web Publishing Wizard

2. This launches the Web Publishing Wizard, as shown in Figure 4.40. In the
Based on Source File field of the Web Publishing Wizard, you must specify
the name of the display file to be exported, as shown in the figure below. To
choose a display, click the ... button to the right to browse for a file. Select a
file and then click Open. The directory path and the file name are shown in
the text field.
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Figure 4.40. Exporting a Display File Locally in ProjectWorX32

In the Publish Web Page field of the Web Publishing Wizard, specify the
name of the HTML file that will be created.

In the Publishing Options field, the Export Local Copy check box is
checked by default. Specify the local directory path name to which you want
to export the HTML file. You can select a recently used path from the drop-
down list, or click the ... button to browse for a destination directory. Select
the directory and click OK. The local directory pathway you selected appears
in the Export Local Copy field of the Web Publishing Wizard.

Note: By default, ProjectWWorX32 saves the HTML file to the (local)
Applications/WebHMI/GraphWorX32-Based HTML tree (or the
AlarmWorX32-Based HTML tree or the TrendWorX32-Based HTML tree).
From there, the HTML file can be edited and published again in the future.

Click the OK button to generate the HTML file. The new HTML file is saved
to the local directory pathway specified in the Export Local Copy field.
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Note: Both the Publish to Web Server and Export Local Copy actions can be
performed at the same time.

4.4.4 Publishing a Display File to a Web Server in ProjectWorX32

To publish the HTML file to a directory on a Web server (i.e. over the Internet or
an intranet):

1. Right-click on the Applications/WebHMI/GraphWorX32-Based HTML tree
(or the AlarmWorX32-Based HTML tree or the TrendWorX32-Based HTML
tree) and select New HTML Document, as shown in Figure 4.41.
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ﬂ araphWork32-Based HTM

Mew HTML Docurmenkt
-] Alarmiwors3z-Based HTML 50 rce Contral k b
----- ig] Trendworx32-Based HTML Publish &ll Files

% Local HTML Files Eerreple

‘2@ Published Documents
&' OPC Servers
term Tools Refresh

Exit Project\ars32

Figure 4.41. Launching the Web Publishing Wizard

2. This launches the Web Publishing Wizard, as shown in Figure 4.42. In the
Based on Source File field of the Web Publishing Wizard, you must specify
the name of the file to be published, as shown in Figure 4.42. To choose a
display, click the ... button to the right to browse for a file. Select a file and
then click Open. The directory path and the file name are shown in the text
field.
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Figure 4.42. Publishing a Display File to a Web Server

In the Publish Web Page field of the Web Publishing Wizard, specify the
name of the HTML file that will be created.

In the Publishing Options field, check the Publish to Web Server check
box and type in the URL address of your Web server with the complete
directory indicating where you want to publish the HTML file, as shown in
Figure 4.42. In the sample Web server URL address shown above
("http://www.myserver.com/WebHMI/Samples"), the various components are:

e http://www.myserver.com: |P address (server name) of the WebHMI
Server

o  WebHMI: Name of the WebHMI server root directory

o Samples: Name of the directory on the server to which the HTML file will
be saved
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5. Click the OK button to generate the HTML file. The new HTML file is
uploaded to the Web server and then saved to the URL address path
specified in the Publish to Web Server field.

Note: By default, ProjectWorX32 also saves the HTML file to the (local)
Applications/WebHMI/GraphWorX32-Based HTML tree (or the
AlarmWorX32-Based HTML tree or the TrendWorX32-Based HTML tree).
From there, the HTML file can be edited and published again in the future.

Note: Both the Publish to Web Server and Export Local Copy actions can be
performed at the same time.

4.4.5 Publishing Customization Options

The Web Publishing Wizard contains some customization options for
exporting/publishing HTML files. Clicking the Advanced button on the Web
Publishing Wizard dialog opens the Web Publishing Properties dialog box,
which contains the following tabs:

General Settings

Server Switching Support
Screen Resolution Settings
Publishing Options
Publishing Channel

General Settings

The General tab of the Web Publishing Properties dialog box, shown in Figure
4.43, allows you to specify the default URL address for the WebHMI Server. The
General tab is visible only when Export Local Copy is the sole option selected
on the Web Publishing Wizard dialog box. If Publish to Web Server is selected
on the Web Publishing Wizard dialog box, then the General tab is hidden and
you won't need to configure it.
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Figure 4.43. General Settings

Server Switching Support

The Server Switching Support tab of the Web Publishing Properties dialog
box, shown in Figure 4.44, allows you to enable or disable GenBroker support
for the exported/published HTML file. Here you can specify which GenBroker
configuration file (.gbx) will be activated. The GenBroker configuration file
establishes the settings for OPC data communications between the clients and
the Web server.
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Figure 4.44. Server Switching Support Settings

There are three available options for GenBroker support:

None: GenBroker support is disabled. If this option is selected, all the
communication will default to the local node. This option should be
checked when the Web pages are meant to be used only from the local
node. If this option is checked, Web pages may not work on a remote
node, unless the remote node has GENESIS32 installed and GenBroker is
properly configured to communicate with the WebHMI server.

As Configured in WebHMI Settings: This setting uses the default URL
address of the GenBroker configuration (.gbx) file as specified in the
WebHMI installation. This is the recommended option for non-expert
users.

User Defined: When this option is selected, the GenBroker
Configuration File URL field becomes available, allowing you to specify
the URL address of the GenBroker configuration (.gbx) file. This option
gives the maximum flexibility and should be used by expert users only.

Note: For information about configuring GenBroker settings, please see the
GenBroker Configurator Help documentation.

Screen Resolution Settings
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The Screen Resolution tab of the Web Publishing Properties dialog box,
shown in Figure 4.45, determines the screen resolution and size of the
GraphWorX32 Viewer ActiveX control, which is referenced in the generated
HTML file and then downloaded to a client PC when the HTML file is viewed in
the client's Web browser. You can specify the screen size in the Width and
Height fields in terms of pixels (px) or percentage (%). Click the Resolutions
button to select from a list of standard screen resolutions, as shown in Figure
445,

WEB Publishing Wizard Properties H

General I Server Switching Support Screen R esolution

i iewer Actives Size in HTRL: .
R ezolutions
widhy | 100 Height: | 190
E40 w 480
" px " px 800 « 600
" x " x 1024 « 7&8
1152 « 864
1280« 1024
] Cancel Apply Help

Figure 4.45. Screen Resolution Settings

Publishing Options

The Publishing Options tab of the Web Publishing Properties dialog box,
shown in Figure 4.46, enhances the publishing process. By default, the Web
Publishing Wizard provides support for related files detection (for more details,
see the Multiple Display Support section). The multiple display detection could
be a rather lengthy process. You can speed up the process by disabling the
Enable Multiple Display Support option. This is especially useful, if you have
already published your project files to the Web server, and now you want to
update display you have changed.

The multiple display detection mechanism ensures that the Web page will be
published properly for the source file. Disabling the Multiple Display Support

4-45



Web Publishing Wizard WebHMI
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may cause publishing of an incomplete web page, which may result in
unexpected behavior. Therefore, it is suggested to disallow publishing of the Web
page. You can do so by enabling the Publish Display File Only option.
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Figure 4.46. Publishing Options

Publishing Channel

Because publishing via Microsoft Posting Acceptor is no longer supported on
Windows Server 2003, we were forced to find another way of transporting
published files from a GENESIS32 development machine to a WebHMI server. It
appeared that FTP would be the best choice.

Changing the Communication Channel

By default, the method that uses Posting Acceptor services is used for publishing
files to a Web server. The Publishing Channel tab of the Web Publishing
Properties dialog box, shown in Figure 4.47, enables you to change the way
that files are uploaded to the Web server by selecting FTP Channel. This tells
the Web Publishing Wizard to use FTP communications for uploading files
instead of Posting Acceptor.
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Note: Selecting FTP Channel does not affect the configuration of the main Web
Publishing Wizard dialog; the settings are the same if you were publishing files
using the default method (i.e. Posting Acceptor).
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Type of Publizhing Channel;
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= FTF Chatirel

Maote: Posting Acceptar iz ho longer supparted on Windows
2003 Server. For publizhing files ta Win2003 Server,
uze FTP Channel.

k. Cancel Ay Help

Figure 4.47. Publishing Channel

Configuring FTP Access

Just before uploading files to the Web server, you will be prompted to specify the
FTP connection settings, as shown in Figure 4.48. Enter the correct FTP path,
user name and password.

Note: For information about FTP site configuration, please see the application
note called “Publishing to Windows 2003 Server,” which is located on the
GENESIS32 CD.
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Figure 4.48. Uploading Files Via FTP

4.4.6 Publishing Files at a Later Time

The Web Publishing Wizard, ProjectWorX32 saves the generated HTML file to
the (local) Applications/WebHMI/GraphWorX32-Based HTML tree (or the
AlarmWorX32-Based HTML tree or the TrendWorX32-Based HTML tree). The
advantage of storing a local copy of an exported HTML file is that it can be
edited, packed, moved, unpacked, and then published again at any time. This
saves you the burden of having to re-export the same file to a new HTML file.
You can use this option in any of the following ways:

¢ Right-click on any HTML file in the Applications/WebHMI/GraphWorX32-
Based HTML tree (or the AlarmWorX32-Based HTML tree or the
TrendWorX32-Based HTML tree) and select Publish to Web Server
from the pop-up menu, as shown in Figure 4.49.

¢ Right-click on any HTML file in the Applications/WebHMI/Local HTML
Files tree and select Publish to Web Server from the pop-up menu.

Note: Selecting Edit HTML from the pop-up menu opens the HTML file in
the default HTML editor.
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Figure 4.49. Publishing a Locally Stored HTML File

e Right-click on the GraphWorX32-Based HTML Files tree (or the
AlarmWorX32-Based HTML tree or the TrendWorX32-Based HTML
tree) and select Publish All Files from the pop-up menu, as shown in
Figure 4.50.

¢ Right-click on the Local HTML Files tree and select Publish All Files
from the pop-up menu.

e Right-click on the WebHMI tree and select Publish All Files from the pop-
up menu. This publishes all HTML files in the WebHMI tree.

U AN | rendwarsss

= ﬁ WebHMI
gﬂ Alarmiioryze- Eiaseu:l HT L |
g Trendwork32-Based HTML _ Source Cantral r
&7 Local HTML Files M|
fé Published Documents faenerate Repork

Eg- QPC SErvers Exit Projectitork3z

em Tools e .

Figure 4.50. Publishing All Locally Stored HTML Files

All of these actions open the Publish HTML File to Web Site dialog box, as
shown in Figure 4.51. The Qualified WWW Folder field in this dialog is identical
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to the Publish to Web Server field in the Web Publishing Wizard dialog and is
stored in the same place in the registry if the action is successful. This specifies
the location of the Web server to which the HTML file will be published. If the
export/publish action is successful, a "publish” action on an HTML file in the
Local HTML Files tree simply uploads the HTML file to the Web server. A
“publish” action on an HTML file in the GraphWorX32-Based HTML Files tree
(or the AlarmWorX32-Based HTML tree or the TrendWorX32-Based HTML
tree) uploads both the HTML file and its attached display file to the Web server.

Publish HTML File to Web Site i x|

[ualified Wwhiaha' Folder

|http: v, s erver, comAsebhmi

k. Canicel Help |

Figure 4.51. Specifying a Web Server Location for HTML Publishing

4.4.7 Web Publishing Log

When exporting/publishing only one file from a display to HTML, you are alerted
if anything goes wrong in the process. If, however, multiple files are being
exported/published simultaneously, a log is generated so the operation will not
be halted with each file that cannot be exported/published. After a batch
publishing operation from the GraphWorX32-Based HTML Files tree (or the
AlarmWorX32-Based HTML tree or the TrendWorX32-Based HTML tree), a
log file appears showing the success or failure of each attempt to publish the
files. If this log file is needed at a later time, it can be found in the project root, as
shown in Figure 4.52.

iPrnjects - ﬁgﬂ.pplicatiuns

w-ff Untitled 4 | |Esorc servers

H Untitled 2 F‘rl:lenFI:u.ini 0 bytes
- untitled 7 = Untitied 1.5ec 578 bytes
=i Untitled & Publishing Log 6.24 Kb
#-f[] Untitled 3

- Unititled 1 |

E e B | T G Y S,

Figure 4.52. Location of Web Publishing Log File
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5.1 WebHMI Client/Server Architecture

GenBroker acts as a bridge that links WebHMI clients to the WebHMI server over
the Internet. The WebHMI clients are used to view Web pages downloaded from
the WebHMI server through a Web browser (Microsoft Internet Explorer). As
shown in Figure 5.1, GenBroker enables communication between the Web
clients and the WebHMI server over TCP/IP.

Note: For complete information about configuring GenBroker communications,
please refer to the GenBroker Help documentation.

WebExplorer Client i~ Security
Intermnet Explorer :

Licensing D‘
ActiveX| o B

= ~ £
GenBroker | ::Ifwﬁm Sl ) # :
: v WebHdlcom
oPC i f
Data | oPC WebHMI Server

! | Servers i

Figure 5.1. WebHMI Client/Server Architecture

5.2 Configuring GenBroker

The GenBroker Configurator is a tool that enables you to customize your network
architecture. The GenBroker Configurator allows you to:
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e Specify the communication method.

o Configure the GenBroker Client.

e Configure the GenBroker Server.

e Assign nodes to direct channels.

e Assign mediator nodes for indirect channels.

e Specify the default channel.

e Add and remove nodes or IP addresses.

e Configure channel properties.

e Specify the location of primary and redundant remote servers.

The configuration settings are saved in a GenBroker configuration (.gbx) file. You
can store multiple configuration files. Configuration files tell GenBroker Server
how to communicate when it interacts with various clients.

Note: The .gbx configuration file is the preferred format introduced in
GENESIS32 version 7.x and used in subsequent versions. The .gbc format used
in GENESIS32 6.x and prior versions only contained primary nodes of security
and licensing servers as well as definitions of channels, while the .gbx format
contains the primary and backup nodes for all kinds of ICONICS servers. The
.gbx file is stored in XML, while the .gbc is binary. Unlike a .gbc file,.a gbx file
contains all options formerly stored in the system registry. This allows WebHMI
clients to download the options defined on the WebHMI Server. In addition, .gbx
contains definitions for the new features, such as shortcuts. The .gbc file is used
for backward compatibility with version 6.x. It is recommended that you use the
.gbx format in version 7.x and version 8.x.

Note: GenBroker has already been configured prior to installation.
Configure (or reconfigure) GenBroker only if you wish, for example, to
change servers.

GenBroker is configured for both the client side and the server side. For
WebHMI, the GenBroker configuration (.gbx) file used by the client resides on the
server side. Once the client connects to the server, the file is downloaded from
the server. GENESIS32 clients have their own .gbx file. Note that a GenBroker
Server does not need to be a GenBroker client or a Web server.

Note: For complete information about configuring GenBroker communications
and GenBroker Server, please refer to the GenBroker Help documentation. For
information about WebHMI client configuration, please see the "Configuring
GenBroker for the Client Side" section below.
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5.2.1 Configuring GenBroker for the Client Side

ICONICS

GenBroker is configured for both the client side and the server side. Here we are
concerned with WebHMI client configuration. For information on how to configure
GenBroker for the server side, and for example GenBroker configurations, please
see the GenBroker Help documentation.

WebHMI uses a configuration (.gbx) file for GenBroker. The GenBroker
configuration file used by the client resides on the server side. Once the client
connects to the server, the .gbx file will be downloaded from the server.

The first step in the WebHMI client configuration is to specify which .gbx file to
use. You can use a default file provided in the WebHMI installation, or you can
you can create a new file. To work with a .gbx file, you must start the WebHMI
client configuration from the Windows Start menu by selecting Programs >
ICONICS WebHMI > Client Configuration.

This opens the WebHMI Configurator dialog box, as shown in Figure 5.2. To
use the default configuration file, click the ... button to the right of the Edit the
GenBroker Configuration field. This allows you to select a .gbx file. Browse to "
WebHMN\Samples" and select Default.gbx.

; £ WebHMI Configurator & ||:||£|

The 'WebH| Server may have page(z] containing Activers that uploads a
zpecific GenBroker Configuration file to the ‘w'ebHMI Clients.

1. Select a HTML File to get the configuration file name from:

i

Edit Source. .. |

2. Get the canfiguration file namme fram the HTML File [zt fromm HTRL |

3. Edit the GenBraoker Canfiguration:
E:“Program FileshCommon FilesS COMICS Yw'ebH (%5 ampleshDef ault. gbx |_|

Edi... |
JBES

Cloze

Figure 5.2. WebHMI Client Configuration
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The file pathway will appear in the text box, as shown in the figure above. You do
not have to reconfigure the default file except to:

e Redirect channels of a WebHMI server.

e Add a channel for a new node whose resident OPC server provides data
to client PC browsers.

If you want to set up a different or more advanced client/server communication
architecture, you can either reconfigure the “default.gbx” file or create a new .gbx
file.

Retrieving a GenBroker Configuration File From a Web Page

Alternatively, you can search for a GenBroker configuration file in an HTML file.
In many cases, .gbx files are referenced in the source code of HTML files. Click
the ... button to the right of the Web Page (HTML File) field on the WebHMI tab
of the GenBroker Properties dialog box. Browse to select an HTML file, and
then click the Open button. The HTML file pathway will now be displayed in the
Web Page (HTML File) text box. In addition, the Edit Source button will be
enabled. Clicking Edit Source allows you to view the source code for the
selected HTML file. Once you have selected the HTML file, click the Get From
HTML button to retrieve the .gbx file that is referenced in the HTML source code.

Editing the Default Configuration File

To reconfigure the default configuration, click the Edit button on the WebHMI
Configurator dialog box. This opens the GenBroker Configurator, as shown in
Figure 5.3. In the example, the IP address "99.99.99.99" is the default mediator
node and is the node assigned to the Security Server and the License Server.
You can add, remove, or reconfigure nodes using the commands and functions
described in the sections above.
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5] Configuration Properties
Administrative Servers
g Channels
[C] Advanced

Channels and Modes

..... 9% OPC Direct (default)

42 OPC over TCPAP Direct Charnels

TP

----- “=r OPC over 508PAML Direct Channels

SORF

Ledme OPC over DCOM Direct Channels

]

SRS (FC over TLF/IP Channel via 99.99.99.99
.8, 33999999
4dd TCP Channel... | Setsds Default | AddNode.. |
Add S0AP Channel... | FProperties. .. | Femove |

#dd DCOM Channel. . |

Figure 5.3. Editing the Default GenBroker Configuration

Creating a New GenBroker Configuration File

To create a new GenBroker configuration file, select New from the File menu in
the GenBroker Configurator, as shown in Figure 5.4. Save the new .gbx file by
selecting Save from the File menu. You can add and configure nodes using the
commands and functions described in the GenBroker Help documentation. To

view the GenBroker Help, select Help Topics from the Help menu.

ICONICS

File Wiew Options  Help

QpEr, ., % CErHiD

Save Chrl+5
Save As...

Cpen Ackive Configuration
Dpen Alternate Confiauration

Figure 5.4. Creating a New GenBroker Configuration File
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5.3 Example GenBroker Configuration

This section shows an example GenBroker configuration for the sample network
setup shown in Figure 5.5. The network includes five different PCs, or nodes.
The example GenBroker configuration shown here is for PC1, which
communicates with PC2, PC3, PC4, and PC5 according to the settings in the
GenBroker Configurator. This example demonstrates how communication
between PC1 and the other four PCs can be routed through a mediator node, as
shown in Figure 5.5. PC1 will not communicate directly with the remote
computers, but it instead will establish a connection with the mediator computer.
This mediator will then route the communications to the final destinations—in this
case PC2, PC3, PC4, or PC5. The mediator node may be located on a remote
computer, which can only be reached through a RAS (remote access service)
connection or the Internet.

FC1

|

Mediator Node

FC2 FC3 PC4 PCS

Figure 5.5. Communication via Mediator Node

5.3.1 Communication Using a Mediator Node

5-6

The GenBroker configuration on the mediator node determines how the mediator
will connect to PC2, PC3, PC4, and PC5. This may use OPC Direct, OPC over
DCOM, or OPC over TCP/IP. To configure communication through the mediator
node on a TCP/IP channel, for example, do the following:

1. Click the Add TCP Channel button. This opens the Select a Node dialog
box. Specify a name for the mediator node (for example, "Mediator") in the
Node Name or IP Address field, and then click OK. The new channel will
appear in the GenBroker Configurator screen as OPC over TCP/IP Channel
via Mediator, and the new mediator node will appear below the new
channel, as shown in Figure 5.6.

2. Now add PC2, PC3, PC4, and PC5 to the new TCP/IP channel. Right-click
OPC over TCP/IP Channel via Mediator and select Add Node from the
pop-up menu. This opens the Select a Node dialog box. Enter PC2 in the

ICONICS
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Node Name or IP Address field, and then click OK. The node name will
appear below the channel, as shown in Figure 5.6. Repeat this procedure for
PC3, PC4, and PC5.

Note: For additional examples of GenBroker configurations, please see the
GenBroker Help documentation by selecting Help Topics from the Help menu.

5] Configuration Properties
adriniskrative Servers
g Channels
[C] Advanced

Channels and Modes

9% OPC Direct (default)
----- ‘= OPC over TCPAP Direct Channels

TCF

----- ﬁ OPC over SOAP &ML Direct Channels

b a OPC over DCOM Direct Channels
Elii’gﬁ OPC over TCPAP Channel via b ediatar

8, Mediator
..... B P2

Add TCP Channel... | Set Az Default

4dd S0AP Channel.. | .

Remove

#dd DCOM Channel.. |

Figure 5.6. Configuring a Mediator Node
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6.1 WebHMI Security ActiveX

An example of WebHMI Security is included in the WebHMI sample screens. To
access the samples, select Start > Programs > ICONICS WebHMI > WebHMI

Examples. The WebHMI Samples Home Page appears, as shown in Figure
6.1.

WaorHM]

ICOMICS' WebHMI enables users to view real-time HMI or SCADA applications over the Internet or intranets on any client PC
running Microsoft Internet Explorer or Netscape Navigator. WebHM| is extremely easy to use and set up.
Advanced Web publishing tools allow graphics, trends, alarms and reports to be published to designated Web servers running

Microsoft Internet Information Server (I1S), Microsoft Personal Web Server, or Apache Server providing a complete Web-based
HMI or SCADA solution

“Qur Weh-enabled HMI and SCADA products are based on OPC-To-The-Care
technology and offer unparalfeled perfarmance, efficiency, ease of
canmnectivity and freedom of choice!”

r Default Samples Incdustry Samples Advanced Samples

a1 [ S 4

——weys

Figure 6.1. WebHMI Samples Home Page
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Click on Default Samples to open the WebHMI Default Samples page, as
shown in Figure 6.2.

Figure 6.2. WebHMI Default Samples Page

Click on the Security button to open the Security sample page shown in Figure
6.3. The Symbol Library in GraphWorX32 contains a symbol category file called
"WebHMI Security Login.sdf," which contains several symbols that, when
dragged into a GraphWorX32 display, allow users to gain access to the Security
Server.

All the symbols use VBScript to call the Security Server on the remote WebHMI
Server and get back security information. You do not need to know VBScript to
use this symbol. You can directly drag and drop the symbol that you need from
the Symbol Library into your display, but you also have the freedom to use the
Script Editor toolbar in GraphWorX to change the source code associated with
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each of these symbols. Or you can copy the code and attach it to your own
symbols.

All of the scripts associated with these symbols create an instance of the
“ICONICS Login ActiveX” and call methods of this object or access properties.
The complete automation for the “ICONICS Login ActiveX” is described later in
this chapter.

These symbols are shown in Figure 6.3.

< e Saeurity

Click here to
login into the
security server.

Logged User List

Change Password

Logout User

Log Out All Users

Figure 6.3. WebHMI Security ActiveX Symbols in GraphWorX32

6.2 Logging Into the Security Server

ICONICS

The WebHMI Security Login ActiveX symbol button, shown in Figure 6.4,
enables WebHMI users on remote client machines to log in to the Security
Server. For example, if the "Login" symbol button is placed in a GraphWorX32
display, the user can simply click on the symbol (button) in runtime mode to
launch the Security Login dialog box, as shown in Figure 6.4.
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Click here to
login into the
security server.

Figure 6.4. Security Login Symbol Button

The Security Login dialog is basically the same as the one for the Security
Login Utility, except that the Advanced login mode is disabled, as shown in the
Figure 6.5. The WebHMI Security Login ActiveX also includes full keypad
support (ideal for touch-screen systems). The Login ActiveX allows simultaneous
login of many users (this must be enabled on the Security Server global settings).

The drop-down list for the user name can show:
e The complete list of users in the system.
e The list of the currently logged users.
e The name of the last logged user.
All of these features must be enabled on the Security Server in order to work.

For more information, please see the Security Configurator Help documentation.

Note: When you log into the Security Server using the Login ActiveX, you do not
get any warning messages when the security session is about to expire. If your
security session expires, then the Login ActiveX will automatically be displayed
again.

ICONICS Security Login il

Idzer Mame: IJEFF j F.eypad |

Paszword: I Change Passwaord... |

Logln | Log Clut | Cancel |

Figure 6.5. Logging Into the Security Server
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6.3 Changing the Security Server Password

If you should wish to change your password you can do it by clicking on the
Change Password button on the login ActiveX dialog, or you can do it directly
by using the Change Password symbol button and dragging it into your
GraphWorX32 display, as shown in Figure 6.6.

Change Password

Figure 6.6. Change Password Button

Clicking the Change Password button opens the Security Password Change
dialog box, as shown in Figure 6.7. Type your new password in the New

Password and Retype Password fields, and then click the OK button.

ICONICS Security Password x|

Uzer Mame: I j

Current Pazswond: |

Mew Pazswaord: |

Retype Pazeword; |

Figure 6.7. Changing the Security Password

6.4 Viewing the Logged User List

ICONICS

To view a list of users currently logged in to the Security Server, click the
Logged User List symbol button in your GraphWorX32 display, as shown in
Figure 6.8.

Logged User List

Figure 6.8. Logged Users List Button

The Security window will appear, as shown in Figure 6.9. The Security window
allows you to view the list of users that have logged in.
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ICONICS Security x|

Logged In User|z]:

There are nio uzers logged in.

Cloze |

Figure 6.9. List of Logged Users

6.5 Logging out of the Security Server

To log out everyone who has logged in, you can use the Log Out All Users
symbol button shown in Figure 6.10.

Log Out All Users

Figure 6.10. Logout All Button

You can also logout one specific user with a simple click on the Logout User
button, as shown in Figure 6.11.

Logout User

Figure 6.11. Logout User Button

Note: You have to specify the user to be logged out in the VBScript code
associated with this button. You can do it by editing the script with the Script
Editor toolbar in GraphWorX32.
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6.6 Security OLE Automation

ICONICS

The OLE Automation interface for the WebHMI Security ActiveX is compatible
with VBA and VBScript. You can perform login/logout operations directly trough
scripting without displaying any user interface. The WebHMI Security ActiveX
contains the following OLE Automation interfaces:

LoginDIg()

Launches the login dialog.

ChangePwdDlg()

Launches the dialog to change the password.

ShowLoggedinUsers()

Launches the dialog to show a list of the usesr currently logged into the Security
Server.

Logout()

Logs out all currently logged users.

SetTimeout(LONG nSec)

Sets the timeout for all of the GenClient calls to the Security Server.

ShowResultMsgs(BOOL bShow)

Enables / disables the message box with the result (e.g. "failed to log on to the
Security Server").

LoginUser(BSTR username, BSTR password)

Logs in one specific user through code.

LogoutUser (BSTR username)

Logs out a specific user through code.
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GetLoggedinUsersNames (BSTR usernames)

Gets the list of currently logged users. The string “usernames” is filled with the
comma-separated list of currently logged user names. Note that by default the
Security Server does not allow concurrent login of multiple users; the concurrent
login option must be enabled from the Security Server Configurator. Please refer
to the Security Server documentation for additional details.

6.7 Launching the Security Login ActiveX Through Scripting

The Security Login ActiveX can be programmatically created and initialized from
VBA Script, VBScript and JScript. The GraphWorX32 Symbol Library contains a
category named “WebHMI Security Login” located under the “VBAScriptSymbol”
folder, which is filled with samples of each of the automation interfaces listed in
Section 6.6. Please refer to the aforementioned samples for additional
information on how to use the Login ActiveX through scripting.

The following code sample has been extracted from the Symbol Library; this
sample shows how to launch the Login ActiveX from VBScript. The code runs on
WebHMI too:

Set t = CreateObject ("ICONICS.LoginActiveX")
If t Is Nothing Then
MsgBox "An error has occurred while trying to launch the
login dialog."
Else
t.LoginDlg ()
End If

The following code sample has been extracted from the Symbol Library; this
sample shows how to get the list of currently logged users from VBScript. The
code runs on WebHMI too:

Set t = CreateObject ("ICONICS.LoginActiveX")
If t Is Nothing Then
MsgBox "An error has occurred while trying to launch the
login dialog."
Else
t.GetLoggedInUsersNames str
MsgBox str
End If

ICONICS
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7.1 Viewing Licensing Information Using WebHMI

An example of WebHMI Licensing is included in the WebHMI Sample screens.
To access the samples, select Start > Programs > ICONICS WebHMI >

WebHMI Examples. The WebHMI Samples Home Page will appear, as shown
in Figure 7.1.

T WeoHMI

ICONICS" WebHM| enables users to view real-time HMI| or SCADA, applications over the Intemet or intranets on any client PC
running Microsoft Internet Explorer or Netscape Mavigator. WebHM| is extremely easy to use and set up.
Advanced YWeb publishing tools allow graphics, trends, alarms and reports to be published to designated YWeb servers running

Microsoft Internet Information Server (IS), Microsoft Personal Web Server, or Apache Server providing a complete Yeb-based
Hhl ar SCADA solution.

“Qur Web-enabled HVIf and SCADA products are based aon OPC-To-The-Caore
technofogy and offer unparafleled performance, efficiency, ease of
caonnectivity and freedom of chaice!”

Default Samples Inclustry Samples Advanced Samples

ik Bt TP

=

e
T |

[

s g |

Figure 7.1. WebHMI Samples Home Page
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Click on Default Samples to open the WebHMI Default Samples page, as
shown in Figure 7.2.

Samples

Figure 7.2. WebHMI Default Samples Page

Clicking on the Licensing button opens the Licensing page, which allows you to
launch the GENESIS32 License Monitor. The License Monitor allows you to get
an immediate view of the number of Client Units your enterprise is using at a
given time. Click the Show License button, as shown in Figure 7.3.
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ICONICS

Licansing

Click the button below to launch
the License Monitor.

A
i Y T
-..,E"‘q:"* ——
T e
MRS et —
i - 3

Figure 7.3. Launching the License Monitor

This launches the License Monitor, shown in Figure 7.4, which provides
information about the Client Units and points used to run specific GENESIS32
applications. The Client Units field lists the number of Client Units that are
currently being used in all GENESIS32 applications, the number of Available
Client Units (which are not currently in use), and the Total number of Client
Units, which is equal to the number of available Client Units plus the number of
Client Units In Use. For example, if you have 700 total Client Units and 300
Clients Units are currently being used, then 400 Client Units are available.
Similarly, the Points field provides information about the number of process
points that are currently being used (in runtime mode) in all GENESIS32
applications.
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Genesis32Z License Monitor ) 5[

Licenze | Eventsl

Start Current Demao Ower
Time: [11/18/2002 8:36:27 &b [11/18/2002 8:36:43 A 30 Days

In Uze Ayailable Total
Client Units: [0 1000 1000
Paints: |0 B5000 B5000
Pocket Modes: | | |
Mobile Uzers: | | |

State: r\’alid License Abaut... |

Contralling Mode: |IEEINIES-E!D??EE!J [T Browser Station  Wersion: [7.0.115

MHode
Primary: I

Backup: I

MHode | Application | Clignt itz | Toatal |

] I Cancel Smply Help

Figure 7.4. GENESIS32 License Monitor
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7.2 License for the WebHMI Server

As mentioned in Chapter 2, before installing WebHMI you must have a licensed
GENESIS32 installed on the designated WebHMI server. Likewise, the ICONICS
Software License Utility must also be installed on the WebHMI server.

Otherwise, the Software License Utility and its installation are the same for
WebHMI as they are for any other GENESIS32 application.

7.3 Obtaining Additional Connection Units

If you desire additional units, you will need additional licensing for the WebHMI
server. Additional units are provided in increments of five. To obtain additional
units, contact your local ICONICS distributor. For distributor telephone numbers,
please call 508-543-8600.

7.4 Licensing OLE Automation

The OLE Automation interface for the WebHMI License ActiveX is compatible
with VBA and VBScript. You can use the OLE automation to launch the License
Monitor and review license information:

ShowLicense()

Call this method to show the license monitor.

7.5 Launching the License Monitor ActiveX Through Scripting

The License Monitor ActiveX can be programmatically created and initialized
from VBA Script, VBScript and JScript. The GraphWorX32 Symbol Library
contains a category named “WebHMI Security Login” located under the
“VBAScriptSymbol” folder, which contains samples of the automation interface
listed in Section 7.4. Please refer to the aforementioned sample for additional
information on how to use the License Monitor ActiveX through scripting.

The following code sample has been extracted from the Symbol Library; this
sample shows how to launch the License Monitor ActiveX from VBScript. The
code runs on WebHMI too:

Set t = CreateObject ("ICONICS.LicenceMonitorActiveX.1l")
If t Is Nothing Then

MsgBox "An error has occurred while trying to launch the
login dialog."
Else

t.ShowLicense ()
End If
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8.1 Introduction to the Change Host Utility

At some point, you might find that you wish to switch Web servers or use an OPC
server on a different node. The WebHMI Change Host Name Utility enables you
to do this easily. To open the Change Host Utility from the Windows Start menu,
select Programs > ICONICS WebHMI > Change Host Name Utility. The
Change Host Name dialog box will appear, as shown in Figure 8.1.

Note: The process of running the Change Host Utility may require several
minutes, and during this time the circle associated with each file type shown in
Figure 8.1 (on the right side) will change color. The circle will be red while
processing a specific file type, and it will be green when the specific file type is
completed with success. The screen may actually flash for an instant while the
utility is "operating" on a file. It is possible to see the file currently processed by
reading the file name in the bottom right part of the dialog.

File Help
Wworking Dir [ C:AInetPubtwimsrootii ebHMI LS amples ]
— File Types
_ w Himl
Firid vahiat: flocalhost i O
_ W G 32 [gdf
Replace with: June. myserver. com 4 ) O
WV Twxaz w32 ()
[T Match case = M5 Metwork [V W32 [av] O
¥ Recurse subdi " DMNS [V AWR32 [awr) O
v Mode name only i~ P Address ¥ GenBroker O
Replace | Cloze

Figure 8.1. Change Host Name Dialog Box
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8.1.1 Changing the Directory Name

Change the directory name by typing it in the Working Directory field, as shown
in Figure 8.2. You can also change the directory name by clicking on the button
to the right of the Working Directory field or by selecting Set Working
Directory from the File menu.

File Help

‘arking Dir: IE: b netPubisssarootyw ebHMIYS amples |

f o —File Types———————————

Figure 8.2. Directory Name

8.1.2 Finding and Replacing Files

Functioning like any "find-and-replace" command, the Change Host Name
dialog box searches GENESIS32 files for:

o GWX32: GraphWorX32 (.gdf) display files

e TWX32: TrendWorX32 (.v32) files

o AWX32: AlarmWorX32 Viewer (.awv) files

e AWR32: AlarmWorX32 Report (.awr) files

o GenBroker: GenBroker configuration (.gbx) files
e HTML: .htm files

Choose the type of file for which you want to search by clicking on the check
boxes in the right column, as shown in Figure 8.1. The Change Host Name
utility searches for the text typed in the Find what field and replaces it with the
text typed in the Replace with field, as shown in Figure 8.3.

Fird what: IIu:u:thu:ust

Replace with: Iwww.myserver.u:u:urd

Figure 8.3. Find What and Replace With Fields
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Check Boxes

Check the Match case check box to do case-sensitive searches, and check the
Recurse Subdirectory check box to search all subdirectories of the working
directory. A close-up view of this section of the dialog box is shown in Figure 8.4.

[~ Match caze
[+ Recurze subdir

[+ Mode name anly

Figure 8.4. Check Boxes

Node name only is a special check box that uses Find String and Replace
String and adds "\\" or "//" at the beginning and "\" or "/" at the end of these
strings. This confirms that you have really replaced network node names.

You can modify the AlarmWorX32 files and GenBroker Configuration files only by
selecting Node name only. There is no other text information that you can
change. The check boxes for the AlarmWorX32 and GenBroker Configuration
files will be grayed out if you uncheck the Node name only check box.

Thus, when you uncheck Node name only, you can use the Change Host Name
utility to change, for example, a point name in GraphWorX32 displays and
TrendWorX32 files at the same time. You must then enter the original name in
the Find What field and the new name in the Replace with field.

Other Options

The three options to the right of the check boxes allow you to change the name
or address in the Replace with field. As shown in Figure 8.5, a name appears in
the Replace with field if you select the MS Network option.

Find what: |I|:u:alh|:|st

Rieplace Wity myserver. com

[~ Match case i M5 Network
v Recurze subdi i DMS

v Mode name anly " IP Address

Figure 8.5. MS Network Option
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Similarly, another name or address will appear in the Replace with field if you
select the DNS or IP Address option, as shown in Figure 8.6 and Figure 8.7,
respectively. Click the Close button to exit from the Change Host Name Utility.

Fird what: ||,:,,:a|h,:,3t

Replace with: Iwww.myserver.cnn'l

[T Match caze M5 Mebwark
v PBecurse subdi v OMS

v Mode name only P Address

Figure 8.6. Domain Name Services Option

Fird what: ||,:,,:a|h,:,3t

Replace with: Iwww.myserver.cnn'l

[T Match caze M5 Mebwark
¥ PRecurze subdi f* OMS

v Mode name only P Address

Figure 8.7. IP Address Option
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9.1 Introduction to Version Support

ICONICS

WebHMI is a thin-client application that uses ActiveX technology to deliver
graphics, alarms and trends from the server machine to client machines.
WebHMI supports thin clients, which means that WebHMI clients do not need to
have any software installed.

When ActiveX components are downloaded from a WebHMI server to a WebHMI
client over the Internet, the ActiveX components are silently installed on the client
machine. The ActiveX components are delivered into the .cab files archive. The
.cab files are referenced in the HTML code near the corresponding ActiveX
"clsid". Microsoft Internet Explorer can detect whether ActiveX components are
present on the client machine. Thus, if an ActiveX is already installed on the
client machine, then there is no need to download a 2 MB .cab file for that
ActiveX. In other words the cab files are downloaded only the first time that the
WebHMI client station connects to the WebHMI server station. Once the cab files
are downloaded, they will not be downloaded any more.

Under certain circumstances, you may want to upgrade your WebHMI server with
a newer version of the cab files, for example when upgrading to a new major
release of WebHMI, or when installing a service pack.

Upgrading WebHMI is a two-step process:

1. You need to upgrade the cab files located on the server machine.
2. You need to download the new cab files to the client machine(s).

Step 1 is reduced to a simple “file copy” operation. Step 2 requires the use of the
WebHMI Update Versions Utility.

The Update Versions Utility processes the files installed on the server, reviews
the version information contained inside them, and upgrades it to the latest
version of components installed on the WebHMI server.

Once the version information is updated, the client machine will recognize that
the server contains a newer version of the components used for visualization,
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alarming and trending, and will automatically re-download the new cab files with
the new components.

For example, suppose that a client machine is running WebHMI Version 8.0, and
you want to connect the client machine to a WebHMI Version 8.1 server. In this
case, the client machine requires GenBroker Version 8.1 support in order to
communicate with the WebHMI 8.1 server. It also requires GraphWorX32,
AlarmWorX32, TrendWorX32, and all other ActiveX components from Version
8.1. The GENESIS32 ActiveX components are backward compatible; for
example, you can open a Version 7.0 file from a Version 8.0 ActiveX component,
but you cannot open a Version 8.0 sample file if you have a Version 7.0 ActiveX
component.

Now, for example, suppose that the client has already been connected to a
WebHMI 8.0 server, and the client has already installed all the ActiveX support
for GENESIS32 Version 8.0. Also suppose that you want to connect the same
client to a WebHMI 8.1 server. If there is no version information in an HTML
page, Internet Explorer will not download the new ActiveX .cab files because the
ActiveX with the same ID is already registered on the client machine.

To avoid such compatibility problems, WebHMI adds the correct version number
information to HTML pages. This is accomplished with the Update Versions
Utility. This utility gets the version information from an information (.inf) file called
"WebHMIL.inf," which contains information about the entire WebHMI installation,
including which archives are installed in which directories, what component they
contain, and the version numbers of the components installed.

9.2 Update Versions Utility

The WebHMI Update Versions Utility manages all versioning information on the
server side. The utility allows you to modify HTML files by adding version
information for ActiveX components. The version information in HTML files is
necessary for the automatic update of ActiveX components. If an older version of
an ActiveX is already installed and registered on your machine, a newer version
will be downloaded, but only if the version information is placed in the HTML file.

The version information is taken from the "WebHML.inf" file mentioned above. In
WebHMI Version 8.0, the "WebHML.inf" file is installed by default on the WebHMI
server machine in the "C:\InetPub\wwwroot\WebHMI" directory.

The Versions Utility is similar to other "find-and-replace" utilities that search in a
specified directory for entered files. The utility searches for the occurrence of
ActiveX objects in HTML files. If it finds any, it then searches the "WebHML.inf"
file for the updated version and inserts the new version information into the
HTML files.
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9.2.1 Starting the Versions Utility

To open the Versions Utility from the Windows Start menu, select Programs >
ICONICS WebHMI > Versions Utility, as shown in Figure 9.1.

ﬁg hange Host Marne Likiliky
ﬁ Client Canfiguration
& Help

Read Me

Wersians Ltility
52:] WebHMI Exanmples

Locaki

Figure 9.1. Starting the Versions Utility

The Update Versions dialog box appears, as shown in Figure 9.2.

Note: The Versions Utility is Web-server oriented and should be used by the
Web server (WebHMI server) administrator only.

Update¥ersions

|Ipdate ICOMICS ‘webHMI ActiveX verzsionz in HTML code

wWwiebHMI [nf File; IE:'xlnetF'ubhwwwrcunt"-.WebHMI"-.Wel:uHMI.inf |lpdate

i

In filestile types: I“. htrr*. htrnl j Cancel

[r folder: IE:'\InetP‘ub'\wwerDt'\WebH k|
[ Look in subfolders

Figure 9.2. Update Versions Dialog Box

The WebHMI Inf File field specifies a path to the information file, which contains
version information for ActiveX components. The default file is the "WebHMIL.inf"
file described above. If you want to change the file or its location, you can simply
type the new location, or click the ... button to browse for the file.

The In Files/File Types field contains a list of files and/or file types to search for.
The default file types are *.htm and *.html; the utility will search for all .htm and
.html files in the specified location.
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The In Folder field contains the name of the folder where the search will be
started. You can also use the ... button to change the folder. If the Look In
Subfolders check box is checked, the search will be recursive for all
subdirectories of the selected folder.

When you click Update, the utility will search for the specified files in the selected
directories. If the utility finds any of them, it will open each file and search the file
for the occurrence of an ActiveX. If an ActiveX is found, the utility will search for
version information for that ActiveX in the "WebHML.inf" file.

If the information is found, the updated version information will be automatically
appended to the .cab file address in the HTML code. For example, a
GraphWorX32 Viewer ActiveX (GWXView32.cab) with version 8.00.137.0 in a
Web page will be appended to the "CODEBASE" attribute of the "OBJECT" block
in the HTML code as follows:

CODEBASE-=http://www.WebHMI.com/WebHMI/cabs/GWXview32.cab#Version=
8.00.137.0

ICONICS



Appendix A: AlarmWorX32 and
TrendWorX32 Web Access

A.1 Introduction

WebHMI includes AlarmWorX32 Web Access support for reports and operator
comments. The configuration interfaces for the AlarmWorX32 Report ActiveX
and the AlarmWorX32 Viewer ActiveX enable remote access to Alarm Logger
databases over the Internet.

A.2 Web Access for Alarm Reports

ICONICS

The AlarmWorX32 Report ActiveX enables clients to download alarm reports
over the Internet. The Web Access tab of the Alarm Report ActiveX Properties
dialog box, shown below, allows you to access the currently connected Alarm
Logger database over the Internet via a Remote Data Service (RDS), or
Remote Database Agent (RDA). The RDS, which is hosted by an Internet
Information Server (IIS), enables the downloading of report data from the logger
database to a client over the Internet. Simply specify the URL name or IP
address of the primary 1IS Web server in the Primary Internet Information
Server for RDA field, as shown in the figure below. The Remote Recordset
Page Size field specifies the size of the recordset portion in the database
records.

Note: You also may designate a redundant 1IS Web server by specifying the
URL name or IP address of the redundant IIS Web server in the Backup
Internet Information Server for RDA field, as shown Figure A.1.

Note: For more information, please see the AlarmWorX32 Report ActiveX Help
documentation.
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[T access databaze over the Internet via Femate Databasze Agent

Primary Internet Information Server for RO
Ihttp:a"a’ll:u:alhl:ust

Backup Internet [nformation Server for RO

Ihttp:;"#servername

[Example: http:/AafebHMI S omeCompaty. com]

Remote Recordzet Page Size [database records] IEEI#E
0k, I Cancel Apply | Help |

Figure A.1. Alarm Report ActiveX Web Access Tab

When Internet Access to the logger database is enabled, the client makes a
request over the Internet to the 1IS Remote Data Service. The RDS uses a
special component, called the Data Factory Handler, to relay the request to the
local logger database on the server, as shown in Figure A.2. The RDS retrieves
the relevant information for the alarm report from the logger database so that the
client can download the data from the server over the Internet. The client
machine then displays the data in the Report ActiveX per the client's report
configuration settings.

In most typical scenarios, the Report ActiveX configuration is done on the server
side. Those steps include:

e Connection to the database is established by clicking the Connection
Parameters button on the General tab of the Report ActiveX
Properties dialog and using the Database Connection dialog.

¢ Internet access settings are enabled on the Web Access tab.

e Configuration data saved as an *.awr file or a *.gdf display containing the
Report ActiveX are published to an HTML document on a WebHMI
server.
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Remote Data Service {RDS)
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Figure A.2. Downloading Alarm Report Data From a Remote Logger Database

A.3 Web Access Support for Alarm Viewer Operator Comments

The AlarmWorX32 Viewer ActiveX enables clients to download operator
comments from a remote database over the Internet. The Display tab of the
Alarm Viewer ActiveX Properties dialog box, shown in Figure A.3, allows you
to connect to an operator comments database.

Note: For more information, please see the AlarmWorX32 Viewer ActiveX Help
documentation.

ICONICS A-3
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Figure A.3. Alarm Viewer ActiveX Properties: Display Tab

Connecting to the Operator Comments Database

In most situations, you will use the AWXLog32.mdb Microsoft Access database
(located in the GENESIS32 Bin directory) as your operator comments database.
This is the standard Alarm Logger database. To connect to the operator
comments database:

1. Click the Connection button on the Display tab. This opens the
Database Connection dialog box, as shown below.

2. Under Data provider, select Microsoft Access, as shown in Figure
A.4.
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Database Connection x|

— D atabaze Connection
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OLE DB Connection String:
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Connection

;I String...
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Figure A.4. Connecting to a Database

3. Click the Build Connection String button. This opens the Microsoft
Data Link Properties dialog box, as shown in Figure A.5.

Note: All data source connections are made through the Data Link
Properties dialog box. The Connection tab settings may vary
depending on which data provider you selected. Click the OK button.
Click the Help button at any time to view the Microsoft Data Link help
documentation.
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BB Data Link Properties |

Provider Connection I.-'-"-.dvancedl &l I

Specify the following to connect to Access data;

1. Select or enter a database name:
ram Filess COMICSAGEME SIS -324Bin\AMWSLog32. mdb _I

2. Enter information to log an ta the databaze:;

Izer name: I.-'l‘-.u:lmin

Fazaword: I

¥ Blank password [ Allow saving pazsword

T est Connection |
0k, I Cancel | Help |

Figure A.5. Specifying a Data Source

4. Click the ... button and select the AWXLog32.mdb file from the bin
directory, as shown in Figure A.6. Click the Open button.
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Figure A.6. Selecting the Operator Comments Database

5. The data source reference appears in the Database Connection dialog
box in the OLE DB Connection String field, as shown below. In the
Base Table Name field, select EventLog from the drop-down list.

Note: The Base Table list varies according to the active Alarm Logger
configuration database.

6. Click the Connect button to connect to the database. The traffic light

icon changes to green when the connection is successful, as shown in
Figure A.7.
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Figure A.7. Database Connection

7. Now you must specify which column in the database table you will use to
for logging and storing comments. In the Comment box, select a column
from the drop-down list. For most cases, only the Comment box should
be configured. The exception is the case where the system is logging
from two different alarm servers, using the same tag names in both
alarm server configurations. This is the only case where the Node,
Server, Op Condition, Op Node, and Op Server selections should be
used.
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Enabling Remote Web Access to Operator Comments

The Alarm Viewer enables you to gain access to operator comments from the
currently connected Alarm Logger database over the Internet. To enable Web
access to operator comments, check the Access currently connected
database over the Internet via RDS check box at the bottom of the Database
Connection dialog box. A Remote Data Service (RDS), which is hosted by an
Internet Information Server (1IS), enables the downloading of operator comments
data from the logger database to a client over the Internet.

Once you have connected to the operator comments database. Simply specify
the URL name or IP address of the 1IS Web server in the Internet Information
Server for Remote Data Access field in the Database Connection dialog box.
You can also specify a maximum number of database records to download from
the logger database.

When Internet Access to the logger database is enabled, the client makes a
request over the Internet to the 1IS Remote Data Service. The RDS uses a
special component, called the Data Factory Handler, to relay the request to the
local logger database on the server, as shown in Figure A.8.The RDS retrieves
the relevant information for the alarm report from the logger database so that the
client can download the data from the server over the Internet. The client
machine then displays the data in the Viewer ActiveX per the client's
configuration settings.

In most typical scenarios, the Viewer ActiveX configuration is done on the server
side. Configuration data saved as a *.awv file or a *.gdf display containing the
Viewer ActiveX are published to an HTML document on a WebHMI server.
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Figure A.8. Downloading Operator Comments From a Remote Logger Database

A.3 Tips for AlarmWorX32 Remote Data Access

A good understanding of Remote Data Access principles is a key element to
building a successful solution for a Web-enabled alarm reporting system. Since
the volume of alarm databases can reach hundreds of megabytes, it is very
important to keep in mind the following aspects.

Maximum Number of Downloadable Database Records and Adequate
Record Filtering

The setting for the maximum number of records to download (Nmax) indicates
that any database query operations would return no more than Nmax alarm
records (lines to the grid). If more than Nmax records from the current table
match the current filtering criteria, then only the portion of the record set
containing top Nmax records is returned. To avoid such record set cut-off,
strong restrictive record filters should be used all the time. Since the record
filters are processed on the database side, the database server uses all existing
records to build the record set.
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Proper Choice of the Back-end Database

It should be noted that the use of Microsoft Access databases (*.mdb) is not
recommended for Web Access. Poor memory management in Microsoft Jet
Engine creates a serious scalability problem for any type of Web database
application. The recommended back-end database for Web alarming is
MSDE (Microsoft Desktop Engine) or Microsoft SQL Server.

Table Management in Alarm Logger Configuration

To provide further optimization for the Alarm Logger database operations, the
table management should be enabled in the logger configuration. See the
Alarm Logger Configurator documentation for more information.

Using the Remote Database Access Manager

The AlarmWorX32 Remote Database Access Manager, shown in Figure A.9,
is a separate utility (the AWXRep32RDSSM.exe file) located in the GENESIS32
Bin directory. This utility configures the communication parameters for the Data
Factory Handler (described above) so that the AlarmWorX32 Report ActiveX can
connect to a remote Alarm Logger database and retrieve data from the database.
It also enables security for remote database access via the GENESIS32 Security
Server.
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Figure A.9. AlarmWorX32 Remote Database Access Manager

Database Connection Options

The Database Connection Options section of the AlarmWorX32 Remote
Database Access Manager sets the following connection parameters for the Data
Factory Handler:

e Connection Retry Number: Specifies the maximum number of times
the Data Factory Handler will try to reconnect to the Alarm Logger
database in case the connection fails.

e Connection Retry Delay: Sets the amount of time (in seconds) the Data
Factory Handler waits between subsequent connection retries to the
Alarm Logger database.

Security Management

The AlarmWorX32 Remote Database Access Manager allows you to enable
security for remote database access via the GENESIS32 Security Server. Check

ICONICS



WebHMI

Appendix A: AlarmWorX32 and TrendWorX32 Web Access

ICONICS

the Enable Security Management for Remote Database Access (via Security
Server) check box. When security is enabled, each time a user tries to access
the Alarm Logger Database, the Security Server will check to verify whether that
user is allowed to have remote access to the database.

Note: For information about the Security Server configuration and login, please
see the Security Configurator and Security Login Help documentation.

Because the database is accessed over the Internet via TCP/IP communications,
GenBroker communications over OPC over TCP/IP must also be enabled. Thus,
you must specify a GenBroker Configuration File (.gbx). Clicking the ... button
to the right of this field allows you to browse for a GenBroker configuration file, as
shown in Figure A.10.If you do not specify a GenBroker configuration file, or if no
Security Server is specified in the GenBroker configuration, then the default
system GenBroker configuration file will be used.

Note: If you are using WebHMI, it is recommended that the Security Server be
located on the same machine as the WebHMI Server. For information about how
to configure GenBroker communications, please see the GenBroker Help
documentation.

The GenClient Updates Timeout sets the maximum amount of time (in
seconds) the Data Factory Handler will wait for Security Server validation of a
data request from the client (i.e. the client with the Alarm Report ActiveX
installed) before returning an "Access Denied" error.

21|
Look in: | ¢ GENESIS-32 ~| « & of E-

i [ 15ymbals
Exarples [ Translatar
Genlicting

Project1

Projects

Pt Templates

File name: I Open I
Files of type: | GerBroker XML Configurations [*.ghs) | Cancel |
S

Figure A.10. Selecting a GenBroker Configuration File
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A.4 TrendWorX32 Reporting Tool

A-14

To open the TrendWorX32 Reporting tool from the Windows Programs menu,
select Programs > GENESIS32 > TrendWorX32 > TrendWorX32 Reporting.

The TrendWorX32 Reporting screen will appear, as shown in Figure A.11.

% TWiReportl - TWXReport Application by ICONICS =10 x|

File Edit “iew Acktions Tools Help

DEEI@.@@.@.@LH|BI@I?¥?

Repork | Enabled I Report Tvpe I Skakus | Lask R

1| | i

|Far Help, press F1 |Stopped Reports |0 Reports |18/05/2001 14:27:51 5

Figure A.11. TrendWorX32 Reporting Screen

The TrendWorX32 Reporting tool exports .csv files, databases, and MS Excel
Workbooks. Of these, only Excel Workbooks can be imported into HTML files.
To do this, configure an Excel-based report by selecting Add Report from the
Edit menu. This opens the Report Configuration Wizard, which is a series of
dialog boxes that allow you to configure report. In the Target tab, shown in
Figure 4.12, select Excel File, check the Publish option, and click on the HTML
Path button to determine where in the directory you wish to place the files.
Currently, some server-side scripting may be required to generate dynamically
HTML pages with all the available reports. In future versions of WebHMI, the
WebHMI Explorer based on MS Digital Dashboard will do this automatically.

For a complete guide through the steps in using the TrendWorX32 Reporting
Tool, please see the TrendWorX32 user guide or online help documentation.
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Figure A.12. TrendWorX32 Report Configuration Wizard
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B.1 DCOM As a Requirement

DCOM is now essential to an up-to-date Windows environment. DCOM is built
into Windows NT. DCOM settings must be configured carefully and correctly to
be able to view WebHMI on the server.

The Web server should also have GENESIS32 installed on it, as ICONICS
ActiveX controls take their security and licensing from this registered
GENESIS32 product.

The steps for configuring DCOM and browsing WebHMI are given below. For
further information about DCOM, please refer to the Microsoft Windows help
documentation.

Note: If GenBroker TCP/IP channels are used, as they are in WebHMI, neither
DCOM settings nor user accounts are necessary. The information in this chapter
is provided only as a reference for setting up DCOM. You should not need this
information if you use WebHMI.

B.2 Configuring DCOM for Windows NT

B.2.1 Creating a User Group

ICONICS

It is necessary to create a group of users who will be able to access WebHMI.
This is done either on the Domain Controller or the Workstation, whichever may
be the case.

To begin, click the Start button and select Programs > Administrative Tools >
User Manager. Select User Manager, as shown in Figure B.1.
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Figure B.1. Opening the User Manager Screen

The User Manager screen will appear, as shown in Figure B.2. Select New
Local Group from the User menu.
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Figure B.2. User Manager Screen
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Figure B.3. New Local Group Dialog Box

The New Local Group dialog box will appear, as shown in Figure B.3. In the
Group Name field, type "WebHMIUsers" and click the OK button. The group
name "WebHMIUsers" will appear in the bottom pane of the User Manager
screen. Double-click the on WebHMIUsers. The Local Group Properties dialog
box will appear, as shown in Figure B.4. On the Local Group Properties dialog
box, click the Add button.

Local Group Properties

Group Mame:  WebHMIL zerz (] |
Description; | Cancel |
Help |
Members: Show Full Hames |
€ Administrator

Figure B.4. Local Group Properties Dialog Box

ICONICS B-3



Appendix B: Setting up DCOM WebHMI

B-4

The Add Users and Groups dialog box will appear, as shown in Figure B.5. In
the Names field of the Add Users and Groups dialog box, select each name
that you wish to add to the "WebHMIUsers" group. After selecting the name, click
the Add button, as shown below.

Note: For the purposes of the example given here, we have chosen QA_LAB for
the List Names From field. You will probably use another source of names when
configuring your new user groups.

Each time that you choose a name and click the Add button, that name will
appear in the Add Names pane, as shown below. To find a name that does not
appear in the Names pane, click the Search button, as shown in Figure B.5.

Add Users and Groups
Ligt Mames From; I@. O&,_LAE j
Mames:

t‘ﬁ Cert Publizhers Enterprize certification and renewal age
t‘ﬁ Dinzl pdatePromy DS clients who are permitted to perforr
t‘ﬁ Dromain Adming Deszignated administrators of the domain
t‘ﬁ Diomain Computers All work stations and zervers joined to the
t‘ﬁ Dormain Controllers Al dornain controllers in the domain

t‘ﬁ Dlomain Guests All dormain guests

t‘ﬁ Dornain Uzers Al domain uzers

GERE nterprise Admins Designated administrators of the enterpr;l

Sld Memters. . |
Add Hames:
[4_LaB\Domain Users; QA_LABNDomain Guestz; QA_LABDomain ;I
Computers
0k, Cancel Help

Figure B.5. Names Added to "WebHMIUsers" Group
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Figure B.6. Add a Found Name to the Add Names Pane

If the name for which you are searching is found, it will appear in the Search
Results field of the Find Account dialog box. Click the Add button to place the
name in the Add Names pane of the Add Users and Groups dialog box, as
shown in Figure B.6. After you have placed all of the names in the Add Names
pane, click the OK button on the Add Users and Groups dialog box.

The Find Account dialog box will appear, as shown in Figure B.6. In the Find
User or Group field, type the name of the user or group for which you are
searching, and then click the Search button.
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This will cause the Local Group Properties dialog box to appear, as shown in
Figure B.7. Click the OK button on the Local Group Properties dialog box.
This will cause the User Manager dialog box to reappear. You have now created
the "WebHMIUsers" Group. To conclude this phase of the DCOM setup, select
Exit from the User menu of the User Manager dialog box.

Local Group Properties

Group Mame:  wWebHMIUzers

ik |

Description; | Cancel
Help
Members; Show Full Hames |
Adminiztrator

04,_LABSDomain Computers
@4_LABNDomain Guests
@4_LABNDomain Users

Hemove

Figure B.7. Local Group Properties Dialog Box

B.2.2 Configuring DCOM Properties

To begin configuration of the DCOM properties, click the Start button and select
Run from the Windows Start menu. The Run dialog box will appear, as shown in
Figure B.8. Type "dcomcnfg" in the Open field, and then click the OK button.

Run

T ype the name of a program, folder, or document, and
YWindaws will opern it far pou.

=

¥ B in Separate Meman Space

| k. [EI Cancel | Browse... |

Figure B.8. Opening the dcomcnfg Folder

B-6 ICONICS



WebHMI Appendix B: Setting up DCOM

The Distributed COM Configuration Properties dialog box will open, as shown
in Figure B.9. Click on the Default Properties tab of the Distributed COM
Configuration Properties dialog box.

Distributed COM Configuration Properties

Ly - C-11CE
Adobe Acrobat Document
Al o3

A M2

COM+ Ewvent Spstem Tier?

Datawond2

Ewent Object Change

GenBroker Configuratian —
GenRegistrarServer

GenTray

HTML Application

ICOMICS Alarm OPC Server

ICOMICS Alarmiwor<32 Alarm Display

ICOMICS GenBroker

ICOMICS Genesis Agent

lcoric: OPC Server For Allen-Bradley Metwork s

ICOMICS Perziztent Trending Docurment

ICOMICS Sirnulatar OPC Server

ICOMICS Trendwior<32 Trend Dizplay ;I

Properties... |

] 4 I Cancel Spply

Figure B.9. Distributed COM Configuration Properties Dialog Box
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B-8

The Default Properties tab will appear, as shown in Figure B.10. Check Enable
Distributed COM on this computer. Doing so allows DCOM objects to be
created on this machine. Select Connect in the Default Authentication Level
field. Select Identify in the Default Impersonation Level field. You do this in
case security is absent at the object level; the server will then use this level to
check permissions in the ACL (Access Control List) of the client machine.

Distnbuted COM Configuration Properties

Applications:  Default Properties | Default S ecurity | Default F'ru:utu:u:-:ulsl

¥ Enable Distributed COM on thiz computer

[~ Enable COM Internet Services on this computer

— Default Distributed COM communication properties

The Authentication Level specifies security at the packet level.

Drefault Authentication Level:

Connect j

The Imperzonation Level specifies whether applications can
determing who iz calling them, and whether the application can do
operationz uzing the client's identity.

Default Imperzonation Lewvel:

dentify

I Eruv@ additional zecurity for reference tracking

k. I Cancel a1

Figure B.10. Configuring the Default Properties
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Click on the Default Security tab to have its page appear, as shown in Figure

B.11. Click the Edit Default button.

Distributed COM Configuration Properties

ICONICS

fpplications | Default Properties  Default Security | Diefault F'ru:ut-:u:u:ulsl

— Default Accezs Permizzions

Y'ou may edit who iz allowed to access applications that do not
pravide their own settings

— Default Launch Permiszions

'ou may edit who iz allowed to launch applications that do not
provide their own zettings.

Edit Defaul...

— Default Configuration Permizzions

'ou may edit the lizt of uzers that are allowed to modify OLE clasz
configuration information.  Thiz includes ingtalling new OLE zervers
and adjusting the configuration of existing OLE zervers.

Edit Default.. |

0k, Cancel | Sl

Figure B.11. Default Security Tab
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This opens the Registry Value Permissions dialog box, shown in Figure B.12.
Click the Add button.

Registry Yalue Permissions
R egizty ' alue: DefaulkdcceszPermizzion
Owner: Adrminiztrator
Hame:
(re Gl Access; I j
] Cancel | Hemawe | Help |

Figure B.12. Registry Value Permissions Dialog Box
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This opens the Add Users and Groups dialog box, shown in Figure B.13. In the
Names field, scroll down to WebHMIUsers, and then click the Add button.
"WebHMIUsers" will appear in the Add Names field, as shown in Figure B.13.
With "WebHMIUsers" now in the Add Names field and Allow Access set in the
Type of Access field, click the OK button.

Add Users and Groups Ed
Ligt Mames From: I@, Oé_LAR j
Mames:
@E nterprize Admins Designated administrators of the enterpri;l
Evemyone Al Uzerz
Group Policy Creator Qwners b emberz in thiz group can modify group
ﬁ IMTERALCTIVE IJzerz acceszing this object locally
E;,- HETwWORE. IJzerz acceszing thiz object remotely
@S chema Admins Degsignated admiristrators of the schems
et SYSTEM The operating system
i ebHM|Users Users of WebHMI ir
Sl Show Lzers tembers.. Search... |
Add Mames:
04 _LABNWebHMIUsers |
Type of Access: Iﬂllaw Access j
k. [ I Cancel | Help |

Figure B.13. WebHMIUsers Placed in Add Names Field
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The Registry Value Permissions dialog box will appear, as shown in Figure
B.14. With "WebHMIUsers" now in the Name field and "Allow Access" set in the
Type of Access field, click the OK button.

Reqistry Yalue Permizzions

Regizty Y alue: DefaulthccezsPermizzion
Owiner: Adminiztrator

Mame:

o 04_LABWebHMIUsers Al Bosass

Tyvpe of Access: I.-'l'-.llnw Access j

(] 4 L}\J Cancel |

Figure B.14. "WebHMIUsers" Added to Name Field

Bemove | Help |

B-12 ICONICS



WebHMI

Appendix B: Setting up DCOM

ICONICS

The Distributed COM Configuration Properties dialog box will appear, as
shown in Figure B.15. In the Applications tab, select Security Server, and then
click the Properties button.

Diztributed COM Configuration Properties

Applications | Default Properties | Default Secunty | Default Protocals I

Applicationz:

bAbdzb ezzenger -
k= Popup J
kA5 napshot

kN ideo

tobSync

MSDAIMITIALIZE

MSH Meszzenger Object

FwsPromy
QpcEnum
Faintbruzh
Remote Debug

IS ecunty Server

M anager for Java

SEMS Logon Eventz

SEMNS Metwork Events

SEMS OnMow Events

SEMS Subzcriber for EventSpstem EventObjectChange events
SetuplogServices Clazz [1]

SetupLogServices Class [2)

Sound Recorder ﬂ

Properties. .. [ |

k. I Cancel Apply

Figure B.15. Setting Properties of Security Server
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The Security Server Properties dialog box will appear, as shown in Figure
B.16. On the General tab of the Security Server Properties dialog box, make
sure that the Authentication Level field is set to Default. Then click on the
Security tab.

Secunty Server Properties EE

General I Lu:u:atiu:unl Securit_l,ll Identit_l,ll Enu:lpu:uintsl

— General properties of thiz DCOM application

Application name: Security Semver

Application pe; lozal zerver

Authentication Level:  [EEN0 -
Local path: E:'\F‘%GH&W MEOMICSAWGEMESI 15BN vzec

0k, I Cancel Sl

Figure B.16. Security Server Properties Dialog Box
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The Security tab page will appear, as shown in Figure B.17. On the Security
tab, make sure to select Use default access permissions, Use default launch

permissions, and Use custom configuration permissions. Then click on the
Location tab.

Security Server Properties EHE

Generall Location  Security |I|:|entit_u| Endpu:uintsl

&+ Use default acces: permissions

— " Use custom acocess permissions
Y'ou may edit who can access thiz application.
Edit...
&+ Use default launch permizsions
— " Use custom launch permissions
'ou may edit who can launch thiz application.
Edit. .

i~ Usze default configuration permissions

& Use custom configuration permissions

Y'ou may edit who can change the configuration infarmation for this
application.

Edit.. |

k. I Cancel | a1 |

Figure B.17. Setting Permissions
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The Location tab will appear, as shown in Figure B.18. On the Location tab,
check Run application on this computer. Click the OK button. The Distributed
COM Configuration Properties dialog box will reappear. Click the OK button.

Security Server Properties EE
General Location lSecurit_l,ll Identit_l,ll Endpaints]

The following settings allowe DCOK to locate the corect computer far this
application. IF you make more than one selection, then DCOM uzes the first
applicable one. Client applications mayp override pour selectionz.

[ Bun application on the computer where the data iz located

[v Fun application on thiz computer

[ Bun application on the fallowing computer:

|

k. | Cancel

Figure B.18. Location Settings

You have now completed the DCOM setup process for Windows NT.
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B.3 Configuring DCOM for Windows 98

B.3.1 Using a Windows 98 Machine As a Web Server

Computers with Windows 98 installed must belong either to a domain or a
workgroup. To let this Web server know about all of the permitted users, select
Run from the Start menu, as shown in Figure B.19.

Programs *
| Fawvaorites L
ﬁ Documents *
_E.El,,a Settings L
) Find b
& Help

ci

&2 Log Off JohnR...

Shut Dawn...

Figure B.19. Opening the Control Panel

The Run dialog box will appear, as shown in Figure B.20. Type "dcomcnfg” in
the Open field, and then click the OK button.

Run

rezource, and YWindows will open it For pou.

i ] 4 I Cancel | Browsze... |

Figure B.20. Run Dialog Box

E T ype the name of a program, folder, document, or [nternet
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The Distributed COM Configuration Properties dialog box will appear. Click on
the Default Properties tab to open the Default Properties tab page, shown in
Figure B.21. Select None in the Default Authentication Level field, and select
Identify in the Default Impersonation Level field.

Distnbuted COM Configuration Properties

fpplications  Default Properties i D1 efault S ecurity

¥ Enable Distributed COM on thiz computer

= Default Diztributed COM communication properties

The Authentization Level specifies securnty at the packet level,

Drefault Authentication Lewvel:

;[Nnne] :_j

The Impersonation Level specifies whether applicationz can
determing wha iz calling them, and whether the application can do
operationz uzing the client's identity.

Drefault Imperzonation Lewvel:

A —

[~ Provide additional zecurity far reference tracking

0k, ] Cancel Apply

Figure B.21. DCOM Configuration Properties Dialog Box
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Click on the Default Security tab, shown in Figure B.22, and then click the Edit
Default button.

Distributed COM Configuration Properties

Figure B.22. Default Security Tab
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The Access Permissions dialog box will appear, as shown in Figure B.23.
Under the name field, select the names of all domain or workgroup users, and
then click the Add button.

Access Permissions
I ame | Aocess Permiszzions |
MT1%0omain Uzers Grant Access
€ NT1%kian Grant Access
& 04 LARMkian Grant Access

5 The Wworld Grant Access

add | Bemove |
k. I Cancel |

Figure B.23. Access Permissions Dialog Box
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Add Access Permissions [ 7|

Marme: Obtain st from:
[The wiarld [MTA =1

&% The warld [ larant Access -@ The world =
# 16 bit zource safe
(8 32 bit source safe

E Aaron

E Adrniriztrator
E Alaa —w-;

E i:::ander i 'ij
E Andre
E Andrew

E Anonymous

E Lurjan _:_'_j l’

Ok Cancel 1

Figure B.24. Add Access Permissions Dialog Box

The Add Access Permissions dialog box will appear, as shown in Figure B.24.
The names that you have selected will appear in the Name field and in the right-
hand pane. Click the Grant Access button, and then click the OK button.

The Distributed COM Configuration Properties dialog box will reappear. On
the Default Security tab page, check the Enable remote connection check
box.
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Now click on the Applications tab of the DCOM Configuration Properties
dialog box. In the Applications field, select Security Server, and then click the
Properties button, as shown in Figure B.25.

Diztributed COM Configuration Properties

Applications | Default Properties | Default Security

Applications:

b zohelp x|
kzoHelp AW Search Dialog

bzoHelp Kep Search Dialog

M ethd eeting

Hetwar<32 Configuration

QfProy

OpcEnum

Outlook, Mezsage Attachment

Quthook Office Finder

Frivate Debug Manager for Jawva

Cluikdat. cleCluik D ata
Fatrl

Scnpbadon<32 Document

Security Server

Snapzhat File
SwrGlobal Global Clazs
Systemn Restore \Wrapper

T agBrowszer Application
|Jploadid anager __‘fj

0k, Canicel Apply

Figure B.25. Selecting Security Server
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The Security Server Properties dialog box will appear, as shown in Figure
B.26. On the Security tab page, select Use default access permissions.

Security Server Properties

Figure B.26. Security Server Properties
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Security Server Properties

; Security ;

The following gettings allow DCOM to locate the corect computer far this
application. |f pou make more than ane selection, then DCOM uses the first
applicable one. Client applications may ovemnde pour selections.

[T Bun application on the computer where the data is located

¥ Run application on thiz computer

[" Fun application on the following computer:

0k, ; Cancel Sy

Figure B.27. Location Tab

As shown in Figure B.27, on the Location tab, check the Run application on
this computer option. To return to the Distributed COM Configuration
Properties dialog box, click the Apply button.

The Default Properties tab page of the Distributed COM Configuration
Properties dialog box will reappear. Click the Apply button.

You have completed DCOM setup for Windows 98.

It is, however, strongly suggested that Windows NT be used as the Web server.
If there are two NT machines in a workgroup, then you have to create the same
group of users ("WebHMIUsers") on these machines. Alternatively, the same

user with the same password should log in at any given time on these two PCs.
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If all the computers are in a domain, then the client PCs need not have a list of all
users (WebHMIUsers) on them, since the domain controller takes care of
granting or denying permissions.

On the Windows 98 client machines, you should do the setup in such a way that
they receive their list of users from the domain controller or the NT workstation,
whichever is pertinent. To do this, go to Network Properties > Access Control.
In the Obtain list of Users and groups from field, type in the PC name of the
Workstation (where the workgroup was created) or the PC name of the PDC
(domain controller where the domain was created), whichever is pertinent.

B.4 Domains, Workgroups, Rights to the Server Node,
and DCOM

DCOM's complexity recommends its use only for intranet and LAN
applications.

For WebHMI to function correctly or, more specifically, to establish proper DCOM
intranet communication, all client WebHMI PCs must be in the same workgroup
or domain as the WebHMI server node.

The DCOM default launch and default configuration settings on the server node
must be configured so that everyone logged in on the WebHMI client PC has
access to the server node. Any user logged in on a client PC must also have the
proper rights to browse the WebHMI server.

For the proper transmittal of information over DCOM between two PCs, these
two nodes must be in either the same workgroup or domain.

In any networked application, all of the computers must share common
information. From ICONICS' point of view, the most important function of such
applications is to enable the sharing of user-related information.

In a workgroup, you have to configure this information individually on each
machine. In a domain, one main computer, typically called the Primary Domain
Controller (PDC), stores all of this information. When a new PC joins the network:

¢ In a workgroup, you must configure all of the settings manually.

e |n a domain, the PDC will automatically send them to the new PC.
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