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Introduction

1.1 Introduction to AlarmWorX32 Multimedia

Welcome to ICONICS AlarmWorX™32 Multimedia, a new generation of modular
automation for advanced OPC-based HMI and Visualization by ICONICS. The

AlarmWorX32 Multimedia Configurator is a standalone product that allows you to
configure alarms using several different media to notify anyone, anywhere, of an
occurring alarm.

ICONICS

AlarmWorX32 Multimedia is an option of AlarmWorX32 that provides OPC-
compliant multimedia technology for remote alarm notification. Various

multimedia "agents" are provided, including:

Paging (including SMS/TAP support)

Two-way paging

Phone with call-in and call-out support

E-mail

Fax

Voice annunciation of alarms via text-to-speech
Voice annunciation of alarms via recorded .wav files
Video

Pop-up windows

Computer screen marquee

Instant messaging

PA

1-1



Introduction AlarmWorX32 Multimedia

For examples of multimedia alarming agents, open the "MMXDemo.gdf" file in
the "ICONICS/GENESIS32/Examples/Multimedia Demo" directory. You must
have ICONICS GraphWorX™32 installed to run this demonstration.

1.1.1 AlarmWorX32 Multimedia Overview

Figure 1.1 provides an overview of how AlarmWorX32 Multimedia enables you
to send and receive alarms using various multimedia agents. The ICONICS
AlarmWorX32 Multimedia Configurator is a database with a user interface that
allows you to configure alarms, alarm action sets, multimedia agents, and alarm
acknowledgement codes. You can also use the Multimedia Configurator to create
subscriptions to OPC Alarm and Event (AE) servers. In addition, you can
configure schedules and destinations for alarm notification messages.

When your database configuration is completed and you start the Multimedia
Server, the following occurs:

1. When the Multimedia Server enters runtime mode, it reads all the alarm
configurations in the multimedia configuration database.

2. The Multimedia Server then subscribes to OPC AE servers based on the
subscriptions that you created in the configuration database.
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Figure 1.1. Overview of AlarmWorX32 Multimedia
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In turn, the OPC AE servers generate alarms back to the Multimedia Server.

4. When the Multimedia Server receives alarms, it responds to those alarms
according to the settings and alarm action sets that you configured in your
database.

5. Based on these action sets, the notification messages are then sent to a
recipient (an operator or a group) via the configured multimedia agent, such
as a telephone call or a fax.

6. The recipient of the alarm message can then acknowledge the alarms using
the configured multimedia device, such as a telephone or fax machine
keypad.

Note: Redundant (backup) Multimedia Servers are currently not available.

1.2 Installing AlarmWorX32 Multimedia

This section describes the steps for installing ICONICS AlarmWorX32
Multimedia. Be sure to close any other applications before installing
AlarmWorX32 Multimedia. For general guidelines and requirements for
GENESIS32™ installation, please refer to the ICONICS Getting Started user's
guide.

1.2.1 System Requirements

ICONICS

To use this software, you must have the following minimum system
requirements:

e 8Xspeed CD-ROM.

e 125 MB of disk space. (Note: This is the recommended amount of disk
space for the Multimedia installation only. This does not include
hardware drivers. Also, as the size of the databases increases over time,
additional space may be needed.)

e VGA video card; 256 or more colors for best results.
e Sound card.
e Microsoft Internet Explorer 6.0 and above.

e  Windows 2000, Windows XP, Windows Server 2003, or Windows NT®
4.0 with latest service packs.

Note: Windows 98 and Windows ME are not supported by the Unicode
version of GENESIS32.
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e Microsoft® SQL Server® 2000 or MSDE 2000 (with the latest service
packs) or higher. To download and install the latest service packs, go to
www.microsoft.com.

IMPORTANT NOTE: You must have a telephony card installed on the computer
on which you are running the Telephony Agents (both Call-in and Call-out) and
the PA Agent. AlarmWorX32 Multimedia supports Intel® Dialogic® boards.
Dialogic boards do not work for Windows 98, so neither the Call-in Agent
nor the Call-out Agent will work on Windows 98. You also need to have an
analog phone line connected to the board. (Note: Digital lines are not supported.)
Only Dialogic boards are supported for the current version of Alarm\WorX32
Multimedia. Please see Appendix B for information about installing and
configuring Intel Dialogic boards. For more information about purchasing and
installing Intel Dialogic boards, please visit the Intel Web site at
www.intel.com/design/network/products/telecom/index.htm.

CPU and RAM

Minimum computer CPU and RAM requirements depend on the application and
operating system, as shown below:

Application Size Processor RAM
Small 600 MHz 128 MB
Medium 1.2 GHz 256 MB
Large 2.5 GHz 512 MB

The actual amount of RAM and/or processor speed will vary depending upon the
I/0O counts, networking, logging and alarming requirements, etc. To determine
which type of computer best fits your application, set up a test application station.

Note: The processor and memory requirements of your existing project may be
greater in this version of GENESIS32 than in previous versions due to additional
and enhanced features in the product.

ICONICS
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1.2.2 Installation Procedure
To install ICONICS AlarmWorX32 Multimedia use the following procedure:

Note: If your operating system (e.g., Windows NT) requires a login name, you
must log in with administrator capability before installing the software.

ICONICS
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Before installing ICONICS software be sure that all other applications, such
as Microsoft Office or any antivirus software, are closed and/or disabled.

Insert the GENESIS32 product CD into your CD-ROM drive. If "Autorun” is
enabled on your system, the CD introduction starts automatically. Otherwise,
browse to your CD-ROM drive and run the "RunMe.bat" file.

You will see the CD introduction and the main menu. From here you can click
on a link to the ICONICS Web site, go to the Documentation Center, view
CD-based Web pages containing miscellaneous Information, and install

software.

Click Multimedia on the software installation menu. The Setup screen briefly
appears, followed by the Welcome Message screen, as shown in Figure
1.2. Click the Next button to continue.

Vidytedsa
Welcome to ICOMICS Multimedia Alarming Setup

Thiz program will install ICOMNICS Mulbimedia Alarming on
your computer. [t iz strongly recommended that oo exit all
YWwindows programs before running this Setup program.

Mext » I Cancel

Figure 1.2. Welcome Screen
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5. The Multimedia installation wizard will then check to see if Microsoft Data
Access Components (MDAC) is installed on your system. If MDAC is
installed, the setup will proceed to the next step. If it is not installed, you will
be prompted to install MDAC. If the system prompts you to install MDAC,
follow the instructions on the subsequent dialog boxes.

6. The Software License Agreement dialog box appears, as shown in Figure

1.3. Read the License Agreement. Click Yes if you accept the terms of the
agreement.

Licenze Agreement

]
Pleaze read the following licenze agreement carefully. ’ I " ”lﬁs*
~ A ol

)

Prezs the PAGE DOWM key to see the rest of the agreement.

| ICOMICS LICEMSE AGREEMEMT -
OU SHOULD CAREFULLY READ THE FOLLOWIMG TERMS AND COMNDITIOMS!

D pening and using the enclosed software for any purpoze indicates your acceptance of
the terms and conditions af this icense agreement. If you do nat agree with therm pou
ghould return all zoftware, documentation and copy protection keys within zeven days of
ghipment unopened and vour money will be refunded.

ICOMICS provides thiz program and licenses its uze in the United States, Puerto Rico, or ;I

Do wou accept all the termz of the preceding License Agreement? | pou chooze Mo, the
getup will cloge. Toingtall [ICOMICS Mulimedia &larming, you must accept thiz agreement.

[rztallS hield

< Back Yes Mo

Figure 1.3. ICONICS License Agreement

7. The User Information dialog box appears, as shown in Figure 1.4. Type
your (the user's) name in the Name field; your company's name in the

Company field; and your product serial number in the Serial field. Click the
Next button to continue.
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» [CONICS;

Pleaze enter your name, the name of the comparny faor whom vau work, and the product
zenal nurmber.

M ame: I

Compary: I

Serial: |

|ristallShield

< Back | [ et I Cancel

Figure 1.4. User Information Dialog Box

8. The Choose Installation Destination dialog box appears, as shown in
Figure 1.5. The default location is "C:\Program Files\ICONICS\GENESIS32."
If you wish to specify a different directory for installation, click the Browse
button and choose the appropriate installation folder. After you have chosen
a location, click the Next button to continue the installation.

ICONICS 1-7
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Choose Destination Location

Select fd’f&y .whe_;g{ﬁg&g.yﬂl inztall files, ; ’:&BM&S
-

Setup will ingtall [ICOMNICS Multimedia Alarming in the following folder.

T o inztall to this folder, click Nest. Toinstall b0 a difterent folder, click Browse and select
another folder.

— Diestination Folder

C:\Program Files\| COMICSAGEMNESIS-32 Brawze... |

|retallSheld

< Back | M et > I Cancel |

Figure 1.5. Choosing Your Installation Location

9. The Select Components dialog box appears, as shown in Figure 1.6. As
you can see, AlarmWorX32 Multimedia contains many multimedia "agents"
for alarm natification, such as video, paging, and e-mail. Here you can
customize your installation by selecting which agents to install. This is helpful
if you have limited space on your hard drive or if you do not expect to use
one or more multimedia agents. Click on the appropriate boxes to select the
agents that you wish to install. The space required on your installation
directory (as well as the space available on the directory) is displayed at the
bottom of the dialog box. Once you have made your selections, click the
Next button to continue.
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Choase the 2tup will install } ICB”I&S‘".

Select the components vou want toinstall, and clear the components you do not want to
inztall.

] Tent to Speech and Sound Agent e niptan

- Marqee Agent ﬁ!srm"viurxﬂ Mu'lgmeﬂil% &
; iden Agent provides

?DF Llhp .-'-‘-.gint shapshorts or VIDED mavvies
elephaony Agent for inztant alarming and

wigning, [deal faor Securnty
1| Pager Agent Access: and many other

-7 E-mail Agent applicatian.
[y PR Agent
Lo Instant Messenger Agent

Yideo Agent

Space Reguired on C: HEI32 K.
Space Avalable on C: 29005456 K.

|ristallShield
< Back | M et » I Cancel

Figure 1.6. Select Components Dialog Box

10. The Microsoft Agent License Agreement appears, as shown in Figure 1.7.
Read the agreement carefully. If you agree with the terms and conditions,
click the Yes button to continue.
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Microsoft Agent 2.0 0] x|

Pleasze read the following licenze agreement. Press the PAGE DOWMN key
to see the rest of the agreement.

ticrozoft Agent il

EMD-USER LICEMSE AGREEMEMNT FOR MICROSOFT
SOFTWARE

[MPORTAMT-READ CAREFULLY: Thiz Microzoft End-User Licenze
Agreement ["ELILA""T iz a legal agreement between you [gither an
individual ar a zingle entity] and Microzoft Carporation [“Microsaft'] for

the Microzoft zoftware product identified above, which includes

computer zoftware and may include aszociated media, printed

materialz, and 'onling’ or electronic documentation [collectively,
"SOFTWARE PRODUCT"™). By installing, copying, or athenwize uzsing

the SOFTWARE PRODUCT. wou agree to be bound by the terms of

thiz EULA. If you do not agree ta the kerme of this ELLA, you may not j

Do you accept all of the termz of the preceding Licenze Agreement? IF you
chooze Mo, Inztall will cloze. Toinstall pou must accept this agreement.

Tez Mo |

Figure 1.7. Microsoft Agent License Agreement

11. The Microsoft Text-to-Speech Engine License Agreement appears (if you
chose to install the Text-to-Speech agent), as shown in Figure 1.8. Read the
agreement carefully. If you agree with the terms and conditions, click the Yes
button to continue.
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Microsoft Text-to-Speech Engine ) ]

Pleasze read the following icenze agreement. Press the PAGE DOWMN key
to see the rest of the agreement.

Mizrozaft Text-to-Speech Engine [Merzion 4.0] ﬂ

EMD-USER LICEMSE AGREEMENT FOR MICROSOFT
SOFTwWARE

IMPORTAMNT-READ CAREFULLY: This Microzoft End-User Licenze
Aareement ["EULA" iz a legal agreement betwieen you [either an
individual ar a zingle entity] and Micrazoft Corporation [ 'kicrazaft'] far

the Mizrozaoft zoftware product identified above, which includes

computer zoftware and may include aszociated media, printed

materialz, and "onling" or electronic documentation [collectively,
"SOFTWARE PRODUCT ™). By installing, copying, or athenwize wsing

the SOFTWARE PRODUCT, wou agree to be bound by the terms of

thiz ELILA, IF pou do niot agree to the termz of this EUILA, wou may not j

Do pou accept all of the termz of the preceding Licenze Aagreement™? IF you
chooze Mo, [nztall will cloze. Toingtall pou must accept this agreement.

ez Mo |

Figure 1.8. Microsoft Text-to-Speech Engine License Agreement

12. The Setup Status window appears. While the system files are being
automatically copied, the percentage of the files already copied appears in
the window's progress bar, as shown in Figure 1.9.
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Setup Status
e

R » [CONICS,

[COMICS Multimedia Alarming Setup iz perfforming the requested operations.

Inztalling:
C:AProgram Files\COMICSAGEMESIS-325BINY ook wpreszionE ngine. dll

[ ———— 34%

|rstallShield

Cancel |

Figure 1.9. Setup Status Window

13. The Fonts window, shown in Figure 1.10, is open during the process of
installation, but it will not stop the installation. The installation opens this
window to configure Marquee Agent dotted fonts. You can ignore this window
and close it at any time.
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Fil=  Edit “iew Go Favorter Help |
& =  [ig
Elaml Earimard p Large |conz Ligt Sirnilarity [ etailz
Address [T CAwWINDOWSAFONTS ﬂ
Fant Mame I Filename I Size I b odified -
| Abadi MT Condensed ABACTTF B4k, 12/5/38 12:00 AM
E &badi MT Condensed Extra Bold  ABAEXBC.TTF BOK. 12/5/9812:004M T
E &badi MT Condenzed Light ABALCTTF BAK. 4/23/93 10:22 PM
@ Algerian ALGER.TTF Bak.  12/5/38 12:00 AWM
E American Uncial AMERIUMC.TTF 45K 12/5/38 1200 AW
E dndy Bold AMDYB.TTF B2k 12/5/98 12:00 AM
@ il ARIAL.TTF 267K 4/23/9910:22 PM
E &rial Black ARIBLE.TTF 115K 4/23/9910:22 PM
E dyrial Bold ARIALBD.TTF 27aK. 4/23/9310:22 PM
E &rial Bold Italic ARISLBLTTF 217K 4/23/9310:22 PM
E Ayial talic ARIALITTF 196K, 4/23/93 10:22 PM
@ Airial M arrow arialr. tf 132K 12/5/3812:00 AM
E Arial Marrow Bald arialnb, ttf 136K 12/5/98 1200 &M
E 2nial Warrow Bold ltalic arialnbi. ttf 136K 12/5/3812:00 AM
. Aurial M arrow [talic arialmi. b 139K 12/5/3812:00 &M
@ Anal Marraw Special 1 rggeon] A1k, 94897 1200 AM
E Anal Marow Special G1 Bold mageonbT tf 49K, 94897 1200 A
E Arial Marow Special G1 ltalic rggeonil L BIK. 94897 1200 AM -
< | _>I_I
|'I fant(z) selected i

ICONICS

Figure 1.10. Fonts Window

14. The Multimedia installation includes a Pager Agent that connects to a wide
variety of pager services and supports the most popular paging protocols:

e Tele Alphanumeric Protocol (TAP)
e Simple Messaging Service (SMS)

During the installation of Multimedia, after checking the box for including the
Pager Agent, you can select which paging services to include with the
installation. There are two separate lists: one for the Modem/ISDN (TAP)

pagers, as shown in Figure 1.11, and one for GSM/PCS (SMS) pagers, as
shown in Figure 1.12. It is recommended that you select all carriers in each
list so that they will be available in the Multimedia configuration. Click OK.
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Note: Please see Appendix A for information about SMS and TAP pager
services configuration.

Modem,/ISDN carrier setup x|

— Pleaze, selact the carmier to install ———
Cancel |

2

Figure 1.11. Modem/ISDN Carrier Setup

GSM/PCS carrier setup

— Pleaze, zelect the camer ta inztall

Cancel

2

Figure 1.12. GSM/PCS Carrier Setup

15. The Setup Complete dialog box appears, as shown in Figure 1.13. Click the
Finish button to complete the installation. When you have finished installing
Multimedia, restart your computer.
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Note: Depending on the multimedia agents you have chosen to install, you may

encounter additional dialog boxes containing additional installation steps. Follow
the instructions provided in these dialog boxes. For information about multimedia
agent configuration, please see Chapter 4.

ICONICS - Multimedia AlarmYWorX3Z2 ¥6.10

Setup Complete
Fiztnss Yo
Setup has finished installing ICOMNICS Multimedia Alarming on
wour cormpter.

for efigesii)

» [CONICS

Click. Finizh to complete Setup.

Solivara

¢ Back | Finizh I

Figure 1.13. Setup Complete Dialog Box

1.3 Creating a New Configuration Database

The Multimedia Configurator is the user interface that allows you to configure
alarms and multimedia agents for the Multimedia Server. Before you can
configure your multimedia settings, you must first create a database in which
your configuration can be stored:

IMPORTANT NOTE: You must have Microsoft SQL Server installed on your
computer in order to create a new configuration database. Installation of
Microsoft SQL Server Data Engine (MSDE) occurs during the AlarmWorX32
Multimedia installation. If you are using Microsoft Windows NT, Windows 2000,

ICONICS 1-15
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Windows XP, or Windows Server 2003, you must log in with administrator
capability in order to run the Configuration Database Wizard.

1.  Launch the Multimedia Configurator from the Windows Start menu by
selecting Programs > ICONICS > GENESIS32 > AlarmWorX32 >
Multimedia Configurator. You can also run the Multimedia Demo from this
menu.

2.  The first time you open the Configurator, the Configuration Database
Wizard helps you create a new configuration database, as shown in Figure
1.14. Click the Next button to continue.

Multimedia Configuration Database Wizard x|

Welcome to the Multimedia
Configuration Database Wizard

Thiz wizard helpz pou to create new configuration
databaze.

[Fleaze niote: You have to be logged on as administrator
to ru thiz wizard]

To continue, click Mest.

¢ Back I et = I Cancel

Figure 1.14. Introduction to Multimedia Configuration Database Wizard

3.

You have two options for creating your new database, as shown in Figure
1.15. You can either create a new Microsoft SQL Server database, or you
can add the configuration database structure to an existing Microsoft SQL
Server database. Here we will assume that you will choose the first option
(to create a new database). Select | want to create a new Microsoft SQL
Server database on local node, and then click the Next button to
continue.

ICONICS
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Note: For information about how you can add the configuration database
structure to an existing Microsoft SQL Server database, see the "Adding
the Multimedia Configuration to an Existing Database" section below.

Hew Multimedia Configuration Databaze Deployment Options £ =
Pleaze zelect a deplayment aption far new canfiguration databasze | .;-J } |
e o

Haow would wou like to deploy new configuration databaze’?

% | want to create new MS SGEL Server 2000 databaze on local node
[recommended]

™ | want to append Multimedia configuration database stucture to existing
SLL Server databaze

< Back I MHext = I Cancel

Figure 1.15. Creating a New Microsoft SQL Server Database

4. Choose the settings for the SQL Server database parameters, as shown in
Figure 1.16. In the SQL Server field, select the local SQL Server on which
to create a new database. Type a name for the database in the Database
Name field. In the Database Path field, choose a directory path for the new
database. You can browse for a directory by clicking the ... button to the
right of this field.

Note: Usually you have only one instance of SQL Server running on the
local node (in this case the SQL Server field has only one option: "(local)".
However, it is possible to run multiple SQL Server instances on the local
node, in which case the SQL Server field lists all those SQL Server
instances: "(local)" for the default instance and
"node_name/instance_name" for all others. Again, all those are local SQL
Servers.

ICONICS 1-17



Introduction

AlarmWorX32 Multimedia

Creating New S50L Server Database 4 -
The ‘Wizard will create new SOL Server databaze I“‘JJ,I

Under the Database Properties section, specify an initial size for the
database, which should be as large as possible. You can also specify a
Database Growth option (in megabytes) or as a percentage of the total
size. MSDE servers are capable of growing the database on the fly to store
more data. However, if this operation is performed frequently, the overall
system performance may decrease. Choosing an initially large database
size and a corresponding database growth option can drastically improve
system performance. To shrink the size of the new database, check the
Auto Shrink check box.

Under the Log File Properties section, you can also modify the settings for

the database transaction log file. Specify a Log File Growth option (in
megabytes) or as a percentage of the total size. Again, a sufficient initial
size setting can greatly improve performance. The default options should
be adequate for most applications with a small to medium size load.

Click the Next button to create the new SQL Server database.

Fleaze zet the following ophions for new SCEL Server databasze:

SAL Server: I [lacal) j

D atabaze Mame:

D'atabaze Path: IE:"-.F'ru:ugram Filezh COMICSYGEMESIS-324bin% |

D atabaze Filez Properties:

DB Initial Size [MB]: |1EI Log File Initial Size [kMB]: |5

Databaze File Grawy——— Lag File Grow

& InMegabytes |5 & InMegabytes |2
" By Percent I-“:I " By Percent I'IEI

v autaShrink
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Figure 1.16. Specifying the Database Location and Properties
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5. The Wizard creates the new SQL Server database, as shown in Figure
1.17. Click the Next button to continue, when it becomes available.

Creating Databaze structure e -
The Wizard creates new Database objects | JJ.'
p g

Step 47 : OK -

Step 48 - [Structural Entry to T able Mb=_srchive] . OF

Step 49 - [Structural Entry o Table M= _CALL IM]: OK

Step 50 - [Structural Entry to Table kMi#_BazePath] : OF

Step 51 - [Structural Entry to Table Mb=_CALL IM_ALIASE FOLDER]: OF
Step B2 - [Structural Entry to Table kMbz_CALL_IM_ALIASEGROUR]: OFK
Step 53 - [Structural Entry to Table kM CALL_MEMNL_FOLDER]: OK
Step 54 - [Structural Entry to Table M=_CALL_OUT]: OF

Step 55 - [Structural Entry to Table Mbx_Compacting] ;. OF.

< Black MHext = | Cancel I Help

Figure 1.17. Creating Database Structure

6. The Configurator uses Universal Data Link (.udl) files to connect to the
Microsoft SQL Server database. These .udl files contain OLE database
connection information that allows the Configurator to create and manage
connections to OLE databases. Enter a name and directory path for the
new .udl file in the Data Link File Name field, as shown in Figure 1.18.
You can browse for a directory by clicking the ... button to the right of this
field. Click the Next button to continue.

ICONICS 1-19
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Creating Data Link File I.-"_. N
Please zelect a file name far new Data Link File ul“'J J;u

Pleaze choose Data Link File M ame;

C:"Program FilesSCOMICSSGENE SIS -324bin't)

The Alarmtfor=32 Multimedia Configurator connects to the SOL database by using the
Iniverzal Diata Link. File [*.udl). Files of this tppe contain OLE DB connection information that
allowz application o create and manage connections o OLE DB databazes.

v bake Active Databaze

Click 'Mexst' button to continue

< Back I MHest » I Cancel

Figure 1.18. Creating a Universal Data Link File

7.  Once the Universal Data Link has been created, a summary appears, as
shown in Figure 1.19. Click the Finish button to complete the database
creation.
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Multimedia Configuration Database Wizard E |

The Multimedia Configuration
Database Wizard has finished.

Summary:

Creating AMWI2MMY_SOL101 on server ﬂ
ALEXAMDER ... Ok

Creating database structure...
Step 1 Ok

- Step 20 OK

Step 3 Ok

Step 4 Ok

Step 5 Ok

Step 6 CK

Step 7 0K

Step 2 Ok Ll

< Back Cancel | Help |

Figure 1.19. Database Creation Complete

1.4 Adding the Multimedia Configuration to an Existing
Database

As mentioned above, the Configuration Database Wizard also gives you the
option to add the Multimedia configuration database structure to an existing
Microsoft SQL Server database.

1. If you decide to use this option, select | want to append the Multimedia

Configuration Database structure to existing SQL Server database, as
shown in Figure 1.20. Click the Next button to continue.
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Mew Multimedia Configuration Databaze Deployment Options . =
Fleaze select a deployment option for new configuration database ___J J;I

Howw would vou like to deploy new configuration database?

™ | want to create new MS SGEL Server 2000 databaze on local node
[recommended]

% | want to append Mulimedia configuration database stucture o existing
SCL Server databaze

< Back I MHest » I Cancel

Figure 1.20. Adding the Configuration to an Existing Database

2. You are now prompted to connect to the existing SQL Server database. Click
the Log On SQL Server button, as shown in Figure 1.21.
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SOL Server Log On r-"—.-n_..\ h
Fleaze Log On exizting SEL Server HL_;J |
Nty
Prezs 'Log On SOL Server' buttan to connect
to exizting SCGL Server databasze Log On SOL Server...
Connection Status
<MOT CONMECTED:
< Back I MHext = Cancel Help

Figure 1.21. Connecting to an Existing SQL Server Database

3. You are now prompted to connect to the existing SQL Server database. Click
the Log On SQL Server button, as shown in Figure 1.22.

ICONICS
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BB Data Link Properties |

Provider Connection I.-'-"-.dvancedl &l I

Specify the following to connect o SOL Server data:
1. Select ar enter a server name:

j Refrezh |

Z. Enter information ta log on to the server:
% Usze Windows NT Integrated security

" Use a specilic user name and pazsword;

[Hzer name: I

Fazaward: I
[T Blank passwordl [T Allow saving passwond

3. % Select the database on the server;

=~

i~ Altach a databaze file as a database name:

|Jzirg the filename:

| N

Test Connechion |

0k, I Cancel Help |

Figure 1.22. Logging on to the SQL Server Database from the Data Link
Properties

4. Click the Test Connection button. If the test is successful, a message box
appears, as shown in Figure 1.23. Click OK. Then click the OK button on the
Data Link Properties dialog box.
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Microsoft Data Link x|

@ Test cannection succeeded.

Figure 1.23. Successful SQL Server Test Connection

5. When a connection to the SQL Server database is established, the traffic
light icon turns green, and the Next button becomes enabled, as shown in
Figure 1.24. Click the Next button to continue.

SAL Server Log On rf__ \
Pleaze Log On existing SOL Serer L.;J |

Prezs 'Log On SOL Server' button to connect
to existing SOL Server database Log On SOL Server..

Connechion Status

Connected to D atabaze on zerver

Click 'Mest' buttan to continue.

< Back I Mext » I Cancel Help

Figure 1.24. Connection to SQL Server Database Established

6. The Wizard inserts Multimedia tables into the selected SQL Server database,
as shown in Figure 1.25. Click the Next button to continue.
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Creating Database structure I-"—. =
The 'Wizard creates new Databaze objects \_\I_"'JJ_J |
Nty

Step 47 OK -]

Step 48 - [Structural Entry o Table bMbd=_archive] : OF

Step 49 - [Structural Entry to Table bMb=_CALL_[M]: OF

Step B0 - [Structural Entry to Table kMbd#_BaszePath] : OF.

Step 51 - [Structural Entry to Table bMid=_CALL_IM_ALIASE _FOLDER]: OK
Step 52 - [Structural Entry to Table MbE_CALL IM_ALIASEGROUP]: OF
Step 53 - [Structural Entry to Table kMbdx_CALL_MEMNL_FOLDER]: OF
Step 54 - [Structural Entry to Table Mb=_CALL_OUT]: Ok

Step B5 - [Structural Enty to Table Mbx_Compacting] ;. OF.

< Back MHext = | Cancel I Help

Figure 1.25. Creating Database Structure

7. Enter a name and directory path for the new .udl file in the Data Link File
Name field, as shown in Figure 1.26. You can browse for a directory by
clicking the ... button to the right of this field. Click the Next button to save
OLE DB connection information in the .udl file.
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Creating Data Link File I.-"_. N
Fleaze select a file name for new Data Link File ul“'J J;u

Pleaze choose Data Link File M ame;

C:"Program FilesSCOMICSSGENE SIS -324bin' e SEL.udl

The Alarmtfor=32 Multimedia Configurator connects to the SOL database by using the
Iniverzal Diata Link. File [*.udl). Files of this tppe contain OLE DB connection information that
allowz application o create and manage connections o OLE DB databazes.

v bake Active Databaze

Click 'Mexst' button to continue

< Back I MHest » I Cancel |

Figure 1.26. Selecting a Directory and File Name for Universal Data Link (.udl) File

8. Once the Universal Data Link has been created, a summary appears, as
shown in Figure 1.27. Click the Finish button to complete the database
creation.
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Multimedia Configuration Database Wizard E |

The Multimedia Configuration
Database Wizard has finished.

Summary:

Creating AMWI2MMY_SOL101 on server ﬂ
ALEXAMDER ... Ok

Creating database structure...
Step 1 Ok

Step 20 OK

Step 3 Ok

Step 4 Ok

Step 5 Ok

Step 6 CK

Step 7 0K

Step 2 Ok Ll

Cancel | Help |

Figure 1.27. Database Creation Complete

1.5 Upgrading Microsoft Access Databases

If you have existing AlarmWorX32 Multimedia Version 6.1 configuration
databases that were created using Microsoft Access, you can still use those
databases in Version 7.x or 8.x, but you must first upgrade those databases to
Microsoft SQL Server by doing the following:

1. In the Multimedia Configurator, select Open from the File menu, as shown in
Figure 1.28.
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File Edit Wew Go Action
Hew o

Save A5,

Make Sckive..,

Expork 54, ..
Impark £5Y ..

Recent File

Exit
T

Figure 1.28. Opening the Existing Microsoft Access Database

2. Selecting a Microsoft Access database and then click Open, as shown in

Figure 1.29.
open 21 x|
Look ir: Ia Ein j = &% ER-
|1 Defaul MDEs LI MMxSounds L vBa
3 Dialog ca Paqer @.ﬁ.WXSZSW.l
| IFax [ script [ awrLogaz,
I ForkInstal Scriptiwizard @GASEngine(
|:| Fonks SnapShots @LangSup.mc
|:I Images |:I Topaz @Pruject‘u‘v‘nr:
1| | |
File name: A b 32 mdb Open I
Filez of type: Microzoft Acces: Databazes [:':.FI'II:":I] Cancel |
=~

Figure 1.29. Selecting a Microsoft Access Database

3. Click Yes to continue, as shown in Figure 1.30.
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The database structure in datasource 'Tul AWK 32 AWM 2 AWKMMK 32 mdb” is out-of-date.,
Do you want to upgrade it?

If you choose “fes', a new SOL Server database will be created, then data from
T A2 AWM 2 AWM S2. midb will be transferred.

Figure 1.30. Upgrade Notice

4. This opens the Configuration Database Wizard (refer to the section above).
Run the Wizard to create a new SQL Server database. Select | want to
create a new Microsoft SQL Server database on local node, as shown in
Figure 1.31, and then click the Next button to continue.

Mew Multimedia Configuration Databaze Deployment Options i

Fleaze select a deployment option for new configuration database --J }

Howw would vou like to deploy new configuration database?

% | want to create new MS SGEL Server 2000 databaze on local node
[recommended]

i~ | want to append Mulimedia configuration database structure o existing
SCL Server databaze

< Back I MHest » I Cancel

Figure 1.31. Creating a New Microsoft SQL Server Database
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5. When you have finished creating the new SQL Server database, the
Database Upgrade Summary appears, as shown in Figure 1.32, and the
database opens the in the AlarmWorX32 Multimedia Configurator.

Database Upgrade Summarny m |

Databasze 'D: i35 A0Sk M 325 MM M 32 mdb' waz upgraded to Close
Dz b 32Nt el 32N A 32 M B _SELT 0T udl
Data Transfer results:
Itermn M ame | T able Mame | Status I Errorz] -
T Bell wav b bdz=_Filter Accepted
% Bell Speech kbd=4_Filter Accepted
% CoreTemp kbd_Filter Arccepted o
%% Fadiation Level hkd_Filter Arccepted
% Surface Temp hkd_Filter Arccepted
% Tank Overflow kkA_Filter Arccepted
% Secunty Breach bz _Filter Accepted
ICOMICS Alarm OPC Server kbdz_Subscrption Accepted
'}%‘ Default kbde_Config Accepted
@ Drefault Email kbdx_MediaT emplate Accepted
@ Default Sound 5peech kbdx_MediaT emplate Arccepted
@ Drefault Sound 'way kkd_MediaT emplate Arccepted
@ Default M arques kkd_MediaT emplate Arccepted
@ Default Inztant kMeszenger kk#_MediaT emplate Arccepted
@ Default Pop-up kbdz_bediaT emplate Accepted
@ Default Yideo kbdz_bdediaT emplate Accepted
[T Default Fax kbded b ediaT erlnl:ulate Accepted _ILI
4 3

Figure 1.32. Database Upgrade Summary

1.6 Starting the Multimedia Configurator

Once you have finished creating a new configuration database using the
Configuration Database Wizard, the Multimedia Configurator screen opens, as
shown in Figure 1.33. The screen consists of a split window with a tree control
view in the left-hand pane and a configuration view in the right-hand pane. The
name of the .udl file that you created appears in the title bar of the window. The
Configurator provides a standard format for the configuration database, as well
as a sample (default) configuration project. The Configurator also includes a
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toolbar and menus with many command functions. For a description of the
toolbar and menu functions, please see the sections below.

File Edit “ew Go Action Tools Help

D@ Ela=] 4 BR|% S

o =D& 2 (3

=I-{@a] Alarm Inputs Mame ¢ | Filter string |
" OPC Suscriptinns *F Beltl Speech x= like{{{3ource}, $" MM, .
R} £ Filters % Beltl wav x= likef{{Saurce} b, " MM=,.

=[] Alarm Configurations
42 Default

{E Multimedia Agents
" Media Templates
EIEE System Objects

% CoreTemp w= like({{Sourcert, $ MM,
% Radiation Level  x= lke({{Source}t, $" MM, .,
% Security Breach  x= like({{Source}, $" MM, .,
% surface Temp == lke{{{Source}F $ MM, .,

@ Roles % Tank Overflow  x= lke{{{Sourcelt, " MM, .,
-- Schedules
(& Modes
Ready LI 4

Figure 1.33. AlarmWorX32 Multimedia Configurator Screen

1.7 Toolbar

The Multimedia Configurator toolbar, shown below, contains the following
command buttons. To show or hide the toolbar, select Toolbars > Standard
Buttons from the View menu. For more information on menu functions, please
refer to the "Menus" section below.
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New: Creates a new database.

Open: Opens an existing database.

Up One Level: Moves up one level in the tree view.

Navigate Back: Jumps to the last screen viewed.

Navigate Forward: Jumps to the next screen viewed.

Cut: Deletes current selection, sending it to the clipboard.

Copy: Copies the current selection to the clipboard.

Paste: Pastes the current contents of the clipboard.

Large Icons: View items as large icons.

Small Icons: View items as small icons.

List: View items as a list.

Details: View items as a list with details.

Dialog View: View additional configuration options.

Insert New Subscription: Configure a new subscription to an OPC server.

Insert New Filter: Configure a new alarm filter.

Insert New Configuration: Set up a new alarm configuration.

Multimedia Assistant: Starts/stops the Icon-Nick Multimedia Assistant.
Multimedia Configuration Wizard: Launches the Multimedia Configuration Wizard.
Start/Stop Multimedia Server: Starts/stops the Multimedia Server.

Monitor View: Adds a window to show alarms.

Update Server Data: Updates the Multimedia Server of any changes while running.
Clear Queues: Cancels all multimedia agent queues to the Multimedia Server.
Security Administration: Configures Security Server settings for the Call-in Agent.
About: Displays information about the application.

Help: Displays context-sensitive help.

Help Topics: Launches online help for the application.
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1.8 Menus

The menu bar of the AlarmWorX32 Multimedia Configurator contains the
following menus:

e File

e Edit

o View
e Go

e Action
e Tools
e Help

1.8.1 File Menu
The File menu commands are listed in Table 1.1.

Table 1.1. File Menu Commands

Command Shortcut Keys | Function

New CTRL+N Creates a new Microsoft Data Link
(.udl) file through the Configuration
Database Wizard.

Open CTRL+O Opens a Microsoft Data Access

(.mdb) or Microsoft Data Link (.udl)
file, which allows you to connect to
any OLE database source, such as a

SQL database.
Save As Saves the current database.
Make Active Activates the current database. If this

command is not available, then the
current database is already the active
database.

Export CSV Exports configuration data from your
database to a text file. You can
specify the delimiters and what to

export.
Import CSV Imports data into your database from
At fila /A Aannm thanm anaaifhis tha
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ICONICS

a text file. You can then specify the
delimiters and choose from the
following import settings:

Exit Closes the application.

Exporting Configuration Data

The Configurator offers the flexibility of exporting data from your configuration
database to a text (.txt) file or a Microsoft Excel (.csv) file. To export data, select
Export CSV from the File menu. This opens the Export Configuration Data to
File dialog box, as shown in Figure 1.34. You can then specify the delimiters for
exporting the data. Unless you specify delimiters in the Export Configuration
Data to File dialog box, the file will use Commas as delimiters by default. Each
group contains headings and columns that provide information about each item,
such as descriptions and associated translations and expressions. It also
provides the "tree" pathway for each item. Choose the directory to which you
want to export the data from your database. In the Save As Type field, choose
the file type (.txt or .csv) that you would like to save.

Export Configuration Data to File ied P

Save i I'a Bin j e = Ef-
Defaulk MDEs (] ScripkWizard
Fas [1snapshats
FonkInstall M Topaz
images Cdwba
MM Sounds
Pager

File name:; || Save I
Save az type: ITe:-:t filez [* cav) j Cancel |

Drelirmiters
" Tah

* Comma

" Other; I_

4

Figure 1.34. Exporting Configuration Data
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Importing Configuration Data

The Configurator offers the flexibility of importing data from a text (.txt) file or a
Microsoft Excel (.csv) file to your configuration database. To import data, select
Import CSV from the File menu. This opens the Import Configuration Data
From File dialog box, as shown in Figure 1.35. You can then specify the
delimiters and choose from the following import settings:

Create new items. When the import file contains items that are not yet in
the configuration database, then it will create them. Otherwise it will skip
these items.

Update existing items. When the import file contains items that are in the
configuration database, then it will update them using data from the import
file. Otherwise it will skip these items.

Note: Either Create new items or Update existing items must be
selected. Otherwise there is nothing to import.

Display errors. When this item is checked, the Configurator will show a
dialog box if an error occurs, and then will ask you if you want to proceed
with the import. When it is not checked, it will skip all items where an error
occurred.
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Figure 1.35. Importing Configuration Data

When you have selected a file to import, click Open. When the import is
completed, the File Import Results dialog box will open, as shown in Figure
1.36. This shows the import settings, including the input file name. It also
provides a summary of the import, including how many items were inserted,
updated, or rejected, and shows how many errors occurred.

Click the ... button to the right of each field to get the details view of the import
results, as shown below. This view shows the specific items that were inserted,
updated, or rejected, as well as a description of any errors that occurred.

ICONICS
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— Uszed Import zettingz

[rpt file;
%} IE:'\F‘rn:ngram FilezhICOMICSAGEMESIS-325Binktest.c

Create new items
[ Update existing items

—Recard Statistics

_ Fiead from input file: I g . |

Inzerted: 5] |—1E| _I
|lpdated: ﬂ |—4 _I
Rejected: ! ar {D |—35_|
Emors Decured: ' I—EI_I

Figure 1.36. File Import Results Dialog Box

1.8.2 Edit Menu
The Edit menu commands are listed in Table 1.2.

Table 1.2. Edit Menu Commands

Command Shortcut Keys | Function

New Creates a new item depending on
what is selected in the tree view.

Rename CTRL+R Renames the selected object.

Multiply CTRL+M Multiplies the selected object or item.

Delete CTRL+DEL Deletes the selected object.

Cut CTRL+X Cuts the selected object from the view

and places it on the clipboard.
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Copy CTRL+C Copies the selected object to the
clipboard.

Paste CTRL+V Pastes the last object placed on the
clipboard.

Select All CTRL+A Selects all objects in a list. The
selection is shown in the upper-right-
hand section of the viewer.

Invert Unselects all selected items and

Selection selects all unselected items in a list in

the upper-right-hand section of the
viewer.

1.8.3 View Menu
The View menu commands are listed in Table 1.3.

ICONICS

Table 1.3. View Menu Commands

Command Shortcut Keys | Function

Toolbar Displays the toolbar.

Status Bar Toggles the status bar.

Large Icons F7 Displays the items in the list as small
icons.

Small Icons F8 Displays the items in the list as small
icons.

List F9 Displays the items in a list.

Details F10 Displays the items along with detailed
information about the configuration of
each item.

Dialog View F11 Toggles the configuration window
(right-hand pane).

Monitor View | F12 Shows/hides the Multimedia Server
runtime monitor. (See Chapter 8.)

Sort By Displays a list of options for sorting

the columns in the right-hand pane of
the screen. The options listed depend
on the level within the view.
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Show/Hide Displays a list of options that you can
Columns choose to show or hide in the view.
Select Allows you to select the language to
Language be used in the Configurator from the

Select Language dialog box. Select
the language you wish to use for your
system and click OK. For navigation
purposes, use the buttons and check
boxes in the List section.

Global F5 Refreshes the data for the entire
Refresh Configurator screen.

Subtree CTRL+F5 Refreshes only the data contained in
Refresh the currently selected subtree.

Selecting Languages
The Select Language function on the View menu allows you to choose which
language to use in your display. Choosing Select Language from the View
menu opens the Select Language dialog box, shown in Figure 1.37.

Note: A language resource .dIl must be installed for language switching to work.

x
English - Australia :l — List
Englizh - Belize ~ .
English - Canada ¢ Englsh
E nglizh - Caribbean J  Localized
Englizh - lreland
English - Jamaica  Mative
Englizh - Mew Zealand
English - Republic of the Philippin
Englizh - South &frica ¥ Installed Locales Only
Englizh - Trridad y Tobago )
E nglizh - Urited Kingdom I™ Awvailable Language
- United States Translations Oy

Endlish - Zimbabwe hd

k. I Cancel | Help

Figure 1.37. Select Language Dialog Box

Define the parameters listed in the table below. Then click OK to return to
the work area.
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Select Language Parameters

Parameter Description

List Lists available languages. Depending on which
item you have selected, the view on the left will
change. If English is checked, the languages
will appear as their English name. If Localized
is checked, the languages will appear with the
native country in parentheses (for languages
with several dialects only). When Native is
checked, the languages are displayed the way
they would be written in that language.

Installed Locales Only If this is checked, local languages appear in the
box.
Available Language Checking this box allows you to choose from
Translations Only available language translations only.
1.8.4 Go Menu

The Go menu commands are listed in Table 1.4.

Table 1.4. Go Menu Commands

Command Shortcut Keys | Function

Up One Level Moves the cursor up one level.

Iltem Above ALT+Up Arrow | Moves the cursor to the next item up
in the tree view.

Iltem Below ALT+Down Moves the cursor to the next item
Arrow down in the tree view.
Previous ltem Moves the cursor back to the last item
selected.
Next Item Opens the next item in the tree view.
Expand ltem | ALT+Left Arrow | Expands an item that contains a
submenu.
Collapse Item | ALT+Right Collapses an item that contains a
Arrow submenu.
Page Up ALT+PgUp Moves the cursor up to the first item
in the tree.
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Page Down ALT+PgDown Moves the cursor down to the last
visible item in the tree.

Home ALT+Home Moves the cursor up to the first item
in the tree.

End ALT+End Moves the cursor down to the last
visible item in the tree.

Next Pane F6 Moves the cursor to the next pane.

Previous SHIFT+F6 Moves the cursor to the last pane

Pane used.

1.8.5 Action Menu
The Action menu commands are listed in Table 1.5.

Table 1.5. Action Menu Commands

Command Function

Start Multimedia Enters the Multimedia Server into runtime

Server mode. For information on runtime operations,
please see Chapter 8.

Stop Multimedia Stops the Multimedia Server and exits runtime

Server mode.

1.8.6 Tools Menu
The Tools menu commands are listed in Table 1.6.

Table 1.6. Tools Menu Commands

Command Function

Options Launches the Options dialog box. For more
information about the Options dialog box,
please see Chapter 7.

Multimedia Launches the Alarm Configuration Wizard,
Configuration Wizard | which guides you through the steps for alarm
configuration. (See Chapter 3 for details.)
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1.8.7 Help Menu
The Help menu commands are listed in Table 1.7.

Table 1.7. Help Menu Commands

Command Shortcut Keys Function

Help Topics F1 Launches the online Help for the
ICONICS Multimedia Configurator.

What's This? | SHIFT+F1 Displays context-sensitive help.

Multimedia Starts the Icon-Nick Multimedia

Assistant Assistant, which provides interactive,
text-to-speech help.

About Launches the About Box, which

Application contains information about the
product version number, copyright,
and available disk space. It also
contains information about how to
contact ICONICS.

1.9 Adding, Reinstalling, and Uninstalling Components

The following procedure explains how you can update your AlarmWorX32
Multimedia installation at any time.

1. Select Settings > Control Panel from the Windows Start menu.
2. Inthe Control Panel, select Add/Remove Programs.

3. This opens the Windows Add/Remove Programs dialog box, as shown in
Figure 1.38. To make changes to the Multimedia installation, select
Multimedia Alarming and click the Change/Remove button.
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g Add/Remove Programs =10l x|

Currently installed programs: Sort I:u';.-':l Marne ;I
@ ICONIZS GEMESIS-32 Size 263ME LI
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To e s praan o removet o Crangaancve |
E TCOMICS Software Licensing Size 3.98ME
% 1CONICS WebHMT See  4.01MB |

Close |

Figure 1.38. Windows Add/Remove Programs Dialog Box

4. This opens a Setup dialog box that allows you to select whether to modify,
repair, or remove AlarmWorX32 Multimedia, as shown in Figure 1.39.
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Figure 1.39. Multimedia Setup Options

5. To add or remove specific program components, select Modify and then
click the Next button. This opens the Select Components dialog box,
where you can select which agents to add to or remove from the installation.

6. To repair a corrupted installation, select Repair from the Setup dialog box.
Then click Next to reinstall all program components.

7. To uninstall all program components, select Remove from the Setup dialog
box. Then click the Next button. A dialog box then asks you if you wish to
uninstall AlarmWorX32 Multimedia. Click OK to uninstall the application.

8. When you have finished modifying, repairing, or uninstalling components,
the Maintenance Complete dialog box appears.
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1.10 Multimedia Demo

Examples of multimedia alarming agents are provided in the Multimedia Demo.
You must have ICONICS GraphWorX32 installed to run this demonstration. To
view these examples, open the "MMXDemo.gdf" file in the "ICONICS/
GENESIS32/Examples/Multimedia Demo" directory. You can also open the
Multimedia Demo from the Windows Programs menu by selecting ICONICS >
GENESIS32 > AlarmWorX32 > Multimedia Demo.
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2.1 Basic Steps for Creating an Alarm Configuration

ICONICS

This chapter provides a quick walk-through of how to create a basic alarm
configuration. The following are suggested procedures for quickly and easily
using the alarm Configurator's power and flexibility to develop a new alarm
configuration. This chapter covers the following steps. More advanced options,
such as templates and roles with scheduling, are discussed in later chapters.

Step 1. Create a subscription to an OPC Alarm and Event server.
Step 2. Create an alarm filter.

Step 3. Create a multimedia agent.

Step 4. Create an alarm configuration.

Step 5. Create an action set.

Step 6. Make the database active.

Step 7: Start the Multimedia Server.

For additional help on any of these steps, select Multimedia Assistant from the
Help menu. Follow the instructions provided by the Multimedia Assistant.

As an alternative, the Multimedia Configuration Wizard provides a simple walk-
through that guides you through the steps above in a condensed, user-friendly
fashion. Using the Multimedia Configuration Wizard simplifies the above process
down to two steps:

Step 1. Use the Multimedia Configuration Wizard to create an alarm
configuration. (See Chapter 3.)

Step 2. Make the database active.
Step 3: Start the Multimedia Server.

Note: In order to allow intranet/Internet-based alarm subscriptions or alarm
notification, you will need to configure either DCOM or TCP/IP communications.

2-1



Creating Alarm Configurations

AlarmWorX32 Multimedia

For more information, please refer to the GenBroker or WebHMI help

documentation.

2.2 Creating a Subscription

The first step in creating an alarm configuration is to create a subscription, which
defines a connection to an alarm server. A subscription specifically describes
alarms in which the Multimedia component is interested. To create a subscription
to one or several OPC Alarm and Event servers, do the following:

1. Click the Insert New Subscription button on the Configurator toolbar, or
right-click the OPC Subscriptions folder (found under the Alarm Inputs
folder on the tree control) and select New > OPC Subscription from the
pop-up menu, as shown in Figure 2.1.

File Edit “ew Go Action Tools Help

w Bl e BB %N EEEER T R
- .ﬁ.larm Inputs Mame - |
. =Cripki o
: e} +-{E] .ﬁ.larm Fllters Mew OPC Subscription
H -] Alarm Configurations
qﬁ System Objects :‘:?TE
-- MNodes b
Delete

Figure 2.1. Creating a New Subscription

2,
3.
box.
4,
5. Click Apply.

Type in the new subscription name, as shown in Figure 2.2.

Click the Subscribe/Edit button to open the Subscription Properties dialog

When you have finished configuring the subscription properties, click OK.
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Figure 2.2. Naming the New Subscription

2.2.1 Subscription Properties

ICONICS

Clicking the Subscribe/Edit button in the subscription field opens the
Subscription Properties dialog box, shown in Figure 2.3. The Subscription
tab determines what type of OPC connection will be made. It allows you to add,
rename, delete, or edit a subscription to a particular OPC Alarm and Event
Server. To add a new subscription, click the Add button.

The subscription named "New Subscription" appears, as shown in Figure 2.3.
This subscription does not contain any data, so it is necessary to immediately
edit the new subscription. To do so, click the Edit button to open the Event
Subscription dialog box, shown in Figure 2.3. It is only possible to add or edit
subscriptions that are connected to active OPC Alarm and Event servers.

Note: It is possible for a server to have more than one subscription. In fact, it is
a very effective way to achieve filtering.
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Subscription Properties ﬂ

Subscriptian |

Mew Subscription

« | i

Add | Edi.. | Delete | Rename |

] I Cancel | Apply | Help |

Figure 2.3. Subscription Properties Dialog Box

Server Tab

The Server tab of the Event Subscription dialog box, shown in Figure 2.4,
allows you to select an Event Server and Node for each subscription. To select
the event server, click the Browse button.

Server I T_I,Ipesl Eategnriesl Aress I Sn:nurn::esl .-’-'-.ttril:nutesl

Mode: I Browse. .. | @

Ewent Server: IIEDNIES Alarm OPC Server Global Alias Browser. ..
Language &lias Browset, .,

k. Cancel Help

Figure 2.4. Event Subscription Dialog Box: Server Tab
2.4 ICONICS
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This opens the OPC AE tab of Unified Browser, shown in Figure 2.5, which
lists all available Alarm and Event OPC servers. Select the desired server, and
click OK. For local servers, it is not necessary to fill in the Node field.

Il Unified Data Browser |
>8R B &8 x| Db -

| ICOMICS. AlarmServer. 1

OPC AE |

i _é My Computer | Mame -

"-_f Metwark Meig | % GenEvent, 1

’¢_. Internet S ICOMICS, AlarmServer, 1
:1;' Fawvarites

e | ©

Figure 2.5. Selecting an Alarm and Events Server

You can also select global aliases to use in the Node field. Clicking the ... button
and selecting Global Alias Browser from the pop-up menu opens the Global
Alias Browser, as shown in Figure 2.6. Select a global alias from the Unified
Browser, which includes all global aliases in the global alias database. This
eliminates the need to manually type in the alias name. All global aliases that are
configured in the Global Alias Engine Configurator are conveniently available to
choose from inside the browser. The tree control of the Global Alias Engine
Configurator is mimicked in the tree control of the Global Alias Browser. Select a
global alias by double-clicking the alias name. The alias name appears at the top
of the browser, which automatically adds the <# and #> delimiters to the alias
name. Click the OK button.

ICONICS 2-5
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Figure 2.6. Selecting an Alias From the Global Alias Browser

Types Tab

The Types tab of the Event Subscription dialog box, shown in Figure 2.7,
allows you to configure which OPC-defined event types each subscription should
have, as well as to set the ranges for severity (priority). A value of "0" represents
the low severity value, and "1000" represents the high severity value. Please
note that OPC Alarm and Event (AE) servers are required to scale severity
values to the OPC ranges (i.e. an AE server that contained two severity ranges
would convert these to "0" and "1000").

2-6 ICONICS
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Figure 2.7. Event Subscription Dialog Box: Types Tab

Simple: These messages state information but do not have alarm status, nor do
they contain information on what initiated the message. This includes the
following information: Source, Time, Type, EventCategory, Severity, Message,
Cookie, and server-specific items.

Example: "FIC101, 12:0:0 1/1/99, Simple, Category1, 100, 'Shift Change', 1"
Simple messages would be similar to an event.

Tracking: These messages contain the additional information of the client that
initiated the event. This includes the following information: Source, Time, Type,
EventCategory, Severity, Message, Cookie, ActorID, and server-specific items.

Example: "FIC101, 12:0:1 1/1/99, Tracking, Category1, 300, 'Pump pressure Set
to 10 psi', 1, Station 12"

Tracking messages are similar to event messages in that the cause of the event
is important. An example would be an operator changing a setpoint value. This
type of message does not include acknowledge capability.

Note: Simple and tracking messages are removed from the alarm viewer via the
acknowledge mechanism.

Condition: These messages contain all of the above information but also include
an acknowledgement portion. This includes the following information: Source,
Time, Type, EventCategory, Severity, Message, Cookie, ConditionName,
SubConditionName, ChangeMask, NewState, ConditionQuality, AckRequired,
ActiveTime, ActorID and server-specific items.
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Example: "FIC101, 12:0:3 1/1/99, Condition, Category1, 700, 'Pump pressure to
high', 1, Limit, HiHi, 1,Active Enabled, Good, TRUE, 12:0:2 1/1/99"

Condition messages would be considered a "typical" alarm message with
acknowledge capability.

For further details on any of the included information, please refer to the OPC
Alarm and Events specification.

Categories Tab

The Categories tab of the Event Subscription dialog, shown in Figure 2.8,
allows you to select the categories for a subscription. Select the category from
the list of available categories, and then click the Add -> button. The category will
appear in the Subscribed list. To remove a category from this list, select it in the
Subscribed list and click the <- Remove button. If no categories are listed in the
Subscribed list, then all categories are selected by default. However, adding
"Digital" and "Rate of Change," for example, to the list tells the OPC Alarm and
Events Server to deliver only those alarm messages to the Multimedia Server.
This is a “first-pass” filter on the server side.

Server I Type: [Categories | Areas I Sources I Attributes
Aveailable: Subzcribed:
Deviation Drigital
Drigital Fate of Change
Limi
OPC Server Error
Fate of Change
Syztemn Caonfiguration i Hemu:wel
Syztem Mezzage
k. Cancel Help

Figure 2.8. Event Subscription Dialog Box: Categories Tab
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Event Types and Categories

All events generated are of the OPC defined Event Type Condition. The
AlarmWorX32 Server defines the following Event Categories and uses the
identical names for the Condition Names:

Deviation
Digital

Limit

Rate of Change

The Limit and Deviation conditions have the following Sub-conditions:
HiHi

Hi

Lo

LoLo

Note: The following categories are not used in the ICONICS Alarm Server:

e OPC Server Error
o System Configuration
e System Message

Areas Tab

Use the Areas tab of the Event Subscription dialog box, shown in Figure 2.9,
to select an area or a group of areas for filtering in a subscription. An area is
used to group OPC alarm tags. This information can be used by clients for
filtering purposes. A tag can exist under multiple areas, and an area can have a
multiple levels. An area is defined by its name and the name of its parent
branches. For example, a branch called Area 1 under plant Area A is different
from Area 1 under plant Area B. Areas can be configured in the AlarmWorX32
Server Configurator.

ICONICS 2-9
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Figure 2.9. Event Subscription Dialog Box: Areas Tab

Clicking the Browse button opens the OPC Event Server Area / Source
Browser, which lists all available areas for your event server. Area subscription
supports wildcards, which subscribe to the format of the Microsoft Visual Basic
'like" command. For example, "Area1*" will subscribe to all alarm areas that
contain strings beginning with "Area1". A detailed explanation of the wildcard
support can be found in the OPC Alarm and Events documentation. It is
recommended that you thoroughly read the wildcard documentation before
attempting to use complicated expressions.

For the "like" operator: "string" equals the string to search in; "pattern" equals the
string to search for (can include wildcards); nonzero for case-sensitive search;
zero for case-insensitive search. String syntax is "string".

You can use these special symbols in pattern matches to match a single
character in the source string:

e ? Accepts any single character.

o # Accept a single character if it is digit (0-9).

o [charlist] Accepts a single character if it is part of the characters list.

e [!charlist] Accept a single character if it is not part of the characters list.

Note: To match the special characters left bracket ([), question mark (?), number
sign (#), and asterisk (*), enclose them in brackets. The right bracket (]) cannot
be used within a group to match itself, but it can be used outside a group as an
individual character.

ICONICS
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By using a hyphen (-) to separate the upper and lower bounds of the range,
charlist can specify a range of characters. For example, [A-Z] results in a match if
the corresponding character position in string contains any uppercase letters in
the range A-Z. Multiple ranges are included within the brackets without
delimiters.

Other important rules for pattern matching include the following:

¢ An exclamation point (!) at the beginning of charlist means that a match
is made if any character except the characters in charlist is found in
string. When used outside brackets, the exclamation point matches itself.

e A hyphen (-) can appear either at the beginning (after an exclamation
point if one is used) or at the end of charlist to match itself. In any other
location, the hyphen is used to identify a range of characters.

¢ When a range of characters is specified, they must appear in ascending
sort order (from lowest to highest). [A-Z] is a valid pattern, but [Z-A] is
not.

The character sequence [] is considered a zero-length string (™).

You can also use the * (asterisk) to match zero or more characters in the string.

It is important to note that the “like” function performs a character-by-character
comparison of the source and the compare strings. If these strings have different
length, then the comparison will not be possible and the function will return
FALSE. The only exception to the aforementioned rule is through the use of the *
(asterisk), which can take the place of zero or more characters.

For more information about wildcards in strings, please refer to the Expression
Editor help documentation.

It is also possible to delete an area from the Areas tab. To delete an area, select
it from the list of areas for this particular subscription, and then click the Delete
button. Not all OPC Alarm and Event servers support area filtering as part of the
subscription.

Note: If no areas are listed, then all areas are selected by default.

Note: It is recommended that you have an area in the alarm server to which you
subscribe; this ensures that the relevant alarms are received. Any available
areas listed in the active Alarm Server configuration database are available to
choose from in the Area/Source Browser.

You can also select global aliases to use in the Area field. Clicking the ... button
and selecting Global Alias Browser from the pop-up menu opens the Global
Alias Browser, as shown in Figure 2.10. Select a global alias from the Global
Alias Browser, which includes all global aliases in the global alias database. This
eliminates the need to manually type in the alias name. All global aliases that are
configured in the Global Alias Engine Configurator are conveniently available to
choose from inside the browser. The tree control of the Global Alias Engine
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Configurator is mimicked in the tree control of the Global Alias Browser. Select a
global alias by double-clicking the alias name (e.g. "Floor" in the figure below).
The alias name appears at the top of the browser, which automatically adds the
<# and #> delimiters to the alias name. Click the OK button.

Il Unified Data Browser ? x|
e = B I A = R B e 1
I <#Floor# =
Global Aliases |
El--u;l? Aliases Mame | Descripkion -
FH DEOPC | [C3)DBOPC e

gJ Building
gJ BuildingIdent Building "hurnan' readable

L

Figure 2.10. Selecting an Alias From the Global Alias Browser

Sources Tab

The Sources tab of the Event Subscription dialog box, shown in Figure 2.11,
allows you to filter on a source or group of sources for a particular subscription. A
source is an OPC alarm tag in an alarm configuration. In the AlarmWorX32
Server Configurator, a source can be associated with a particular area (group of
alarm tags). It is also possible to delete a source for a particular subscription. To
delete a source, select it from the list of sources for this particular subscription
and click the Delete button. Not all OPC Alarm and Event servers support source
filtering as part of the subscription.

Note: If no sources are listed, then all sources are selected by default. Any
available sources listed in the active Alarm Server configuration database are
available to choose from in the Area/Source Browser.

ICONICS
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Figure 2.11. Event Subscription Dialog Box: Sources Tab

To select a source, click the Browse button and select one from the OPC Event
Server Area /| Source Browser. Source subscription provides the wildcard
support found in the area subscription.

Attributes Tab

The Attributes tab of the Event Subscription dialog box, shown in Figure 2.12,
allows you to add extra attributes to a particular event category within a
subscription. Select the event category from the corresponding drop-down list.
Choose the desired items from the available attributes list, and click the Add
button. To remove an attribute from the subscribed list, select that particular
attribute and click Remove.

Note: The following categories are not used in the ICONICS Alarm Server:

e OPC Server Error
e System Configuration
e System Message

ICONICS 2-13
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Figure 2.12. Event Subscription Dialog Box: Attributes Tab

It is important to note that the order of the subscribed attributes does matter. The
order of the attributes determines the order they will be selected from the alarm
server, and also determines with which viewer attribute column they are
associated. To change the order of the attributes in the subscribed field, simply
select an attribute and click the "up" and "down" arrow buttons. Server-specific
information will be displayed in the Attributes1-n columns. The attributes columns
are added in the Column tab of the Alarm Viewer ActiveX Properties dialog
box.

Note: To receive extra attributes, you must request them per event category.

Event Attributes

The following event attributes are made available to subscribing clients:

2-14 ICONICS
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Attribute Deviation | Digital | Limit Rate of Type Comment
Change
ACK Comment entered when alarm was
COMMENT v v v v VI_BSTR last acknowledged.
ALARM COUNT y y v v VT 14 Number of alarm transitions before
- acknowledge.
VT_ARRAY |
AREA v v v v VT BSTR Array of areas
VT_R8

cv v v v v VT BOOL Current Value (OPC Input 1 or 2).
DEADBAND v v v VT _R8 Alarm detection Deadband.

A text string, usually a file name,
DEFAULT v v v v VT_BSTR that when launched provides
DISPLAY ; .

related information.
HELP TEXT v v v v VT _BSTR Help information
LIMIT VALUE The Current Value at the time the
EXCEEDED v v v | VIRS limit was exceeded.
LOOP DESC v v v v VT_BSTR A description of the Source (tag).
NEXT_LIM v v VT_R8 The value of the next limit.
NORMAL Value of the normal state (TRUE
STATE v VI_BOOL | o FALSE).
PREV LIM y v VT R8 Value of the previous limit

reached.

Associates up to 10 OPC tags or
RELATED y y y y expressions with each alarm tag as
VALUE 01-10 “supplemental” information to the

alarm.
SP v VT_SP Setpoint (OPC Input 2)

2.3 Creating an Alarm Filter

Once you have configured your subscriptions, the Multimedia Server will receive
all alarms subscribed to in the configuration database. Alarm filters allow you to
filter an alarm subset. You can make filters that only filter a specific alarm tag or
filters that filter a group of alarms. The Multimedia Server uses alarm filters to
specify which subset of alarms will be used to initiate a multimedia action.

ICONICS
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The default configuration database provided in the installation contains many
configured alarm filters. To view these filters, expand the Alarm Inputs folder in
the tree control, and then expand the Alarm Filters folder. This shows all of the

filters already defined in your system.

To set up an alarm filter:
1.

Click the Insert New Filter button on the Configurator toolbar, or right-click

on the Alarm Filters folder (found under the Alarm Inputs folder on the tree
control) and select New > Alarm Filter from the pop-up menu, as shown in

Figure 2.13.
I e
EI-- #larm Inputs Mame -~ |
-] 0PC Subscriptions: [ ERY1coNICS Alarm OPC Ser...
SR ] 4larm Filters
----- g ] )|
----- ¥ Beltlwa  poae
----- ? CareTen iy
----- ¥ Radiatio
----- % Security  Delste
----- % Surface
----- S Tank O EE:

Figure 2.13. Creating a New Alarm Filter

2. Type in the new filter name, as shown in Figure 2.14.

EI" Alarm Inputs
-[E3]) OPC Subscriptions

E=1-[E] Alarm Filters * Filker e
----- % Beltl Speech O M arne: FEl ]
""" ? Belt1 wav Filter String:
----- %= CoreTemp :
% New Alarm Filter ] Edit...
----- % Radiation Level
----- % Security Breach
----- % Surface Temp
----- % Tank Overflow
{54 Alarm Configurations
EEI--EE Swstem Objects
(- [E, Modes J
Apply I Bezet Sdd Mew |
Figure 2.14. Naming the New Alarm Filter
ICONICS
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3. Click the Edit button to open the Filter Wizard dialog box. This is where you
will configure your filter.

4. Click Apply.

Adding and Editing Filters

The Filter Wizard, shown in Figure 2.15, allows you to choose from the
following items to enter in your expression. Select one or more items, and then
click OK.

e Alarm Types: Alarm, Ack, Unack, Normal, Tracking, and Operator

e Subconditions: LoLo, Lo, Hi, HiHi, ROC, and Digital

o Severity: This is the OPC-defined value for alarm priority. The valid OPC
severity range is 1 (lowest) to 1000 (highest). The first number is the low
limit, and the second number is the high limit.

e Source: The tag name.

e Message: Description of the tag.

o Node: Name of the PC from which the tag originates.

Clicking the Advanced button opens the Expression Editor.

Note: Alarm Types are logically "or" with Alarm Types. Subconditions are
logically "or" with Subconditions. Alarm Types, Subconditions, Severity, Source,
Message, and Node are logically combined ("and") to create the expression
string.

Alarm Typez—————————— Sub Conditions

| [~ Mormak [ Lole: [~ HiHi:

™ Tracking: [ La [ ROC:
[~ Unack: [~ Operator: [~ Hi [ Digital:
[ Severity [min/max]: I'l I'IDDD
™ Source: I
[~ Meszage: I
[~ Mode: I

0K I Cahcel Advanced...

Figure 2.15. Filter Wizard
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The filter string is automatically inserted into the Edit Expression dialog box. To
edit the expression, click the Edit button on the Client Filters dialog box. This
opens the Edit Expression dialog box, shown in Figure 2.16, which enables you
to edit alarm filters. The Expression Editor provides a Filter Wizard and an Alarm
Tag list to help you create simple alarm filters. If you want to customize your
alarm filters, you can use the other functions in the Expression Editor to set up
your alarm filters manually.

Note: For more information about the Expression Editor, please see the
Expression Editor help documentation.

1 Edit Expression .' ] [ o4
E #pression: I L’
(i{{klarnType}t}==1) | | ({{ilarnType}}==2] | | i{{AlarnType}}==3)] _‘_I
|
Aithmetic I Eelational I Logical l
Bitwise I i I e Tags'
’—i Filker Wizard. ..
Ok, Cancel I g 4

Global Alias Browser. .,
Language Alias Browser,

Figure 2.16. Filter Expression Configuration

Selecting Alarm Attributes

Selecting Advanced from the Tags menu of the Expression Editor opens the
Alarm Tag list, shown in Figure 2.17, which allows you to choose alarm
attributes for your alarm filter. Select the attribute that you want to include in the
filter expression and click OK.

Note: You can also perform a wildcard string compare using the "like" operator
syntax. Check the String Compare check box and type the desired string in the
text field.

ICONICS
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Figure 2.17. Alarm Attributes List

There are two additional attributes available for use in filtering: Alarm Type and
Current Time. The Alarm Type attribute allows you to filter alarms according to
ALARM 1, ACK 2, UNACK 3, OPER 4, TRACK 5 or NORM 6. For example, you
can set up a filter with the condition:

X = {{AlarmType}}

If the Alarm Type is true, then the alarms are displayed. If they are false then,
the alarms are not displayed.

The Current Time attribute allows you to filter according to the current time.
Only alarms occurring around the current time will be displayed.

Example Alarm Filters

Expression Result

X = {{Severity}} > 500. Only alarm messages with a severity
greater than 500 will be visible.

X = Like({{Source}}, "Tag",0) Only messages with the tag in the
source name will be displayed.

X = Like({{Message}}, "Boiler Pump Only messages with a description

not*",0) beginning with “Boiler Pump not” will
be displayed.

2-19




Creating Alarm Configurations

AlarmWorX32 Multimedia

X = Like({{Node}}, "Alpha",0)

Only messages from Node Alpha will
be displayed.

X = Like({{Attribute1}}, "Plant Area 1",0)

X = {{Attribute2}} == 40.

Tag values Attribute1 through
Attribute20 are server specific. They
can be strings, numeric values, or
arrays. The most common array usage
is for Areas. When dealing with areas,
use the Like function.

X=1.

Filter displays all messages.

X=0.

Filter does not display any messages.

All filters resolve to TRUE or FALSE. All nonzero values resolve to TRUE.

For more information, please see the AlarmWorX32 Server documentation.

Deleting a Filter

To delete an alarm filter, right-click the filter in the tree control and select Delete
from the pop-up menu. Your system will ask if you really want to delete the filter.

Click Yes to delete the filter.
Renaming a Filter

To rename a filter, right-click the filter in the tree view and select Rename from
the pop-up menu. It is necessary to change the filter name if you are going to add
more than one filter. Try to give the filter a name that describes what it does or

the values it considers when filtering.

Note: Depending on the security level of the user, the user may or may not be
able to create or activate filters during runtime mode.

2.4 Configuring a Multimedia Agent

You can configure any of the following multimedia agents to react when a
predefined condition occurs within any alarm or events server:

2-20

¢ E-mail Agent: Sends an e-mail message.

e Sound / Text-to-Speech Agent: Plays prerecorded sounds and/or
speech from text locally or remotely over a network.

e Marquee Agent: Creates a marquee window displaying a message

locally or remotely over a network.

ICONICS
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o Pager Agent (SMS/GSM/TAP): Sends a message to a pager.

o Telephony Agents: The Call-out Agent calls a defined number and
gives a message with options to respond. The Call-in Agent enables
callers to dial in by phone to get alarm information and browse for OPC
Data Access tags.

e Fax Agent: Sends a message to a fax machine.

¢ Instant Messaging Agent: Sends a message to any computer using
instant messaging.

e Popup Agent: Opens an application of your choice (e.g. Internet
Explorer) to provide alarm messages.

o Video Agent: Plays a video, which can be a prerecorded video or a
video captured at the moment of the alarm.

o PA Agent: Uses a public address (PA) system device to announce
alarms and events over a loudspeaker.

To configure a multimedia agent, do the following:

1. Right-click on the type of agent you wish to configure. Then select New and
then the type of agent you wish to configure. The agent folders can be found
in the Multimedia Agents folder, which is in the Alarm Configurations
folder on the tree control, as shown in Figure 2.18.

D@lBlesiE’a]
=[] Alarm Inputs |
E@ Alarm Configurations
[#-%% Default

E@ Multirmedia Agents
{5 E-mail

@ Sound [ Text To Speech
[ Marquee

(5] Pager/SMS/GSMTAP
-5 Telephory

-- Fax

-- M5 Inskant Messaging
----- %35 P4,

-- Popup

-] Wideo

E§|-- Media Templates

[;|--Eﬂ= System Objects

L@, Modes

Figure 2.18. Multimedia Agents Tree Control
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2. Depending on which type of agent you choose to configure, an appropriate
dialog box will appear with all available options displayed. To see a
description of each configuration field for a particular agent, click on that
agent from the list above.

3. After entering all appropriate information, click Apply to save the agent
information.

Note: For details on multimedia agent configuration, please see Chapter 4.

Note: You must enter an Acknowledge Code in the appropriate field if you wish
for your user to be able to acknowledge or confirm receipt of an alarm. This is
important if you will be using an escalating list of alarm actions and want the list
to discontinue once someone has recognized an alarm has occurred. Note that
the Sound / Text-to-Speech, Fax, Popup, and Video agents are used only for
displaying messages and do not have an acknowledge option associated with
them.

2.5 Creating an Alarm Configuration
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The alarm configuration is where you specify which OPC subscription to be
used and where you create action sets to be followed. Each new database you
create will have a default alarm configuration. This is the alarm configuration you
should plan to use if you are just creating one alarm configuration for your
computer to follow. If you create a new alarm configuration with a name other
than "Default," you will also need to create a new node configuration and link it to
your alarm configuration.

To add the OPC subscription to be used in your configuration, do the following:

1. Right-click the Alarm Configurations folder and select New > Alarm
Configuration, as shown in Figure 2.19.

O = | S| f B .
| -- Blarm Inpuks Marne £ |
| EHEI filarm Configurations AF FaF ol

e ’ﬂ* Diefault Mew
-5 Mulimedia Agen
-- Media Templake: HENEME

ﬁ Systemn Objects rAultiplys
¢ | - Modes

ledia Templates k

[E|eke

Zuk

Copy
| Paste

Figure 2.19. Adding a New Alarm Configuration
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2. Select the OPC subscription you wish to use from the drop-down list, as
shown in Figure 2.20.

D EE=fER % - EEEF R Y 2ER|EaE 8%
-- &larm Inputs | MName ¢ |
L_-_I{El Alarm Configurations

-3 Default

-7 New Alarm Configurat i . S—

@ Multimedia Agents ‘;j:_i_ E':'arl::_flgu’at":'” INew Alarm Configuration

-- Media Templates
EEI--ﬁh System Objecks o o i ;
EEI-- Nodes Alarm & Event OPC Subzcription to be uzed in thiz configuration

ICOMICS Alarm OPC Server j

<NEINE>

Apply Bezet dd Hew

Figure 2.20. Choosing an OPC Subscription
3. Click Apply.

2.6 Creating an Alarm Action Set

An Alarm Action Set is a set of actions that the Multimedia Server will take
whenever an alarm from that subscription occurs. For example, one action set
could not only page the security guard, but it could also send an e-mail message
to the technician on duty, announce the message over a phone, and fax the
alarm to a remote center. You can create more than one action set under each
alarm configuration. Each action set you create is based on a filter. Within each
action set, you can define more than one procedure for that action set to follow.

To create an action set:

1. Right-click on Default and select New > Alarm Action Set from the pop-up
menu, as shown in Figure 2.21. The Default alarm configuration object can
be found in the Alarm Configurations folder on the tree control.
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Figure 2.21. Creating a New Alarm Action Set

2. Enter a name for this action set, as shown in Figure 2.22.
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Figure 2.22. Setting the Properties for the New Alarm Action Set

3. Select afilter from the Filter to Use drop-down list.

4. In the Alarm Actions field, select what you want to occur from the list under
Action Destination. Clicking the ... button in each Action Destination row
opens the Select Action Destination dialog box, as shown in Figure 2.23.
Action destinations can be configured multimedia agents (e.g. Marquee
Window) or roles (e.g. General Manager). Select an action destination from
the tree control on the left and then click the Set selected item as Action
Destination button, as shown in Figure 2.23.

In the Action Destination field, you can also select <NO ACTION> by
clicking the Set as 'No Action’ button, as shown in Figure 2.23. When this
option is selected, the Multimedia Server will wait a specified amount of time
(the delay time) before executing the next action.
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Figure 2.23. Selecting an Action Destination

5. Select from the Media Template list only if you wish to override the
previously defined template under the multimedia agent.

6. If you are listing more than one Alarm Action to follow, you have the option
of having them all occur at once or delaying the next action to take place. If
you want the next action to take place at the same time as the previous one,
leave the Delay set to 0 minutes. If you want the next action to take place
after a certain number of minutes (if the Stop Action Condition has not yet
been met) enter the number of minutes under Delay, min.

7. Check the Ignore Schedule box only if you wish to override any predefined
schedules. (See Chapter 6 for information about schedules.)

8. To set the Action Attributes, click the ... button in each row. Select when to
initiate each action: in the state of an Alarm, a Return to Normal, or an
Acknowledgement, as shown in Figure 2.24.

Initiate thiz action in the state of;
@ % Alamn

&  Betun To Mormal
€ O Ackrowledgement Cepmzel |

Figure 2.24. Selecting an Alarm Action Attribute
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Alarmn Actions:

Note: The action attribute for the first alarm action in the action set should be
set to "Alarm." Use of Return to Normal or Acknowledgement action
attribute settings requires an associated Alarm action attribute. The Alarm
action attribute must be listed in the action set before Return to Normal or
Acknowledgement. Only action destinations that receive the alarm
message will receive the return to normal or acknowledgement messages.
An example of this is shown in Figure 2.25.

Action Destination tedia Template Delay. min | lgnaore Schedule Action Attributes
Local wav File IJze Agent zetting 1] -
Local wav File IJze Agent zetting 1] &

F | Local Ywav File

Usze &gent setting z €
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Figure 2.25. Alarm Action Attribute Listed in Action Set

The Stop Actions Condition field is where you define what will stop the list
of Alarm Actions from escalating to the next action. If you do not check any
of the options, the complete list of actions will occur regardless of whether
any alarms were acknowledged or returned to normal.

o If you check Acknowledgement Received, the list of actions will
continue until one of the actions is acknowledged. The acknowledgement
can be verified by either a multimedia agent or the alarm viewer.

e If you check Values Returned To Normal, the list of actions will
continue until the values return to normal.

e |f you check Return to Normal AND Acknowledgement, the list of
actions will continue until one of the actions is acknowledged and the
values return to normal.

o Checking Receipt Confirmation tells the Multimedia Server that, yes,
the alarm has been responded to, but does not mark the alarm as
acknowledged. Therefore, the alarm will not be shown as acknowledged
in the alarm viewer.

e |If more than one stop actions condition is checked, the complete list of
actions will occur until one of the conditions has been met. For example,
if both Values Returned to Normal and Receipt Confirmation are
checked, the actions will occur until either the values have returned to
normal or a confirmation has been sent through the multimedia agent.

Note: The use of stop actions conditions is not required. However, if you
do not select a stop actions condition, the infinite actions loop is
disabled.
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10. Use the Actions Loop field if you wish to return to the first action destination
and repeat all alarm actions until the specified stop actions condition has
been met. If you want the loop to be repeated continuously, select Infinite
Loop. If you want the loop to be repeated only a certain number of times,
select Repeat and then enter the number of times you want the actions loop
to be repeated. Alternatively, if you do not want an actions loop, select Don't
Loop at All.

Note: Be careful when enabling action looping. The Actions Loop is
performed after the delay of the last action in the action set. It is possible for
agents to queue hundreds of action requests. This occurs if the agent takes
more time to process action requests than it takes to repeat the action loop.

11. Check Enable This Action Set for your alarm actions to take effect, and
then click Apply.

To delete an alarm action entry, click on the gray cell to the left of that entry to
select the entire row and press the Delete key.

Note: The Stop Actions Condition options apply to the escalating list of actions
to be taken and not to one individual alarm action. However, if you only have one
action and would like it to continue happening until it is acknowledged or until the
values return to normal, check Enable Alarm Actions Loop and choose the
Stop Actions Condition you wish to use to stop the action.

Note: You can also assign a role as an action destination. For information about
configuring roles, please see Chapter 6.

2.7 Activating the Database

2-28

Once your alarm configuration is complete, you need to make sure that it is the
active database. The database that is currently active is the one that the OPC
server will use. To make the current database active, select Make Active... from
the File menu of the Configurator, as shown in Figure 2.26. If the Make Active...
selection is grayed out, then the current database is already the active database.

A dialog box will appear showing both the current active database and database
that is currently being edited. To set the edited database as the active database,
click the Yes button.

If you make changes to the database while the server is running, you can update
the server with your changes while it is running. To do this, click the Update
Server Data button on the toolbar.
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Figure 2.26. Activating the Database

2.8 Starting the Multimedia Server

In order for the Multimedia Server to use the information in the configuration
database, the server must be placed into “runtime” mode. To start/stop the
server, click the stoplight button on the toolbar, or select Start Multimedia
Server from the Action menu, as shown in Figure 2.27.

If you make changes to the database while the server is running, you can update
the server with your changes while it is running. To do this, click the Update
Server Data button on the toolbar.

Note: You can also start/stop the Multimedia using the GenTray tool tray. For
more information, please see the GenTray Help documentation.

I GO | Action  Tools  Help

i Zanf

CF
xdules [E' Al
es

Stop Mulbimedia Serwver

Figure 2.27. Starting the Multimedia Server
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3.1 Using the Multimedia Configuration Wizard

ICONICS

The Multimedia Configuration Wizard is a key feature of AlarmWorX32
Multimedia that helps you create and configure alarms. The Multimedia
Configuration Wizard provides a simple, user-friendly walk-through that guides
you through the creation and configuration of alarms. Using the Multimedia
Configuration Wizard simplifies the alarm configuration process down to the
following steps:

Step 1. Use the Multimedia Configuration Wizard to configure an alarm.
Step 2. Make the database active.
Step 3: Start the Multimedia Server.

Multimedia Assistant

For additional help on configuring alarms, you can consult the Multimedia
Assistant, shown in Figure 3.1, at any time. To launch the Multimedia Assistant,
select Multimedia Assistant from the Help menu. Follow the instructions
provided by the Multimedia Assistant.

Figure 3.1. Multimedia Assistant
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3.1.1 Starting the Multimedia Configuration Wizard

The Multimedia Configuration Wizard consists of a series of dialog boxes that
guide you through alarm configuration. To start the Multimedia Configuration
Wizard, click the Multimedia Configuration Wizard button on the Configurator
toolbar, or select Multimedia Configuration Wizard from the Tools menu.
Follow the instructions in the dialog boxes.

1. The first step in the Multimedia Configuration Wizard is to enter a name for
your alarm configuration, as shown in Figure 3.2. You can also select an

existing configuration from the drop-down list. Click Next to continue to Step
2.

Multimedia Configuration Wizard - Step 1 x|

WWelcome to the Multimedia Configuration 'wizard |

The tultimedia Configuration ‘fizard will create new
kultimedia Alarm Configuration or modify the exizting one.

| J Inputz
Alarm Filters
{=] OPC Subscri
=5 Alarm Configurati
-4 Default ISampIe Configuration j
=-d== Muiltirnedia &

Pleaze zpecify the name of Multimedia Configuration.
[Type a new name or select exizting configuration]

=

¢ Back I Mt » I Cancel Help

Figure 3.2. Step 1: Entering a Name for the Configuration

2. In Step 2, you must select an OPC subscription to use with the configuration.
You have the option of creating a new OPC subscription or selecting an
existing one. An OPC subscription is a connection to a local or remote
alarm OPC server. Create New OPC Subscription is selected by default, as
shown in Figure 3.3. Click Next to continue to Step 3.
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Note: If you wish to use an existing OPC subscription, select Use Existing
OPC Subscription and click Next. The Multimedia Configuration Wizard will
skip to Step 4.

Multimedia Configuration YWizard: Step 2 : Subscription ﬂ

| order ko receive alarms and events, the Multimedia
Alarm Configuration must be subscribed o one or maore
Alarm & Event OPC Servers.

Select an OPC Subszcription to use with thiz configuration;

¥ Create Mew OFC Subscription

= Usze Existing OPC Subscription:

|ICONICS &lam OPC Server =l

< Back I et = I Cancel Help

Figure 3.3. Step 2: Selecting an OPC Subscription

3. Enter a name for your new OPC subscription, and click the Subscribe Now!
button, shown in Figure 3.4. Clicking this button will launch the Subscription
Properties dialog box, which allows you to add and configure one or more
OPC Alarm and Event server connections. If you have successfully
connected, the traffic light icon on the dialog box will turn green. Once you
have a green light, click Next to continue to Step 4.

Note: Please refer to Chapter 2 for more information on alarm subscription
properties.
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Multimedia Configuration YWizard: Step 3 : New Subscription 5[

The Multimedia Configuration *izard will create new OFPC
Subzcrption.

1. what will be the hame of new OFC Subscription?

[Mote: thiz name will be used as an identifier of thiz
subzcription within current databaze]

IS ample Subscriptior]

2. Prezs the "Subzcrbe Mowl!" button to add and ta
configure ane or zeveral Alarm & Event OPC Server
connections.

Subzcribe Mowl

3. Subszcription Status: - Rieady - ’

< Back I MHext = I Cancel Help

Figure 3.4. Step 3: Creating a New OPC Subscription

4. You are now ready to configure an alarm action set. An Action Set is a
collection of tasks to be delegated to various multimedia agents (marquee,
sound, e-mail, etc.). Give the action set a name and supply information on
when the action set is to stop, as shown in Figure 3.5. If you choose to
enable the alarm actions loop, then the multimedia actions will return to the
first action destination and repeat all alarm actions until the specified stop
actions condition has been met.

Note: For more information on creating an alarm action set and choosing
stop actions conditions, please refer to Chapter 2.
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Multimedia Configuration Wizard: Step 4 - Add Action Se x|

The Mulimedia Configuration 'izard will create new Action Set
for current Alarm Configuration.

Action Set iz an ordered sequence of Mulimedia Actions that will
be initiated when the subscrbed OPC Alarm arives.

1. Wwhat will be the name of pour new Action Set’?
[Mate: thiz name will be uzed az an identifier of thiz Action Set
withir current Alarm Configuration]

IS ample Action Sef

2. Select Stop Condition(z] for this Action Set:
[ Stop Actionz when lam iz acknowledged
v Stop fictions when walues return to nomal
[ Stop on bath Acknowledgement AND retun to normal
[ Stop Actions on message deliveny confirmation

3. Do pou want to enable the Action Loop?

™ ez, resume Mulimedia Actions from the top of the list
after the last Mulimedia Action wasz plaped

< Back I MHext = I Cancel Help

Figure 3.5. Step 4: Configuring an Alarm Action Set

5. The next step is to create or specify a filter for your action set, as shown in
Figure 3.6. If you wish to use an existing filter, simply select the appropriate
option button and pick from the list of existing filters provided. To create a
new filter, select the first option and click Next. If you have chosen an

existing filter, or if you have chosen not to use a filter at all, the Wizard will
skip to Step 7.
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Multimedia Configuration ¥Wizard: Step 5 : Add Filter Eo AcEion s 5[

Thiz Action Set can uze Alarm Filker to confine a subset of
subzcribed OPC Alarms. Only &larms belonging to this subset
will intiate Multimedia Actionz selected in curent Action Set.

/ Haoww do pou want o uge Alarm Filkering?

' | want to create new Alarm Filker and uze it on
current Action Set

™ | want ta uze existing Alarm Filker:

Bell Speech j

i~ Do not uze Alarm Filker. A1l subscribed OPC Alarms
will initiate Multimedia Actionz in thiz Action S et

< Back I MHext = I Cancel Help

Figure 3.6. Step 5: Adding a Filter to an Alarm Action Set

6. If you chose in Step 5 to create a new filter, you will be asked in Step 6 to
enter a name and an expression for your filter, as shown in Figure 3.7. Click
the Edit Filter Expression... button to launch the Filter Wizard, which
enables you to set up your alarm filters.

Note: For help on creating filters, please refer to Chapter 2.
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Multimedia Configuration Wizard: Step 6 : Configuring Mews Filte x|

The Multimedia Configuration “fizard will create new Alam
Filter for Action Set 'S ample Action Set’

1. What will be the name of new &larm Filker?
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ISampIe Filter

2. Press the "Edit Filter Expreszion..." buttan to edit
filker expression string.

Edit Filter Expression...

w= [like[{{SubCondition Mame}} $"HiHI"$.,0])

< Back MHext = Cancel Help

Figure 3.7. Step 6: Configuring the New Alarm Filter

7. In Step 7, you have the option of selecting a multimedia agent to respond to
your action set, as shown in Figure 3.8. The corresponding multimedia agent
will be configured for the action that you selected.

Note: The Sending Alarm Over the Phone Line option in Figure 3.8 applies

only to the Call-out Agent. The Configuration Wizard does not support the
Call-in Agent.
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Multimedia Configuration Wizard: Step 7 : Add Action Eo x|
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Figure 3.8. Step 7: Adding a Multimedia Agent to the Alarm Action Set

8.

Once you have specified a multimedia agent, you will be prompted to create
a new configuration or specify an existing configuration for that agent, as
shown in Figure 3.9. To create a new agent configuration, select the
appropriate option and click Next. If you choose to specify an existing agent
configuration, select it from the provided drop-down list, and then click Next.

Note: If you choose to use an existing agent configuration, the wizard will

skip to Step 10.
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Multimedia Configuration Wizard: Step & : Configuring x|

bultimedia Action #1 of Action Set 'S ample Action Set’

The Mulimedia Configuration *izard will configure the
tultimedia Agent

Lo pou want ko create new Marguee Agent configuration’?
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|- 4 Default
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Figure 3.9. Step 8: Configuring a Multimedia Agent

9. In Step 9, enter a name for the multimedia agent configuration, as shown in
Figure 3.10. Also choose a node on which to run the agent. You can browse
for the node by clicking the ... button to the right of the node name field. If
you leave the node name field blank, the local node name will be assumed.
The remaining items to be filled in vary from one agent to the next. The
example in Figure 3.10 shows a sample configuration for the Marquee Agent.
This configuration asks the marquee to repeat the alarm message once—
play it twice (a repeat of zero means play once)—and accept any
acknowledgement where a user entered "12345" as an acknowledgement
code. If this were the configuration for the E-mail Agent, for example, there
would be places to fill in the 'To:", 'CC:' and 'Subject' fields. Different agents
call for different configurations.
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Multimedia Configuration Wizard: Step 9 : Marquee Age ﬂ

The Mulimedia Configuration *izard will configure the
zettings for kMargquees Multimedia Agett
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{12345

< Back I MHext > I Cancel Help

Figure 3.10. Step 9: Configuring the Settings for the Multimedia Agent

10. The next step is to create or specify a media template for the multimedia
agent, as shown in Figure 3.11. A media template is simply a way of
specifying exactly what information is to be sent to the agent. To create a
new template, select the appropriate option and click Next. To use an
existing template, select an existing template from the provided drop-down
list.

Note: If you use an existing template, the Wizard will skip to Step 12.
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Multimedia Configuration Wizard

ICONICS
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Multimmedia Configuration YWizard - Step 10: Multimedia
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< Back I M et > I Cancel Help

Figure 3.11. Step 10: Selecting a Media Template for the Multimedia Agent

11. In Step 11, enter a name for the template and select the alarm components
to be delivered to the multimedia agent, as shown in Figure 3.12. For some
agents, additional options will be available to you.
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Multimedia Configuration ¥izard - Step 11 : New Media TEmplat 5[
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M ultimedia Template
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[T Condition Marme

< Back I MHext = I Cancel Help

Figure 3.12. Step 11: Creating a New Media Template

12. Once the media template is configured, you have the option of selecting
more multimedia actions for your action set, as shown in Figure 3.13. If you
choose to add another multimedia action, specify a waiting time between the
action you just configured and the action to be added. The Wizard will go
back to Step 7, where the next multimedia agent can be selected. If you
choose not to add another action set, the Wizard will proceed to Step 13.
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Multimedia Configuration ¥izard - Step 12 : Finalizing M 5[
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Figure 3.13. Step 12: Selecting Additional Actions for the Action Set

13. The last step of the Wizard gives you the option of adding more action sets to
be connected to your alarm OPC server, as shown in Figure 3.14. If you
choose to add another action set, the Wizard will take you back to Step 4.
Otherwise, the Wizard will notify you that it has been completed successfully.
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Multimedia Configuration Wizard - Step 13 : Finalizing El

The Multimedia Configuration ‘Wizard collected all information
it needs to configure the Mulimedia Action Set 'Sample Action
Set' af Multimedia Canfiguration 'Sample Canfiguration’
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Figure 3.14. Step 13: Adding More Action Sets to the Configuration

14. Click the Finish button to complete your alarm configuration. Your new alarm
configuration will appear under the Alarm Configurations tree control of the
Configurator.

3.2 Activating the Database

Once your alarm configuration is complete, you need to make sure that it is the
active database. The database that is currently active is the one that the OPC
server will use. To make the current database active, select Make Active... from
the File menu of the Configurator, as shown in Figure 3.15. If the Make Active...
selection is grayed out, then the current database is already the active database.

A dialog box will appear showing both the current active database and database
that is currently being edited. To set the edited database as the active database,
click the Yes button.
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If you make changes to the database while the server is running, you can update
the server with your changes while it is running. To do this, click the Update
Server Data button on the toolbar.

File Edit Wiew Go  Ackion  Tools

Tty CErlHr E
CpEM.., Chrl+O i
Save &5,

Expork 54, .. “h
Irnpork C54. . |

1 ASEMMe_S0L, DL '

Exit ’
Figure 3.15. Activating the Database

Note: For information about advanced database settings and upsizing databases
to MSDE and SQL, please see Appendix D.

3.3 Starting the Multimedia Server

In order for the Multimedia Server to use the information in the configuration
database, the server must be placed into “runtime” mode. To start/stop the
server, click the stoplight button on the toolbar, or select Start Multimedia
Server from the Action menu, as shown in Figure 3.16.

If you make changes to the database while the server is running, you can update
the server with your changes while it is running. To do this, click the Update
Server Data button on the toolbar.

Note: You can also start the Multimedia using the GenTray tool tray. For more
information, please see the GenTray Help documentation.

1 GO | Action  Tools  Help

m Conf

Stap Multimedia Server

xdules E' Bl

=53]

Figure 3.16. Starting the Multimedia Server
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Multimedia Agents 4

4.1 Introduction to Multimedia Agents

The Multimedia Configurator contains the following multimedia agents for
configuring alarms:

E-mail Agent: Sends an e-mail message. (See Section 4.2.)

Sound / Text-to-Speech Agent: Plays prerecorded sounds and/or
speech from text locally or remotely over a network. (See Section 4.3.)

Marquee Agent: Creates a marquee window displaying a message
locally or remotely over a network. (See Section 4.4.)

Pager Agent: Sends a message to a pager. (See Section 4.5 and
Appendix A.)

Telephony Agents: The Call-out Agent calls a defined number and
gives a message with options to respond. The Call-in Agent enables
callers to dial in by phone to get alarm information and browse for OPC
Data Access tags. (See Section 4.6, Chapter 9, and Appendix B.)

Fax Agent: Sends a message to a fax machine. (See Section 4.7.)

Instant Messaging Agent: Sends a message to any computer using
instant messaging. (See Section 4.8 and Appendix E.)

Popup Agent: Opens an application of your choice (e.g. Internet
Explorer) to provide alarm messages. (See Section 4.9.)

Video Agent: Plays a video, which can be a prerecorded video or a
video captured at the moment of the alarm. (See Section 4.10.)

PA Agent: Uses a public address (PA) system device to announce
alarms and events over a loudspeaker. (See Section 4.11.)

Note: Be sure to test your multimedia agent configurations by using the TEST
button in the configuration field for each agent.
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Multimedia Agents Tree Control

The Multimedia Agents tree control of the Configurator is shown in Figure 4.1.
In the right-hand pane, you can view the agents By Type or By Node.
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Figure 4.1. Multimedia Agents Tree Control

Clicking the Replace Node button opens the Node Replace dialog box, shown
in Figure 4.2, which allows you to reassign multiple multimedia agents to run on
a different node. In the Replace field, select the node you wish to replace. In the
With field, click the ... button to select a new node. If the With field is empty, the
local node is used by default.
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Figure 4.2. Replacing a Node

Clearing Agent Queue

Each multimedia agent configuration contains an Empty Agent’s Input Queue
button, as shown in Figure 4.3. Clicking this button cancels all requests made by
the Multimedia Server to that agent, clearing all pending messages for the nodes
on which the agent is configured.

Note: You can cancel queues to all agents by clicking the Stop button on the
Configurator toolbar.
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Figure 4.3. Emptying Agent Queue
ICONICS 4-3



Multimedia Agents AlarmWorX32 Multimedia

4.2 E-mail Agent

E Ernail

The E-mail Agent, shown in Figure 4.4, allows you to receive and acknowledge
alarms using an e-mail message. For information about acknowledging alarms
and creating templates for the E-mail Agent, see Appendix E.

E-mail Configuration Fields
The following configuration fields are available for the E-mail Agent:

e E-mail Name: Enter a name for the e-mail contact.

¢ Node Name: Enter the node name for the computer from which you wish
to send the e-mails. If left blank, the e-mails will be sent from the
computer running the Multimedia Server. Click the Browse button to
search for a node.

e Scheduling: If you are using scheduling, you can choose from the
configured schedules on the drop-down list.

¢ Send To: Enter the e-mail address of the recipient to whom you wish to
send the e-mail message.
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Figure 4.4. E-Mail Agent
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Cc: Sends a carbon copy of the e-mail to another recipient.

BCc: Sends a "blind" carbon copy of the e-mail message to another
recipient.

Acknowledge Code: Enter the string you wish to use as the
acknowledge code. (For information about acknowledging alarms using
e-mail, see Appendix E.)

Use Template: You must choose a template to be used with the E-mail
Agent. The template determines the actual message that gets sent to e-
mail recipients. The Configurator includes a template, called Default
Email, created for sending e-mail messages. For more information about
templates, please see Chapter 5.

Priority: This field is not supported.
Description: Allows you to add comments to the agent configuration.

Delivery Specific: Uses the E-mail Agent to send an optimized
message to a pager. You can still use the E-mail Agent to send a
message to a pager without checking this. However, checking this
decreases the character count of the identifier variables, thus reducing
the cost in pagers that charge according to number of characters.
Note: Using this option will limit you to 99,999 unique messages before
resetting the numbering back to one.

TEST button: Sends an e-mail message to test your configuration.
Apply button: Saves all changes to the configuration database.
Reset button: Clears all recently added information.

Add New E-mail Media Item: Adds a new agent to be configured. You
can also add a new E-mail Agent by right-clicking the E-mail folder on
the tree control and selecting New - E-Mail Contact from the pop-up
menu.

To operate the E-mail Agent, a MAPI-compliant third-party e-mail program must
be on the computer from which e-mails are sent. Microsoft® Outlook is an
example of a MAPI-compliant third party e-mail program. Microsoft Outlook
Express can also be used and can be downloaded for free from Microsoft.
However, unlike Outlook, Outlook Express will only work with POP3 e-mail
servers. It is not necessary to have the e-mail program actively running on a
Windows NT or Windows 2000 operating system. It is, however, necessary to
have the e-mail program actively running on a Windows 98 operating system.
Outlook 2002 and Outlook Express version 6 require additional security settings

4-5



Multimedia Agents AlarmWorX32 Multimedia

in order for the E-mail Agent to work properly. For more information, go to
http://www.microsoft.com/office/ork/xp/appndx/appai1.htm.

The E-mail Agent will only operate on e-mail messages in the e-mail programs
default folder. For example, a reply with an acknowledge code will only be seen if
sent to the default e-mail programs folder (Inbox for Microsoft Outlook). If you set
up your e-mail program to reroute your mail to other various folders, the
multimedia agent might not read the incoming e-mail. For more information about
acknowledging alarms using the E-mail Agent, see Appendix E.

Using the E-mail Agent to Page

For high-volume applications, it is often better to use the E-mail Agent for pager
support. This is due to the fact that a majority of pager services support e-mail to
page. Set the SentTo field to "Pager number @Pager service." (e.g.
5551234@service.com). This causes the pager service’s e-mail system to
process the e-mail and send the information to the pager. This method avoids
the delay associated with modem dial-up. The downside is that through put is
limited by the Internet connection rather than the telephone connection.

4.3 Sound/ Text-to-Speech Agent

The Sound / Text-to Speech Agent, shown in Figure 4.5, allows you to send
alarm information using a sound message.

Note: The sound message is specified in the sound template, where you can
select a sound (.wav) file from the Sound Library or enter a text message to be
converted to speech. You can also add your own sound files to the Sound
Library. For information about selecting sound files, please see Section B.2 of
Appendix B. For information about templates, please see Chapter 5.
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Figure 4.5. Sound / Text-to-Speech Agent

Sound Configuration Fields

The following configuration fields are available for the Sound / Text-to-Speech
Agent:

e Sound Media Name: Enter a name for the configuration.

¢ Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

e Node To Play Sound On: Enter the node name for the computer on
which you wish to play the sound. If this field is left blank, the sounds will
be played on the computer running the Multimedia Server. Click the
Browse button to search for a node.

o Template Name: You must choose a template to be used with the
agent. The Agent plays a sound that is specified in the sound template,
where you can select a sound (.wav) file from the Sound Library or enter
a text message to be converted to speech. The Configurator already
includes templates, called Default Sound Wav and Default Sound
Speech, created for sending sound messages.

¢ Description: Allows you to add comments to the agent configuration.
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e Priority: This field is not supported.

¢ Play: Plays the sound message a specified number of times.

¢ Maximum Play Time: Sets a maximum play time (in minutes).

e TEST button: Plays a sound message to test your configuration.
¢ Apply button: Saves all changes to the configuration database.
¢ Reset button: Clears all recently added information.

e Add New Sound Media Item: Adds a new agent to be configured. Note
that you can also add a new Sound / Text-to-Speech Agent by right-
clicking the Sound / Text To Speech folder on the tree control and
selecting New - Sound / Text To Speech from the pop-up menu.

General Settings

To change the voice type, click on the General Settings button while in the main
Sound / Text To Speech folder, as shown in Figure 4.6. If you do not see the
General Settings button, make sure that Dialog View is checked on the View
menu.

Media Sound / Test To Speech
Type

General Settings. .. Ermnpty &gent's |nput Queus

|lze 'General Settings’ button to select a waoice type to be uzed by
lozal Sound ¢ test-to-speech Agent

Figure 4.6. Sound / Text-to-Speech Agent: General Settings

Clicking the General Settings button opens the Text to Speech Configurator
dialog box, shown in Figure 4.7, which allows you to change the voice type,
sound pitch (frequency), speed, and volume. Select a voice type from the drop-
down list.

Note: Volume is not always directly controlled by the voice engine; use your PC's
volume settings instead.
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Figure 4.7. Voice Configuration Dialog Box

4.4 Marquee Agent

ICONICS

The Marquee Agent, shown in Figure 4.8, allows you to send alarm information
using a message to a computer or a marquee device box. To acknowledge an
alarm, right-click in the marquee window and select Acknowledge.

Marquee Configuration Fields
The following configuration fields are available for the Marquee Agent:

¢ Marquee Media Name: Enter a name for the Marquee Agent
configuration.

o Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

o Node To Use Marquee On: Enter the node name for the computer on
which you wish run the Marquee Agent. If left blank, the Marquee Agent
will be run on the computer that is running the Multimedia Server. If you
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wish to display the message on a separate marquee device, this is
configured under General Settings in the main Marquee folder. (See
the "General Settings" section below.) Click the Browse button to search
for a node.

karquees Media Name IMarquee Window

S cheduling | Full 24-7-365 Schedule |

— Settings

Pricrity

Mode o uze Marguee On | Browse...

Uze Template I D efault Marques

Description

Acknowlege Code I

[0z kighest]

TEST

Ll | L]

u —

— Options
Flay

b aRirurm play time
[O'F mo limniks]

1 = time(s] 0 =1 Tin,

Al

Hezet | Add Mew Marques Media ltem |

Figure 4.8. Marquee Agent

Use Template: You must choose a template to be used with the agent.
The template determines what information is displayed in the marquee
message. The Configurator includes a template, called Default
Marquee, created for sending marquee messages. For more information
about templates, please see Chapter 5.

Description: Allows you to add comments to the agent configuration.

Acknowledge Code: Enter the string you wish to use as the
acknowledge code.

Priority: This field is not supported.
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o Play: Specifies the number of times the marquee message will be

displayed.

e Maximum Play Time: Sets a maximum play time (in minutes).

e TEST button: Displays a test marquee message.

¢ Apply button: Saves all changes to the configuration database.

¢ Reset button: Clears all recently added information.

e Add New Marquee Media Item: Adds a new Marquee Agent to be
configured. Note that you can also add a new Marquee agent by right-
clicking the Marquee folder on the tree control and selecting New -

Marquee Item from the pop-up menu.

General Settings

The following options are set for all marquee items within the Marquee folder on
the tree control. To change any of these options, click on the General Settings
button while in the main Marquee folder, as shown in Figure 4.9. If you do not
see the General Settings button, make sure that Dialog View is checked on the

View menu.

kMedia
Type hd arquies

General Settings. ..

Empty Agent's [nput Cuele

Ilze 'General Settings' button to define the appearance and
behavior of lozal M arquee Agent's window

Figure 4.9. Marquee Agent: General Settings

Clicking the General Settings button opens the Marquee Properties dialog box,
shown in Figure 4.10, which contains the following settings.

ICONICS
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Figure 4.10. Marquee Properties Dialog Box

Output Destination

The Output Destination field allows you to choose whether to have the marquee
displayed across a window on a computer monitor or across a separate
hardware device.

Device Attributes

The Device Attributes field allows you to choose the type of device (serial or
Ethernet) and to configure advanced settings for that device. Clicking the
Settings button opens the Serial Device Settings dialog box, shown in Figure
4.11, which allows you to set the Port, Baud, Data Bits, Parity, Stop Bits, and
Maximum Characters.

The Stock Ticker setting is a scrolling screen mode that allows the hardware
device to scroll letters across the screen.
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The Traditional mode allows the hardware device to display the entire text
string. This mode displays the text string all at once without scrolling.
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Figure 4.11. Serial Device Settings Dialog Box

The Ethernet Device Settings allow you to specify the port and IP address for
the hardware device, as shown in Figure 4.12.

Device Attributes x|

IP Address: ||1 0.0.0

Port; |21—

] I Cancel

Figure 4.12. Ethernet Device Settings

Window Attributes

e Always on Top: Makes the marquee display visible on top of other open
windows at all times.
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Show Title Bar: Shows (checked) or hides (unchecked) the title bar of
the marquee window.

Allow Resize: Resizes the marquee window horizontally while it is being
displayed.

Allow Vertical Resize: Resizes the marquee window horizontally as well
as vertically while it is being displayed.

Auto Hide: Automatically minimizes the marquee window after a
message is displayed.

Background Color: Sets the background color for the marquee window.

Scrolling Attributes

Speed: Sets the speed of the marquee message display.

Direction: Sets the direction (e.g. right to left or left to right) of the
marquee message display.

Minimum Space Between Alarms: Sets the minimum amount of space
(as a percentage of viewing area) between alarm messages.

Test Message

This option allows you send a test message showing the configuration options
you have selected, as shown in the example in Figure 4.13.

Jelcome to AlarmWorX32 MMX

Figure 4.13. Marquee Test Message

Note: If you choose to have the Marquee Agent run on a remote node and that
node is running on Windows 98, then the Marquee Agent must be open on that
computer for it to display messages. If the node is running on Windows NT or
Windows 2000, it is not necessary to have the agent already open.

4.5 Pager Agent

The Pager Agent, shown in Figure 4.14, allows you to send alarm information
using a message to a pager. The Pager Agent sends alarm information to a
pager via dial-up modems. (Please see Appendix A for information about pager
services.)

4-14
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Pager Agent Configuration Fields
The following configuration fields are available for the Pager Agent:

Pager Media Name: Enter a name for this pager configuration.

Node Name: Enter the node name for the computer from which you wish
to send the e-mail messages. If this field is left blank, the e-mail
messages will be sent from the computer that is running the Multimedia
Server. Click the Browse button to search for a node.

Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

Pager Number: Enter the number of the pager to which you wish to
send the message. Use the General Settings button in the
Pager/SMS/GSM/TAP folder to configure pager services, dial-out
numbers, modem properties, port settings, etc. (See the "Steps for
Configuring the Pager Agent" section below for more information.) For
details about pager service protocols, please see Appendix A.

Acknowledge Code: Enter the string you wish to use as the
acknowledge code.
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Figure 4.14. Pager Agent

o Use Template: You must choose a template to be used with the Pager
Agent. The template determines the actual message that gets sent to
configured pagers. You can select whether the message includes the
timestamp of the alarm, the tag name that generated the message, the
actual alarm message itself, and many other parameters. The
Configurator includes a template, called Default Pager, created for
sending alphanumeric pager messages. For more information about
templates, please see Chapter 5.

e Priority: This field is not supported.

¢ Description: Allows you to add comments to the agent configuration.

e TEST button: Sends a pager message to test your configuration.

o Use GSM/PCS Service: Select the GSM/PCS service you wish to use
with the Pager Agent from the drop-down list.

e Use Modem/ISDN Service: Select a service to use with your modem or
ISDN line from the drop-down list.
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e Apply button: Saves all changes to the configuration database.
¢ Reset button: Clears all recently added information.

e Add New Pager Media Iltem: Adds a new Pager Agent to be configured.
Note that you can also add a new Pager Agent by right-clicking the
Pager/SMS/GSM/TAP folder on the tree control and selecting New -
Pager Contact from the pop-up menu.

Steps for Configuring the Pager Agent

When configuring the Pager Agent, use the following procedure. (For advanced
pager settings and more detailed information about configuring the Pager Agent,
please see Appendix A.)

Step 1: Configure a modem for your computer by going to the operating system's
control panel and following the steps for configuring a modem.

Step 2: Ensure that your modem is working correctly by using HyperTerminal™
or any third-party dial-up software.

Step 3: In the Multimedia Configurator, open the Alarm Configurations folder
and the Multimedia Agents subfolder. Click on Pager/SMS/GSM/TAP, and then
click on the General Settings button located on the right-hand side of the
window, as shown in Figure 4.15.

Media Pager/SMS /GEM/TAP

Type

General Settings. .. Empty Agent's Input Queue

|lze 'General Settings’ button to configure pager zervices, dial-out
numbers, modem propertiez, port zettingz, etc.

Figure 4.15. Pager Agent: General Settings

Step 4: Clicking the General Settings button launches the Multimedia Pager
TAP/SMS dialog box, shown in Figure 4.16. Under Diagnostic Utilities, you can
choose to enable the TAP log file, TAP acknowledge, the Multimedia Pager
TAP Diagnostic dialog box, and/or the SMS acknowledge and the Multimedia
Pager SMS Diagnostic dialog box. The log file is only used for diagnostic
utilities (limited to 10 KB).
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Figure 4.16. Multimedia Pager TAP/SMS Dialog Box

When the display enters runtime mode and the Use GSM/PCS Service option is
selected in the Pager Agent configuration field, the Pager SMS Diagnostic
dialog box will open, as shown in Figure 4.17.

MMEPager 5M5 Diagnostic Dialog x|

Services: I.-'-‘-.erial Commz - G5k [115.4)
MHumber: I Cancel |

Meseage: lyitual Test Devicell

Received:

Sent:
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Figure 4.17. Pager SMS Diagnostic Dialog Box
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When the display enters runtime mode and the Use Modem/ISDN Service
option is selected in the Pager Agent configuration field, the Pager TAP
Diagnostic dialog box will open, as shown in Figure 4.18. Clicking the Open
Log... button opens the TAP log file (if the log file was enabled in the TAP/SMS
dialog box).

MMEPager TAP Diagnostic Dialog

bl odern; I

Services: I."—".TT Wirelezs PCS [US.":".] Cancel

Open Log...

Fl!

MHurnber: I

Message: [virtual Test Devicell

Status:

Figure 4.18. Pager TAP Diagnostic Dialog Box

Step 5: Click the Modem Configuration button to open the DERDACK®
Message Master™ Configuration Software dialog box, shown in Figure 4.19.
Select whether you wish to use modem/ISDN or GSM/PCS service for paging.

P' Message-Master Configuration Software
H/"__'*-. Thiz zoftware can be used for initial configuration
fr of the Mezzage-tazter Developer Suite.

DERDACK

_:y Simply, zelect the component you wank bo Canfig. .
configure and click the "Config" button to display
the internal setup dialog. About

dik

Meszage-baster GSM/PLCS

Meszage-Master Modem/ISDM

Figure 4.19. DERDACK Message Master Configuration Software Dialog Box
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Step 6: Click the Config... button to open the Settings dialog box, shown in
Figure 4.20. Fill out the information in the General, Ports, Services, and
Messages tabs with the appropriate information. At any time, you can get help
by clicking the Help button to launch the Message Master help documentation.

Note: Figure 4.20 shows the configuration settings for GSM/PCS configuration.
The Modem/ISDN configuration settings are slightly different. On the Defined
Services tab of the Modem/ISDN configuration settings dialog box, if you create
a new service, the country code for the service must be included in parentheses
at the end of the service name. When specifying a telephone number for the
service, there is a strict protocol for how you enter the number, which must
conform to the following format. Parentheses, where shown, are necessary:

+1 (area code) number. Example: +1 (800) 5551234

For international calls, replace the '1' with the appropriate country code. See the
Message Master help or Appendix A for more information.

General I Partz I Servicesl Messagesl

Here you can change the settings for the Spoalers.

Activate Dutbox Spooler: |
Activate [nbox Spooler: |
Interval far checking for incoming IEU & seconds
MEsEanes; " minutes

[The greater the interval, the less your system has bo work, and the faster you
can zend meszages. |

k. I Cancel Smply Help

Figure 4.20. DERDACK Message Master Configuration Settings Dialog Box

Step 7: In the Multimedia Configurator, fill out all of the necessary configuration
fields.

Note: If no services are listed next to the two options for Modem/ISDN and
GSM/PCS, you need to manually launch an application to install these services.
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(This application is normally executed at the end of the installation for
AlarmWorX32 Multimedia.) The application, called SrvSetup.exe, is located in
the "Bin/Pager" directory. Run this application, and at the first menu select
"Services.inf." See Appendix A for more information.

4.6 Telephony Agents

Two separate agents are included under the Telephony folder of the
Configurator tree control: the Call-in Agent and the Call-out Agent.

4.6.1 General Settings

To set the default settings for the Telephony Agents (Call-in and Call-out), click
on the Telephony folder, as shown in Figure 4.21. If you do not see the General
Settings, make sure that Dialog View is checked on the View menu. Configure
the default settings for the Telephony Agents as described below.
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Figure 4.21. Telephony Agents: General Settings
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Phone Lines

Number of Lines: Sets the total number of phone lines that will be used
by the Telephony Agents.

Note: The number of lines specified must be less than or equal to the
actual number of phone lines that will be used. If the number of lines
specified in the Configurator is greater than the actual number of lines in
use, the Call-in Server will work under the assumption that additional
phone lines are available even though the lines do not actually exist.
Although up to 20 lines are supported, the number of lines that can be
used may be limited by the type of Dialogic board. See Appendix B for
details.

Note: The telephony agents currently support up to 20 phone lines.
However, the agent has been tested with a maximum of four phone lines.

Incoming Calls: Specifies which phone lines will be reserved for
incoming calls.

Outgoing Calls: Specifies which phone lines will be reserved for
outgoing calls.

Note: When specifying which phone lines will be reserved for incoming
and outgoing calls, the first line will always be line "0". For example,
suppose you will be using a total of three lines, as shown in Figure 4.21.
The first line is "0", the second line is "1", and the third line is "2". Since
the first and second lines will be used for incoming calls, enter "0" and
"1" in the Incoming Calls field, as shown in Figure 4.21. The third line
will be used for outgoing calls, so enter "2" in the Outgoing Calls field,
as shown in Figure 4.21.

Any phone lines that are not reserved will be used as general purpose
lines (i.e. for either incoming or outgoing calls).

Note: If you are using only one telephone line, you cannot reserve the
single line for both incoming and outgoing calls. Therefore, to configure a
single-line system, both the Incoming Calls field and the Outgoing
Calls field should be left blank.

The first time you set up the telephony agent, it is recommended that you
use a single phone line to test the configuration. In the Number of Lines
field, enter "1," and leave the Incoming Calls field and the Outgoing
Calls field blank. Only after you have successfully tested a single phone
line should you experiment with adding multiple phone lines to your
configuration.
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Menus Security and Timeouts

e Call-in PIN Protect: Specify a numeric password or PIN that users must
enter prior to each menu in order to progress through the phone menus
in the Call-in Agent.

Note: This is different from the general security settings used for logging
into the phone system. (The login settings are configured in the Call-in
Agent tree control.)

¢ Restrict same menu visits to: Limits the number of times a user can
access the same menu through the Call-in Agent. This limits the overall
time users can remain in the phone system to prevent users from tying
up the phone lines.

e Password Retries: Sets the number of times a user will be allowed to
enter an incorrect password on the phone keypad.

o Initial Key Timeout: Sets the number of seconds the phone will wait for
a key press before retry.

¢ Inter-Key Timeout: Sets the number of seconds allowed between key
presses on the phone keypad before ending caller input.

¢ Total Time: Sets the total consecutive time (in seconds) that a caller
may spend in the same menu before timeout. This includes the time the
system uses to process and deliver the text-to-speech messages to the
caller.

Dialogic Configuration

You must have a telephony card installed on the computer on which you are
running the Telephony Agents (both Call-in and Call-out). AlarmWorX32
Multimedia supports Intel® Dialogic® boards. Dialogic boards do not work for
Windows 98, so neither the Call-in Agent nor the Call-out Agent will work
on Windows 98. You also need to have an analog phone line connected to the
board. (Note: Digital lines are not supported.) Only Dialogic boards are
supported for the current version of AlarmWorX32 Multimedia. Please see
Appendix B for information about installing and configuring Intel Dialogic boards.
For more information about purchasing and installing Intel Dialogic boards,
please visit the Intel Web site at
www.intel.com/design/network/products/telecom/index.htm.

4.6.2. Call-in Agent

The Call-in Agent, shown in Figure 4.22, enables users to access OPC data
over the phone. The Call-in Agent configuration sets up the voice and key entries
and menu options based on information supplied from the Multimedia
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configuration database and the current state of OPC data or alarms and the
security level of the user calling into the system. The Call-in Agent configuration
is too extensive to be described in this section. For complete information about
configuring settings for the Call-in Agent, please see Chapter 9.

Note: The following Configurator features do NOT apply to the Call-in Agent: the
Multimedia Configuration Wizard, action sets, and schedules.

Note: Dialogic boards do not work for Windows 98, so the Call-in Agent will not
work on Windows 98.

CALL-IN MULTIMEDIA AGEMT Server Oplionz. . Blas Table... |
b ain b en: ITenantEaIIin.Get D j|i|
Default Start-Up Menw: I TenantCallin.Get 1D j|i|
benu Timeout Action: I[Har‘lg Up] j|i|
Alarmn & Event OPC Subzcription: I{NDNE} j
v Fepaort Diagnostic Information to GenEvent Start Call-ln Agent |

Figure 4.22. Call-in Agent: General Settings

4.6.3. Call-out Agent

The Call-out Agent, shown in Figure 4.23, sends alarm messages out over the
telephone. Note: Dialogic boards do not work for Windows 98, so the Call-
out Agent will not work on Windows 98.
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Figure 4.23. Call-out Agent

Call-out Agent Configuration Fields

The following configuration fields are available for the Call-out Agent in the
Configurator tree control under Local Phone, as shown in Figure 4.23. (Note:
Local Phone is an example Call-out Agent configuration.)

e Call-Out Media Name: Enter a name for the Call-out Agent
configuration.

e Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

e Phone Number To Call: Enter the phone number you want the agent to
call.

o Node To Use: Enter the node name for the computer from which you to
run the Call-out Agent. If this field is left blank, the Call-out Agent will be
run from the computer running the Multimedia Server. Click the Browse
button to search for a node.
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4.7 Fax Agent
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Use Template: You must choose a template to be used with the agent.
The template determines the actual message that gets sent to the phone
number specified. The Configurator includes a template, called Default
Telephone, created for sending call-out messages over the phone. For
more information about templates, please see Chapter 5.

TEST button: Tests your call-out configuration.

Acknowledge Code: Enter the number you wish to use as the
acknowledge code.

Priority: This field is not supported.

Retry: Sets the number of attempted calls to make to the specified
phone number before timing out.

Delay between attempts: Sets the number of seconds between
subsequent phone call retry attempts.

Description: Allows you to add comments to the agent configuration.
Apply button: Saves all changes to the configuration database.
Reset button: Clears all recently added information.

Add New Telephone Media Item: Adds a new Call-out Agent to be
configured. Note that you can also add a new Call-out Agent by right-
clicking the Call-out Agent folder on the tree control and selecting New -
Phone Contact from the pop-up menu.

The Fax Agent, shown in Figure 4.24, allows you to send alarm information
using a fax machine. The fax agent supports class 1, most class 2, and class 2.0
fax standards. It is not possible to be more specific on the class 2 standard
because it was never a finalized standard. (Note: Color faxes are not supported.)

Fax Configuration Fields
The following configuration fields are available for the Fax Agent:

Fax Media Name: Enter a name for the Fax Agent configuration.

Node To Send Fax From: Enter the node name for the computer on
which you wish to run the Fax Agent. If this field is left blank, the Fax
Agent will be run on the computer that is running the Multimedia Server.
Click the Browse button to search for a node.
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Figure 4.24. Fax Agent

Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

Send To Fax Number: Enter the fax number here.
Acknowledge Code: This field is not supported.

Use Template: You must choose a template to be used with the agent.
The template determines the actual message that gets faxed to the
number specified. The Configurator includes a template, called Default
Fax, created for sending messages to a fax machine. For more
information about templates, please see Chapter 5.

Description: Allows you to add comments to the agent configuration.
Priority: This field is not supported.
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o TEST button: Sends a test fax based on the configuration settings.
o Apply button: Saves all changes to the configuration database.
¢ Reset button: Clears all recently added information.

e Add New Fax Media Item: Adds a new Fax Agent to be configured. You
can also add a new Fax Agent by right-clicking the Fax folder on the tree
control and selecting New - Fax Contact from the pop-up menu.

¢ Send Separate Cover Page: When this box is checked, the Fax Agent
includes a cover page with the fax message. The fax template contains a
Fax Cover Page field, which specifies a cover page design that will be
used for all fax messages sent using the Fax Agent. The following fax file
formats are supported: .pg, .cpe, and .fmf. For more information about
templates, please see Chapter 5.

Note: The location of the Fax Cover Page field in the fax template does
not matter because the cover page is, by default, the first item to be sent
in a fax message. However, if several cover pages are selected for a
single template, the Fax Agent will use only the first cover page listed.

Note: In the C:\Program Files\ICONICS\GENESIS-32\Bin\FAX directory in the
AlarmWorX32 Multimedia installation, there is a "hidden" fax configuration utility
called FaxCfg.exe. This utility, shown in Figure 4.25, allows for manual
configuration of the fax. You can specify a COM port and a fax standard (e.g.
class 1, class 2, and class 2.0). This utility should only be used if there is an
internal problem with communication between the modem and the fax agent.

&Fau[fg

X
: . ok I
—v Manual Configuration; |

Comm Port: Cancel
I[F'u:urt1 ] - I

v Clazz 1
¥ Clazz 2:

¥ Clasz 2.0

Figure 4.25. Fax Configuration Utility
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4.8 Instant Messaging Agent

ICONICS

The Instant Messaging Agent, shown in Figure 4.26, allows you to send and
acknowledge alarm information using Microsoft MSN® Messenger Service. (For
information about installing and configuring MSN Messenger Service,
acknowledging alarms using MSN Messenger Service, and creating templates
for the Instant Messaging Agent, please see Appendix E.)

Note: The Instant Messaging Agent only supports MSN Messenger up to and
including version 3.6. This multimedia agent has not been upgraded to work with
subsequent versions of MSN Messenger.

Instant Meszaging I Messenger Item

kMedia Mame
Scheduling IFuII 24-7-365 Schedule j
Send To [ Test MSIM

Acknowledge Code |'| 2345

MHode to zend
rmessage from I Erowsze. ..
Uze Template I Default nztant Meszenger j TEST
Dezcription ;I
Friority 0 5

Ee |
[0'iz highest]

Figure 4.26. Instant Messaging Agent

Instant Messaging Configuration Fields
The following configuration fields are available for the Instant Messaging Agent:

¢ Instant Messaging Media Name: Enter a name for the Instant
Messaging Agent configuration.

e Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

¢ Send To: For the Multimedia Instant Messaging Agent to work properly,
MSN Messenger Service must be installed and running on the computer
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on which the Instant Messaging Agent is installed. The user name
specified in the Send To field must also be an existing contact in the
server computer's messaging client that is currently online.

e Acknowledge Code: Enter the string you wish to use as the
acknowledge code. (For information about acknowledging alarms using
instant messaging, see Appendix E.)

e Node To Send Message From: Enter the node name for the computer
on which you wish to run the Instant Messaging Agent. If left blank, the
Instant Messaging Agent will be run on the computer that is running the
Multimedia Server. Click the Browse button to search for a node.

o Use Template: You must choose a template to be used with the agent.
The template determines the actual message that gets sent to instant
message recipients. The Configurator includes a template, called
Default Instant Messenger, created for sending instant messages. For
more information about templates, please see Chapter 5.

¢ Description: Allows you to add comments to the agent configuration.
e Priority: This field is not supported.

e TEST button: Sends a test instant message based on your
configuration.

e Apply button: Saves all changes to the configuration database.
o Reset button: Clears all recently added information.

¢ Add New Instant Messaging Media Item: Adds a new agent to be
configured. Note that you can also add a new Instant Messaging Agent
by right-clicking the Instant Messaging folder on the tree control and
selecting New - Instant Messaging Media Item from the pop-up menu.

4.9 Popup Agent

The Popup Agent, shown in Figure 4.27, allows you to open and execute a file
on a computer. For example, you can configure a Popup Agent to open Microsoft
Internet Explorer and display alarm information within Internet Explorer.
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Figure 4.27. Popup Agent

Note: The Popup Agent is designed to launch other applications. The intent is
that an operator will then close the applications when finished. The agent itself
neither closes these applications nor limits the number of applications it will
launch. Because of this, it is possible that an unmonitored station, using the
Popup Agent, could launch so many applications as to run out of system

resources.

Popup Configuration Fields

The following configuration fields are available for the Popup Agent:

e Popup Media Name: Enter a name for the Popup Agent configuration.

o Scheduling: If you are using scheduling, choose from the configured

schedules on the drop-down list.

e Node To Popup On: Enter the node name for the computer on which
you wish to run the Popup Agent. If this field is left blank, the Popup

ICONICS
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Agent will be run on the computer that is running the Multimedia Server.
Click the Browse button to search for a node.

o Template Name: You must choose a template to be used with the
agent. The template determines the actual message that gets displayed
in the popup window. The Configurator includes a template, called
Default Popup, created for sending messages using popup windows.
For more information about templates, please see Chapter 5.

o Description: Allows you to add comments to the agent configuration.
e Priority: This field is not supported.

e TEST button: Displays a test popup window based on your
configuration.

e Apply button: Saves all changes to the configuration database.
o Reset button: Clears all recently added information.

e Add New Popup Media Item: Adds a new agent to be configured. You
can also add a new Popup Agent by right-clicking the Popup folder on
the tree control and selecting New - Popup Item from the pop-up menu.

4.10 Video Agent

The Video Agent, shown in Figure 4.28, allows you to use a video device to
send a video or a snapshot to a computer providing alarm information.

Video Configuration Fields
The following configuration fields are available for the Video Agent:

o Video Media Name: Enter a name for this Video Agent configuration.

¢ Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

e Play On Node: Enter the node name for the computer on which you
wish to run the Video Agent. If left blank, the Video Agent will be run on
the computer that is running the Multimedia Server. Click the Browse
button to search for a node.

e Snapshot Node: Enter the node name for the computer on which you
wish to run the Video Agent Snapshot. If this field is left blank, the Video
Agent Snapshot will be run on the computer running the Multimedia
Server. Click the Browse button to search for a node.
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Figure 4.28. Video Agent

o Template Name: You must choose a template to be used with the
agent. The template determines the actual video file (.avi, .mpg, .mpeg,
or .mov) or snapshot (image) file (.bmp, jpg, jpeg, or .gif) that gets
displayed. The Configurator includes a template, called Default Video,
created for sending messages using video. For more information about
templates, please see Chapter 5.

o Description: Allows you to add comments to the agent configuration.
e Priority: This field is not supported.

e Play: Plays the video for a specified number of times.

e Maximum Play Time: Sets a maximum video play time (in minutes).
o TEST button: Tests your video configuration settings.

o Apply button: Saves all changes to the configuration database.

¢ Reset button: Clears all recently added information.

e Add New Video Media Item: Adds a new agent to be configured.
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General Settings

The following options are set for all video items within the Video folder. To
change any of these options, click on the General Settings button while in the
main Video folder, as shown in Figure 4.29. If you do not see the General

Settings button, make sure that Dialog View is checked on the View menu.

?yepd;a I"Jiu:leu:u

General Settings. ..

Empty Agent's Input Queue

Ilze 'General Settings’ button to zet the video capture properties for
lozal Yideo Snapshot Agent

Figure 4.29. Video Agent: General Settings

Clicking General Settings opens the Snapshot Configuration dialog box,

shown in Figure 4.30.
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Figure 4.30. Snapshot Configuration Dialog Box
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The Snapshot Configuration dialog box contains the following options:
o Display: Allows you to choose video display options.

e Compression: Choose a component to use if you wish to compress the
video files.

e Format: Sets options such as color, mirror, flip, and size.

o Source: Configures hardware settings based on the video driver you
choose to use.

¢ Video Driver: Choose a video driver to use.

o Jpeg Settings: Select the quality level and the option to display in color
or grayscale for snapshots.

For information about video configuration settings, please see Appendix C.

Note: The general settings for video agents may vary depending on which video
capture device is used. General settings will only function if you have a video
capture device (Web camera) installed on your computer. If no video capture
device is found, you will get an error message informing you that the application
could not find any video capture devices.

If you are using a remote node for video capture, you will have to go to the
remote node and change the settings for video capture on that remote node. If
there is no Multimedia Configurator installed on your video capture node, then
you can run the "MMXSnapshot.exe" in the "Bin" directory to set the general
settings.

411 P.A. Agent

ICONICS

The P.A. Agent, shown in Figure 4.31, allows you to use a public address (PA)
system device to announce alarms and events over a loudspeaker. The PA
Agent configuration settings are directly tied to the telephony agent settings. The
Call-out Agent configuration must be activated in order for the PA agent to work.
A Dialogic board is also required for the PA agent.

P.A. Configuration Fields

The following configuration fields are available for the P.A. Agent:
e P.A. Media Name: Enter a name for the configuration.

e Scheduling: If you are using scheduling, choose from the configured
schedules on the drop-down list.

e Phone Number to Call: Enter a P.A. system access phone number.
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Node Name: Enter the node name for the computer on which you wish
to play the P.A. message. If this field is left blank, the sounds will be
played on the computer running the Multimedia Server. Click the Browse
button to search for a node.

Use Template: You must choose a template to be used with the agent.
Description: Allows you to add comments to the agent configuration.
Priority: This field is not supported.

Play: Plays the P.A. message a specified number of times.

Maximum Play Time: Sets a maximum play time for the message (in
minutes).

TEST button: Plays a P.A. message to test your configuration.
Apply button: Saves all changes to the configuration database.
Reset button: Clears all recently added information.

Add New P.A. Media Item: Adds a new agent to be configured. Note
that you can also add a new P.A. Agent by right-clicking the P.A. folder
on the tree control and selecting New - P.A. Item from the pop-up menu.
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Figure 4.31. P.A. Agent Configuration Settings
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5.1 Introduction to Media Templates

ICONICS

When configuring a multimedia agent, you must select a media template to
apply to that agent. Templates allow you to configure design elements, including
what and how much information to display when presenting an alarm. A default
template is available for each type of agent. You can use or modify any one of
the default templates provided for you, or you can create a new template as
follows:

1. Right-click on the Media Templates folder on the tree control of the
Multimedia Configurator screen and select New > Media Template, as
shown in Figure 5.1. The Media Templates folder is located in the Alarm
Configurations folder.

(@] Alarm Inputs: Neme |
ElIEI Alarm Configurations [E3]0PC Subscriptions
E % Default [FlAlarm Filters

=4 Multimedia Agents

B r1edia Temp

+

ﬁ System Objects Mew *
F-L &, Modes
& Remname

{6

Delete

Figure 5.1. Creating a New Media Template

2. The new media template appears along with the configuration dialog box
shown in Figure 5.2. In the Template Name field, enter a name for the
template you are creating.

3. Select which Template Type you wish to create. You can choose from
e-mail, sound/text-to-speech, marquee, pager, phone, fax, instant
messaging, PA, popup window, or video.
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Figure 5.2. New Media Template Configuration

4. Click on the Design Elements tab of the template configuration dialog box,

shown in Figure 5.2. If you are configuring a template with an option to enter
a subject field, you may do so by clicking on the ... button to the right of the
Subject field. This opens the Template Definition Wizard dialog box,
shown in Figure 5.3, which contains a list of available field types to add. For
a list of field types, please see the "Template Field Types" section later in this
chapter. Choose a field type and select from the additional options under
Field Properties; and then click Insert. If you wish to change the order of
the fields or to delete a field, use the appropriate buttons to do so. The Insert
Blank button will insert a line break.

Note: Template configuration is for advanced users. It is recommended that
you use the default templates that are provided with the Configurator.
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Figure 5.3. Template Definition Wizard Dialog Box

5. Click on the Template Source Code tab in the template configuration dialog
box. The Template Source Code tab, shown in Figure 5.4, displays all of
the fields in an editable format. If you need to manually edit a field, you can

do so here.

Note: The Template Source Code tab is recommended for advanced users
only. Do not modify any fields here unless you are absolutely sure of what

you are doing.

6. Click Apply on the template configuration dialog box to apply the changes.

Note: For additional template settings, see Appendix B, Appendix C, and

Appendix E.
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Figure 5.4. Media Template Configuration: Template Source Code Tab

5.2 Template Field Types

The following is a list of all template field types. When configuring a media
template, clicking the Insert button on the Design Elements tab of the template
configuration dialog box, shown in Figure 5.2, to display which field types are
available for that particular template type.

Note: For more information about template field types, please see Appendix B,
Appendix C, and Appendix E.

E# Alarm Field: Represents the components of OPC alarms; allows you to
choose from a drop-down list of fields; allows you to enter a field width limit (enter
zero for no limit); can be used as a text field with pager, e-mail, fax, popup, and
instant messaging templates, or in sound, and phone (call-out) templates via
text-to-speech conversion.

0 E-mail Attachment: Represents any file that can be sent as an e-mail
attachment; used with e-mail templates.

4 Sound File: Represents a sound file; allows you to choose from the included
Sound Library or to add your own sound file (.wav, .mid) to the Sound Library.
Can be used with sound and phone (call-out) templates.

2 Delay: Enters a value representing a time delay in milliseconds before the next
template item will be activated; can be used with sound, phone, and video
templates.

ICONICS
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File: Represents a file for the Popup Agent to process; used with popup
templates.

&) URL: Represents a URL for the Popup Agent to display; used with popup
templates.

‘2 SnapShot Capture: Enters a value representing the amount of time the
Video Agent will take to capture a video snapshot; used with video templates.

5 Picture File: Represents an image file (.gif, .jpg); used with video templates.

‘2¥ Video File: Represents a video file (.avi, .mpg, .mpeg, .mov); used with video
templates.

Text: Allows you to enter plain text; used by all media templates.

HTML Text: Text embedded in HTML tags; used by marquee, popup, and
video templates.

Fax Cover Page: This template field is a cover page design that will be used
for all fax messages sent using the Fax Agent. The following fax cover page file
formats are supported: .pg, .cpe, and .fmf.

Note: The location of the Fax Cover Page field in the fax template does not
matter because the cover page is, by default, the first item to be sent in a fax
message. However, if several cover pages are selected for a single template, the
Fax Agent will use only the first cover page listed.

5.3 Templates and HTML

ICONICS

This section is designed for advanced users who have some familiarity with
HTML (Hyper Text Markup Language) and wish to see how HTML can be used
in media templates. For more information on HTML, consult an HTML or Web-
authoring tutorial.

The templates for the Marquee, Popup, and Video agents can respond to simple
HTML tags used to define the appearance of alarm data upon the agents'
loading. If you are comfortable using HTML and are comfortable with the
organization of the multimedia templates, you may find it simpler to write HTML
directly into the Template Source Code field (see Figure 5.3) designed for
advanced users. Information on how HTML is handled in each agent is shown
below.
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5.3.1 Popup Agent

All HTML text written in a popup agent's template is taken as is, written to an
HTML file, and launched in Microsoft Internet Explorer. Alarm fields are
translated into appropriate text and inserted into the HTML file wherever
specified in the template. Table 5.1 shows the example provided for the default
popup template.

Table 5.1. Popup Template Items

HTML Command Function

=7 $BASE_PATH$\MMXSounds\Alarm.wav | Launches the file "Alarm.wav" using whatever

installed media are capable of playing .wav files.

<html> Begins HTML content.

<title>MMX Alarm</title> Makes the title of the popup window "MMX
Alarm."

<body bgcolor=#0000ff> Begins the body of HTML text and gives the
popup window a blue background. (‘#0000ff" is a
coded way of specifying blue.)

<font size=6 color=yellow> Sets the font color to yellow and the font size to
6 (about 24 point).

273 [Alarm.Message] Shows the message text of the current alarm in

the font style specified on the previous line.

</font>

Ends yellow text.

</body>

Ends body text.

</html|>

End HTML.

5.3.2 Video Agent

5-6

The Video Agent handles HTML text and alarm fields the same way that the
Popup Agent handles them. The difference in the Video Agent's template is the
inclusion and interpretation of images and video files. Whenever the Video Agent
encounters an image or video in the template, it automatically embeds HTML
code around the image or video, allowing Internet Explorer to recognize and
display the item as it should be shown. Table 5.2 shows the items contained in
the default video template.

Note: You will notice in this case that <html> and <body> have been omitted. For
simple sections of HTML text like the one in this example, they are optional.
Please see Appendix C for more information about video templates.

ICONICS
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Table 5.2. Video Template Items

HTML Command Function

<title>Intruder Alert</title> Makes the title of the video popup page
"Intruder Alert."

<font color=red> Sets the type color to red.
<center><h1>Intruder Alert! Writes "Intruder Alert" in red type, centered
</h1></center></font> and in "Heading 1" style.
527 <center><h2>[Alarm.Message] Writes the alarm message centered and in
</h2></center> "Heading 2" style.
<table width = 100% border=1> Creates a table with two columns. The left
<tr><td><center> column is labeled "Authorized Employee,"
<h3>Authorized and the right column is labeled "Last person
Employee</h3></center></td><td><center> to enter."

<h3>Last person to
enter</h3></center></td></tr><tr><td><center>

(5 $BASE_PATH$\SnapShots\Eng1.jpg Inserts the image "Eng1.jpg" in the table

below "Authorized Employee.

</center></td><td><center>

‘28 Snapshot capture (millisec.) 0 Takes a still image of what the Web cam is
looking at and places the image to the right
of "Eng1.jpg."

</center></td></tr></table> Closes the table.

5.3.3 Marquee Agent

ICONICS

Using HTML for the Marquee Agent is slightly different from standard HTML
because the Marquee Agent does not load or display an entire Web page. The
Marquee Agent uses HTML to determine the appearance of the text to be
scrolled across the window. Since the Marquee Agent uses HTML only to modify
the appearance of its text, it responds only to a limited set of HTML tags. The
following is a list of useful HTML tags for the Marquee: <font>, <I>, <u>, <b>,
<h1>, <h2>, <h3>, <body>, <blink>. All other HTML tags are completely ignored.
If plain text is entered, or if alarm messages are entered into the template with no
HTML around them, then the text will simply be displayed in plain, black, 10-point
font. Table 5.3 shows the items contained in the default marquee template. All of
the "ignored" fields have been left in to demonstrate how one can copy and
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paste HTML code from an HTML editor directly into the template and still

generate the desired text.

Note: The <body> field was used here to force the background to a different
color. The Marquee Properties dialog box has a Background Color option on
its property page. An HTML-specified background color overrides the Marquee's

configured background color.

Table 5.3. Marquee Template Items

HTML Command

Function

<HTML>

Ignored.

<BODY bgcolor=#530210>

Makes the background of the Marquee
Agent dark red/maroon.

<DIV>

Ignored.

B} <FONT face=dot-matrix size=6
color=green>[Alarm.Time]

Shows the current time in dot-matrix font,
green and size 6 (about 24 point).

=27 [Alarm.Source]

Shows the Alarm Source in the same font.

E# <FONT face=dot-matrix size=+1
color=red>[Alarm.Message]</FONT></FONT>

Shows the Alarm Message in dot-matrix
font, green, and size 7 (about 36 point).

</DIV> Ignored.
</BODY> Optional.
</HTML> Ignored.
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6.1

Introduction to Schedules

The scheduling feature in AlarmWorX32 Multimedia allows you to configure an
alarm action set so that an alarm message will be sent to a particular person only
if that person is available according to his or her schedule. If you wish to use
scheduling, you must configure the schedules before setting up your agents or
alarm action set. Schedules are located under the System Objects tree control.

Under the Schedules configuration folder on the tree control of the Multimedia
Configurator screen, there are group schedules and personal schedules. You
must set up a group schedule first, and then you may add personal schedules to
the group schedule. Some example schedules are provided for you by default.

There are two basic ways to use schedules:

You can have a group schedule that has a configured time calendar, and
every personal schedule under that group follows that time calendar. Use
this method when each person will have the same basic schedule. For
example, this method is appropriate if your group schedule will be for a
specific time shift during which every person works the same times.

The other way to use the schedules is to have a group schedule that
does not have a configured time calendar and to configure each personal
schedule with its own time calendar. Use this method when each person
has a unique time schedule. Once you set up the time calendars, you
can add or exclude specific dates and times from any group or personal
schedule.

6.2 Creating a New Schedule Configuration
Use the following steps to configure a new schedule:

1. Right-click on the Schedules folder in the tree control and select New >
Group Schedule from the pop-up menu, as shown in Figure 6.1.

ICONICS
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Elq: System Objects
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Delete
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Figure 6.1. Creating a New Group Schedule

2. The group schedule configuration field will be displayed in the right-hand
pane, as shown in Figure 6.2.

L
ﬂ Group Schedule Mame INew Group Schedule

Periods Setup I Calendar Presview I

— Recunence pattemn
I m Daily | ekl ‘ @ rdanthly | Tearly |
[raily Recuring Penods:
Start Date Start Time Diuration Recur On
*
|ncluded Periods: Excluded Periods:
Start Date End D ate Start Date End Date
Start Time End Time Start Time End Time
* *

Apply I Hezet Add Mew Group Schedule

Figure 6.2. Configuring a New Group Schedule
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Type a name for the new group schedule, as shown in Figure 6.2.

You will be setting up a time calendar for the whole group. Enter the
scheduling information in the Periods Setup tab. You may click on the
Calendar Preview tab to view the current schedule. For more information on
the Periods Setup tab and the Calendar Preview tab, see the sections
below.

Click the Apply button to apply your changes.

On the tree control, right-click on the group schedule you have just created
and select New > Personal Schedule from the pop-up menu, as shown in
Figure 6.3.

ZI-Ef System Cbjects u Grou
: {E Roles Q
=-{] Schedules Periods Setup I Calendar F'reviewl

EI Modes

Rename
Mulkiply. .. mrirg Periods:
ate | Start Timne

Figure 6.3. Creating a New Personal Schedule

Type a name (e.g. Chief Engineer) for the new personal schedule in the
configuration field, as shown in Figure 6.4.

Roles allow you to configure an alarm action set so that an alarm message
will be sent to the person who is on schedule from a list of configured people.
For example, if you want to call a shift supervisor when a certain alarm
appears, you can set up a role called "Shift Supervisors." (Please see section
6.3 for information about configuring roles.) Then when the alarm occurs, the
alarm message will be sent to whichever shift supervisor is on schedule. In
order to associate a personal schedule with a role, you must select a role
from the drop-down list under Role, as shown in Figure 6.4.

If you will be setting up a time calendar for this personal schedule, enter the
scheduling information in the Periods Setup tab. You may click on the
Calendar Preview tab to view the current schedule. Any group times that
you configured will be included in every personal schedule under that group
schedule and will appear in the calendar preview.

10. Click the Apply button to apply your changes.

Note: If you set up a time calendar in a group schedule and in a personal
schedule, then that person's schedule will include all scheduled times from both
the group schedule and the personal schedules.
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E Perzonal Schedule Mame INew Perzonal Schedule

Rale |<NONE> =l

Periods Setup | Calendar F'reviewl

— Recurrence pattern

I m D aily | Wiaekly ‘ @ kdonthly | Yearly |

Draily Recurring Periods:

Start [ ate Start Time Ciuration Recur On

*

Included Perods: E =cluded Periods:

Start Date End Date Start Date End Date

Start Time End Time Start Time End Time

* *

Apply I Heset Add Hew Perzonal Schedule

Figure 6.4. Configuring a New Personal Schedule

6.2.1 Setting up Periods

Use the Periods Setup tab, shown in Figure 6.5, to set up either a group
schedule or a personal schedule. The following recurrence patterns are available
in the Periods Setup tab: Daily, Weekly, Monthly, and Yearly. You can specify
a start date, a start time, duration, and a "recur on" date for each period.

Daily Recurrence Pattern

The daily recurrence pattern allows you to set up a time block for a daily
recurring period, as shown in Figure 6.5. Click on a new row to add a new daily
recurring time block. To delete a time block, click inside the far left gray cell for
that block to highlight the entire row, and then press the Delete key.
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Periods Setup | Calendar Preview |

— Recurence pattern

I m D aily | Weekly | El tonthly | Yearly |
Draily Recuring Periods:
Start D ate Start Time Druratian Fecur On
B E03S2000 * | 12:00:00 Ak 03h: 00m [m] Ewverny'weekday [] Ewery 1 day(s]
#*
Inzluded Penods: Excluded Periods:
Start Date End Date Start Date End D ate
Start Time End Time Start Time End Time
* *

Figure 6.5. Periods Setup Tab

Start Date: The drop-down menu displays a calendar from which you can
choose a start date, as shown in Figure 6.6.

Start Time: Type in the start time (followed by AM or PM) if your system is set up
for 12-hour time, or just the time if your system is set up for 24-hour time.

Sun Mon Tue “Wed Thu Fr Sat
29 201 2 E 4 e
E ¥ 8 9 10 11 12
13 14 1% 16 17 18 19
20 021 2 023 024 25 0%
2028 023 30 HNn 1 2

i 4 5 B 7 8 3

— 3 Today: 5/3/2001

Figure 6.6. Calendar
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Duration: Click on the ... button to the right of the Duration field on the Periods
Setup tab to choose the number of hours and/or minutes you wish to have the
time block last, as shown in Figure 6.7.

D ays [0-365] Iﬁ

Hiours [0-24] IE 3: Carcel |
Minutes [0-50] ID 3:

Figure 6.7. Duration Settings

Recur On: In this field, you can choose whether to have the period recur on
every weekday or on every certain number of days. You can change the number
of days by clicking on the far right side in the field to display a drop-down menu.

Weekly Recurrence Pattern

The weekly recurrence pattern allows you to set up a time block for a weekly
recurring period. Click on a new row to add a new weekly recurring time block.
To delete a time block, click inside the far left gray cell for that block to highlight
the entire row, and then press the Delete key on the keyboard.

Start Date: The drop-down menu displays a calendar from which you can
choose a start date, as shown in Figure 6.6.

Start Time: Type in the start time (followed by AM or PM) if your system is set up
for 12-hour time, or just the time if your system is set up for 24-hour time.

Duration: Click on the ... button to the right of this field to choose the number of
days, hours, and/or minutes you wish to have the time block last, as shown in
Figure 6.7.

Recur Every: The drop-down menu allows you to choose the number of weeks
in which you wish have the time block recur. Check the day(s) on which you wish
to have the time block recur.

Monthly Recurrence Pattern

The monthly recurrence pattern allows you to set up a time block for a monthly
recurring period. Click on a new row to add a new monthly recurring time block.
To delete a time block, click inside the far left gray cell for that block to highlight
the entire row, and then press the Delete key.

Start Date: The drop-down menu displays a calendar from which you can
choose a start date, as shown in Figure 6.6.
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Start Time: Type in the start time (followed by AM or PM) if your system is set up
for 12-hour time, or just the time if your system is set up for 24-hour time.

Duration: Click on the ... button to choose the number of days, hours, and/or
minutes you wish to have the time block last, as shown in Figure 6.7.

Recur On: Click on the ... button to display a dialog box that will let you choose
when to have the time block recur, as shown in Figure 6.8.

+ Day |'| of every I'I rnarthz]
" The Ifirst jlda_u j of everny |'| marth(z]

ak. I Cancel |

Figure 6.8. Settings for Monthly Recurring Period

Yearly Recurrence Pattern

The yearly recurrence pattern allows you to set up a time block for an annually
recurring period. Click on a new row to add a new yearly recurring time block. To
delete a time block, click inside the far left gray cell for that block to highlight the
entire entry, and the press the Delete key.

{* Every IMa_'..' j |3

= The Ifirst jlday jnf IMa_I,I j

(] I Cancel |

Figure 6.9. Settings for Yearly Recurring Period

Start Date: The drop-down menu displays a calendar from which you can
choose a start date.

Start Time: Type in the start time (followed by AM or PM) if your system is set up
for 12-hour time, or just the time if your system is set up for 24-hour time.

Duration: Click on the ... button to choose the number of days, hours, and/or
minutes you wish to have the time block last.
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Recur Every: Click on the ... button to display a dialog box that will let you
choose when you wish to have the time block recur, as shown in Figure 6.9.

Included and Excluded Periods

The Included Periods and Excluded Periods fields on the Periods Setup tab
allow you to include or exclude a particular block of time from a schedule. Click
on a new row to add a new time block to include or exclude. The start date and
time as well as the end date and time are shown for each included or excluded
period. To delete a time block, click inside the far left gray cell for that block to
highlight the entire entry, and then press the Delete key.

6.2.2 Calendar Preview

The Calendar Preview tab, shown in Figure 6.10, allows you to view your
scheduled time blocks in a calendar layout. You can review various time spans
by clicking the Previous and Next buttons. To change the time span, click the
arrow next to the Time Span to Preview field, and select a time span from the
drop-down list. You can choose from 2 months, 4 months, 6 months, 8 months,
10 months, or a year.

Perinds Setup  Calendar Preview |

[~ Show Legend Time Span bo Previes |2 rnomths j Previous | MHext |

Monday, 30 Apnil, 20010 - Sunday. 01 July, 2001

b onday Tuesday YWednesday [ Thursday Friday Saturday Sunday -

30 Apr] 01 ha 02 Many 03 My 04 hay 05 hay 08 May
Oh Gh 12k 130 PhGh 12k 180 Ph Gk 12k 18k Pl Gh 12k 18k Ph Gk 12k 186 PR G6Rh 12k 180 Db Gl 12k 180

—

O7 k= 02 = 03 = 10 k= 11 =y 12 M=y 13 May
Oh Gh 1Zh 180 phGh 12k 18k phGh 12k 180 Ph Gk 126 18k PhGh 12k 180 ph B 12h 18k Pl Gh 12h 18R

14 bz 15 =y 16 M= 17 M= 18 May 19 =y 20 =y
Oh Gh 1Zh 180 phGh 12k 18k phGh 12k 180 Ph Gk 126 18k PhGh 12k 180 ph B 12h 18k Pl Gh 12h 18R

21 May 22 ey 23 M 24 b= 25 May 2B hday 27 May
Oh Gh 1Zh 180 phGh 12k 18k phGh 12k 180 Ph Gk 126 18k PhGh 12k 180 ph B 12h 18k Pl Gh 12h 18R

—

28 May 29 M=y 20 M= IEN I EYT 01 Jun 0z Jun 0z Jun
Oh Gh 1Zh 180 phGh 12k 18k phGh 12k 180 Ph 6k 126 18k PhGh 12k 180 ph B 12Zh 18k Pl Gh 12k 18R

— |
— -

Figure 6.10. Calendar Preview Tab for Scheduling
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Checking the Show Legend box will display a legend that indicates what each
color represents, as shown in Figure 6.11.

Moving the cursor over a particular date will display a ToolTip with all time blocks
set for that day.

Daily recurring penods: —/
Weekly recuming periods; 1
bonthly recuming periods: 1
“earlly recuming perods; 1

Fised included peniods:
Fixed excluded penods:

Figure 6.11. Calendar Legend

6.3 Working With Roles

Roles allow you to configure an alarm action set so that an alarm message will
be sent to the person who is on schedule from a list of configured people. For
example, if you want to call a shift supervisor when a certain alarm appears, you
can set up a role called "Shift Supervisors." Then when the alarm occurs, the
alarm message will be sent to whichever shift supervisor is on schedule.

If more than one person belongs to a role, alarm messages will be sent to all
persons scheduled for the role. Recall that personal schedules (described earlier)
allow for the configuration of one or more multimedia agents for each person in
the role. If the people scheduled for the role use different multimedia agents, you
can specify which multimedia agent will be used to notify each person.

6.3.1 Configuring Roles

To configure roles, use the following steps:
1. Right-click on the Roles folder in the tree control of the Multimedia
Configurator screen, and select New > Role from the pop-up menu, as

shown in Figure 6.12. The Roles folder is located under the System
Objects folder on the tree control.
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e 1 = = ) L el = e 4
-- alarmn Inputs Mame
{El &larm Configurations New Group Schedul
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=
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Delete
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Figure 6.12. Creating a New Role

2. This opens the configuration field for roles in the right-hand pane of the
Configurator screen. Type a name for the role, as shown in Figure 6.13.

@ Role Mame |New Rale

Dezcription

Figure 6.13. Configuring a New Role
3. Click the Apply button to apply your changes.

6.3.2 Using Roles
To use a role, you must do the following:

1. Assign the role to corresponding people in their personal schedules (see
Figure 6.4).

2. Assign these personal schedules to multimedia agents. For information about
configuring multimedia agents, please refer to Chapter 4.

3. Assign the role as an Action Destination in an alarm action set, if you want
to send alarm messages to the role. For more information about configuring
alarm action sets, please refer to Chapter 2.
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7.1 Configuring Nodes

The Multimedia Configurator allows you to link alarm configurations to one or
more nodes. Because the Multimedia Server uses a separate thread for each
alarm configuration, you can also link multiple alarm configurations to each node.

To configure and link a node, use the following procedure:

1. Right-click on the Nodes folder in the tree control of the Configurator screen
and select New > Node from the pop-up menu, as shown in Figure 7.1.

D | | < | B 2
-- &larm Inputs Marme
(=4 Alarm Configurations [R)Roles
qh (] 5chedules
-
Rename
5 ]

Figure 7.1. Creating a New Node

2. Give the new node a name, as shown in Figure 7.2, or click the Browse
button to select a node.

E:rﬁz: INEW Modd Eromwse. .. |

Metwork node configured to run one o more configuration from thiz database.
Create linkz to the selected configuration(s] under thiz node.

Spply I Feszet Sd (e

Figure 7.2. Specifying the Node Name
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3. Click Apply. The new node will appear under the Nodes folder.

4. Now you can link one or more alarm configurations to the node by right-
clicking the node and selecting New > Link to Alarm Configuration from
the pop-up menu, as shown in Figure 7.3.

L e FoopOu o Tl= e o= oems o ooems [BESE RN LEY T Aw A

1|1 Alarm Inputs | Name - |
[#-{5] Alarm Configurations
q‘ Systemn Obijecks

E| Modes Mad
B 1CONICS-QDTFCG) e [New Node
- News Node '

Rename

Mulkiply, .,
P I Hezet Add Mew
Delete

Figure 7.3. Creating a Link to an Alarm Configuration

5. Select the configuration from the drop-down list of configurations in the
Configuration Name field, as shown in Figure 7.4. You can link one or more
alarm configurations to a single node. The default alarm configuration is
linked to the node automatically when no other configurations are linked to
the node.

Configuration
Marne;

D1 efailt

Select configuration thiz link should refer to.

Apply I Beszet Sdd Hiew

Figure 7.4. Linking a Node to an Alarm Configuration
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7.2 Multiplying Items

ICONICS

The Multimedia Configurator is equipped with the ability to multiply items in the
tree control, including templates, filters, schedules, action sets, agent
configurations, and alarm configurations. Multiplication provides a simple way of
developing alarm configurations for which there are many similar items in a given
category. To multiply an item, first select the item you wish to multiply. Then
either right-click the item and select Multiply... from the pop-up menu, or select
Multiply from the Edit menu. This opens the Multiply Item dialog box, shown in
Figure 7.5.

Multiply Item

X
First umber: I'I
Mumeric places: |3 3: Cancel |

Mumber of items |3 3:

Baze text: IMarquee Action Set

Item rname:

Walarm ConfigurationzD efaultst arquee Action Set

Figure 7.5. Multiplying an Item

When the items are multiplied, they will all be given a base name followed by a
number. The default base text is the name of the item selected for multiplication.
To modify the base text, change the Base Text field appropriately. In the First
Number field, specify the number to appear next to the first multiplied item. In the
Number of Items field, specify how many items you wish to create. The
Numeric Places field refers to the minimum length of each number to append.
Values that take up less space than the specified amount of numeric places will
have zeros before the number. For example, the configuration shown in Figure
7.5 will create three new action sets with the following names:

e Marquee Action Set001
e Marquee Action Set002
¢ Marquee Action Set003
Click the OK button to do the multiplication.
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7.3 Options

To choose additional settings, select Options from the Tools menu. This opens
the Options dialog box, which contains the following tabs:

e General
e Table(s) Management
e Monitor View

e Multimedia Assistant

7.3.1 General Tab

7 -4

The General tab of the Options dialog box, shown in Figure 7.6, contains the
following options.

Save regional settings in registry: Checking this option saves regional
configuration settings in the registry so that they are applied each time you start
the Configurator. This applies to the language settings as well as time and date
settings.

Automatically apply changes when selection is changed: Checking this
option allows changes to the configuration database to be saved each time you
switch dialogs without clicking on the Apply button or being shown a message
asking if you would like to apply changes.

Enable hover selection: Checking this option allows you to highlight an item by
moving the mouse pointer over that item and keeping it there for a specified
amount of time.
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options x|

General |Table[s]Management| b onitar *v"iewl Multimedia.&ssistantl

— W orkspace sethings

v Save regional zettings in registy
[ Autamatically apply changes when selection iz changed

¥ Erable hewer selection. Hower Time: I 500 [ma]

v Automatically enable new alam configurations on current node

— Directanies

B aze Path: _I

Select a base directary for relative path names. [F left blank [default),
the folder containing thiz application's executable iz azzumed.

(1] 4 I Cancel Help

Figure 7.6. Options Dialog Box: General Tab

Automatically enable new alarm configurations on current node: If this
option is checked, when a new alarm configuration is created the current node
will be automatically added to the Nodes folder with a link to the alarm
configuration.

Base Path: Select a base directory for relative path names. Click the ... button to
choose a directory. If this field is left blank (default), the folder containing this
application's executable (.exe) file is assumed.

7.3.2 Table(s) Management Tab

ICONICS

The Table(s) Management tab of the Options dialog box, shown in Figure 7.7,
controls how the Multimedia Server logs and stores data.

Multimedia Journal Table

Max Records: Sets the number of records that the Multimedia Server can store
in the Journal Table before they are deleted or archived.

Max Interval: Sets the maximum amount of time that the records are stored in
the Journal Table before being deleted or archived.
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options x|

General T able(z) Management |M0nitcﬂ "-.-"iewl b ultimedia .&ssistantl

— M Journal T able

v Max Beconds: I 1000
V¥ Max Interval |2 ::II I Draylz) j
—Archive Table(z]
¥ Max T ables: | 1
v MaxRecords: I 1000
¥ Max Interval: |2 ﬁ I Dap(s] j
¥ archive Incomplete Incidents
Maode name to do the archiving I _I
[if left blank, all nodes do archiving]

(] I Cancel | Help

Figure 7.7. Options Dialog Box: Table(s) Management Tab

Archive Table(s)

Max Tables: Sets the number of tables to archive before deleting the oldest
table.

Max Records: Sets the number of records to archive in a table.
Max Interval: Sets how long to archive for before deleting the oldest archive.

Archive Incomplete Incidents: When this box is checked, the Multimedia
Server will log incidents or events to an archive table even if they have not yet
been resolved.

Node name to do the archiving: Choose a node for archiving records. Click the
... button to select a node. The Browse for Computer dialog box will open, as
shown in Figure 7.8. Choose the desired node, and then click OK.

Note: If you would like Journal Table records to be deleted and not archived,
check Max Tables and set the field to "0."
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Browse for Computer 7| x|

Select Node

El::‘[j Deskiop
@ My Documents
E‘E My Compuker
. [#-= Local Disk {C:)
- 45 Compact Disc (D)
. [#-=) Removable Disk (E:)
-- My Mebwork Places

Ik Cancel

Figure 7.8. Choosing a Node for Archiving

7.3.3 Monitor View Tab

The Monitor View tab of the Options dialog box, shown in Figure 7.9, allows
you to configure the settings for the Runtime Monitor. You have the option to:

e Select an Update Rate (in milliseconds).
e Limit the number of records displayed.

¢ Choose which fields are shown in the Runtime Monitor, as well as the
order in which they are shown. To change the display order of a
particular field, click on the field in the list box under Show Fields and
then click the "up" and "down" arrows to the right to adjust its position.

Note: For more information about the Runtime Monitor, please see Chapter 8.
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options x|

General I T ablefs] Management  Monitor Yigw | Fultimedia .ﬁ.ssistantl

— Manitar view zettings

Update Rate: [rnz]
W LimitDisplapTo | 50 top records

Show Fields: |-
Joumal Time

Source

Meszage

ActionSet

Action Destination

ActionStatus

Acked

O Change Mask

O Time |

R

k. I Cancel | Help

Figure 7.9. Options Dialog Box: Monitor View Tab

7.3.4 Multimedia Assistant Tab

For additional help, you can consult the Multimedia Assistant at any time by
selecting Multimedia Assistant from the Help menu. Follow the instructions
provided by the Multimedia Assistant.

In the Multimedia Assistant tab of the Options dialog box, shown in Figure
7.10, you can choose whether you want the Multimedia Assistant to speak or

only to show text instructions.
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Figure 7.10. Options Dialog Box: Multimedia Assistant Tab
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8.1 Starting the Multimedia Server

ICONICS

The majority of this user's guide is devoted to the configuration of alarms, alarm
action sets, alarm filters, OPC subscriptions, multimedia agents, media
templates, acknowledgement codes, schedules, roles, and nodes using the
Multimedia Configurator. All of your configuration data are stored in your
configuration database.

Once you have completed the configuration of your database, you are now ready
to connect the Multimedia Server to the database by starting the Multimedia
Server. Before starting the Multimedia Server, be sure to test your multimedia
agent configurations by using the TEST button in the configuration field for each
agent. To enter the Multimedia Server into runtime mode, select Start
Multimedia Server from the Action menu. The following events occur when you
activate the Multimedia Server:

1. The Multimedia Server reads all the alarm configurations in the multimedia
configuration database.

2. The Multimedia Server then subscribes to OPC Alarm and Events (AE)
servers based on the subscriptions that you created in the configuration
database.

In turn, the OPC AE servers generate alarms back to the Multimedia Server.

When the Multimedia Server receives alarms, it responds to those alarms
according to the settings and alarm action sets that you configured in your
database.

5. Based on these action sets, the notification messages are then sent to a
recipient (an operator or a group) via the configured multimedia agents.

6. The recipient of the alarm message can then acknowledge the alarms using
the configured multimedia device by entering an acknowledge code.
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8.2 Runtime Monitor

When you start the Multimedia Server, you should verify that the server is
connected to the configuration database. Use the Multimedia Runtime Monitor,
shown in Figure 8.1, to determine whether a connection has been established.
The Runtime Monitor enables you to view the activity of the Multimedia Server
during runtime mode. To display the monitor, select Monitor View from the View
menu. The monitor will be displayed at the bottom of the screen. Check the
monitor to make sure the Multimedia Server is receiving alarms.

The monitor lets you know what is going on in an active database and how the
Multimedia Server is processing the alarms and the multimedia agents that you
have configured. By default, the monitor displays the Time, Source, Message,
Action Set, Action Destination, Action Status, and alarm acknowledgment status
for the selected actions and alarms. You can choose which action sets and
alarms to monitor by selecting from the Action Set to Monitor and Alarm Tags
drop-down lists, respectively. Each incident for a particular agent is grouped by
color.

The Alarm Status conditions are:

e Alarm: The Multimedia Server has received an alarm from the alarm
OPC server.

o Agent Done: The multimedia agent has successfully processed the
request but has not completed the action.

e Normal: The alarm has returned to normal.

Note: For information about how to change the Runtime Monitor display settings,
see the next section.

| Source | Message | AckionSek | Action Destination I ActionSkatus | Acked |
8/24,/2000 12:5... MMXSecurityB... All Systems Nor... /Default/¥id... ¥ideo Item MORMAL Mo
1242000 12:50:. ., MMrSecuribyBreach Possible Intruder i... [Defaultfvideo, .. Wideo Ikem Agent Done Mo
1242000 12:50:, ., MMxSecuribyBreach Possible Intruder i... [Defaultfvideo, .. Wideo Ikem ALARM Mo
Si24/2000 12:50:. ., MMxSecuribyBreach All Swstems Mormal — Defaultfvideo, .. Wideo Ikem MORMAL Mo
SI242000 12:49:. ., MMrSecuribyBreach Possible Intruder i... [Defaultfvideo, .. Wideo Ikem Agent Done Mo
L T R T T T B TR T o RARALY™ o e ibs Pie e b Frm el Tl e e L1 =N [ [ E IEde e Thmee AL AFRA LY.
Action Set to monitor: < All Action Sets » ﬂ Alarmn T ags: I < ol dlams > j

Figure 8.1. Runtime Monitor

There are three buttons in the runtime monitor, as shown in Figure 8.2:

Alarm Tags: < All Alarms | Iil Iﬂl ||:|j|*|
=

Figure 8.2. Function Buttons for Runtime Monitor
ICONICS
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Refresh: Manually refreshes the journal table (besides the automatic refresh
specified in the Monitor View tab of the Options dialog box).

Delete: Deletes all records from the journal table (only if the Multimedia Server is
not running).

Export: Exports the data in the journal table to a text file. Clicking this button
opens the Export Multimedia Journal dialog box, as shown in Figure 8.3. In the
Export File Name field, specify the directory path and file name for the text file.
Click the ... button to browse for a directory. You can also choose to export
archived journal data.

Export Multimedia Journal x|

Qﬂl* Exporting Journal records: Action Set(z)= [All], Alarm Tag(z)= [Al]

E wport File II:;"-,F'rcugram Filespdbdl ournal kst _I

M arme:

v &lzo Export zelected Archive T ables:

Archive Journal T able

[T Export each Archive Table into zeparate file ok, Cancel

Figure 8.3. Exporting Data to a Text File

8.2.1 Adjusting Runtime Monitor Settings

You can adjust the settings for the Runtime Monitor by selecting Options from
the Tools menu. This opens the Options dialog box. The Monitor View tab of
the Options dialog box, shown in Figure 8.4, configures the settings for the
Runtime Monitor. You have the option to:
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Select an Update Rate (in milliseconds) to determine how often the
Multimedia Server will update the data that appear in the Runtime

Monitor journal table.

Set a maximum number of records to be displayed in the Runtime

Monitor.

Choose which fields are shown in the Runtime Monitor, as well as the
order in which they are shown. To change the display order of a

particular field, click on the field in the list box under Show Fields and
then click the "up" and "down" arrows to the right to adjust its position.

options x|
General I T able(z] M anagement  Manitor Yiew | kultimedia fesistant I
— Monitor view settings
Ilpdate R ate: [mz]
v Limit Dizplay To I 50 top records
Shaw Fields: | a A
Journal Time
Source v
Meszage
ActionSet
Action Destination
ActionStatus
Acked
[ Change Mask
O Time ﬂ
] 4 I Cancel | Help
Figure 8.4. Options Dialog Box: Monitor View Tab
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8.3 Table Management

You can adjust the Journal data-logging settings for the Multimedia Server by
selecting Options from the Tools menu. This opens the Options dialog box. The
Table(s) Management tab of the Options dialog box, shown in Figure 8.5,
allows you control how the Multimedia Server logs data to the journal and archive
tables.

Multimedia Journal Table

Max Records: Sets the number of records that the Multimedia Server can store
in the Journal Table before they are deleted or archived.

Max Interval: Sets the maximum amount of time that the records are stored in
the Journal Table before being deleted or archived.

options x|

General Tablels] Management | b anitar "-.fiewl Fultimedia .-’-'-.ssistantl

— Mk Joumal T able

V¥ Max Records: I 1000
W bdax |nterval |2 ::II I Draw(z)] j
—&rchive Table(z]
V¥ Max Tables: I 1
V¥ Max Records: I 1000
¥ tax Interval |2 :II I N ES j
v archive Incomplete Incidents
Maode name o dao the archiving I—_I
[if left blank, all nodes do archiving)

k. I Cancel | Help

Figure 8.5. Options Dialog Box: Table(s) Management Tab
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Archive Table(s)

Max Tables: Sets the number of tables to archive before deleting the oldest
table.

Max Records: Sets the number of records to archive in a table.
Max Interval: Sets how long to archive for before deleting the oldest archive.

Archive Incomplete Incidents: When this box is checked, the Multimedia
Server will log incidents or events to an archive table even if they have not yet
been resolved.

Node name to do the archiving: Choose a node for archiving records. Click the
... button to select a node. Choose the desired node, and then click OK.

Note: If you would like Journal Table records to be deleted and not archived,
check Max Tables and set the field to "0."

8.4 Stopping the Multimedia Server

You can stop the Multimedia Server at any time by selecting Stop Multimedia
Server from the Action menu of the Multimedia Configurator. This exits runtime
mode. You can also click the traffic light button on the toolbar.

Note: You can also start/stop the Multimedia using the GenTray tool tray. For
more information, please see the GenTray Help documentation.

IMPORTANT NOTE: Once the Multimedia Server has been stopped, alarm
messages will stop being issued to the alarm action destinations.
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9.1 Overview of the Call-in Agent

The Call-in Agent enables users to access OPC data over the phone. The Call-
in Agent configuration sets up the voice and key entries and menu options based
on information supplied from the Multimedia configuration database, the current
state of OPC data or alarms, and the security level of the user calling into the
system.

Note: The following Configurator features do NOT apply to the Call-in Agent: the
Multimedia Configuration Wizard, action sets, and schedules.

9.1.1 Call-in Agent Quick Start

Configuring and using the AlarmWorX32 Multimedia Call-in Agent require the
following steps:

ICONICS

1.

Install the Dialogic hardware. (See Appendix B for information about
installing and configuring Intel Dialogic boards. For additional information
about purchasing and installing Intel Dialogic boards, please visit the Intel
Web site at www.intel.com/design/network/products/telecom/index.htm.

Install the Dialogic drivers. (At the time of this writing, these drivers must be
Dialogic version 5.1 with Service Pack 1.)

Install the AlarmWorX32 Multimedia software.

Configure the Dialogic card. During initial setup, it is recommended that the
Dialogic Configuration Manager (DCM) be used for configuring and
running the Dialogic drivers. (See the "Installing and Configuring Telephony
Cards" section of Appendix B.) Open the DCM and select the Action menu.
If you are familiar with the card, use the Add Device option, or have the
DCM detect the card using the Auto Detect Devices option.


http://www.intel.com/design/network/products/telecom/index.htm
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5.

Start the Dialogic drivers. Highlight the configured Dialogic card from the
graphical tree menu. Start the drivers by clicking the green start button. If the
drivers fail to initialize the card, check the card type and settings. If problem
persists, contact Dialogic for technical support.

Plug an analog phone line into the primary channel (zero channel). At this
time, you should verify that the phone number is correct, that the phone line
is analog, and that it is a dedicated line. It is also a good idea to verify a
phone number to call out to. (Note: Digital phone lines are not supported.)

Launch the Multimedia Configurator by selecting Start > Programs >
ICONICS GENESIS-32 > AlarmWorX32 Multimedia > Multimedia
Configurator. Click on the Phone folder on the tree control of the
Configurator under Alarm Configurations/Multimedia Agents. For the
Phone Agent General Settings (see the "Setting General Phone Agent
Parameters" section below), set the number of phone lines to "1." Make sure
that phone line "0" is not reserved for outgoing calls.

Configure the Call-in Agent settings as described in Section 9.4 below.

Enter the Call-in Agent into runtime mode by clicking the Start Call-in Agent
button on the Call-in Agent's general settings.

10. Call the number of the phone line attached to the Dialogic card.

9.1.2 Tips and Troubleshooting

1.

Check to make sure the phone line is securely attached to the zero channel.
Dialogic boards support multiple channels, and it is relatively easy to connect
the phone line to one of the other channels.

It is best to try an analog phone for first time calling. There have been issues
with the Dialogic card not detecting phone keys when using digital phones in
speaker mode.

Operation within a PBX (internal phone system) is dependent on the manner
in which the PBX handles calls. A common example is where the phone
seems to connect in the middle of the Multimedia messages. This is caused
by a delay in connection. The PBX has taken the phone connected to the
agent off the hook, thus starting the message, but has not connected the
caller. A workaround for this is to add commas to the beginning of the
message. In general, any PBX issue will be experienced by the Call-in Agent
as if it were a normal user.

ICONICS
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4. Make sure that the channel being tested for the Call-in Agent is not being
reserved for call-out. The Call-in Agent prevents incoming calls from being
used on lines reserved for outgoing calls.

5. Make sure that the number of lines does not exceed the number of working
physical phone lines connected to the Dialogic card. The system uses the
Number of Lines setting as an indication of the actual phone lines available.
Setting this number higher than the number that actually exists causes the
system to periodically use the lines that do not exist.

9.2 Setting General Telephony Agent Parameters

Before you begin configuring the Call-in Agent, you must first set up the default
parameters for the Call-in Agent. Click on the Phone folder on the tree control of
the Configurator, as shown in Figure 9.1. If you do not see the General
Settings, make sure that Dialog View is checked on the View menu. Configure
the default settings as described below.

0@ E e = & By |2 &

[-{@d] Alarm Inputs

EIIEl alarm Configurations

’5@ Default

EI@ Multimedia Agents

-- E-rnail

@ Sound § Text To Speech
-- Marques

-’68 Pager/SMS/GSMTAP
E Telephony

@ Call-In Agent
@ Call-Cut Agent
)f:i Fax

-- M5 Instant Messaging
My pa,

=) Popup

-- Video

B1-[@8) Media Templates

EEI--E'ﬂi Syskem Objects

EEI-- Modes

!I TELEPHOMY AGEMTS GEMERAL SETTINGS

— Phone Lines

Murnber of Lines: o

Lines Reserved for:

Incoming Calls: ID,'I

Dutgaing Calls: |2

[example: 0.3.5.7]

— Menus Security

[ Callln PIM Protect I
V¥ Restrict zame .
menu visits bo:
|3 3:

Pazzword Retries:

—Menus Timeouts [zeconds)

o=
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Total Time: 120

Initial K.ew Timeout:

Inter-F.en Timeout;

Apply I Fiesst

Figure 9.1. Telephony Agents: General Settings
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9.2.1 Phone Lines

Configure the following parameters for the phone lines you will be using for the
Call-in Agent:

Number of Lines: Sets the total number of phone lines that will be used.

Note: The number of lines specified must be less than or equal to the
actual number of phone lines that will be used. If the number of lines
specified in the Configurator is greater than the actual number of lines in
use, the Call-in Server works under the assumption that additional phone
lines are available even though the lines do not actually exist. Although
up to 20 lines are supported, number of lines that can be used is limited
by the type of Dialogic board. The Call-in Agent only supports
communication with one Dialogic card per PC. See Appendix B for
details.

Note: The Telephony Agents currently support up to 20 phone lines.
However, the agent has been tested with a maximum of four phone lines.

Incoming Calls: Specifies which phone lines are reserved for incoming
calls.

Outgoing Calls: Specifies which phone lines are reserved for outgoing
calls.

Note: When specifying which phone lines are reserved for incoming and
outgoing calls, the first line is always line "0". For example, suppose you
are using a total of three lines, as shown in Figure 9.1. The first line is
"0", the second line is "1", and the third line is "2". Since the first and
second lines are used for incoming calls, enter "0" and "1" in the
Incoming Calls field, as shown in Figure 9.1. The third line is used for
outgoing calls, so enter "2" in the Outgoing Calls field, as shown in
Figure 9.1.

Any phone lines that are not reserved are used as general purpose lines
(i.e. for either incoming or outgoing calls).

Note: If you are using only one telephone line, you cannot reserve the
single line for both incoming and outgoing calls. Therefore, to configure a
single-line system, both the Incoming Calls field and the Outgoing
Calls field should be left blank.

The first time you set up the telephony agent, it is recommended that you
use a single phone line to test the configuration. In the Number of Lines
field, enter "1," and leave the Incoming Calls field and the Outgoing

Calls field blank. Only after you have successfully tested a single phone
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line should you experiment with adding multiple phone lines to your
configuration.

9.2.2 Menus Security and Timeouts
Configure the following security and timeout parameters for the Call-in menus.

Call-in PIN Protect: Specify a numeric password or PIN that users must
enter prior to each menu in order to progress through the phone menus
in the Call-in Agent.

Note: This is different from the general security settings used for logging
into the phone system. (The login settings are configured in the Call-in
Agent tree control branch.)

Restrict same menu visits to: Limits the number of times a user can
access the same menu through the Call-in Agent. This limits the overall
time users can remain in the phone system to prevent users from tying
up the phone lines.

Password Retries: Sets the number of times a user is allowed to enter
an incorrect password on the phone keypad.

Initial Key Timeout: Sets the number of seconds the phone waits for a
key press before retry.

Inter-Key Timeout: Sets the number of seconds allowed between key
presses on the phone keypad before ending caller input.

Total Time: Sets the total consecutive time (in seconds) that a caller
may spend in the same menu before timeout. This includes the time the
system uses to process and deliver the text-to-speech messages to the
caller.

9.2.3 Dialogic Configuration

You must have a telephony card installed on the computer on which you are
running the Call-in Agent. AlarmWorX32 Multimedia supports Intel® Dialogic®
boards. You also need to have an analog phone line connected to the board.
Dialogic boards do not work for Windows 98, so the Call-in Agent will not
work on Windows 98. (Note: Digital lines are also not supported.) Only
Dialogic boards are supported for the current version of AlarmWorX32
Multimedia. Please see Appendix B for information about installing and
configuring Intel Dialogic boards. For more information about purchasing and
installing Intel Dialogic boards, please go to
www.intel.com/design/network/products/telecom/index.htm.
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9.3 Organization of Call-in Agent Groups and Menus

Click on the Call-in Agent folder under the Telephony tree control of the
Configurator, as shown in Figure 9.2. This folder contains the configuration user
interface for all call-in menus, which enable you to configure the options, key
entries, and actions for the Call-in Agent.
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Figure 9.2. Call-in Agent Tree Control

The Call-in Menus branch of the tree control contains both menu groups and
individual menus, as shown in Figure 9.3. For information about various menu
types, please see Section 9.6.
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Figure 9.3. Hierarchy of Call-in Agent Tree Control

Two menu groups, shown in Figure 9.4, are provided by default to help you get
started with your configuration. The Prebuilt Samples group contains
preconfigured menus that you can use as templates for starting your Call-in
Agent configuration. The Tenant Callin group is an example group that contains
several fully configured example menus and submenus that you can use as a
guide in creating your Call-in Agent configurations for tenant call-in applications

for office rooms.

Configurator assigns an ID number for each group in the Base Menu ID field.
Each of the menus that you create for the group is also assigned an ID number
based on the Base ID for the group. Menu IDs can be used as key-in actions for

key-in menus (described in Section 9.6).
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Figure 9.4. Default Call-in Menu Groups

Each group may contain several Call-in menus and submenus, as shown in
Figure 9.5. The menus are organized hierarchically, similar to the way directories
and files are organized on your computer's hard drive. For information about
various menu types, please see Section 9.6.
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Figure 9.5. Default Call-in Menus

9-8

ICONICS



AlarmWorX32 Multimedia Call-in Agent Configuration

9.3.1 Modifying and Copying Groups and Menus

To save time, you can modify the default groups and menus and tailor them to
your configuration. If you do not want to change the default groups and menus,
you can also make a copy of them:

1. Right-click on a group or menu and select Copy from the pop-up menu, as
shown in Figure 9.6.
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Figure 9.6. Copying a Group or Menu

2. Right-click the target folder and select Paste from the pop-up menu, as
shown in Figure 9.7.
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EEI-- Papup |
-l Widen Large Icons  F7F

Figure 9.7. Pasting a Group or Menu
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3. The copy of the group or menu appears under the target folder, as shown in
Figure 9.8. Rename the group or menu as desired.

[+ Marques

-2 Pager/SMS{GSMITAP

EI Telephony

El% Zall-In Agent

- = Call-In Menus
-- fg‘ Copy_of_PreBuilt Samples
-- e PreBuilt Samples

; Bl !'r@ TenantCallin

@ Call-Cuk Agent

-7 Fax

[ Y. T S N VP

Figure 9.8. Copy of Group or Menu

9.3.2 Creating New Menu Groups
To create a new Call-in menu group:

1. Right-click the Call-in Menus folder on the tree control of the Configurator
and select New > Call-in Menu Group, as shown in Figure 9.9.

I;I"w SUdnd g AL TU JpEEL |
)-8 Marquee

#-/5 Pager/sMsiGSM|TAP
=& Telephony

- Cal-In Agent

- OO TN TR coln e o |
-l PreBuilt S Fename £pply Rest

: =k TenantCe  wulbply, L?
@ Call-Cut Agent
[]:’E‘:ﬁ Fa Delete

Figure 9.9. Creating a New Call-in Menu Group

2. The properties dialog box for the new group appears in the right-hand pane
of the Configurator, as shown in Figure 9.10.
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Eqﬂ b eru Group Hame; INEW group

Baze Menu [D: ISEIEIEI

Spply I FEleset Add Mew Call-ln Menu Group

Figure 9.10. Setting the Properties for the New Call-in Menu Group

3. Inthe Menu Group Name field, type a name for the new group. The
Configurator assigns an ID number for the group in the Base Menu ID field.
Each of the menus that you create for the group is also assigned an ID
number based on the Base ID for the group. Menu IDs can be used as key-in
actions for key-in menus (described in Section 9.6).

9.3.3 Creating New Call-in Menus
To create a new Call-in menu:

1. Right-click a group in the Call-in Menus folder on the tree control of the
Configurator and select New > Call-in Menu, as shown in Figure 9.11.

-_i Telephary
Elﬁ Call-In Agent
i =-EH Cal-In Menus

|__$= e Group -
[ PreBuilt Sar e
: -5 TenankCall

7% Call-Out Agent
2 Faw

Renarne
rulkipli ..

Figure 9.11. Creating a New Call-in Menu

2. The properties dialog box for the new menu appears in the right-hand pane
of the Configurator, as shown in Figure 9.12.
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tenu Type:

b enu Mame:
i INEW Call-ln Menu

Option kenu

Introduction Phrase
[Text string or wavy file]; I

K.y Menu Phrasze [Test string or wav file]

Mext Actiontdenu;

v 1 |F'ress 1 ta <enter your bext heres, - | Mew Group.New Call-ln Menu. Onk.eyl ji
v 2 |F'ress 2 ta <enter your bext heres, | | Mew Group. New Call-ln Menu Onk.ey? j i
v 3 IF'ress 3 ta <enter your text heres, Mew Group. New Call-ln Menu Onk.ey3 j |5 |
v 4- IF'rESS 4 to <enter your tert here:, | | Mew Group.Mew Call-ln Menu. Onk.eypd j |5 |
r 5| ... [|[Repeat this bMenu) ji
r EI | [|[Repeat this Menu] ji
r ?I |- [|[Frepeat this Menu] ji
I BI |- [|[Fepeat this Menu] ji
|_ EII |- [|[Frepeat this Menu] ji
r DI |- [|[Repeat this Meru] ji
r #I ... [|[Repeat this bMenu) ji
= I = [Repeat thiz kMenu] j i

]

[reealid K.y Stroke I

Apply I Feset

Figure 9.12. Setting the Properties for the New Call-in Menu

Add M ew Call-l fd Emu

3. Inthe Menu Name field, type a name for the new menu. The Configurator
assigns an ID number for the menu in the Menu ID field based on the Base
ID number of the group in which the menu was created.

4. Configure the menu settings as described in the sections below.
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9.4 Configuring General Call-in Agent Settings

Once you have set the default parameters for the Phone Agents, you are ready
to begin configuring the Call-in Agent settings. Click on the Call-in Agent folder
under the Phone tree control of the Configurator, as shown in Figure 9.13.

CALL-IN MULTIMEDIA AGEMT Server Oplionz. . Blas Table... |
b ain b en: ITenantEaIIin.Get D j|i|
Default Start-Up Menw: I TenantCallin.Get 1D j|i|
benu Timeout Action: I[Har‘lg Up] j|i|
Alarmn & Event OPC Subzcription: I{NDNE} j
v Fepaort Diagnostic Information to GenEvent Start Call-ln Agent |

ICONICS

Figure 9.13. Call-in Agent General Settings

This folder contains the main configuration settings for the Call-in Agent.

1.

Under Main Menu, select a menu from the drop-down list that you want to
use as the main menu for your Call-in system. This is the menu to which
callers are returned by default.

Under Default Start-up Menu, select a menu from the drop-down list that
you want to use as the start menu for your Call-in Agent. The default start-up
menu will most likely be the same as your main menu.

Note: The drop-down lists under Main Menu and Default Start-up Menu
contain only the top-level menus for each menu group.

Under Menu Timeout Action, specify what happens after a system timeout
occurs. From the drop-down list, select an action (e.g. "repeat,” "return to
main menu," or "hang up") or a menu that immediately follows a timeout. For
example, if a caller does not respond within the initial key timeout period, the
system times out and then redirects the caller to the menu or action that you
specified.

The Report Diagnostic Information to GenEvent check box is checked by
default. All diagnostic information is reported to the GenEvent Server. This
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information can be viewed in the current alarm viewer, and provides a visual
record of actions taken by the Call-in Agent.

5. The Alarm & Event OPC Subscription drop-down box allows you to select
an alarm subscription to be used by the Call-in Agent while presenting OPC
alarms.

9.4.1 Server Options

Clicking the Server Options button in the Call-in Agent general settings (Figure
9.13) opens the Call-in Agent Options dialog box, shown in Figure 9.14. This
dialog box sets the parameters for the Call-in Server.

9.4.1.1 Server Strings Tab

The Server Strings tab allows you to customize predefined messages that the
caller hears in certain situations. Use the Call-In Agent’s Message Type drop-
down list to select a particular message type, and then edit the text associated
with that message type in the Message Text field. Figure 9.14, for example,
contains a message that a caller hears when the caller is denied access to a
menu: "Insufficient security to access this menu."

Call-In Agent Options B x|

Server Strings | Flash Settingsl

Call-ln Agent's Message Type:

B, quE: : bieen zent’ confirmation

Message Text:

Ak request has been sent ;I

ok I Canhcel

Figure 9.14. Server Strings
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9.4.1.2 Flash Settings Tab

The Flash Settings tab sets the parameters for the Flash Warning function in
direct action menus, where you can optionally specify a reset value. The reset
value is written to the same OPC tag after the specified time interval, resetting
the OPC value written by the menu action. When the Flash Warning check box
is checked in a direct action menu, the system switches, or "flashes", the OPC
tag between the tag's current (write) value and its reset value before finally
resetting the tag value.

The Flash Settings tab, shown in Figure 9.15, sets the following parameters for
the Flash Warning function in direct action menus:

Lead Time: Sets the amount of time before the system starts the flash process.
The time is determined by taking the Reset Time (found on Direct Action menus)
and subtracting the Lead Time. For example, if the Reset Time is 1 hour and
the Lead Time is 10 minutes, the flash process will start 10 minutes before the
final reset (in this case, 50 minutes after the value was originally set).

Time on: Sets the time period for each warning flash for the write value.
Time off: Sets the time period for each warning flash for the reset value.

Number of Flashes: Specifies how many times the system switches (flashes)
between the tag's write value and reset value before resetting the value.

For each setting, you can specify how many minutes, seconds, and milliseconds.

Note: For information about configuring direct action menus, please see the
"Menu Types" section below.

Call-In Agent Dptions X

Server Strings  Flash Settings |

The following settings affect the "Flash ‘waming" checkbox in Direct Action Menus
Lead Time: IE Hmin [0 Hsee |0 = meec
Time or: [0 Hmin 30 Heee [0 = meec
Timeoft. |0 Hmin (30 Heee [0 = meec

Mumber of Flashes: |1 3:

ak I Cancel |

Figure 9.15. Flash Settings for Direct Action Menus
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9.4.2 Aliases

The Call-in Agent can be configured to use an alias key for each user (caller). If
using aliases, each caller uses a numeric alias key in the configuration. This is an
ID number that the Call-in Agent uses to recognize the caller. Each alias key can
be associated with numerous aliases, enabling you to customize settings for
each user by associating the caller's alias key with certain parameters, such as
which locations in the building the caller can access (e.g. room, floor). Alias
names then can be used in Call-In menus to significantly reduce the number of
necessary menus.

When a caller dials into the system, the caller can be prompted to enter his or her
alias key. If he or she then accesses a menu containing aliases, all aliases get
resolved according to the caller’s alias key, and the caller gets control over OPC
resources determined by his or her alias resolution. If another caller accesses the
same menu with a different alias key, he or she would have access to yet
another set of OPC points, as specified by his or her alias key in the alias table.

To configure aliases, click the Alias Table button in the Call-in Agent general
settings (Figure 9.13). The Call-in Alias Table appears, as shown in Figure
9.16. The table contains several columns. The Alias Key column lists each
numeric alias key. The UserName column lists the name of the caller associated
with each alias key. The Alias Key column and UserName column are fixed,;
neither can be deleted, and each alias key must be associated with a user name.
(You can change the keys and user names in the columns, but the columns
themselves cannot be deleted.) The remaining columns contain aliases (e.g.
Bldg, Floor, and Room) that can be modified or removed as needed.

e+ Alias Table M= E3

Ingzert Mew Key | Ihgert Mew Alias |

Alias Fe | Izer Hame AjrH andler Floor Metwark, Room |
na Leus AHUT 9 Headquarters am
- 15070002 Hera AHUZ 9 Headquarters 02
[ 15070003 Aphrodite AHUT 7 Headquarters a4
- 15070004 Hephagstuz AHUZ 2 Headquarters 212
- 15070005 Pozeidon AHUT 1 Headguarters 128

(] I Cancel

Figure 9.16. Alias Table
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9.4.2.1 Alias Key-in Actions

A Key-in menu, such as the Get ID menu shown in Figure 9.17, is an example
of when a caller would be asked to enter an alias key. The Enter Alias Key to
Resolve Aliases option must be selected from the drop-down list under Key-in
Action, as shown in Figure 9.17. For example, in the GetID key-in menu, the
Introduction Phrase states "please enter your 8 digit ID." Thus, when a caller
dials into the system, the caller is prompted to enter his or her alias key. If the
system recognizes the caller's alias key, it resolves the user name and all other
aliases associated with the alias key. For more information about configuring
key-in menus, please see Section 9.6.

Note: The Call-in Agent supports both alias login and the standard security login.
The alias login uses the UserName alias column to log a caller into the agent.
This only takes place if the alias key entry is specified in the key-in menu. When
the caller accesses this menu and enters an alias key, the system uses the name

associated with the UserName alias column for login purposes. The standard
security login uses the security server password and the alias login UserName.
The caller first enters an alias key, and then enters a security password. The
name associated with the UserName alias column is sent to the security server
as the login name. The security password entered is used as the login password.
The security server will resolve this combination for security login.

File Edit Wiew Go Action Tools Help

D ElE= 8BRS

EEIEFEEY Y - I

ICONICS

Figure 9.17. Alias Key-in Action

' Margues tenu Name: lenu Type: Menu |
%8 Pager/SMSIGSMTAP & [ce [y benu = [0z
El' Telephary Introduction Phrase —
E% Call-In Agent [Test shing ar wav filsk |Please enter your & digit 1D followed by the pound key _I
| Call-In Menus
@ PreBuilt Samples Key-In Action:
@ DeFau.It Start Menu IEnter Alias Key to Resolve Aliases
-3 Prebuild Menul
&2 Prebuid Menuz Search for Menu D that matches user input
TenantCalin 05| Enter User D for Security Server Name
E1-¢58 Get ID FieslEnter User Password for Security Server Password
=483 Branchget
g Raoms <900 NoMateh:  |Somy. that ID is invalid. -] [fFiepeat this Menu] =l=]
[=-¢#3 Rooms»=900
483 Onkeyl Unique [ l_l [T n =
Match o enantCalin.Get 1D.BranchSet Jlﬁ
&3 Onkey2
@ Cnkey3
L{E Onkeyd
E:I--@ Call-Out Agent
-9 Fax
&) - M3 Instant Messaging
%5 P A
B - Popup
][] Video
[]-- Media Templates
[]-ﬁ System Objects Aipply I Beset | Add New Call-ln Menu |
TS
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9.4.2.2 Creating Alias Keys
To add a new alias key to the table:

1. Right-click a column and select Insert New Alias Key from the pop-up
menu, as shown in Figure 9.18.

<% plias Table
Ingert Mew Key I Ingert Mew Alias |

Rename Alias...

Aliaz Key | |Jzer Mame |
L .: 23;333; Insert Mew Alias Key
= 15070003 Inserk Mew Alias. .. k
| 15070004

LA Delete Alias, ..

Delete Alias Kew [15070001]

Figure 9.18. Creating an Alias Key

2. The new key appears under the Alias Key column, as shown in Figure 9.19.
Type a number for the key (can be any number of digits) in the table row.

% Alias Table M=1E3
Inzert Mew Eep | Inzert Hew Alias |
Aliaz ey | I1zer Mame AirHandler Flaor I etk Foom |

L 15070001 Zeus AHIN 9 Headquarters am

L 15070002 Hera AHL3 9 Headquarterz 02

L 15070003 Aphrodite AHIN 7 Headquarters 7hd

L 15070004 Hephagsstus AHLZ 2 Headquarters 212
15070005 Poszeidon AHLA 1 Headquarters 1248
15070006 Alexander The Great

k. Cancel

Figure 9.19. New Alias Key Added to Column
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9.4.2.3 Creating New Aliases
To add a new alias to the alias table:

1. To add a new alias to the alias table, right-click inside a column and select
Insert New Alias from the pop-up menu, as shown in Figure 9.20.

+¥*Alias Table

Inzert Mew Kep | Inzert Hew Alias
Aliaz Key | Ieer Marme | AitH
15070001 Insert Mew Alias key &H
oo AT
15070003 . AaH
- Rename Alias. ..
15070004 : AH
Delete Alias, ..
15070005 AH
S 15070006 Delete selected Alias Kew(s)

Figure 9.20. Creating a New Alias

2. The New Call-in Alias dialog box appears, as shown in Figure 9.21. Enter a
name for the new alias, and then click the OK button.

Mew Call-In Alias x|

Pleasze provide a name far the new Alias:

IS ampletidias

k. I Cancel

Figure 9.21. Naming the New Alias

3. The new alias column appears in the table, as shown in Figure 9.22.

ICONICS 9-19



Call-in Agent Configuration AlarmWorX32 Multimedia

% Alias Table _[O] x|
Inzert Mew Key | Inzert Mew Aliaz |

Blias Key | I1zer Mame AifHandler | Floor Hetworl, P}%
- 15070001 Leus AHLT 9 Headquarters 1] |
15070002 Hera AHUZ g EECEENELFE a7
| 15070003 Aphrodite AHLUT 7 Insert New Alias key
| 15070004 Hephaestus AHUZ 2 Inzert Mew Alias...
- 15070005 Pozeidon AHLA 1 e —
»| 15070006  Alexander The Great Fzmeme s o)
Delete Aliaz [Floor]
Delete Aliaz Kep [15070002]

QK Cancel |

Figure 9.22. New Alias Added to Table

9.4.2.4 Deleting Alias Keys

To delete an alias key, right-click the key and select Delete Alias Key from the
pop-up menu, as shown in Figure 9.23.

%+ Alias Table

[nzert Mew Kep | Inzert Hew Aliaz

Alias Key | Floor

» 15070001 1
| 15070002 2
| 15070003 7
| 15070004 g
| 15070005 2
= UL LIS Insert Mew Alias Key

Insert Mew alias, ..

Remname fAlias. ..
[elete Alias.. .

Delete dlias Key [15070006]

Figure 9.23. Deleting an Alias Key
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9.4.2.5 Renaming Aliases
To rename an alias:

1. Right-click an alias and select Rename Alias from the pop-up menu, as
shown in Figure 9.24.

«%*Alias Table

Inzert Hew Key | InserlNew.-’-‘«IiasI

Alias Key | zer Mame AitHandler Floar | Metwark

i 15070001 Senthi Srith AHN Tnsert New alias Key r
| 15070002 .éf.shraf Jones AHU3 T r

15070003 Brian Anderzon AHN %

15070004 Franz Hermann aHUZ Rename Alias [Floor]

15070005 Jimn Silverstone AHUT Delete Alias [Floar] r
- 15070006 Delete Alias Key [15070001]

4| |

Figure 9.24. Renaming an Alias

2. The Rename Call-in Alias dialog box appears, as shown in Figure 9.25.
Enter a new name for the alias, and then click the OK button.

Rename Call-In Alias X|

Old M arme: |F|,:.,:,,

Mew Mame; ||

k. I Cancel

Figure 9.25. Typing a New Name for the Alias

9.4.2.6 Deleting Aliases

To remove an alias from the configuration, right-click an alias in the table and
select Delete Alias from the pop-up menu, as shown in Figure 9.26.

Note: The User Name alias cannot be deleted.
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% Alias Table H=1E3
Inzert Mew Key | Inzert Hew Alias |
Alias Key | |Jzer Mame AirHandler Floar M etwork, R oom |
- 15070001 Lels AH 9 Headguarters am
- 15070002 Hera AHUZ o Hlomddoeootees 1
| 15070003 Aphradite AHLT Insert New Alias Key 4
| 15070004 Hephaestusz AHUZ Irsert Mew Alias... 2
- 15070005 Pozeidon AHUT R Alias [Floor] i
(»| 15070006  Alesander The Great e e
Delete Alias [Floor]
1 I Delete Aliaz Key [15070002] LI
ak Cancel |

Figure 9.26. Deleting an Alias

9.5 Configuring Call-in Agent Menus

Each menu group may contain one or more Call-in Agent menus or submenus.
All menus contain the following general configuration settings at the top of the
configuration dialog box, as shown in Figure 9.27.

b enu Mame: kenu Type: ke 1D;
3 GetiD [Keyin Menu | |2025
l[?téitdgt?itr:znnfmzﬁile]: IF'Iease enter your 8 digit 1D follovwed by the pound key _I

Figure 9.27. Basic Menu Configuration Settings

e Menu Name: Type a name for the menu in this field (maximum of 256
characters).

e Menu Type: Each menu contains an extensive configuration interface, which
is divided into different menu types. Select from one of the following menu
types:

*  Option Menu
*  Key-In Menu
*  Direct Action
*  Decision Menu

*  Alarm Menu
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For more information about configuring each kind of menu, please see
Section 9.6.

¢ Menu ID: The Configurator assigns a unique ID number for each menu
based on the Base ID number of the group in which the menu was created.
Menu IDs can be used as key-in actions for key-in menus (described in
Section 9.6).

¢ Introduction Phrase: Enter the message (maximum of 256 characters) that
the caller hears upon reaching the menu. The text is automatically converted
to speech by the Call-in Agent. If you do not want to use a text message, you
can instead select a sound file (.wav). You can also insert an alias name in
this text (the alias name appears inside double angle brackets: e.g.
<<Floor>>). The Call-in Agent tries to resolve this alias according to the alias
key that caller entered earlier in the call-in session.

Note: You can use text-to-speech messages, sound files, and text messages
with aliases. For information about selecting a sound file or an alias, see the
"Inserting Sound Files" and "Inserting Aliases" sections below.

9.5.1 Menu Progression and Sequence

ICONICS

When configuring Call-in menus, it is important to keep in mind how you want the
callers to progress through the menus so that callers can efficiently communicate
with the Call-in Agent. In the Call-in Agent menu configuration, you can specify
the sequence of the menus by defining actions or menus that immediately follow
each event.

The configuration for each menu type includes a Next Action/Menu field, shown
in Figure 9.28, specifies the action or menu that results from each of the caller's
actions or responses (i.e. key presses). From the drop-down list, you can select

any available menu as well as the following actions:

e Go back: Returns the caller to the previous menu.

e Repeat: Repeats the current menu.

e Hang up: Ends the current call-in session.

e Go to start menu: Returns the caller to the start-up menu.
¢ Go to main menu: Returns the caller to the main menu.

If you select a menu from the drop-down list, the arrow to the right of the field is
enabled, as shown in Figure 9.28. Clicking this arrow takes you to the menu you
selected.
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M et Action/tdenu;

[Fepeat thiz kMenu] (j|i|

[Go Back]
[Repeat thiz Menu)
[Hang Up]

[Go to Start Menu]

[Gia b Main Menu]

PreBuilt 5amplez. Prebuild kenu?
FreBuilt Samples.Default Start Menu
PreBuilt 5 armples. Prebuild M e
‘T enantCallin.Get |0
TenantCallin.Get ID.BranchSet .
TenantCallin.Get 1D.BranchSet. R ooms< 300

TenantCallin. Get 10, BranchS et B ooms< 300, Onkepl
TenantCallin.Get 1D . BranchS et B oorms< 300 0nk.ep2
TenantCallin.Get 1D BranchS et Aooms 300.0nk.ep3
TenantCallin.Get |0 BranchSet A ooms< 300 0nkepd

AT enantCalin et 1D RranchS et Bonms: 900 |-|r‘|KF!LIIF| _Ij
L | k

Figure 9.28. Next Action/Menu Field

9.5.2 Inserting Sound Files

If you do not want to use a text-to-speech phrase or message, you can instead
select a sound file (.wav). To insert a sound file:

1. Click the ... button next to an appropriate field (the Introduction Phrase field
is used here as an example) and select From Sound Library from the pop-
up menu, as shown in Figure 9.29.

Intraduchon Phraze
[Text gtring ar way file]:

kenu [D: IED25

From Sound Library. ..
F.ep-ln Action; Insert Alias. ..

| = .. - . [| ™ . T

IF'Iease enter pour & digit [0

Figure 9.29. Adding a Sound File to the Menu Configuration

2. This opens the Sound Library dialog box, shown in Figure 9.30. Click the
Add Sound File button to browse for .wav files. Click Open to add the
selected file to the Sound Library. To listen to a file, highlight the file and click
the Play button. To select an existing sound file from the Sound Library,
highlight the entire row for that file, and then click the Select button. The
selected sound file appears in the configuration field you selected.
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Sound Library x|

AsoundFie. | DK BE Stopped

Sound Mame File Mame -
Beltl iz now OF, $BASE_PATHE MM=Soundsz\belt] ok wavy
Bell iz Slipping $BASE_PATHE MM=Soundsibelt] way
iz high $BASE_PATH3 MM=Soundshishigh. way
iz hihi FBASE_PATHEWMMASoundshishihi way
iz lolo $BASE_PATH3 MMxSoundshislolo way
s low FBASE_PATHE MMxSoundshislow way
iz normal $BASE_PATHEMMxSoundshisnormal way
iz open $BASE_PATHEMM=Sounds\isopen.way
Leading Power Factor $BASE_PATHEMM=Sounds\pf 7. wav |
Level inWatlZonel $BASE_PATHMMxSoundsiwlz3 way
Pre-zound - alarm horn blagt  [$BASE_PATH$WMM=Soundzhalarm way
Pre-zound - dog bark. $BASE_PATHEWMM=S oundz\dogbrk. waw
Pre-zound - doorbell $BASE_PATH$WMM=Soundz\doorbl way
Pre-zound - drums FBASE_ PATHFWMMM=Soundz dums. way
Pre-zound - fanfare royal FBASE_PATHFWMMM=Soundz ronlfan waw
Pre-zound - glazs breaking FBASE_PATH$WMMM=Soundz\alazs waw
Preound - knock o\ | $BASE_PATH$WMMES oundsikrock way
_W $BASE_PATHEWMMASounds\lafcrowd way LI

Select | Cancel

Figure 9.30. Selecting Sound Files From the Sound Library

3. The selected sound file is added to the Introduction Phrase field, as shown
in Figure 9.31.

bl e Mame: Menu Type: b e 10
%4 [GetiD I !Keu% | 2028
{?‘;ﬁf‘:;fﬁ;g”jﬁ:iﬁnel: [€GaSE_PATHSWMMXSoundstbelrTok.way__D

Figure 9.31. Sound File Added to Configuration

9.5.3 Inserting Aliases
To insert a an alias into a text message:

1. Click the ... button next to the appropriate field (the Introduction Phrase
field is used here as an example) and select Insert Alias from the pop-up
menu, as shown in Figure 9.32.
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& Menu Mame: Menu Type: Menu 1D:
M|
& IHC'D"“S}:QDD IDption b e j |2DBB

Introduction Phrase
(Text string or way file): IEontrnlx for Floor <<Floar:> Room <<Fooms >

ound Librar
Keyw:  Menu Phraze [Test sting ar'way file]  Mext Action/Menu:
¥ 1 [Press 1 to tum on the fan, | [[TenantCalinGet ID.BranchS et Rooms> =900, Onk ey - |[=

Figure 9.32. Adding an Alias to the Menu Configuration

2. This opens the Select Call-in Alias dialog box, as shown in Figure 9.33.
Select the desired alias, and then click the OK button. The selected alias
appears in the configuration field you selected.

Select Call-In Alias x|

Fleaze zelect aliaz

IdzerM ame
AirHandler
Flaar

M etwark,
Fioom

] Cancel

Figure 9.33. Selecting an Alias

3. The alias names that you selected (inside the double angle brackets: e.g.
<<Floor>> and <<Room>>) are inserted at the current cursor position inside

the text message field in the Introduction Phrase field, as shown in Figure
9.34.

Note: If any portion of the text in the field was highlighted, the inserted alias
name replaces that portion.

m % Menu Mame: Menu Type: e 10
<4 [Rooms>=300 I dian ey I
= Helpbion fenu il

Conbrols for Floor <<Floor: > Boom <<Boom >

|ntroduction Phrase
[Text ztring ar way file];

N

Figure 9.34. Aliases Added to Configuration
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9.6 Menu Types

When configuring Call-in menus, you can select from the following types of
menus, as shown in Figure 9.35.

¢ Key-in Menu: Contains a user-input menu with a string of digits followed
by the pound key.

e Decision Menu: Gets rerouted to another menu based on value of an
OPC tag or expression.

e Option Menu: Contains a list of user-configured menu choices.

o Direct Action: Specifies a direct, predefined action to take place upon
entering the menu.

¢ Alarm Menu: Specifies a multimedia template and an alarm filter.

kenu M ame; kenu Type: kdenu 10
@4 |GetiD Ky Menu | [2025
Introduction Phrase — O ptian ke
[Test string or waw file]: IF'Iease enter your 2 digit |D EH.EI,I-In ¥ pay
Direct Action
Key-In Action: D ecizion Menu
[ Alarm Menu

Figure 9.35. Selecting Menu Types

In describing these menu types, we will walk through various example menus
from the Tenant Callin menu group, as shown in Figure 9.36.

ICONICS
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-- Margques :I
-8 Pager/SM5{GSMTAP
|_=_| Telephory
Eﬁ Call-In Agent
= I Zall-In Menus
E| @ PreBuilt Samples
P, <23 Default Start Mernu

----- @ .ﬁ.larm Meru
-89 Get ID
= (83 Branchset
=-/F8 Rooms<300
B8 Onkeyl
/B8 Onkey?
/B8 Onkeyd
/B8 Onkeyd
/B8 Onkeys
/B8 Onkeys
/B8 Onkey?
/B8 Onkeys  —
+-/F8 Rooms»>=200

e

Figure 9.36. Menu Types in Group

9.6.1 Key-in Menus

A Key-in menu, such as the Get ID example menu shown in Figure 9.37, is a
menu that expects the caller to enter in a series of digits, followed by the pound
(#) key. The keys entered serve as a search parameter for finding OPC tags,
aliases, menu IDs, security names, or security passwords.

9-28 ICONICS



AlarmWorX32 Multimedia Call-in Agent Configuration

-- Marques ;I m B Menu Name: ; Menu ID:
5 Pager/SMS[GSM{TAP & [GetiD

: ~| |z02s
El" Telephony Introduction Phrase A S gD f m
=-% CallIn Agent (et i oo ) | e enter pour 8 digit 1D foweaclty the poundlet” _I
Call-In Menus
@ PreBuilt Samples Kyl Action:
B Defau_lt Start Menu IEntet Aliaz Key to Resolve Aliases ﬂ
429 Prebuild Menut
429 Prebuild Menu2
- TenantCallin Seach
@ Alarm Menu Result Message [Test string or Way file] : MNext Action/Menu:
-8 Get ID
E--@gnchSet Mo Match: ISD”}'. that D iz irvealid. I_I I[Hepeat thiis Menu] jlil
Rooms <300
[ | Ui -
&3 Onkeyl Mr;ltqcﬁ I I_I ITenantEaIIln.GetID.BranchSet jlil
@ Onkey4

Figure 9.37. Key-in Menu

The Key-in Action specifies the search parameters. The caller can search for
the following items:

o Alias Key to Resolve Aliases: Compares the caller's input with a unique
alias key. The caller is prompted to enter his or her alias key. If the system
recognizes the caller's alias key, it resolves the user name and all other
aliases associated with the alias key.

e Search for Menu ID: Compares the caller's input with the unique ID number
of an existing menu (e.g. 2025). If the menu ID exists, the caller is directed to
the matching menu.

o User ID for Security Server Name: Compares the caller’s input with a
unique alias number. This number is used to retrieve the UserName alias.
This string is then used in conjunction with User Password to create the
Security Server user name and password. The input is sent to the Security
Server.

o User Password for Security Server Password: Prompts the user for a
password. This value is used in conjunction with the User ID. Both values
are sent to the Security Server. This menu choice can only be used
immediately after a User ID menu.

For more information about configuring the Security Server see Section 9.8.

The Search Results group specifies what happens when the caller's search is
either successful or unsuccessful. There are two possible results when doing a
search on caller input:

e A unique match

e No matches
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For each of these possibilities, you can enter the text or select an alias or sound
file to specify what the caller hears. You can also specify a menu to go to for
each search result.

No Match: Specifies the message text or sound that the caller hears. (e.g.
"Sorry, that ID is invalid") if the search is unsuccessful (i.e. there is no match).

Unique

Match: Specifies the message text or sound that the caller hears if the

search is an exact match.

The Next Action/Menu field specifies the action or menu that immediately
follows each search result. From each drop-down list, you can select any
available menu as well as the following actions:

Go back: Returns the caller to the previous menu.
Repeat: Repeats the current menu.

Hang up: Ends the current call-in session.

Go to start menu: Returns the caller to the start-up menu.

Go to main menu: Returns the caller to the main menu.

Note: For information about how to select sound files and aliases, please refer to
the "Inserting Sound Files" and "Inserting Aliases" sections.

9.6.2 Decision Menus

A decision menu, such as the BranchSet example menu shown in Figure 9.38,
transports a caller to another menu based on the true/false condition of an OPC
tag or the result of an expression.

e .
{8 Marquee a| Menu Name: /MBHU Type: \ Menu ID:
Pager/SMS{GSMITAP &3 |BranchSet \Eecisign Menu / x| [2028
_" Telephary Intraduction Phrase ~ >
El% Cal-In Agent [Test string or way file]: I _I
all-In Menus
E@ PreBuilt Samples OPC T ag/Expression
28 Default Start Meru W= <<Fooms s <= 899 ;l £
<30 Prebuild Menul E:-:It[ession
538 Prebuild Menuz R
%, TenantCallin
<53 Alarm Menu e
=453 Get ID
E'@ Branchset — Tag/Expression Result
El@ i Result: Mext Actiondtdenu :
T rue: I TenantCallin.Get |D.BranchSet. Rooms< 300 j
-8 OnKeyd -
Falze: =
83 OnKeys dlze ITenantEaIIln.Get 10 Branch3et. Rooms>=300 ﬂ
88 Onkeys
Pome oa e - il
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Figure 9.38. Decision Menu
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The Next Action field specifies the action or menu that immediately follows the
resolution of each OPC tag or expression that the caller accesses through the
Call-in Agent. If the OPC tag or expression specified resolves to a nonzero value,
or TRUE, the flow of execution goes to the menu specified in the Next Action
drop-down list next to True. If the value is zero, or FALSE (or undefined), flow of
execution goes to the menu specified in the Next Action drop-down list next to
False.

From each drop-down list under Next Action, you can select any available menu
as well as the following actions:

e Go back: Returns the caller to the previous menu.

o Repeat: Repeats the current menu.

¢ Hang up: Ends the current call-in session.

e Go to start menu: Returns the caller to the start-up menu.
¢ Go to main menu: Returns the caller to the main menu.

To specify an OPC tag or expression, click the Edit Expression button. This
opens the Edit Expression dialog box, shown in Figure 9.39. The following
options are available for editing OPC expressions:

e  Arithmetic
e Relational
e Logical

e Bitwise

e Functions
e Tags

Note: For complete information about using the Expression Editor, please refer
to the Expression Editor help documentation.
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=

E =prezzian: I j
u= < <Foomzs <= 899 -

Ajithretic I Relational | Logical |

Bitwize I Functions | Tags |

——
k. I Cancel |( Help | )

Figure 9.39. Expression Editor

To select an OPC tag, click the Tags button. This opens the Unified Data
Browser, as shown in Figure 9.40. Select an OPC tag from the Data Access
tree control, and then click OK.
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>8R E RS]S9 X | Drep -

7

== L, ICOMICS. Simulator, 1
-1 BridgeMforkXRecipes
123 DiskIo

4 alobalvariables
120 Hvac

4 Panell

4 Panelz

4 RecipesStorage
A SimulatePLC

) WebHMI

CPC D4 | Database Access I

-+ ICONICS. DatabaseCPC Server,
-4 Y ICONICS. Dataworxaz.8

Mame

[_JBridge‘Wor XRecipes
) DiskI0
aalobalvariables
CHYAC

_iPanell

[_JPanelz
[_JRecipestorage

[ 5imulatePLC
C)webHMI

I3

]

Cancel |

Figure 9.40. Selecting an OPC Tag From the Unified Browser

9.6.3 Option Menus

An option menu, such as the Rooms<900 example menu shown in Figure 9.41,
contains a list of options that are presented to a caller. The option menu
configuration allows you to do the following:

ICONICS

Enable or disable each phone key independently.

Determine what the caller hears (i.e. a message or a sound) when the caller
is presented with various options upon reaching the menu (e.g. "Press 1 to
turn on fan 1").

Specify which menu option corresponds to each of the keys on a standard

phone keypad (i.e. keys 0-9, #, and *).

Specify what happens after the caller presses each key.
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Mernu Mame:

" Marquee ;I m 5 Menu Type: Menu D:
-7 Pager{SMS/GIMITAP 4 [Rooms<a00 [option Meru =] 2027
{5 Telephony

Introduction Phrase

H% Call-In Agent
-2 Call-In Menus
E@ Pre6uilt Samples

[Text tring or way file):

Few:  Menu Phraze [Test string or 'Wav file)

IEontrols far Floor <<Floor:» Room <<Room::

Mext Actiontenu:

1 |Press 1 totumn onfan 1,

@ Default Start Menu v L | TenantCallinGet |0 BranchSet. R ooms<300.0nkey M 5
&3 Prebuild Menul [v 2 |Press 2 totumn off fan 1, | || TenantCallinGet 1D BranchSet. R ooms< 300.0rKey2 Ti=|
, %Z;:E:::;MEHUZ [V 3 |Press 3 ta tum on light 1, . || TenantCalin.Get 0 BranchSet. R ooms<300.0nkey3 - ||=
<5 Alarm Menu [ 4 |Press 4 to tun off light 1. . || TenantCallin.Get ID.EranchSet R ooms< 300, 0nk eyd -||=
E@ Get ID [ 5 |Press 5 to turm on fan 2. . || TenantCallin.Get 1D BranchS et R ooms<300.0nk.eyh =]
E'@ Branchset ¥ E |Press E tatum off fan 2, L | TenantCalin.Get |D.BranchSet.Rooms<900. 0nkeys j i
SR [¥ 7 |Press 7 to turn on light 2, |- || TenantCalinGet ID BranchSet. R ooms<300 Onkey? ¥ ||=
¥ & |Press 8 to tumn off light 2, |- || TenantCalin.Get 1D .BranchSet. R ooms< 300 Onkey - ||=
b | m | - [l[Ga Back] =
o |- [|[Go Back] =]
v #|Press Pound to Hang Up. . [I[Hang Up] x||= —
&9 Onkeys - - [ JIife Bech] aeled
-89 Rooms »=300 |;| Invalid Kep Stioke [Irwalid key L] -
«l I | (e

Figure 9.41. Option Menu

To enable keys for the menu:

1. Check the check box next to each key you want to use for the menu. The field
under Menu Phrase now becomes available.

2. Under the Menu Phrase field for each enabled key, specify some text to be
spoken or a sound file to be played. To select a sound file, click the ... button
next to each key. The caller hears each of the items in the order in which they

appear in the Configurator.

In the example menu in the figure above, when a caller reaches the menu, the

caller hears the following:
"Press 1 to turn on fan 1."
"Press 2 to turn off fan 1."
"Press 3 to turn on light 1."
"Press 4 to turn off light 1."
"Press 5 to turn on fan 2."
"Press 6 to turn off fan 2."
"Press 7 to turn on light 2."
"Press 8 to turn off light 2."
"Press Pound to Hang Up."
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3.

For each enabled key, you must specify an action or a menu to which the caller
is directed upon pressing the key on the phone pad. The Next Action/Menu field
specifies the action or menu that results when the caller presses the key. From
each drop-down list, you can select any available menu as well as the following
actions:

e Go back: Returns the caller to the previous menu.

o Repeat: Repeats the current menu.

¢ Hang up: Ends the current call-in session.

o Go to start menu: Returns the caller to the start-up menu.
¢ Go to main menu: Returns the caller to the main menu.

In the Invalid Key Stroke field, specify the message or sound a caller hears (e.g.
"Invalid Key.") when the caller presses the wrong key.

9.6.4 Direct Action Menus

ICONICS

A direct action menu, such as the On Key 1 example menu shown in Figure
9.42, supplies quick updates and writes to and reads from OPC tags. In this
example, the caller is directed to this direct action menu after pressing the "1"
key on the pone pad (as defined by the Rooms<900 example option menu in the
section above). Direct action menus allows for quick browsing to a specific OPC
tag group (or server). The menu specifies that the caller is going to request a
specific action (instead of browsing and searching through groups/tags). In this
example, the caller pressed "1 to turn on fan 1." The direct action menu enables
you to tell the Call-in Agent how to turn on fan 1 by specifying OPC values.
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EE Meru Mame: Menu Type: Menu |0

A |OrKeyt | Direct action | [2028

Introduction Phrase

[Test zting ar way file]: I J

—Action

wirite to an OPC Tag sp [T Confirm Uzer Action [ Usze last browsed-to or

keped-in point

ecified if menu template
Action

Destination  ||COMICS. Simulator. 155 imulatePLC. ALARMBb, < < Metwork: > < <aiH andlers > Supply Browsze. ..
P ath: _I

—Write Parameters

% wiite Constant Yalue I'I

" Prampt Caller for value: | |

[+ Reset Value IEI After: IEI ﬁDa_l,ls I‘I ﬁ Hours |0 =~ Min [~ FlashWaming

Action Statuz  Statuz Phraze [Test or way file]  Mest Actiondtenu:
Sucoess: IFan 1 turned an, turning off i _II [Go Back]

[
F ailure: IFaiIeu:I to turnon Fan 1. _II [Go Back] j

[¢]e

Spply I Hezet | Add Mew Call-ln Menu

Figure 9.42. Direct Action Menu

1. Choose one of the following actions from the drop-down list under the Action
field:

o Write to an OPC tag: Writes a value to the OPC tag specified in the
Action Destination Path field. Data to write can come from either the
caller or a predefined constant.

¢ Read the value of OPC tag: Gives the value of the OPC tag specified in
the Action Destination Path.

If the Confirm User Action check box is checked, the Call-in Agent asks
whether the caller wants to proceed with the selected action before
writing or reading the OPC value.

Note: The Use last browsed-to or keyed-in point check box is not
implemented in the current version.
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2. Under Action Destination Path, click the Browse button either to launch the
Unified Data Browser, which allows you to select an OPC Data Access tag,
or to select an alias.

3. Select from the following Write Parameters for OPC tags:

Write Constant Value: When this option is selected, the Call-in Agent
automatically writes an OPC tag value (i.e. no action is required from the
caller).

Prompt Caller for Value: When this option is selected, the caller must
enter an OPC value using the phone keypad. [Note: The Star (*) key on
the phone keypad can be used as a decimal point.] Enter the message
text or select a sound file by clicking the ... button to specify the Call-in
Agent’s prompt for entering the OPC value.

Note: The Confirm Value Changed check box is not implemented in the
current version.

Reset Value: You can optionally specify a reset value, which is written to
the same OPC tag after the specified time interval, resetting the OPC
value written by this menu action. When Flash Warning is checked, the
system switches the OPC tag between the tag's current (write) value and
its reset value before finally resetting the tag value. The lead time, time
off, time on, and number flashes are specified in the flash warning
parameters set in the general Call-in settings. (Refer to the "Configuring
General Call-in Agent Settings" section above.)

4. Under the Action Status field, you must specify what the caller hears
(message or sound) when the OPC read/write is a success or a failure. In
this example, the action is successfully completed when fan 1 is turned on.

You must specify an action or a menu to which the caller is directed upon
success or failure. The field allows you to specify the action or menu that
results when the caller presses the key. From each drop-down list under
Next Action/Menu, select an available menu or one of the following actions:

o Go back: Returns the caller to the previous menu.

¢ Repeat: Repeats the current menu.

e Hang up: Ends the current call-in session.

e Go to start menu: Returns the caller to the start-up menu.

¢ Go to main menu: Returns the caller to the main menu.
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9.6.5 Alarm Menus

An Alarm Menu is similar to an Option menu in that it contains a list of options
that are presented to a caller. The option menu configuration allows you to do the

following:

o Enable or disable each phone key independently.

e Determine what the caller hears (i.e. a message or a sound) when the caller
is presented with various alarms upon reaching the menu.

e Specify which menu option corresponds to each of the keys on a standard
phone keypad (i.e. keys 0-9, #, and *).

o Specify what happens after the caller presses each key.

You can also specify a multimedia template (text-to-speech type) and an alarm

filter.

[+-{@a] Alarm Inpuks

[=-{=8] Alarm Configurations

-4 Default

El-25 Multimedia Agents
{5 E-mail

E]--@ Sound [ Text To Speech
E]-- Marques

- Pager|SMS/GSMITAP
EI-- Telephony

EI% Call-In Agent
=" Call-In Menus

-k, PreBuilk Samples

= TenantCalin
&

-8 Get ID

@ Call-Out Agent

%3 Fax

E]-- M5 Instant Messaging

..... s PLA,

E]-- Popup

-] Viden

[#)-{@3) Media Templates

E]--Qﬁ‘ System Objects

E]-- Modes

I]Elé Menu Name:
IAIalm Menu

[Text string or wav file]:

Menu Tppe: Menu 1D:

&z Menu ] J2on
Introduction Phrase I J
Key  Menu Phraze [Test sting or Way file] Onkey Action:

[ 1 |Presz Key 1 ta [enter pour best here] .. [ |[Repeat thiz Menu] =
v 2 |Press Key 2 ta [enter pour text here] _ [Repeat thiz Menu] =
[ 3 |Press Key 3 to [enter your text here] : [Repeat this Menu] =
[ 4 |- || [Repeat this Menu] Jaed
s |- | | [Repeat this Menu] 1]
s | | l[Fiepeat this Menu] ad
7 L | | [Repeat this Menu] ]|
- gl |- | |(Repeat this Menu] ﬂ
3 | | l[Fiepeat this Menu] ad
o | || [Repeat this Menu] ]|
[ # | || [Repeat this Menu] |
- I |- || [Repeat this Menu] j
Irvalid Key Stroke Phrase: Multimedia Template [Texst-Ta-Speech]  Use Alamn Filker ko build Alarmn list:

[ | - |[Detarit Sound Speech | [<NONE> =]

Appli I Fieset |

Alarm Menu

Add New Callin Meny |

For each enabled key, you must specify an action or a menu to which the caller
is directed upon pressing the key on the phone pad. The On Key Action field
specifies the action or menu that results when the caller presses the key. From
each drop-down list, you can select any available menu as well as the following

actions:
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Repeat: Repeats the current menu.

Go back: Returns the caller to the previous menu.
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Hang up: Ends the current call-in session.

Go to start menu: Returns the caller to the start-up menu.
Go to main menu: Returns the caller to the main menu.
Play next alarm

Play previous alarm

Repeat last alarm

Play alarm at the top of the list

Refresh alarm list

Acknowledge current alarm

Acknowledge alarms played

Acknowledge all alarms

Play total number of alarm messages

Play total number of acknowledged messages

Play total number of messages in alarm state

Play total number of unacknowledged messages

Play total number of operators' messages

Play total number of tracking messages

In the Invalid Key Stroke field, specify the message or sound a caller hears (e.g.
"Invalid Key.") when the caller presses the wrong key.

9.7 Starting and Stopping the Call-in Agent

When the Call-in Agent is in configuration mode, the Call-in Agent branch on the
tree control appears as shown in Figure 9.43. Notice that the phone icon has a
red mark on it, indicating that the Call-in Agent server is turned off.

ICONICS
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Figure 9.43. Call-in Agent in Configuration Mode

9.7.1 Starting the Call-in Agent

When your Call-in Agent configuration is complete, you must start the Call-in
Agent server in order for callers to call in to the system.

1. Click the Start Call-in Agent button on the general settings dialog, as shown
in Figure 9.44.

Flie  EQiC vIew w0 KBCO0n 10015 HEep

D@ B e=>]%BR]%T
-- Alarm Inputs

EBRyr2e< 8«0t 872D

EI@ Alarm Configurations Q
52 Defaul CALL-IN MULTIMEDIA AGENT Server Options.. | AlasTable.. |
EI@ Multimedia Agents
F1-{E3) E-mail ; -
: T tCallin.Get D w||=
@ Sound | Text Ta Spesch I ain Men: I enantCallin. Ge Ju

Marques Diefault Start-Up Menu: ITenantEaIIin.Get D jm
PagerSMS/GSM|TAP 5 _
1S Pager Message Menu Timeout Action: I[Hang 1p] jm
El---goz‘?all-ln = Alarm & Event OPC Subscription: |<NDNE> >
B Cal-In Menus —

@ PreBuil Samples |+ Report Diagnastic Infarmation ta GenEvent
28 Default Start Meru v white: Diagnostic Information to MiECal_inlag File
=[5 TenantCalin
-8 Get ID
E@ Branchset
E@ Rooms <900

83 Onkeyl Al | Hesef |
@ Cnkeye
B8 Onkevd LI

Start Call-ln Agent

Figure 9.44. Starting the Call-in Agent

2. As the Call-in Agent loads, a progress window appears, as shown in Figure
9.45,
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Call-In Agent Status

— %@ Loading Call-ln Agent, Pleaze, wait...

0009
.

Figure 9.45. Call-in Agent Loading

3. Once the Call-in Agent is running, you can call the number of the phone line
attached to the Dialogic card to dial in to the system. The red mark over the
phone icon in the tree control is now removed to indicate that the Call-in
Agent is running, as shown in Figure 9.46.

ﬁ Call-In Agent
=-¢8 Call-Out Agent

3 Local Phone
e BN

Figure 9.46. Call-in Agent Running

9.7.2 Stopping the Call-in Agent

After you start the Call in agent, the Start Call-in Agent button changes to say
Stop Call-in Agent.

1. Click the Stop Call-in Agent button on the general settings dialog.

2. As the Call-in Agent shuts down, a progress window appears.

9.8 Security Administration

ICONICS

The Multimedia Configurator includes a Security Administration tool (for the
Call-in Agent only) that mimics the Security Configurator, enabling you to
configure user IDs and passwords for the Security Server. Once you have
configured security for the Call-in Agent, you can specify when callers must enter
their user IDs and passwords in the key-in menu configuration by selecting one
of the following key-in actions:

o Enter User ID for Security Server Name: Compares the caller’s input with a
unique alias number. This number is used to retrieve the UserName alias.
This string is then used in conjunction with User Password to create the
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Security Server user name and password. The input is sent to the Security
Server.

o Enter User Password for Security Server Password: Prompts the user for
a password. This value is used in conjunction with the User ID. Both values
are sent to the Security Server. This menu choice can only be used
immediately after a User ID menu.

To log into the Security Server, create entries in the Security Server. Call-in
entries must be a string name and a numeric password. In the Call-in Agent, add
an alias key with a UserName matching the string name in the Security Server.
Set up a Key-in menu with Key-in action: User ID for Security Server Name.
The unique match from this menu must be a second Key-in menu with Key-in
action: User Password for Security Server Password. This combination will
log the user into the Security Server. Hanging up will automatically log the user
out.

Note: For more information about Security Server settings, please refer to the
Security Configurator and Security Login application Help documentation. For
information about key-in menu settings, please see the Key-in Menus section
above.

9.8.1 Logging into the Security Administration Tool

The Security Administration tool allows Security Server administrators to
configure security setting for users and groups. You must enter an administrator
password to use the Security Administration tool.

1. Click the Security Administration button (lock icon) on the toolbar. The
Security Server Administrator Login dialog box appears, as shown in
Figure 9.47. Enter the Security Server Administrator's user name and
password, and then click the OK button.

Note: If you have not configured at least one security administrator, you do
not have to enter a password to run the Security Configurator. For the
Multimedia security administration tool, the "Administrator" security account
must be created first with the Security Configurator. This must be created in
Advanced security mode. For more information about security modes,
please see the Security Configurator Help documentation.
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Figure 9.47. Logging Into the Call-in Agent Security Administration Tool

2. The Security Administration console appears, as shown in Figure 9.48.
The configuration console consists of two separate panes. Each pane has a
tree control. The left tree is the Group View. Here the root nodes are groups,
and the child nodes are the users that belong to the group. The right tree is
the User View, in which the root nodes are users, and the child nodes are
the groups that have been assigned to each user. Some example groups and
users are shown in the figure below.

ICONICS
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Security Administration

x|

@ Inzert Hew Group | Default Group... | Refrezh |
Inzert Hew zer | Agzociate User with Group |
Group Yiew Idzer View
=7 GROUFT = ADMIN
o L ADMIM 57 GROUPT
=-£3 GROUPZ | € USER 1
: £ LUSER? =% USERZ2
57 GROUPZ
=%+ USER3
L7 GROURZ
=% USER4
L &% |USER4 LT GROUPY
=% USER &
L7 GROUR3

Figure 9.48. Security Administration Console

9.8.2 Configuring Users and Groups

The Security Administration console, shown in Figure 9.49, enables you to
create user profiles and groups to customize Call-in Agent restrictions on a per-
user basis. The figure below shows some example users associated with various

roles.
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]
@ [ngzert Mew Group | Default Group... | Befregh |
[nzert Mew Llzer | Azzociate User with Group
Eroup Yisw Uzer View
=-£1 GEMERAL MANAGER - AARON
ﬁ JEFF 57 OPERATORS
=-£7 OPERATORS = BLEX
i b KE AARON 57 SUPERWISORS
: JIM = JEFF
Ea SUFERVISORS w57 GEMERAL MAMAGER
----- F JOHM 57 OPERATORS
=% JOHM
57 SUPERWISORS
Figure 9.49. Configuring Security for Users and Groups
The example roles are:
*  General Manager
*  Supervisors
*  Operators
Each of these roles is associated with five different example users:
*  Aaron (Operator)
*  Alex (Supervisor)
*  Jeff (General Manager)
*  Jim (Operator)
*  John (Supervisor)
You can associate users with various groups to help simplify and organize
security management. This way all users associated with a particular group are
bound to the restrictions or properties for that group. For example, both Jim and
John are supervisors, associated with the Supervisors group, and Jeff is
associated with the General Manager group. If there are certain Call-in menus
that only the general manager and supervisors are allowed to view but the
operators may not view, the security administrator can use the Security
Administration console to lock the operators out of those menus.
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You can also configure properties for each user within a group. For example,
both Aaron and Jim are operators and are therefore associated with the
Operators group. However, Aaron's user properties may be configured
separately from those of Jim so that each user within the group has unique

security restrictions.

9.8.3 Adding a New Security Group

9 -46

To add a new group to the Security Administration console:

1. Click the Insert New Group button, as shown in Figure 9.50.

x
@ [ngzert Mew Group Default Group... | Befregh |
[nzert Mew Llzer | Azzociate User with Group |
Eroup Yisw Uzer View
El GEMERAL MAMAGER ﬁ AAROM
El OFERATORS ﬁ ALEX
#-=3 SUPERVISORS ﬁ JEFF
ﬁ JIM

Figure 9.50. Adding a New Group

2. This adds a new group under the Group View tree. The name is highlighted,
as shown in the figure below. It is suggested that you change the name at

this point before further editing.
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x|

@ [nzert Mew Group | Default Group... | Befrezh |

Inzert Mew Uzer | Azzociate zer with Group |

Group “iew Ilzer Wiew
|=:| GEMERAL MaAMAGER ﬁ AAROM
a HEw GROUF ﬁ ALEX
#-{ OPERATORS w6 JEFF
H-£3 SUPERYISORS ﬁ JIk
-6 JOHNM

Figure 9.51. New Group Added to Group Tree

9.8.4 Adding a New User Profile
To add a new user profile to the Security Administration console:

1. Click the Insert New User button, as shown in Figure 9.52.

Security Administration 5[

@ Inzert Mew Group | Default Group... | Befrezh |
[nzert Mew Lzer | Azzociate User with Group |
Group iew Izer View
|=:| GEMERAL MaMAGER ﬁ AA8R0M
e} e GROUF ﬁ ALEX
(1 OPERATORS w8 JEFF
-3 SUPERYISORS ﬁ JIk
- JOHM

Figure 9.52. Adding a New User Profile
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2. This adds a new user under the User View tree. The name is highlighted, as
shown in Figure 9.53. It is suggested that you change the name at this point

before further editing.
i —
Inzert Hew Group | Default Group... | Refresh |
Inzert Mew | ser I Azzociate User with Group |
I zer Wiew
SHAGER - AARON
i - ALEX
3 ﬁ JEFF
3s -6 JIM
ﬁ JOHH
------ ﬁ MEWw LUSER

Figure 9.53. New User Added to User Tree

9.8.5 Deleting Users and Groups

To delete a user or a group from Security Administration console, select the
desired group in the Group View tree, or the desired user in the User View tree,

and do the following:

1. Right-click on the item and select Delete from the pop-up menu, as shown in
Figure 9.54.

Note: If you select a child item in the tree instead of a root item (i.e. you
select a user in the group tree or a group in the user tree) and perform a
delete as described above, you will remove the child item from the parent
(dissociate the group from the user) but not actually delete it.
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H

@ [ngzert Mew Group | Default Group... | Befregh |

[nzert Mew Llzer | Azzociate User with Group |

Eroup Yisw Uzer View
El GEMERAL MAMAGER ﬁ AAROM
=] oo g oiex
El OPFERATOF [ € JEFF
=0 SUPEW'S'm o
. ﬁ JOHM
Associate User & Group I ﬁ MEW LISER

Figure 9.54. Deleting Users and Groups

2. You are then asked to confirm the deletion, as shown in Figure 9.55. Click
OK to delete the user or group.

AlarmWor%32 Multimedia Co x|
& onfirm Deletion OF GROUP:
HEWY GROLIP

(0] 4 I Cancel

Figure 9.55. Confirming Deletion of a User or Group
9.8.6 Associating Users and Groups
To associate a group with a user in the Security Administration console:
1. Select the user to be associated under the User View tree.
2. Right-click the group to be associated under the Group View tree and select

Associate User & Group from the pop-up menu (or click the Associate
User with Group button), as shown in Figure 9.56.
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Security Administration ﬂ

@ Inzert Hew Group | Default Group... | Befrezh |
Inzert Mew zer | Agzociate Uszer with Group |
Group Yiew Idzer Wiew

ER=] =€ asp0OM
@£ OPERATORS Edit Ex
m-£7 SUPERVISORS Rename FF

Delete

Figure 9.56. Associating Users and Groups

3. When a user and group are associated, the user appears as a child item
under the group tree in the left pane, and the group appears as a child item
under the user tree in the right pane, as shown in Figure 9.57. In this
example, the user "Jeff" has been associated with the group "General

Manager."
x
@ [nzert Mew Group | Default Group... | Befrezh |
[nzert Mew Llzer | Azsaciate User with Group |
Group e Llzer Wiew
Ea GEMERAL MAMAGER ﬁ AARON
iM% JEFF ﬁ ALEX
w07 OPERATORS -
=1 SUPERWYISORS ﬁ JIkd
ﬁ JOHM
o ﬁ MNEW LUSER

Figure 9.57. Viewing User and Group Associations
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9.8.7 Removing Associations Between Users and Groups

To remove the association between a user and a group in the Security
Administration console:

1. Select the user child item under the desired group in the left pane, or select
the group child item under the desired user in the right pane.

2. Right-click the user or group to be dissociated and select Delete from the
pop-up menu, as shown in Figure 9.58.

3. When the association is removed, the child user under the group in the left
pane is removed, and the child group under the user in the left pane is
removed.

Note: Performing this operation never deletes the selected user or group. Only
their association is removed.

x|
@ [nzert Mew Group | Default Group... | Befrezh |
Inzert Mew Uzer | Azzaciate zer with Growp |
Group “iew Ilzer Wiew

Ellil GEMERAL MaMNAGER ﬁ AARON
£ _ - ALEX
m-£3 OPERAT w45 JEFF
F-£3 SUPERY _[EMETE - JIM

WF w8 JOHN

Assaciate [ser & Graup b ﬁ MEW USER

Figure 9.58. Dissociating Users and Groups
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9.8.8 Editing Users and Groups

To edit the properties assigned to a user or a group in the Security Administration
console:

1. Select the desired group in the group tree, or the desired user in the user
tree.

2. Right-click on the group or user and select Edit from the pop-up menu, as
shown in Figure 9.59.

Security Administration ]|

@ Ihzert Mew Graup | Default Group... | Befresh |
Inzert Mew Lzer | Sgzociate zerwith Group |
Eraup Yiew Uzer View
Ellil GEMERAL MAMNAGER ﬁ
g o Ao I

El OPERATORS ﬁ JEFF Rename
#-£3 SUPERYISORS - JIM Delete

ﬁ JOHM fssoniate ser & Group

- NEW USER

Figure 9.59. Editing User and Group Properties

This opens the Properties dialog box, shown in the figure below, which is used
to configure a user or group. The Properties dialog box contains the following
tabs:

o Properties

e Call-in Menus
e Points

o Time Sheet

e Account Policy
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9.8.9 Configuring Properties for Users and Groups

The properties for users and groups vary slightly. The group fields are a subset
of the user fields. The following fields are for users, as shown in Figure 9.60.

Secunty Management m

Uszer Froperties I Cal-r Menusl Paints I Time 5heet| Account F'u:uliu:_l,ll

Uzer Mame:

Dezcrption: I

Pazzword: I

Werify paszwaord: I

[T Uszer Must Change Password at Mest Logon
™ User Cannot Change Pazsword

[™ Account Dizabled
[T Aceount Locked|Out

Iw Security Spstem Administratar

()% I Cancel Smply Help

Figure 9.60. Configuring User Properties
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Field Description

User Name Short name that the user types when
logging on to the system.

Full Name The user's full name for reference only
(optional).

Description Optional.

Password The password the user must type to log in

to the Security Server. This field is case-
sensitive; no spaces are allowed.

Verify Password If you change the Password field, you must
type the exact same password into this
field.

User Must Change When checked, the user must change his or

Password at Next her password at the time of the next logon.

Logon This is often used when a new user created.

The administrator enters a default password
for the new user and checks this field to
require a "real" password to be entered on

first logon.
User Cannot Change When checked, the user's password can
Password only be changed from this dialog, and not

from the Login Client.

Account Disabled Checking this check box has the same
effect as deleting the user without the
permanence of an actual delete. The
Account Disabled check box is checked by
default, so you must uncheck this box in
order to activate the user's account.

Account Locked Out This field is normally unchecked and
disabled. Should the account become
locked out (see the account lockout
description in the Account Policy tab), the
field would be enabled and checked. From
here, the administrator can uncheck the
field to re-enable the user logon.

Security System When checked, this user is allowed to log in
Administrator as a Security System Administrator to
configure all aspects of the security system.
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The following fields are for groups, as shown in Figure 9.61.

Security Management El

Group Properties | Call-ln Menusl Puaints I Time Sheetl Account F'u:uliu:_l,ll

Group Mame: GEMERAL MAHAGER
Description: I
(] 4 I Cancel Apply Help
Figure 9.61. Configuring Group Properties
Field Description
Group Name Short name (no spaces) that uniquely
identifies this group within the system.
Description Optional.

Note: The User Name and Password can be used as key-in actions key-in
menus.
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9.8.10 Call-in Menus Security

The Call-in Menus tab of the user and group properties dialogs, shown in Figure
9.62, sets the user and group access restrictions for specific configured call-in
menus. To allow or restrict access, the security administrator must include or
exclude certain projects and pages by doing the following:

1. Click the Browse button under the Include or Exclude field.

Security Management m

zer Froperies  Call-ln Menus | Puaintz | Time Sheetl Account F'u:uliu:yl

Include:
| fadd
Browse...
[elete
Exclude:
Auddd
Browse...
[Ielete
Teszt Sting:
[ Access Granted

k. I Cancel | Apply | Help

Figure 9.62. Setting User and Group Access Restrictions for Call-in Menus

2. This opens the Call-in Menus Browser dialog box, shown in Figure 9.63,
which displays all available Call-in menus from the Configurator tree control.
Simply select the menus that you wish to include to allow the user or group
access (or exclude to prevent user or group access). Click OK.
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Call-In Menus Browser: Included Lisk

Check all iterms you want to inchude to the contralled list;

x|

Bz] Callln Menus
== PreBuilt Samples
183 Default Start Meru
¢85 Prebuild Merul
&3 Prebuild Menu2
=-F[E TenantCallin
[ Alarm Menu
b 158 Get D

Check Al ncheck All

k. Cancel

Figure 9.63. Selecting Call-in Menus To Include

3. The selected menus now appear under the Include and Exclude fields, as
shown in Figure 9.64. To remove menus, highlight the item and click the
Delete button. Click Apply to save changes to the user or group properties.
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User Properties  Calkln Menus | Fuoints I Time Sheetl Account F'u:uliu:_l,ll

Inchude:
[ fidd
PreBuilt S amples. Default Start b enu
PreBuilt 5 amples. Prebuild Menu Browse...
PreBuilt 5 amples. Prebuild Mernuz
TenantCallin.Get 1D [Melete
Exclude:
Aidd
Browse. ..
[elete
Teszt String:
[T Access Granted

(] I Cancel Spply Help

Figure 9.64. Included and Excluded Call-in Menus

9.8.11 Points

A GENESIS32 application that is configured to send outputs to points in OPC
servers will disable them if denied by the Security Server. As with the file names,
OPC point names with or without wildcards are placed in include or exclude lists
for each user or group.

Before a GENESIS32 client outputs a process value to an OPC server, the
unique string that identifies the OPC output point is sent to the Security Server to
determine if the write should be allowed based on the currently logged-in user(s)
and or the groups to which they belong. The Points tab of the Properties dialog
box, as shown in Figure 9.65, is used to configure which OPC output points are
allowed to be written to by users and groups.
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Security Management m
I zer F"rn:npertiesl Call-lr Menuz  Foints | Time Sheetl Accaunt F'n:nlin::_l,ll
Inchade:
|| Al
Browse...
[elete
Exclude;
Add
Browse. ..
[elete
Test Sting:
[T Acces: Granted

] I Cancel Amply Help

Figure 9.65. Points Configuration

The Points property page is divided into two sections, Include and Exclude.
Each section contains an edit field and a list box. You can select strings by using
the Browse buttons. Pressing the Enter key with the cursor in the edit field or
clicking the Add button adds the edit field text to the list box. When an entry in
the list box is selected, pressing the Delete key or clicking the Delete button
deletes the selected entry.

If you type a string in the Test String field, the Access Granted check box
indicates if access would be given to the user if the access to the "test string"

was requested. The test is made using only the include and exclude lists that are
visible.
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During runtime, when a GENESIS32 client sends an OPC point string to the
Security Server for access testing (granted or denied), the include and exclude
lists are string compared as follows for each active user and group until access is
granted:

1. Compare the OPC point string with each string in the include list until a
match is found. If no match is found, access is denied.

2. If a match is found in the include list, compare the OPC point string with
every string in the exclude list. If no match is found in the exclude list, access
to the point is granted, and no further testing of active groups and users is
performed.

Note: The exclude list entries can only remove rights granted in their
corresponding include list. For example if user Aaron belongs to the group
Operators, and Operators grants access to OPC point xyz, adding point xyz to
Aaron's exclude list has no effect.

Wildcards and Pattern Matching

The entries in the include and exclude lists allow pattern matching similar to the
Visual Basic LIKE operator. Built-in pattern matching provides a versatile tool for
string comparisons. The pattern-matching features allow you to use wildcard
characters, character lists, or character ranges, in any combination, to match
strings.

Text results in string comparisons are based on a case-insensitive textual sort
order determined by your system's locale, for example:

(A=a) < (A=3) < (B=b) < (E=e) < (E=8) < (Z=2) < (D=0)

The following table shows the characters allowed in patterns and what they

match:
Character(s) in pattern Matches in string
? Any single character.
* Zero or more characters.
# Any single digit (0 - 9).
[charlist] Any single character in charlist.
['charlist] Any single character not in charlist.
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A group of one or more characters (charlist) enclosed in brackets ([ ]) can be
used to match any single character in string and can include almost any
character code, including digits.

Note: The special characters left bracket ([), question mark (?), pound sign (#),
and asterisk (*) can be used to match themselves directly only by enclosing them
in brackets. The right bracket (]) cannot be used within a group to match itself,
but it can be used outside a group as an individual character.

In addition to a simple list of characters enclosed in brackets, charlist can specify
a range of characters by using a hyphen (-) to separate the upper and lower
bounds of the range. For example, [A-Z] in pattern results in a match if the
corresponding character position in string contains any of the uppercase letters in
the range A-Z. Multiple ranges are included within the brackets without any
delimiters.

The meaning of a specified range depends on the character ordering valid at run
time (as determined by the locale setting of the system the code is running on).

The range [A - E] matches A, a, A, &, B, b, E, e. Note that it does not match E or
€ because accented characters fall after unaccented characters in the sort order.

Other important rules for pattern matching include the following:

¢ An exclamation point (!) at the beginning of charlist means that a match
is made if any character except the ones in charlist is found in string.
When used outside brackets, the exclamation point matches itself.

e The hyphen (-) can appear either at the beginning (after an exclamation
point if one is used) or at the end of charlist to match itself. In any other
location, the hyphen is used to identify a range of characters.

¢ When a range of characters is specified, they must appear in ascending
sort order (from lowest to highest). [A-Z] is a valid pattern, but [Z-A] is
not.

e The character sequence [] is ignored; it is considered a zero-length
string.

9.8.12 Time Sheet

ICONICS

The Time Sheet property page allows time-of-day restrictions on an hourly basis
for users and groups. For hours that are selected (highlighted) in the lists, access
is allowed. For hours that are not selected, access is denied. Figure 6.66 shows
a configuration that allows access from 8 AM to 4 PM each day.
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Security Management

AL

LlserF'rcupertiesl Call-ln Menus | Points  Time Sheet | Account F'u:uliu:_l,ll

S M T W T F §
g o U E H R A
N N E DU I T
Midnight 0 o (o jo o fo fo jo
1 L ! ! B
2 2 02 12 |2 |2 |2 |2
3 303 03 13 |3 |3 )3
4 4 (4 |4 |4 (4 |4 |4
5 505 15 |5 |5 |5 |5
B B |6 |6 |6 |[E |E |6
g 707 07 07 7 A7 07
1 ENERERERER ERE
10 1010
11 11§11
Moon 12 12112
13 3113
14 14114
15 1515

16 16 |16 |16 |16 |16 |16 |16

17 17 117 |17 A7 |17 |17 |17

18 18 (18 |18 |18 [18 (18 |18

19 |19 [19 |13 |19 119 |13 [19 | egend

20 20 120 |20 (20 (20 (20 |20

21 210121 121 (21 121 |21 1A £ Aocezs Allowed
22 |2z |22 |2z |22 |22 |22 |22 1 < Access Denied
23 23123 123 123 |23 |23 |23

QE. I Cancel | Apply Help

Figure 9.66. Time Sheet

9.8.13 Account Policy

9-62

The Account Policy property page is used to show how passwords must be
used, and whether user accounts are automatically locked out after a series of
incorrect login attempts. The base policy (i.e. the most restrictive) for the system
is set in the default group (see the "Editing the Default Group" section). For users
and groups other than the default group, each policy can selectively be enabled
and set for that user or group.

During runtime, if more than one policy setting is in effect, the least restrictive is
used. For this reason, the policy set in the default group must be the most
restrictive. Individual users and groups can be made less restrictive than the
default, but never more restrictive.
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Security Management m

Uzer F'rn:npertiesl Calln Menusl F'n:-intsl Tire Sheet  Account Palicy |

Mame:  [ALEXAMDER

v Masimum Password Ags —— binimum Bassword dge
(* Password Never Expires ) Allow Ehanges Immediately
" Egpires In |1_ Days % Aoy Changes [n |1_ Days
¥ Minimum Password Length — Fazzword Unigueness
&+ Pemit Blank Passwaord ) Do Mot Keep Pazsword Histony
i~ At Least I'I_ Characters ' Remember |1_ Pazzwordz

—Iv Account Lockout —— ¥ Auto Logout
&+ Mo Account Lockout &+ Mever Logout
= Allow Sccount Lockout " LogoutIn |1 rmifbes:

Lockout After |1 bad logon attemptz

Reset count after |-| mirutes

Lockout Duration

£~ Forewer [until admin unlocks]
& Duration |1 mifutes

k. I Cancel Apply Help

Figure 9.67. Account Policy Configuration

Field Description
Maximum Sets a time limit for a password, after which the
Password Age user must change to a new password. If this is

selected, the Expires in value can range from 1 to
999 days. To make the password permanent,
select Password Never Expires.
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Field Description
Minimum Sets the period of time a password must be in
Password Age effect before the user can change it. If this is

selected, the value can range from 1 to 999 days.
To allow the user to change the password at any
time, select Allow Changes Immediately.

Note: Do not allow immediate changes if a
Password Uniqueness value is entered.

Minimum In the At Least field, this specifies the fewest
Password number of characters a password can contain. If
Length this is selected, the value can range from 1 to 14

characters. If Permit Blank Password is selected,
there is no minimum password length.

Password The number of new passwords that must be used
Uniqueness by a user account before an old password can be
reused. If Remember Passwords is selected, the
value can range from 1 to 24 passwords. If Do Not
Keep Password History is selected, there is no
password uniqueness.

Note: For uniqueness to be effective, an age value
should be specified for Minimum Password Age
(Allow Immediate Changes should not be

selected).
No Account When selected, user accounts are never locked
Lockout out, no matter how many incorrect login attempts

are made on a user account.
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Field Description
Account If selected, all user accounts are subjected to
Lockout lockout. If too many incorrect login attempts are

made on a user account, no more than a specified
amount of time between these, the account is
locked out.

If you select Account Lockout, you should also do
the following:

1. In Lockout After, type the number of incorrect
login attempts that will cause the account to be
locked. The range is 1 to 999.

2. In Reset Count After, type the number of
minutes that must pass between any two login
attempts to ensure that a lockout will not occur.
The range is 1 to 999.

3. Click Duration and type the number of
minutes that locked accounts will remain locked
before automatically becoming unlocked. The
range is 1 to 999.

Or, select Forever in Lockout Duration to keep
locked accounts locked out until an
administrator unlocks them.

Password This option mimics the NT test for complexity. The
Complexity password must:

¢ Not contain all or part of the user's account
name.

e Be at least six characters in length.

e Contain characters from three of the following
four categories:

English upper case characters (A-Z)
English lower case characters (a-z)
Base 10 digits (0-9)

w N =

4. Non-alphanumeric (For example, !,$#,%)

Auto Logout If selected, sets the number of minutes from the
time of user login, before the system automatically
logs the user off. The range is 1 to 999 minutes.
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Field Description
Logout To log out of the Security Server, the user
Password specified in the User Name field of the Security

Login dialog of the Security Login application must
click the Log Out button, as shown in the figure
below. When a Logout Password is required in
the user's account policies, the user must type in
his or her password when logging out.

Idzer Mame: || j Feppad |

Fazsword: I Change Pazzword... |

Logln I Log Dt | .ﬁ.dvancedl Cancel |

Figure 9.68. Security Login Dialog Box in Security Login Application

9.8.14 Editing Default Group Settings

The system default group (available in advanced security configuration mode
only) is used to assign access rights that are granted regardless of whether any
users are logged in. When the Security Server is first installed, the default group
has full access to everything. The first step in configuring the security system is
to remove most if not all access rights assigned to the default group.

Note: You must configure the default group to have minimum access rights,
because individual users and groups can only add access rights but can never
remove rights already granted in the default group.

1. To edit the default group, click the Default Group button in the Security
Administration console, as shown in Figure 9.69.
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Security Administration ﬂ

@ i Inzert Mew Group i Default Group... | Befrezh |
Inzert Mew e | Agzociate Ij%r with Group |

Group Yiew Idzer Wiew

=43 GEMERAL MAMAGER Elﬁ ABROM

B JEFF - 57 OPERATORS

=-£3] DPERATORS - ALEX

o AARON - € JEFF

. (Y ﬁ JIM

=-£3 SUPERVISORS -4 JOHM

- MEW LSER

Figure 9.69. Editing the Default Group

2. This opens the Properties dialog box for the default group, as shown in the
figure below. The same property pages used to edit ordinary groups are also
used for the default group, with the following differences:

o There is no Time Sheet property page. Default access is valid for all
times.

¢ Account Policy must be set in the default group, and there are two
additional fields in this property page: Simultaneous Logins and Allow
Auto NT Login. Checking the Simultaneous Logins box allows more
than one user to be logged in to a single station at the same time. The
effective access rights on that station become the sum of all rights of all
logged in users.

Note: See Editing Users and Groups for details about configuring group
properties. See the Account Policy section above for details about user and
group account restrictions.
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Security Managemenk |_

DEFALILT

Thiz iz the secunty's default settings.

Figure 9.70. Default Group Properties
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A.1 Overview of Pager Services Configuration

ICONICS

The Multimedia Configurator offers a Pager Agent that connects to a wide variety
of pager services and supports the most popular paging protocols:

e Tele Alphanumeric Protocol (TAP)
e Simple Messaging Service (SMS)

Other variations are supported as well, such as Paging Entry Terminal (PET),
which is basically the same as TAP.

The method through which a page is sent depends on the type of pager being
used. For example, in the United States the predominant pager type uses TAP,
and uses a standard modem to communicate. TAP pagers can also use
Integrated Services Digital Network (ISDN) carriers. The Multimedia Configurator
user interface calls out the use of “Modem/ISDN Service” (rather than specifying
actual protocols used), as this is more straightforward for users to understand.

Note: Itis the paging service and the Multimedia software that communicate via
TAP; it is not something special in the modem itself. Therefore, most ‘Hayes
compatible” off-the-shelf modems should work for sending TAP messages.

SMS pagers offer more sophisticated interaction. For example, they permit two-
way paging. In the case of Multimedia, this allows users to send an
“Acknowledge” back to the alarm system directly from the pager. SMS paging
messages are not sent over a modem, but rather use the Global System for
Mobile Communications (GSM) network. Again, rather than calling out the low-
level protocols used, the Multimedia Configurator interface refers to the method
of communication, and calls this “GSM/PCS Service.”

A-1
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A.1.1 Installation

During the installation of AlarmWorX32 Multimedia, after checking the box for
including the Pager Agent, you can select which paging services to include with
the installation. There are two separate lists: one for the Modem/ISDN (TAP)
pagers, as shown in Figure A.1, and one for GSM/PCS (SMS) pagers. Note that
you can select more than one. Simply use Shift-Click to select a sequential set,
or Ctrl-Click to select items that are not next to each other.

Modem,/ISDN carrier setup |

—Pleaze, zelect the carmier to install ———
Cancel |

2

Figure A.1. Modem / ISDN Services Setup

A.1.2 Modem Configuration
To configure your modem, use the following procedure:

1

2
3.
4
5

Plug in the modem hardware.

From the Windows Control Panel, select Phone and Modem Options.
Create or edit the dialing rules.

Add the appropriate drivers for the modem hardware.

Test the modem using a windows modem utility, such as HyperTerminal.

Note: The actual dialog boxes vary between Windows operating systems.

ICONICS
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A.2 Creating and Modifying Pager Services

If you found your service in the list and have already installed it, you need not
read this section. Instead, move on to the “Pager Configuration Settings” section
below.

ICONICS

If you did not find your service in the list, you can set up a new TAP or SMS
pager service. You can also edit the parameters for an existing pager service
(e.g., in case the access phone number for your service changes).

1. Launch the Multimedia Configurator.

2. Select Alarm Configurations - Multimedia Agents - Pager/SMS/GSM/TAP
from the tree control on the left-hand side, as shown in Figure A.2.

3. Launch the services configuration by clicking the General Settings button in
the Pager Agent configuration, shown in Figure A.2.

4. The TAP/SMS diagnostics will be displayed, as shown in Figure A.3, giving
you the option to view, acknowledge, and log ISDN/GSM diagnostic
messages during pager testing.

5. Click the Modem Configuration button to launch the Message Master
configuration. This opens the DERDACK Message Master Configuration
dialog box, as shown in Figure A.4. Here you have two options: Message
Master GSM/PCS and Message Master Modem/ISDN. To configure TAP
services, select the Message Master Modem/ISDN option, and then click
the Config... button. To configure SMS services, select the Message Master
GSM/PCS option, and then click the Config... button (or double-click on the
item in the list).

Note: Click the Help button at any time to view the Message Master help
documentation.

LI L | L=1 | N F | g =) m=n ) M e e-e- (233 IREL Y M AR T I Y ==l B ] EL U ] PR ] BRI e
[#1-{@3] Alarm Inputs B | schedule Pager # |
=[5 alarm Configurations

’}@ Default 1
=23 Multimedia Agents
S E:ﬂ:ﬂl J Text To Spe FT\‘II:;B [FEEEWSHISEISNITAR
[]-- Marques
lB= k- a0er/SMaGaM TAR General Settings. .. Emply &gent's [nput Dueue
[]-- Telephony
{3 Fax - Uss ‘General Settings' buttan to confi ices, dial-out
I:l EiTHStant Messagi numbers, modem prgoperties, port settiﬁgs, eptcg.I :
[]-- Popup
-] Viden
[]-- Media Templates b

]--%‘ System Objects 'LI -

al 1 .

Figure A.2. Setting Up Pager Services
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MMXPAGER TAP/SMS

s
kM odem Configuratiorn... | _

— Pager Configuration:
[~ Enable TAP Log File

[” Enable TAP Dialog
[~ Enable TAP Acknowledge
[T Enable 5M5 Dialog
[” Enable 5M5 scknowledge

Figure A.3. TAP/SMS Diagnostic Utilities

6. Click on the Defined Services tab (labeled Services for GSM) and look to
see if your service is listed. If it does appear in the list, you can select it.
Click the Properties button to modify its parameters.

Note: The TAP and SMS dialog option will hold the MMXPager open until the
dialogs are closed.

P' Message-Master Configuration Software x|
ﬁ.‘*-. This zoftware can be uzed for initial configuration
agﬁ. of the Mezzage-hazster Developer Suite.
:;‘{ﬁy Simply, select the component you want bo Config... |
configure and click the "Config" button bo display
the internal zetup dialog. Abaut |

bezzage-h aster GSM/PCS

Mezzage-iazter ModemASDH

Figure A.4. DERDACK Message Master Configuration Dialog Box
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A.3 TAP Configuration

This section covers the details of creating and modifying a TAP pager service.
For details on SMS paging, see Section A.4. To configure TAP services, select
the Message Master Modem/ISDN option (see Figure A.4), and then click the
Config... button. The TAP Configuration dialog box will appear, as shown in
Figure A.5.

ICONICS

1.

On the Dial Parameter and Modem Device tab, shown in Figure A.5,
configure the following parameters.

Configuration x|

Location: This is the location set when configuring the dialing rules
(mentioned in the "Modem Configuration" section above.)

Device: Select the device for the modem hardware.

Note: We have found that many paging services (which must work with
old technology modems for backwards compatibility) generally do not
work with the out-of-the-box configurations of modern modems. Most
often, the only change needed is to turn off the modem’s Error Control
features.

Send options | Defined services | Diagnostics |
Diial parameter and modem device

— Location
Y p—— PG
— Device
Hayes Accura BB, Ext Speakerphone PrP j %
Config... Add new... | Refrezh |
Timeout for modem devices |2— ﬁ

0k, Cancel | Apply | Help

Figure A.5. TAP Configuration: Dial Parameter and Modem Device Tab
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This can be done with a Windows setting from the Control Panel.
Conversely, some very old modems with max. Baud rates less than 9600
sometimes do not work well with the new Windows interfaces (TAPI)
used by the MMX software. So make sure your modem is TAPI

compliant. Test to see if it works with HyperTerminal.

Timeout for modem devices: Select the re-initialization timeout for the

modem (in seconds).

Note: The Device Config.. button actives the Modem configuration used for
the AlarmWorX32 Multimedia Pager Agent.

On the Send Options tab, shown in Figure A.6, configure the following
parameters:

Attempts for resending messages in error cases: Select the number

of times to retry in case of error.
Enable Check messages for invalid characters.

Check Replace invalid characters automatically if desired.

Configuration

[hal parameter and modem device

x|

Send optiotz | Defined services I Diagnostics

— Options
Y'ou zan change zome ophionz for meszzage deliven here. r—J
ik

Attempts far re-zending meszages in emror cases IE

¥ Check messages for invalid characters

W Feplace invalid characters automatically

Attention! Mozt options for meszage transmizsion can be set if
configuring a service.

| k. I Cancel Spply Help

Figure A.6. TAP Configuration: Send Options Tab
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3. On the Defined Services tab, shown in Figure A.7, check for your pager
service provider. Verify that the service modem phone number is correct by
selecting the service provider and clicking the Properties button. This opens
the Services dialog box. The service provider number is located on the
Additional tab in the Number for dial-up terminal field.

Configuration |

[ial parameter and modemn device
Send ophions Defined services | Diagnostics

— Services

A7 5SS [A) a Mew.
AirPage (&)

Airtauch [U5A)

ATT Wireless PCS [154)
BT Paging [UK)]

Callme [4) Delete...
Callme pro [&] _
Cellnet (LK) From file...
Cellone [US4]

Coneig [S)

01 Alpha Service (D]

D1 Alpha Service ISDN (0] d

Properties. ..

dil

| F, I Cancel | Spply | Help

Figure A.7. TAP Configuration: Defined Services Tab
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Configuration x|

Dial parameter and modem device |
Send optiohs I [efined zervices Diagnastics

— Diagnostics settings
'ou may enable logaing of the communication process if pou
experience any problems sending a message after the

zoftware haz successziully establizhed a connection to the
camier. All gent and received data are wiitten to a log file.

[T white communication log fils (zetting is for the curment session only)

Open log file... |

(1] 4 I Cancel Apply Help

Figure A.8. TAP Configuration: Diagnostics Tab

4. On the Diagnostics tab, shown in Figure A.8, diagnostic support is available
through the TAP dialog. The Write communication log file check box
should not be used.

A.3.1 Setting up a New TAP Service

The standard Multimedia pager installation includes many of preconfigured TAP
services. If your particular service is not listed, you can add it by following a few
simple steps.

1. Launch the TAP configuration (as described above), and select the Defined
Services tab, shown in Figure A.7.

2. If your service is not listed, click the New button.

On the General tab, shown in Figure A.9, configure the following
parameters:

e Enter a name for the new service.

o Select Message transmission based on data connections.
e Set the Protocol type field to TAP.

e Pick a character set.

Click the Next button to continue.
ICONICS
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General x|

Fleaze, enter a name for the new service here and select
the protocol the according SMS or pager carier iz using to ‘%
communicate through a dial-up terminal.

— General

M arne: I

i~ DTMF-bazed meszage transmission

¥ Meszage transmizsion based on data connections

Frotocol type: | 1ap j

" Standard &5C1 charset " GSM charset

¢ Back I M et > I Cancel Help

Figure A.9. Configuring a New TAP Service: General Tab

4. On the Additional tab, shown in Figure A.10, configure the following
parameters:

e Number for dial-up terminal: Enter the service modem number. This is
the phone number your modem will call to connect to the pager service
provider. Your service provider will need to inform you of this number,
which must be in TAP format. For the United States, the format is
+1 (800) 2345678. The international format is +44 (215) 2345678.

¢ Maximum message length: Choose the maximum number of
characters to display per message.

o Password: Not necessary

e Calling zone: Not necessary

o Number of messages the carrier accepts at once: 1
Click the Next button to continue.

Note: Find out (or simply test) whether your paging service can accept more
than one message at a time. Quite often services do. Entering a number
greater than one may result in fewer modem dial-outs when multiple paging
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x

Pleaze, enter additional information far the zervice here, The dial-up %

number iz required.

— Parameters
MHurmnber for dial-up terminal |+‘I [200) 2355614
b ax. mezzage length |4|:|

Paszword if any I

Calling zone or prefis if any I

Murmber of messages the camier |-|
accepts at once

¢ Back I M et > I Cancel Help

Figure A.10. Configuring a New TAP Service: Additional Tab

messages are queued up. In other words, if five messages have to be sent out
over the modem, and this parameter is set to 1, it must dial out five separate
times, once for each pager message. However, if this parameter is set to 5 and
the paging service permits this, then only one dial-out session takes place, and
all five messages are efficiently sent in that one phone call.

5. On the Type tab, shown in Figure A.11, configure the following parameters:

e Select the Type appropriate to the pager. Generally this is
Alphanumeric.

e UCP operation type: This is not applicable.
e Check the Breakup larger messages automatically check box.

e Maximum word wrap for breakup: Generally, choose a number that
evenly divides into the number chosen for the maximum message length
(in the Additional tab shown in Figure A.10).

Click the Next button to continue.
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x|

Please. select the service bype here. |f you are uzing UCP you can %

enter an operation type (default is 07). Curently 01, 30 and 51 are
zupported.

— Type
% Alphanumeric £~ Mumeric: = Tone

LICP operation ype I vl

[~ Enable deferred delivery [UCP anly]
[ Dial pager nurmber additionally

[v¥ Breakup larger messages automatically

|1 il M ax, word wrap for breakup

< Back I Mewt » I Cancel Help

Figure A.11. Configuring a New TAP Service: Type Tab

Country code |

e.q. from UK, to Hongkaong. Therefore these carriers waork with
country codes. You can select a default country code Far your SMS
zervice here. Pager carrier do not need country codes.

SMS zervices support meszage delivery to intermational carriers, %

Country code

[ Country code required

I j [ Add leading zeros

¢ Back I Mext » I Cancel Help

Figure A.12. Configuring a New TAP Service: Country Code Tab
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6. Inthe Country Code tab, shown in Figure A.12, enter a country code if
applicable. Click the Next button to continue.

x

Pleaze, enter a modem configuration far the camier's dial-up terminal
here. Mozt carriers uze "FET" ar "BM1". You may zelect a different
modem than the default one.

— Modemn configuration

Diata bits I? vI Diata tirmeout in ms [500
Parity IE vI Drelay for DTHF: ||:|

Stop bitz |-| i!

— Uzed modem or ISOM device

Mame: j Drefault

H323 Line

IPCOMF LIMNE

LFT

WAN Miniport [L2TP

< Back I Finizh I Cancel Help

Figure A.13. Configuring a New TAP Service: Terminal Tab

7. On the Terminal tab, shown in Figure A.13, select the modem driver from
the drop-down list under the Used modem or ISDN device field.

8. Click the Finish button to complete configuration of the new TAP service.
Your new service is now available in the Defined Services list.

Note: While it is a good idea to configure this dialog, modem configuration is
actually done by using the Configure button on the Device tab (see Figure A.5).

A.4 SMS Configuration

A-12

This section covers the details of creating and/or modifying an SMS pager
service. If you are using TAP, then you can skip this section.

To configure SMS services, select the Message Master GSM/PCS option (see
Figure A.4), and then click the Config... button. The SMS Configuration dialog
box will appear, as shown in Figure A.14. On the Services tab, shown in Figure
A.14, check for your pager service provider. Verify that the service modem phone
number is correct by selecting the service provider and clicking the Properties

ICONICS



AlarmWorX32 Multimedia

Appendix A: Pager Configuration

button. This opens the Service Properties dialog box, shown in Figure A.15.
For information about service properties, please see the "Setting up a New SMS

Service" section below.

Generall Pots  Services I Messagesl

x|

M arne | Pat | SMSC | spliting | =
Al -G5M [A) +436E40501 Optirnized —
Aernal Comms... +18132630025  Optimized
Airtel - GSM [E) +3407133000 Optimized
BellSauth - G... +B421600800 Optirized
Buoygues - ... +336E0003000  Optirmized
Celcom - 35... 4607193300000 Optimized
CellMet - G5... +44802000332  Optimized
Comwig - GS... +46707390001  Optimized
Cornes - 5. +4032004000 Optirnized LI
Add... | Remove | Froperties... I
Default Service: I j
k. | Cancel | Smply | Help

Figure A.14. SMS Configuration: Services Tab

Note: If a message window appears stating: “There is no port specified”, then

you must first add and configure a port to use for SMS paging via the Ports tab.
You should have your SMS equipment connected to your appropriate COM port
before completing the port configuration.

A.4.1 Setting up a New SMS Service

If your SMS service is not listed in the Services tab:

1. Click the Add button, as shown in Figure A.14. This opens the Service
Properties dialog box, shown in Figure A.15.

2. On the General tab, shown in Figure A.15, configure the following

parameters:

¢ Name: Enter the name of the new service to be shown in the list of

GSM/PCS services.

ICONICS
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A-14

Port: Select the port the on which the GSM hardware is located.

Note: If no port is configured, go to the Ports tab on the SMS

Configuration Settings dialog box (see Figure A.14) and click the Add

button to set up a port for GSM use.

SMSC: Enter the service modem number. Include a "+" before the first

number.
Default Country Code: This is not applicable.
Default Prefix: This is not applicable.

Resend Attempts: Enter number of times to resend.

Service Properties

Gerneral | Splittingl Messagingl

Here pou can enter the data for the new zervice. §
M ame: |ce|.:um - GSM [FTH)

Part: I j

SMSLC: |+EEI'I 93900000

Default Cauntrpoode: I j

Drefault Prefis: I

Rezend Attempts: I'I

] I Cancel Epply Help

Figure A.15. SMS Service Properties: General Tab
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Service Properties x|

General  Splitting | Messagingl

Here you can specify the zpliting options for the
FEIVICE,
Splitting: v

Optirnize Spliting: v
E humerate: v

Marowband Sockets: [

(] I Cancel Apply Help

Figure A.16. SMS Service Properties: Splitting Tab

3. On the Splitting tab, shown in Figure A.16, check the Splitting, Optimize
Splitting, and Enumerate check boxes.

4. On the Messaging tab, shown in Figure A.17, enter a string to add before
the message (if this is necessary for your pager service).

Click the OK button. Your new service is now in the services list.

On the General tab of the SMS Configuration dialog box, check both the
Activate Outbox Spooler and the Activate Inbox Spooler check boxes, as
shown in Figure A.18.
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Service Properties ﬁl

Generall Splitting  Messaging |

Here you can zpecify some meszaging options. g

Add before message: ||

IJze for deliven notifizations only: [

Default Option: ID

0k, I Cancel | Spply | Help |

Figure A.17. SMS Service Properties: Messaging Tab

Settings =
General |F'Ults I Sewicesl Messagesl

Here you can change the zethings for the Spoolers.

Activate Outbox Spoaler: v
Activate Inbox Spooler: v
Interval for checking for incoming |2D + seconds
meszages:  minutes

[The greater the interval, the less your spstem haz to work and the faster you
can send mezzages. |

0k I Cancel Apply Help

Figure A.18. SMS Configuration: General Tab
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A.5 Pager Configuration Settings

Once you have properly set up your pager service, you can complete the Pager
Agent configuration by using the following procedure. For more information about
Pager Agent configuration fields, please refer to Chapter 4.

ICONICS

1.

In the tree control in the left pane of the Multimedia Configurator screen,
right-click Pager/SMS/GSM/TAP and select New - Pager Contact from the
pop-up menu.

Enter the Pager Media Name in the configuration field in the right pane.

Enter the Pager Number. This is the phone number of the pager to contact,
and is the same number you would use if you where paging from a touch-
tone phone.

Select a template from the drop-down list.

If you are using a TAP pager, select Use Modem/ISDN Service and choose
the service provider for your pager from the drop-down list. If you are using
an SMS pager, select Use GSM/PCS Service and choose the service
provider for your pager from the drop-down list. For an SMS Pager, also
enter something in the Acknowledge Code field. This is used for “callbacks”,
when the user makes use of two-way paging to acknowledge an alarm
message back into the system.

Note: If a new pager service has been added, click the Update Service List
button to display the service in the drop-down list. If your pager service
provider is not listed, you will need to go back and follow the steps for setting
up pager services.

Click Apply to save the changes.

To test your configuration without having to actually trigger an alarm, click the
TEST button. If you experience problems in getting Multimedia to
successfully send a page, enable the diagnostic dialog and/or log file to see
where within the paging sequence the problem is occurring. If you chose to
enable the diagnostic utilities (see Figure A.3) when configuring your pager
services, the diagnostic dialog boxes will appear. The SMS Diagnostic
dialog box is shown in Figure A.19. If you are using TAP and you chose to
enable the TAP log file (in Figure A.3), you can view the log file by clicking
the Open Log button in the TAP Diagnostic dialog, shown in Figure A.20.
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MM EPager SMS Diagnostic Dialog 5[

Services: I.-'i‘-.erial Commz - GSM [USA]
M urnber: I Cancel |

Meszage: [vikual Test Devicell

Recemned:

Sent;

Statuz

Figure A.19. SMS Diagnostic Dialog Box

x
b odem: I ak. I
Services: I.l'l".TT Wirelesz PCS [US.":".] Cancel |
Humber: I Open Log... |

Meszage: lyitual Test Devicell

Status:

Figure A.20. TAP Diagnostic Dialog Box
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Note: Status updates take place after the dial attempt. This does not affect
single test cases. For multiple pages, the status information will often be one
page behind the current page attempt.

A.6 Using the Multimedia Wizard for Pager Configuration

ICONICS

Perhaps the easiest way to configure the Multimedia software to send out a
message to a pager when an alarm occurs is to use the Multimedia
Configuration Wizard. The following example explains how to create a simple
pager configuration using this wizard.

Note: You may also wish to explore the interactive Multimedia Assistant
tutorial, which walks you through, using an animated talking teacher, the steps
for creating alarm configurations. Choose Multimedia Assistant from the Help
menu.

Note: If your paging service was not available in the list at installation time, or
you did not choose a service, define a paging service now. Refer to Section A.2
for details on how to define a service. This must be done before starting the
wizard. Refer to Chapter 2 for details about alarm configurations.

To start the Multimedia Configuration Wizard, click the button on the toolbar that
looks like a magic wand starts, as shown in Figure A.21. (The wizard is also
accessible from the Tools menu).

Figure A.21. Launching the Multimedia Configuration Wizard

The wizard will walk you through the following steps:

Step 1

The first step is to give this configuration a name, which will then appear in the
left-hand tree control under Alarm Configurations once the wizard is complete.
Each configuration can contain multiple action sets (described later) performing
different types of multimedia notification (e.g., paging, voice, email, etc.), but is
tied to just one OPC Alarm and Event Subscription (described in the next step).
So, if you only have one alarm server, you will typically only need one
configuration. Enter a name for identifying this multimedia configuration ("HVAC
Alarms" in this example), as shown in Figure A.22. Click Next to continue to
Step 2.
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Multimedia Configuration Wizard - Step 1 |

Wwelcome to the Multimedia Configuration ‘izard |

The Multimedia Configuration ‘#fizard will create new
kultimedia Alarm Configuration or modify the exizting one.

Jarm | npts

E] Alarm Filters Fleaze specity the name of Multimedia Configuration.

L @] OPC Subscri [Type a new name or select existing configuration]

= Alarm Configurati

| B3 Defaul [HVAC Alams =]
| e Multimadia

< Black I Mext » I Cancel Help

Fig. A.22. Naming the Alarm Configuration
Step 2

Step 2 specifies where alarms will come from. For ICONICS installations, this
will typically be the ICONICS Alarm OPC Server, or possibly the ICONICS
Modbus OPC Server Version 3.05.

Basically the Multimedia Server subscribes to the OPC Alarm and Event server
and receives all alarms made available by that server. The Multimedia Server
will then use the alarm filters to select subsets of these alarms to determine the
messages for which paging messages will be sent.

This is the same “subscription process” as is used for the Alarm Viewer ActiveX
control to view the list of active alarms. For further details about subscriptions,
please review the AlarmWorX32 documentation that came with your GENESIS32
software. Also refer to Chapter 2, or see the Alarm Subscription section later
on in this appendix.
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For this example, we will simply select the ICONICS Alarm OPC Server
subscription already created in the database installed from the CD. Select Use
Existing OPC Subscription and choose the appropriate one from the drop
down list, as shown in Figure A.23. Then click Next to skip to Step 4.

Multimedia Configuration Wizard: Step 2 : Subscription il

In order to receive alarms and events, the Multimedia
Blarm Configuration must be subszcribed to one or more
Alarmn & Event OPC Servers.

Select an OPC Subzcription to uze with thiz configuration;

" Create Mew OPC Subzcription

* Usze Existing OPC Subscription:

[ICONICS Alarm OPC Server =l

< Back I M et > I Cancel Help

Figure A.23. Creating a Subscription Set

Step 3

Step 3 is shown only if you elected to create a new OPC alarm subscription in
Step 2. Since you chose an existing alarm subscription, this portion of the wizard
is skipped. For details on creating a subscription outside the wizard, please refer
to Chapter 2, or see the "Alarm Subscriptions" section later in this appendix.
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Step 4

In Step 4, the wizard helps create what is known as an alarm Action Set. This is
a set of actions that the Multimedia Server will take whenever an alarm from that
subscription occurs. For example, one action set could not only page the
security guard, but it could also send an e-mail message to the technician on
duty, announce the message over a P.A. system, and fax the alarm to a remote
center. Here we will simply set up one entry for paging.

Note: For more information about action sets, please refer to Chapter 2.

First, give this action set a name ("SendPage" in the example below). This name
will appear in the tree under the alarm configuration once the wizard is complete.

Multimedia Configuration Wizard: Step 4 - Add Action & El

The Multimedia Canfiguration ‘fizard will create new Action Set
fior current Alarm Configuration.

Action Set iz an ordered sequence of Multimedia Actions that will
be initiated when the subscribed OPC Alarm arrives.

1. What will be the name af vaur new Action Set?
[Mate: thiz name will be uzed az an identifier of thiz Action Set
within current Alarm Configuration]

IS endFage

2. Select Stop Condition(z] For thiz Action Set;
[ Stop Actions when Alam iz acknowledged

¥ Stop Actions when values retum to nomal
[ Stop on both Acknowledgement AN retum to nomal
[ Stop Actions on message delivery confimation

3. Do vou want to enable the Action Loop’?

[ “Yes, resume Mulimedia Actions from the top of the list
after the last Multimedia Action was played

< Back I MHext > I Cancel Help

Figure A.24. Defining Action Set Parameters
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Second, select what type of event will stop this action set from continuing through
the list. For action sets with multiple notification options configured (as
mentioned above) the progression through those actions will be interrupted by
the stop condition, and the remainder of the actions will not be executed. For
example, you could have the Multimedia Server stop sending messages once
someone acknowledges the alarm, or perhaps when the alarm returns to normal.
Simply check the appropriate box(es), as shown in Figure A.24.

Although there is also a third possible step shown for repeating the action set via
the loop feature (e.g., keep paging someone every 20 minutes until the alarm
returns to normal), this option will not be enabled for this action set.

Click Next to continue to Step 5.

Step 5

The wizard then permits you to add an Alarm Filter for this action set. While
your OPC subscription may be receiving “ALL” the alarms generated by the OPC
server, it is often necessary to specify which subset of those alarms will result in
a message being sent to a pager. That’s where an alarm filter is used. For
example, you could set it up such that only HI ALARMS will send a pager
message. Another filter might specify that only high priority alarms will initiate the
sending of a pager message.

Please refer to Chapter 2 for details about configuring alarm filters for
Multimedia, or see the Alarm Filters section later in this appendix for more
information on creating your own filters. For complete details on the use of alarm
filters and how to construct them with the various OPC Alarm and Events
servers, please consult the AlarmWorX32 documentation.

In this step of the wizard, you can either choose to create a brand new alarm
filter, select an existing one, or forgo using any filter. For this example, select
one of the default filters installed automatically from the CD. So, select the
second option | want to use existing Alarm Filter, as shown in Figure A.25.

Then, select from the drop-down list the filter labeled Radiation Level.

Click Next to jump to Step 7. (Step 6, for creating new filters, is skipped).
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Multimedia Configuration Wizard: Step 5 : Add Filter to Actio El

Thiz &ction Set can uze Alarm Filker to confine a subset of
subzcribed OPC Alarms. Only Alarmz belanging ta this subszet
will initiate Multimedia &ctions zelected in curent Action Set.

How do pou want o use Alarm Filtering?

™ | want to create new Alam Filter and use it an
curment Action Set

% | want to use existing &lam Filer:

™ Do ot use Alam Filter. 2l subscribed OPC Alams
will initiate Multimedia &ctions in thiz Action S et

¢ Back I M et > I Cancel Help

Figure A.25. Choosing an Alarm Filter for the Action Set

Step 6

Step 6 is for configuring a new alarm filter, and is skipped in this example
because an existing filter was selected in Step 5. Refer to Chapter 2, or see the
Alarm Filters section later in this appendix for more information on creating your
own alarm filters for use within Multimedia.

Step 7

Each action set can actually execute multiple multimedia notification methods.
For example, when an alarm occurs you can configure Multimedia to first
announce the alarm over the local P.A. speaker system, and then send out an
alphanumeric pager message, then send out an e-mail message to five people,
and then send a fax to a remote site — all triggered by the same alarm.
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Note: Only those multimedia agents selected during the installation process will
work.

The wizard walks through setting up each action within the action set. For
purposes of this example, we will only define one action within this action set:
that of sending out a message to a pager.

Make sure Sending pager message is selected in Step 7, as shown in Figure
A.26. Then, click Next to continue on to the next step.

Multimedia Configuration Wizard: Step 7 : Add Action Eo |

The Multimedia Canfiguration *fizard will add Multimedia
Action #1 o Action Set 'SendPage’

What Action will it be?
( [Comezponding Mulimedia Agent will be configured)

Sending e-mail

Flaying zound [ .wav file ar synthesized speech]
Scroling marques

Sending pager meszage

Sending Alarm over the phone line

Sending Fax

Sending Alarm via MS Inztant Meszzaging

o e e Nie Nio N N N

Playing zound on P4, system
" Window Poplp
= Playing videno / dizplaying snapshot

< Back I Mexst » I Cancel Help

Figure A.26. Selecting Paging Action

ICONICS A-25



Appendix A: Pager Configuration AlarmWorX32 Multimedia

Step 8

Step 8 of the wizard lets you choose to either use an existing Pager Agent
definition or to create a new one. A Pager Agent defines to whom the message
should be sent (e.g., the security guard’s pager number), and identifies the
paging service protocol to use (e.g., PageNet service).

For this example, we will walk through creating a new Pager Agent, so select
Yes, create new Pager/SMS/GSM/TAP Agent configuration, as shown in
Figure A.27.

Then click the Next button to continue to Step 9.

ultimedia Configuration Wizard: Step 8 : Configuring Multimec x|

Fultimedia Action #1 of Action Set 'SendPage’

The Multimedia Configuration *fizard will configure the
Multimedia Agent

Do you want to create new PagernSMSAGSMATAR Agent
configuration’?

¥ Yes create new Pager/SMS5/G5M/TAR Agent
configuration

£ Mo, uze exizting Pager/ShS/G5M/TAP Agent
configuratior;

Technician's Alphapager j

¢ Back I Mext = I Cancel Help

Figure A.27. Creating a New Pager Agent
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ICONICS

Step 9
Step 9 of the wizard defines the Pager Agent settings.

First, enter a name to identify the pager recipient. This name will be used to
identify this Pager Agent in the left-hand tree control under the Paging section
once the wizard is complete.

Next, select whether the pager message will be sent via GSM/PCS (for SMS type
paging, popular in Europe and other areas around the world) or Modem/ISDN
(for TAP paging, popular in the US and around the world).

Select which paging service should be used from the drop-down list, as shown in
Figure A.28. Note: If your paging service is not listed here, select one of the
services provided anyway for now. Refer to Section A.2 for information about
how to add new paging services to the Multimedia configuration.

Finally, enter the Pager ID number associated with this person. This may or may
not be the same ID that you would normally use when dialing a numeric beeper
from a phone. Some paging services assign a different personal identification
number (PIN) to pagers for use when alphanumeric messages are being sent via
software (such as Multimedia) rather than just simple touch-tone keys on the
phone. Contact your paging service provider for details.

Note: Please refer to Chapter 4 for details about Pager Agent configuration
settings.

Click Next to continue to Step 10.
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Multimedia Configuration Wizard: Step 9 : Pager Agent Settings X

The Multimedia Configuration ‘wfizard will configure the
zeftings for Pager Mulimedia Agent

Wwhat will be the name of new Pager Agent settings?
[HVAL Technician

YWhich node the Pager Agent will be rinhing on?
[Mate: if left blank, curent node name will be azzumed]

| o

YWhat protocol should be used?
(' GSMAPCS:  |Voicesteam - GSM [USA) v

 Modem/SDN: | |
T o whom the pager meszage should be zent?
Pager Mumber: |3255?92

Wwhat will be the Aknowledge Code? [can be uzed to
aknowledge alarm]

< Back I Memt » I Cancel Help

Figure A.28. Filling out the Pager Information

Step 10

A Media Template defined within Multimedia determines the actual message
that gets sent to configured pagers. You can select whether the message
includes the timestamp of the alarm, the tag name that generated the message,
the actual alarm message itself, and many other parameters. Multimedia already
comes with a template created for sending alphanumeric pager messages.

A-28
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Multimedia Configuration Wizard - Step 10 : Multimed

Alarm [nputz
[F] Alarmn Filters
(3] OPC Subsci
[=-[=2] Alarm Configurati
[+ 3% Diefault

=== Mulimedia &

|

The alarm meszzage. generated by the
Pager'SMS/GSMATAP Mulimedia &gent, iz bazed on
b ultimedia Template.

The Multimedia Template defines a farmat, layout and
gpecific compaonents of Multimedia Alarm Meszage.

Pleaze zelect a Media Template far the
Pager/SMS5/G5MATAP Agent Meszage

| want to create new Media Template

% | want ko use existing Media Template:

Default Pager j

Default nstant Meszenger -

Default b argues
Default Pop-up k 7

¢ Back I Mewt = I Cancel Help

Figure A.29. Using the Alarms Template to Define the Message

For this example, simply select the option | want to use existing Media
Template. Then, make sure the Default Pager template is selected from the
drop-down list, as shown in Figure A.29.

Click Next to continue to Step 12.

Step 11

Step 11 (defining the media template) is skipped in this example, since an
existing template was selected in Step 10 above. Please refer to Chapter 5 for
information about creating new media templates.
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Step 12

Step 12 of the wizard permits you to define additional actions to be taken within
this action set. As noted earlier, this can be used to have Multimedia also
announce the same alarm message over a speaker, send e-mail messages, and
more.

For purposes of this example, select No, | don’t want to add any more Actions
to Action Set ‘SendPage,’ as shown in Figure A.30.

Click Next to continue to Step 13.

Multimedia Configuration Yizard - Step 12 : Finalizing El

The Multimedia Configuration *izard collected all information
it needs to configure the Multimedia Action #1 of Action Set
‘SendFage’

Do wou want bo add more Multimedia Actions to
I Achion Set 'SendFage'?

Jarm Inputz f» Mo, | don't want to add any more Actions to
LE] Alarm Filters Action Set 'SendFage’

=] OPC S!Jbs':ri ¢ ez, | want to add more Actions ta Action Set
Alarm Configurati 'SendPage’

-2 Default
= J= Mulimedia A

¢ Back I MHext = I Cancel Help

Figure A.30. Finalizing the Action Set
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Step 13

The action set is now complete. The wizard now permits you to add additional
action sets with different notification methods and recipients to be defined. For
purposes of this example, select No, | don’t want to add any more Action
Sets, as shown in Figure A.31.

Click Next to continue to Step 14.

Multimmedia Configuration Yizard - Step 13 : Finalizing & El

T he Multimedia Configuration *izard collected all information
it needs to configure the Mulimedia Action Set 'SendPage’ of
tultimedia Configuration ‘HWALL Alarms'

Do you want bo add more Multimedia Action Sets to
kultimedia Configuration 'HWAL Alarms'?

f+ Mo, | don't want to add ang more Action Sets

/@] OPC Subscri
[=-[=#] Alarm Configurati
-9 Default

=== M ualbirnedia &

" Yes, | want to add more Action Sets

< Back I M et > I Cancel Help

Figure A.31. Finalizing the Action Sets

Congratulations! The wizard is now complete. Click Finish to save the changes
to your configuration, as shown in Figure A.32.
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Multimedia Configuration Wizard: The End x|

The Multimedia Configuration *izard is ready to build new
Multimedia Alarm Configuration.

Fresz 'Finizh' button to complete the task.

< Back I Finizh I Cancel Help

Figure A.32. Finished With the Wizard

A.6.1 Viewing the New Alarm Configuration

A-32

The configuration information is automatically saved to the .mdb database file
(Microsoft Access database file). Expanding the Alarm Configurations folder in
the left-hand tree control of the Configurator shows the newly added HVAC
Alarms configuration, as shown in Figure A.33. Expanding that shows the
SendPage action set just created using the wizard. Clicking on the SendPage
item will show its details on the right-hand side of the window, as shown in Figure
A.33.

In this action set, only one action is shown in the action set table: that of sending
a message using the Default Pager media template to the HVAC Technician.
And it only will do this for “Radiation Level” alarms.
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2

E Alarm Inputs
S

: Alarm Configurations —Q— Action Set Mame ISendF’age
E‘}@ Default TN
A HYAC Alarm g st
Radiation Level | ..
SendPage Filter ta uze I adiation Level J_I
+ 28 Mulkimedia Agents | [ Enable this Action Set
EI-- Media Templates -
ﬁ System Objects Alarm Actions:
[ .a Nodes Action Destination Media Template Delay. min | Ignore Scheduls Action Attributes
| p (HVAL Technician e Use Sgent zetting 0.0167 @
*
— Stop Actions Condition Actionz Loop
[~ Acknowledgement Received ' Don't Loop at &l —MDVE Up
¥ Walues Retuned To Momal " Infinite Loop Move Dawn
[~ Return To Hormal AND Acknowledgement " Fepeat |1 _l: timels]
[~ Receipt Confirnation
Apply I Heset Mew
al I wl

Figure A.33. Action Set Configuration Information

To view details on the configuration of the pager recipient configured in the
wizard, expand the Multimedia Agents folder in the tree control, and then
expand the Pager/SMS/GSM/TAP tree. Click on the HVAC Technician item, as
shown in Figure A.34. lts details are then shown on the right-hand side of the
display. Here you can see the paging number defined during the wizard, as well
as the paging service selected.
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I E A

ERyR2eRN B0 8 7200

E Alarm Inputs
: Alarm Configurations Q MMPager V.7.00.117.00
432 Default
[=-4F HWAC Alarms . = :
Lol sendprage Pager Media Mamne | [REIOSNEN s
- [55) Multimedia Agents
59 E-mail Scheduling [ <NONE> =]
@ Sound § Text To Spee Puager Number |3255?92 Please note: _
-- Marguee |Jze the 'General Setting' button_ o the
|_:_| Paget/SMSIGSMTAR Acknowledge I Genpral Sqthngs zoreen bo configure pager
{8 HvAC Technician Code services, diak-out nurmbers, modern
heician's Aloh properties, port settings, etc.
""" Q Technician's Alpha UzeTemplate IDefault Pager j Ta view the General Settings screen zelect
t#l-{i Telephony the Pager/SMS /GSM/TAF folder on the tree
[ Fax Description ﬂ contral on the left [make sure the 'Dialog
- i e toolbar button 1= pressed n).
[+ M3 Instant Messaging LI Wiew' toolbar b i d in).
----- LY
E EF;IDUF' & Usze GSM/PCS Service: IVoicestleam -GSM [USA) j Update Service List
.. idaa —_—
[4-{@ Media Templates = Use Modem/ISDN Service: I j M
1‘&; Systemn Objects
Modes Pricrity [0 is highest] |0 = Fiety 0 == timels) TEST |
Delay between i =
attempts =1 80
Lpply I Feset Add Mew Pager Media [tem |
4 | 1 [ 2]
Ready I 4

Figure A.34. Pager Configuration Information

The TEST button, shown in Figure A.34, can be used to verify that the paging
service, modem, pager number, and other such parameters are correct before
attempting to trigger pager messages based on actual alarms. It helps separate
issues of alarm subscription versus pager setup when troubleshooting a system
for the first time.

Other advanced options are available within Multimedia, including scheduling
and roles. For example, you can assign a complex schedule (complete with
vacation time, recurring patterns, excluded periods, etc) and have an action set
use that schedule when determining whether someone should be notified. If you
do assign a schedule to an agent, make sure the Ignore Schedule checkbox is
NOT checked in the action set table. For details about configuring schedules and
roles, please refer to Chapter 6.
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A.6.2 Starting the Multimedia Server

To make the Multimedia Server use the setup information entered in the
Configurator, the Server must be placed into “runtime” mode. To start/stop the
server, click the stoplight button on the toolbar, as shown in Figure A.35 and
Figure A.36, (or choose Start Multimedia Server from the Action menu).

Figure A.35. Multimedia Server Toolbar Button — Server Stopped

&

Figure A.36. Multimedia Server Toolbar Button — Server Running

The Multimedia Configurator also offers a Monitor View for observing the
triggering of multimedia actions by the Multimedia Server. To turn this on, either
click on the Monitor button (looks like eye glasses) on the toolbar, or select
Monitor View from the View menu.

A.7 Alarm Filters

As discussed in Step 5 of the Multimedia Configuration Wizard, the Multimedia
Server receives all alarms subscribed to, and it uses alarm filters to narrow down
the list to specify which subset of alarms will be used to initiate a multimedia
action. For example, one filter could specify that only HI ALARMS will send a
page, while another filter might specify that only high priority alarms will initiate
the sending of a page.

Note: For details about creating alarm filters and expressions, please refer to
Chapter 2.

A.7.1 Creating a New Filter

This section walks through how to add a new filter to your Multimedia
configuration.

1. Expand the Alarm Inputs folder in the left-hand tree control of the
Multimedia Configurator, and then expand the Alarm Filters folder. This
shows all of the filters already defined in your system, as shown in Figure
A.37.
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P e L o e e I L - R S I = ETE T I =

=-{@a] Alarm Inputs
-- OPC Subscriptions

=1-{E] Alarm Filkers & Filer —
..... % Beltl Speech Y Mame: IF!au:Ilahu:un Levwvel
..... ? EEIHTWEN Filter String:
----- % CoreTemp : _ .
_____ 2 New alarm Filber w= likel{{S ource}t 3" MM=R adiationLevel"$.0] ;I Edit... |

R adiation Lewvel
----- % Security Breach
----- % Surface Temp
----- % Tank Overflow
[-{58] Alarm Configurations
[EI--@ Syskem Objecks

[EI-- MNodes

Apply I Eesst Add Mew |

Figure A.37. Alarm Filters in the Multimedia Configurator

2. Right-click the Alarm Filters folder and select New - Alarm Filter from the
pop-up menu (or select from the Edit menu). A new filter is inserted into the
list.

3. Enter a name that adequately describes the alarm filter being created. For
this example, we will set up an alarm filter that will trigger our Send Page

action set only when an alarm with a Priority (Severity) greater than or equal
to 500 occurs. So enter as the name: Just Priorities (Severities) >= 500.

4. Click the Edit button. The Filter Wizard dialog box appears. Click the
Advanced button to open the Expression Editor, shown in Figure A.38.
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Il Edit Expression

n

=101 %]

E spression: j -
Al
w
Arithretic I Fielational | Logical |
Bitwize I Functions | Taogz |
Filker ‘Wizard...
(] I Cancel |

Global Alias Browser. .. !

Language flias Browset, ..,

Figure A.38. Alarm Filter Expression Editor and Filter Wizard Selection

5. Click the Tags button, and then select Advanced from the pop-up menu, as
shown in Figure A.38. This shows a listing of all possible alarm attributes for

use in your filter.

6. Select Severity from the Alarm Tag window, as shown in Figure A.39, and
then click OK. Note that the filter wizard then inserts into the Expression
Editor workspace the necessary filter “code” of: {{Severity}}

Alarm Tag

Tag Mame;

[ Sting Compare:

Tirme
Ok | 4 eEzage _

Change tazk
Mew State
Source

Event Type

Bibwize |

Event Categar

0k, | Condition M ame
— SubCondition M arme

Cluality
Ack Required
Active Time

,

Figure A.39. Alarm Attributes for Use in Filters
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7. To finish the filter, click on the Relational button and choose >= Greater
Than or Equal. Next, type in 500.

Note: You did not necessarily have to click on all the buttons. You could
have simply typed in the expression: {{Severity}} >= 500 directly in the text
field. However, using the buttons helps make sure the syntax is correct.

8. Click OK to complete this filter. (Note: The expression editor will add an “x= *

in front of

the expression to complete it for you). Your final alarm filter should

appear as shown in Figure A.40.

9. Finally, click the Apply button to save this filter. It then gets placed
alphabetically in the tree control, as shown in Figure A.40. It may now be
used in the action set to limit which alarms will trigger the action(s).

[=)-{@4] Alarm Inputs

B-{8] OPC Subscriptions
E-{(E] Alarm Fikers

----- % Beltl Speech
----- % Beltl wav

----- = CareTemp

----- T Mew Alarm Filker
----- % Radiation Level
----- % Security Breach
----- % Surface Temp
----- & Tank Overflow
-9 alarm Configurations
[]--q‘ Systemn Objects

(@ Nodes

Just Priorities {{SeveritylH

a%e .
~g Filter — ; -
Y Name: IJust Priorities {5 everity}} »= 500

Filter String:

w= {{Severity}} »= 500 ;I Edit... |

Apply I Feset Add Mew |

Figure A.40. Completed Alarm Filter

A.7.2 Using Alarm Filters

If you have a lot of alarm filters to create and use, you may elect to create them
en-mass by first exporting an existing one (as a “template”) by selecting Export

A-38

CSV from the

File menu. You can then use a spreadsheet, word processor, or

other tool to replicate and create more filters. Then simply re-import those filters
into Multimedia.

If desired, you can remove all other references in the CSV file, and only work on
the #MMX_Filter section. That way when you import that CSV file, only those
filters are brought into your system.

The filters can then be applied to each action set defined in your Multimedia

configuration.
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A.8 Alarm Subscriptions

As mentioned earlier, the Multimedia Server subscribes to other alarm systems
for current status information. Unless you are creating multiple subscriptions for
many sites, or are networked to the machine running the OPC Alarm and Event
server, the default subscriptions that were installed with Multimedia from CD
should suffice.

However, if you need to create your own subscription to an alarm server, this
section will walk you through the basics within the context of the Multimedia
System. For complete details, you must consult the documentation that came
with your alarming system. Also refer to Chapter 2 for more information about
creating subscriptions.

1. Expand the Alarm Inputs icon in the left-hand tree control of the Multimedia
Configurator, and then expand the OPC Subscriptions folder. This shows all
of the alarm subscriptions already defined in your system.

I B I e A L = e = N I e o = R 2 T .~
El &larm Inputs Mame 7 | Filter String

[+-{E] ialarm Filters:

a2 5

OPC Subscriokion roerh$'M

@ Alarm Configuration Flename emp w= et d4S0urcelh, 6"
ﬁ System Objects il - )

__ Nodes 3] ] riatities,., x= {{Sewerity}} == 50

= — Wlarm Filker

e bion Level  x= {{Severity}} == 50

Ut jty Breach  x=lke({{Sourcel},$"M

oy re Temp x= like({{Source}t, "M

Paste Dverflow x= like({{Source}}h, "M

Figure A.42. Inserting a New Alarm Subscription

2. Right-click the OPC Subscriptions folder and select New - OPC
Subscription from the pop-up menu, as shown in Figure A.42 (or, select
from the Edit menu). A new subscription is inserted into the list.

3. Inthe Subscription Name field, enter a name to identify the types of alarms
coming from this alarm subscription (e.g., “All Alarms from Buildings 2 & 3”).
This name will be used when you assign a subscription to an alarm
configuration.

4. Click on the Subscribe/Edit button. This opens a Subscription Properties
window for defining the alarm subscription, as shown in Figure A.43.
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Subscription Properties il

Subszcription I

Sirulation Alarms

1| | i
add | Edi. | Delete | Rename |

] 4 | Cancel | Apply | Help |

Figure A.43. Adding a New Subscription

5. Each alarm subscription can actually contain links to multiple OPC Alarm and
Event servers (e.g., you may need to link into both the ICONICS Alarm and
Event Server as well as the Modbus Server in order to get all alarms in your
system).

6. To add a link, click the Add button. Give the new entry a name. (This name
will not appear or be used anywhere else; it is just a way of identifying this
OPC Alarm and Event Server link).

7. Click the Edit button. Another pop-up window appears, allowing you to
define the specific OPC Alarm and Event subscription.

8. Click the Browse button and navigate to the appropriate OPC Alarm and
Event server typically found in the “My Computer / Alarm & Event” path
(unless you want to connect to a server on another PC on your network).
Highlight the desired Alarm and Event server, as shown in Figure A.44.
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>R E B8] &8 K| R -

I TCOMICS, Simulator OPCAE, 1

OPC AE |
o _& My Compuker Mare |
"-_f Mebwork Neighborb ‘.7‘\ GenEvent.1
-4 Internet P 1CoMICS, AlarmServer. 1

i i
[+ Favorites

oK I Cancel |

Figure A.44. Selecting an Alarm and Event Server

9. The selected server will now appear in the Event Server field of the Event
Subscription dialog box, as shown in Figure A_45.

Event Subscription - Simulation Alarms x|

Server | Types I Eategnriesl Breas | Snurcesl .ﬁ.ttributesl

Mode: I

Event Server: ISimuIatu:ur OPC-AE Semver

(] Cancel Help

Figure A.45. Defining the Alarm and Event Subscription
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While for this example it is not necessary to modify any of the details in any of
the other tabs shown in this dialog box (hence all alarms will be delivered to
Multimedia for notification), we will quickly go over two example settings that may
prove useful.

10. First, click on the Categories tab. If no categories appear in the right-hand
Subscribed list, then “all” categories are used. However, adding Digital to
the list tells the OPC Alarm and Events server to deliver only those alarm
messages to Multimedia. This is a “first-pass” filter on the server side. With
this setup, none of the Analog Limit alarms will be sent to the Multimedia
Server, freeing up the communication traffic. Again, do this only if you just
want digital alarms (otherwise leave this blank to subscribe to “all” alarms).

Event Subscription - Simulation Alarms 2=

Sewerl Typez Categories |.ﬁ.reas I Su:uuru:esl .-'f-.ttril:uutesl

Ayailable: Subzcrbed:
Drigital Drigital
Lirnit

<- Eemwel

] 4 Cancel Help

Figure A.46. Alarm Server Categories

11. Click on the Attributes tab, shown in Figure A.47. Here you can tell the
OPC Alarm and Events Server to send additional information about each
alarm. For example, in Figure 4.47 the ACK COMMENT field has been
added as Attribute 1. This will permit any comments the operator added
during the alarm acknowledgement process to also be available to your
multimedia templates for the notification messages to be sent out.

Note: You must do this for each event category you are subscribed to in
order for it to be available for each alarm type.

12. Click OK in the Event Subscription dialog box.
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Figure A.47. Additional Attributes for Alarm Server

13. Click OK in the Subscription Properties dialog box to return to the
Configurator screen.

14. Click Apply to save your changes to the database.

Note: To learn more about the additional subscription details found on the
Types, Categories, Areas, Sources and Attributes tabs, please refer to
Chapter 2, or consult the Alarm OPC Server's documentation.

A.9 Acknowledging Alarms Using Pagers

ICONICS

The Pager Agent configuration AlarmWorX32 Multimedia enables you to
acknowledge alarms sent by the Multimedia Server and received via a two-way
pager. To enable alarm acknowledgement via pager:

1. Go to Alarm Configurations > Multimedia Agents > Pager/SMS/GSM/TAP
in the Multimedia Configurator tree control, and then click the General
Settings button, as shown in Figure A.47.
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Figure A.47. Setting Up Pager Services

2. This opens the Pager Configuration dialog box, as shown in Figure A.48.
Check the Enable TAP Acknowledge check box and/or the Enable SMS
Acknowledge check box.

MMXPAGER TAP/SMS

]
kodem Configuratian. . | -

— Pager Caonfiguration;
™ Enable TAP Lag File

[ Enable TAP Dialog
[~ Enable TAP Acknowledge
[ Enable 55 Dislog
[ Enable 5M5 écknowledge

Figure A.48. TAP/SMS Diagnostic Utilities

There three different methods for acknowledging alarms using a paging service,
as described in the sections below:

e Alarm Acknowledgement Using an SMS Pager
o Alarm Acknowledgement Using TAP Pager Direct Reply to E-mail
e Alarm Acknowledgement by Direct E-mail to TAP Pager
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A.9.1 Alarm Acknowledgement Using an SMS Pager

With SMS paging, when the AlarmWorX32 Multimedia Server generates an
alarm:

1. The Pager Agent sends the alarm message to the pager via the SMS paging
service, which is specified in the Use GSM/PCS Service section of the
Pager Agent configuration, as shown in Figure A.49. Each alarm message
includes one or more Global Unique Identifiers, or GUIDs. A GUID is a string
of characters surrounded by the symbols ??. The GUID syntax is:

??string??
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al ol ol
Figure A.49. SMS Pager Agent Configuration

2. For example, if the SMS paging service receives the following message from
the Pager Agent:

Fic101 High ??1??
the SMS paging service stores the following GUID
?2?71??

which is then displayed on the alarm recipient's pager.

3. The alarm recipient acknowledges the alarm on the pager by replying to the
alarm message. In the reply, the Acknowledge Code, or PIN, must be
appended to the GUID using the following syntax:
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??ack code??
Thus, in this example, the reply could be:

??123457?? ??177?

where 12345 is the Acknowledge Code. The Acknowledge Code is specified
in the Pager Agent configuration, as shown in Figure A.49.

The SMS paging service relays the Acknowledge Code and the GUID back
to the Pager Agent, which tells the Multimedia Server that the alarm has
been acknowledged.

A.9.2 Alarm Acknowledgement Using TAP Pager Direct Reply to E-mail

Alarm acknowledgement using a TAP paging service is different from
acknowledgement using an SMS service in that the TAP service uses the E-mail
Agent to receive acknowledgement from pagers. The following method can be
used to acknowledge alarms by replying directly to e-mail received on your TAP
pager:

1.

You must first create a standard E-mail Agent configuration in the
AlarmWorX32 Multimedia Configurator and specify an Acknowledge Code
(e.g. 12345), as shown in Figure A.50. Specify the recipient's e-mail address
in the Send To field.

Note: The Send to Alpha-Numeric/Two-Way Pager E-mail check box does
not affect the pager acknowledgement for the direct reply to e-mail method.
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Figure A.50. TAP E-mail Agent Configuration
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2. When the AlarmWorX32 Multimedia Server generates an alarm, the E-mail
Agent sends the e-mail message to the two-way pager via the TAP paging
service, which is specified in the Use Modem/ISDN Service section of the
Pager Agent configuration, as shown in Figure A.51. (Notice that when a
TAP service is selected, the Acknowledge Code field is disabled in the
Pager Agent configuration because the TAP service uses the Acknowledge
Code from the E-mail Agent configuration instead.) Each alarm message
includes one or more Global Unique Identifiers, or GUIDs. A GUID is a string
of characters surrounded by the symbols %%. The GUID syntax is:

%%string%%
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Figure A.51. TAP Pager Agent Configuration

3. For example, if the TAP paging service receives the following message from
the E-mail Agent:

Fic101 High %%D335C45E-EA10-4fca-A56A-8DDF4AEAEBEAB%%
%%A602CDC4-2469-40c5-A2A6-34959B8F43A0%%

the TAP paging service stores the following GUID:

%%D335C45E-EA10-4fca-A56 A-8DDFAEAEBEAB%% %%A602CDC4-
2469-40c5-A2A6-34959B8F43A0%%
which is then displayed on the alarm recipient's pager.

4. The alarm recipient acknowledges the alarm on the pager by replying to the
e-mail message. In the reply, the Acknowledge Code, or PIN, must be
appended to the GUID using the following syntax:
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%%ack code%%
Thus, in this example, the reply could be:

%%12345%% %%D335C45E-EA10-4fca-A56A-8DDF4AEAEBEAB%%
%%A602CDC4-2469-40c5-A2A6-34959B8F43A0%%

where 12345 is the Acknowledge Code. The Acknowledge Code is specified
in the E-mail Agent configuration, as shown in Figure A.50.

5. The TAP paging service relays the Acknowledge Code and the GUID back to
the E-mail Agent, which tells the Multimedia Server that the alarm has been
acknowledged.

A.9.3 Alarm Acknowledgement by Direct E-mail to TAP Pager

Alarm acknowledgement using a TAP paging service is different from
acknowledgement using an SMS service in that the TAP service uses the E-mail
Agent to receive acknowledgement from pagers. The following method can be
used to acknowledge alarms by having the E-mail Agent send an e-mail
message directly to your TAP pager (instead of an e-mail client):

1. You must first create a standard E-mail Agent configuration in the
AlarmWorX32 Multimedia Configurator and specify an Acknowledge Code
(e.g. 12345), as shown in Figure A.52. Check the Send to Alpha-
Numeric/Two-Way Pager E-mail check box. You can still use the E-mail
Agent to send a message to a pager without checking this. However,
checking this decreases the character count of the identifier variables, thus
reducing the cost in pagers that charge according to number of characters.
Also specify the pager's e-mail address in the Send To field.
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Figure A.52. TAP E-mail Agent Configuration
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2. When the AlarmWorX32 Multimedia Server generates an alarm, the E-mail
Agent sends the e-mail message to the two-way pager via the TAP paging
service, which is specified in the Use Modem/ISDN Service section of the
Pager Agent configuration, as shown in Figure A.53. (Notice that when a
TAP service is selected, the Acknowledge Code field is disabled in the
Pager Agent configuration because the TAP service uses the Acknowledge
Code from the E-mail Agent configuration instead.) Each alarm message
includes one or more Global Unique Identifiers, or GUIDs. A GUID is a string
of characters surrounded by the symbols %%. The GUID syntax is:

%%string%%
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Figure A.53. TAP Pager Agent Configuration

3. For example, if the TAP paging service receives the following message from
the E-mail Agent:

Fic101 High %%1%%
the TAP paging service stores the following GUID:
%%1%%

which is then displayed on the alarm recipient's pager. Notice that the GUID
is much simpler than the GUID used with the TAP direct reply by e-mail
method because you are able to use Send to Alpha-Numeric/Two-Way
Pager E-mail check box in the E-mail Agent configuration, which
substantially shortens the GUID string and makes acknowledging the alarm
on the pager much easier.
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4. The alarm recipient acknowledges the alarm on the pager by replying to the
e-mail message. In the reply, the Acknowledge Code, or PIN, must be
appended to the GUID using the following syntax:

%%ack code%%.
Thus, in this example, the reply could be:
%%12345%% %%1%%

where 12345 is the Acknowledge Code. The Acknowledge Code is specified
in the E-mail Agent configuration, as shown in Figure A.52.

5. The TAP paging service relays the Acknowledge Code and the GUID back to
the E-mail Agent, which tells the Multimedia Server that the alarm has been
acknowledged.
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A.10 Troubleshooting Pager Configurations

If you have any questions about the configuration of the Multimedia software,
other than the OPC Alarm and Event subscription to third-party alarm servers
themselves, please contact the ICONICS support center. In general, all
questions related to the ICONICS AlarmWorX32 Multimedia software will
probably fall into this category.

You may run into the scenario that Alarms do not appear to be triggering the
multimedia notifications you have configured in the Multimedia Configurator.

If you have made sure the Multimedia Server is indeed running, and that the
configuration you are using is the active database, then follow these simple steps
to determine whether to contact a third-party vendor or ICONICS:

1.

ICONICS

Take the OPC alarm subscription(s), and any alarm filters, defined in the
Multimedia software and use those exact same configurations in the
ICONICS AlarmWorX32 Viewer ActiveX window.

If the ICONICS AlarmWorX32 Viewer ActiveX window is successfully
showing your alarm conditions, the problem probably lies within the
configuration of the Multimedia software, and so you should contact the
ICONICS technical support center. But before you do, please work through
the flow chart troubleshooting guide shown in Figure A.54.

If the ICONICS AlarmWorX32 Viewer ActiveX window does NOT
successfully show your alarms coming in, the problem is with the
subscription itself, or possibly the OPC server and/or the hardware
generating the alarms. If that is the case, ICONICS technical support cannot
be of assistance, and you must first get this running with the help of your
vendor's OPC Alarm and Event server technical support.
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A.10.1Troubleshooting Flow Chart
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Figure A.54. Troubleshooting Flowchart
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B.1

Overview of Telephony Agents Configuration

To set the default settings for the Telephony Agents, click on the Telephony
folder in the Multimedia Configurator, as shown in Figure B.1. If you do not see
the General Settings, make sure that Dialog View is checked on the View
menu. Please refer to Chapter 4 and Chapter 9 for information about general
settings for the Telephony Agents.
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Figure B.1. Telephony Agents: General Settings
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Dialogic Configuration

You must have a telephony card installed on the computer on which you are
running the Telephony Agents (both Call-in and Call-out). AlarmWorX32
Multimedia supports Intel® Dialogic® boards. Dialogic boards do not work for
Windows 98, so neither the Call-in Agent nor the Call-out Agent will work
on Windows 98. You also need to have an analog phone line connected to the
board. (Note: Digital lines are not supported.) Only Dialogic boards are
supported for the current version of AlarmWorX32 Multimedia. Please see
Section B.3 for information about installing and configuring Intel Dialogic boards.
For more information about purchasing and installing Intel Dialogic boards,
please visit the Intel Web site at
www.intel.com/design/network/products/telecom/index.htm.

B.2 Creating Call-out Templates

The Multimedia Configurator provides a default media template for the Call-out
Agent. To view this template, select Alarm Configurations - Media Templates -
Default Telephone from the tree control. The telephone template field will be
displayed in the right pane, as shown in Figure B.2.

You can create a new template for the Call-out Agent by right-clicking the Media
Templates folder in the tree control and selecting New - Media Template from
the pop-up menu. Select the Phone radio button in the template configuration
field in the right pane, as shown in Figure B.2.
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Figure B.2. Default Template for Call-out Agent

In the Design Elements tab of the template configuration dialog box, shown in
Figure B.2, click the Insert button. This opens the Template Definition Wizard
dialog box, shown in Figure B.3, which contains a list of available field types to
add. (For a complete list of available field types, please refer to Chapter 5.)
Choose a field type and select from the additional options under Field
Properties, and then click Insert. If you wish to change the order of the fields or
to delete a field, use the appropriate buttons to do so. The Insert Blank button
will insert a line break.

Two field types—Sound File and Delay—are used specifically for the Phone
Agent templates. (These field types may also be used for video and/or sound /
text-to-speech templates.) The Sound File field type allows you to select or add
a sound file to the phone template.
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Figure B.4. Sound Library Dialog Box
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Clicking on the Sound Library button opens the Sound Library dialog box,
shown in Figure B.4. Click the Add Sound File button to browse for .wav and
.mid files. Click Open to add the selected file to the Sound Library. To listen to a
file, highlight the file and click the Play button, as shown in Figure B.4. To select
an existing sound file from the Sound Library, highlight the entire row for that file,
and then click the Select button. The selected sound file will appear under Field
Definition in the Template Definition Wizard dialog box.

You can also set a delay for the templates by selecting the Delay field type in the
Template Definition Wizard dialog box, as shown in Figure B.5. Under Field
Properties, you can enter the delay time (in milliseconds) before the next
template can be activated. Click the Insert button to add the delay to the list of
template fields.

x
— Select Field Type
Alarm Figld Thiz figld type can be uzed in
Sound File Sound/Phone/F.A. Mideo templates. [tz valus
indicates time delay in milizeconds before nest
Text template iter can be activated.
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Field Name: |
Delay. milizec. |25|]
— Field Definition
{stop: 2500} Insert
Cancel

Figure B.5. Template Definition Wizard: Delay

All current template fields are displayed the Design Elements tab (see Figure
B.3). The Field Definition for these template fields is also displayed in the
Template Source Code tab, shown in Figure B.6, where you can manually edit
a template field if desired.

Note: The Template Source Code tab is recommended for advanced users
only. Do not modify any fields here unless you are absolutely sure of what you
are doing. For more information about templates, please refer to Chapter 5.

B-5
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Dezign Elements  Template Source Cods |

Body: Inzert Bady field... | e

Thiz page
it 114 Time, 100} || | |corkains setings
{{6:Message 1001} intended far the
{1stop: 2803 advanced users

orly.

[0 mot modify

any fields here
unlzsz you are
abzalutelly sure

ihiat pou are
= doing.
Kl E

Figure B.6. Template Source Code Tab

To save the changes to your template, click the Apply button in the phone
template configuration field. Now you can go to the Call-out Agent configuration
field under the Multimedia Agents - Telephony folder in the tree control of the
Configurator and select your template from the Use Template drop-down list, as
shown in Figure B.7. Be sure to click the Test button to test your configuration.

@. Call-Out |Local Phane

tedia Mame

Scheduing | Full 24-7-365 Schedule =l

— Setting

Phone Murber To Call - |02

Mode to use I Browse. .. |

Jze Template Default Telephone j Test |

Default Sound Speech
Acknowledge Code Deault Saund ' ay

Priarity - =1 Diglay bebween B
[0 is highest) [0 = Rem [T =] timefs) ey = s

Deseription This iz an example of phone alarm notification, =]
=

Figure B.7. Selecting the Template in the Telephony Agent Configuration
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B.3 Intel Dialogic Boards

ICONICS

Generally, any Intel Dialogic telephony card will work with the Telephony Agents.
It requires the proper installation of Intel Dialogic System Release Version 5.1
software as well as proper card installation and configuration. The Telephony
Agents use Topaz tools for working with Intel Dialogic System Release Version
5.1 software. Topaz components are embedded in the Telephony Agents. The
following Intel Dialogic telephony cards have been tested:

o D/4PCI (supports up to four phone lines)
e Dialog/4 ISA (supports up to two phone lines)

e ProLine/2V (supports up to two phone lines)

Note: For more information about purchasing and installing Intel Dialogic boards,
please visit the Intel Web site at
www.intel.com/design/network/products/telecom/index.htm.

Welcome to Dialogic Setup x|

SDE for Windows MT System Releaze 5.0 onto wour
computer.

g Thiz program will install Dialogic System Softwane

It iz strongly recommended that you exit all wWindows programs
before running thiz Setup program.

Click Cancel to guit Setup and then cloze any programs pou
hawve minning. Click Mest to continue with the Setup program.

WARMIMG: This program iz protected by copyright law and
international treaties.

IInauthaorized reproduction or diztribution of thiz program., or any
portion of it, may result in gevere civil and criminal penalties, and
will be progecuted to the masimum extent poszible under law.

Cancel |

Figure B.8. Welcome to Dialogic Setup Installation Screen
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B.3.1 Installing Intel Dialogic Boards

This section describes the procedure for installing Intel Dialogic System Release
Version 5.1 software.

Note: Please refer to the Intel Dialogic help documentation for more information.
1. Insert the Intel Dialogic System Release Version 5.1 CD.

2. The Welcome to Dialogic Setup dialog box appears, as shown in Figure
B.8. Click the Next button to continue.

3. The Registration dialog box appears. Enter your name and your company's
name. Click the Next button to continue.

4. The Setup Options dialog box appears. Select the Typical setup. Click the
Next button to continue.

5. The Destination Location dialog box appears, as shown in Figure B.9.
Click the Browse button to select a directory for installation. Click Next.

Destination Location El

Setup will copy files into the directary below. To accept the
directony path dizplayed, click Mest. To select a different
directary, click Browse,

s

|' D estination Directary

C:%Program FilezsDialogic: Browze. .. |
Cancel |

Figure B.9. Choosing a Location for the Installed Files

< Back
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Program Group Folder x|

Setup will add shartzut icons ta the pragram group falder showe
below. Tochoose a different aroup folder, either zelect from the
lizt or type a new folder name.

Program Folders:

Dhalogic System Saftware

E :-:istingh}&:u

[ders:

Adminiztrative Toolz

< Back I Mext » I Cancel

Figure B.10. Specifying the Program Group Folder

6. The Program Group Folder dialog box appears, as shown in Figure B.10.

Specify a program folder, and then click the Next button to continue.

7. The Selecting Options Summary dialog box appears, listing the settings

that you have chosen. To accept the settings, click the Next button.
The installation copies files to your system.

The Selection dialog box appears, as shown in Figure B.11. Check the
View Release Guide check box, and then click the Next button to complete
installation.

10. The Setup Complete dialog box appears. It is recommended that you restart

your computer. Click the Finish button to complete the installation. Now you
are ready to install and configure a telephony card.
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Please Make Your Selection Now x|

Inztallation iz %Dst complete. Pleaze run all ar any of the
following optionz to help configure pour System.

v Wiew Release Guide
[ Bun Dislogic Board Configuration [DCH]
[ wiould you like to inzstall S peechwiorks?

< Back I Mext » I Cancel

Figure B.11. Selection Dialog Box

B.4 Installing and Configuring Telephony Cards

This section covers the procedure for installing and configuring the Dialogic
Proline/2V telephony card. (You can use other telephony cards if desired.) The
following steps must be followed to ensure proper card installation and
configuration. Click on the Help menu at any time to view the Dialogic help
documentation.

1. Install the Intel Dialogic Proline/2V card as it described in the manual, which
can be found inside the card package.

2. Start the Dialogic Configuration Manager, as shown in Figure B.12.
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Dialogic Configuration Manager !El

File iew Action Service Help

T ™M ek oo ol gl 2]
a|r " .
= $HE Configured Devices on_OLEG
E@ antares Global Settings
o L Parameters
E[ﬁj TOM Bus
[ Busd
Dialogic Syatem Service Status Stopped

Figure B.12. Dialogic Configuration Manager
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Dialogic Configuration Manager - Add Hardware Wizard |

T hiz wizard will walk, pou through the installation and
configuration of a Dialogic board. To select the board
wal wigh ta inztall, first select the family, then the
miodel. Press F1 for details.

Farnily: tadel:

DIALOGAHD ;I Proline24
DIALOGHD-PC
D3
MSI/PCI-GBL
MSI/SC

PB Integration
TO Bus J

WE AL hd
! _>I_I KN — 2

< Back I Hest » I Cancel | Help |

Figure B.13. Add Hardware Wizard: Choosing the Telephony Card

3. Select Add Device from the Action menu. This opens the Add Hardware
Wizard dialog box, as shown in Figure B.13. Scroll down the list of cards
under Family and select Proline. Then, under Model, select Proline/2V.
Click the Next button to continue.

4. Enter a unique name for the board, as shown in Figure B.14. Click the Next
button to continue.
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Dialogic Configuration Manager - Add Hardware Wizard |

Enter a name far the baard that will uniquely identify it
from other boards of the zame model. For example,
the zenal number of the board could be entered here.

Fraline/2% - | Training

< Back I Hest » I Cancel Help

Figure B.14. Add Hardware Wizard: Naming the Board

5. This opens the Properties dialog box for the telephony card, as shown in
Figure B.15. On the System tab, select the correct memory address from
the Parameter field. In this case it is "d2000", as shown in Figure B.15. Also
choose the same interrupt number that was chosen during the actual card
installation.
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Dialogic Configuration Manager - Properties for Proline/2¥-Training Ed

.'.' 1
A

Figure B.15. Dialogic System Properties
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Dialogic Configuration Manager - Properties for Proline/2¥-Training |

Spstern Misc ID::untryI Files I

Parameter | W allie
EoardEnabled es
BoardFrezent Yes
FirmwareFile

ParameterFile

T5FFileSupport Mo
Digconnect T one Yes

<] | i

— Edit

Parameter IB oardE nabled

Walue IYES j

] Ear‘u:ell Apply | Help

Figure B.16. Dialogic Miscellaneous Properties

6. Click on the Misc tab on the Properties dialog box, as shown in Figure
B.16. Verify that the configured parameters are correct. Then click Apply
and OK.

7. Figure B.17 shows how a properly configured Proline/2V card looks. Now
you are ready to start the service.
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. Dialogic Configuration Manager

File iew Action Service Help

P S

= ||| =2kl

1m

|®| 5| 94 2]

Bl Parameters

E@ Froline

oo BB Proline/2y-Training

Dialogic Syatem Service Status Stopped

Figure B.17. Completed Card Configuration

8. To start the service, click the Start Service (green circle) button on the
Diagnostic Configuration Manager toolbar. This will start the Proline/2V
telephony card, as shown in Figure B.18. The Status box will indicate
whether the telephony card started successfully. Now you are ready to start

using the Phone Agent.
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. Dialogic Configuration Manager !E

File “iew Action Service Help

W™= 2| o] ol vul 2]

= EE Configured Devices on_OLEG

E@ &rtares Global Settings
¢ LB Parameters

E@ Fraoline

L HER Prolines 24T raining

E:ﬁ’ TOM Bus

e (20 Busd

Dialogic System Service Status Running

Figure B.18. Activated Telephony Card

B.5 Using the Dialogic Diagnostic Utility

The Universal Dialogic Diagnostic Utility (UDDU) provides diagnosis of
telephony card failure or other problems.

WARNINGII ]|

All Dialogic Boards will now be stopped!!! Continue?

No |

Figure B.19. Universal Dialogic Diagnostic Utility Warning
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1. Go to "Program Files/Dialogic System Software/Universal Dialogic
Diagnostics Utility" to start the UDDU. A message box will appear warning
you that the UDDU is about to stop all configured and running Dialogic
boards, as shown in Figure B.19. Click Yes to stop the Dialogic boards, in
order for the UDDU to work properly. This opens the Universal Dialogic
Diagnostics screen, shown in Figure B.20.

i Universal Dialogic Diagnostics

File Options  Help

Product Board Hame Serial No. Addr Len IRG ID
™ Proline/2V: [T ID=D0O00  DS003202 DO0DOOh  2000h 7  DOOOKh
Select All Load| ljest Set Specify Tests Bun Tests
Deszelect All Save lesh Set Yiew Log File Exit UDD

Figure B.20. Universal Dialogic Diagnostics Utility Screen

2. Check the Proline/2V check box, as shown in Figure B.20, and then click the
Specify Tests button.

3. This opens the Specify Tests dialog box, shown in Figure B.21. Choose the
appropriate tests from the list, and then click OK.

4. Click Run Tests, and then analyze the results. If you need any help, refer to
the Dialogic help documentation.
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- Select the tests to run for Prolinef2¥
Current Board: 1D=D000

Tests

[ Board Sanity Check:
[T Shared RAM Test
[T Local RAM Test

[Tl DSP Test

[T Board Timer Test

[T On Board Interrupt Test
[Tl EEPROM Test

[T PC Interrupt Test

[T LS Frontend Test

i Umiversal Dialogic Diagnostics - Specify Tests

Use Default
Parameters

BN O EESS R

=

Usze Custom
Parameters

[ I e e I e B B B

Select All Tests |

Deselect All Tests |

(1] 4 | Cancel |

Help

ICONICS

Figure B.21. Specifying Diagnostics Tests for the Card

Note: It is a good idea to test the Dialogic card has been installed and

configured. Dialogic provides several sample applications that can be used for
this purpose. The Voice Horoscope program is a good starting application. To
launch it, select Start > Programs > Dialogic System Software > Dialogic
Sample Programs > Voice Horoscope. Once the program is launched, select
Channels > Open. The program is now ready to receive phone calls. If the

Dialogic card is correctly installed, you should hear a response to a call.
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C.1 Configuring a Video Capture Device
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The Multimedia Video Agent allows you to send a video or a video snapshot to a
computer providing alarm information. The general settings for video agents may
vary depending on which device is used. General settings will only function if you
have a video capture device (Web camera) installed on your computer. If no
video capture device is found, you will get an error message informing you that
the application could not find any video capture devices.

If you are using a remote node for video capture, you will have to go to the
remote node and change the settings for video capture on that node. If there is
no Multimedia Configurator installed on your video capture node, then you can
run the "bin//MMXSnapshot.exe" to set the general settings.

Although many different kinds of video capture devices can be used with the
Video Agent, we will use the Logitech® QuickCam® video camera here as an
example configuration. This example assumes that the Logitech QuickCam
software has already been installed on the system. Once the video capture
device is installed, go to the Alarm Configurations - Multimedia Agents -
Video folder on the tree control of the Multimedia Configurator. Click on the
General Settings button, as shown in Figure C.1. If you do not see the General
Settings button, make sure that Dialog View is checked on the View menu.

r;l;pd;a I"Jiu:le::n

General Settings. .. Ernpty Agent's |nput Hueue

Ilze 'General Settings' button to set the video capture properties for
lazal Video Snapshat Agent

Figure C.1. Video Agent: General Settings
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C.1.1 SnapShot Configuration

Clicking General Settings opens the Snapshot Configuration dialog box,
shown in Figure C.2. The Snapshot Configuration dialog box contains the
following options.

Display

Clicking the Display button in the Snapshot Configuration dialog box allows
you to choose display properties for the video capture device. In this case, the
display properties are not supported by Logitech QuickCam, so a message
appears as shown in Figure C.3.

Snapshot Configuration B
Current Yiew smtings
Dizplay...
Compressian...
Yideo Snapshot Fomat..
Image Goes Here Source...

Yideo Driver. .

Jpeg Settings...

Cloze

Tl

¥ Show This Dialog Whenever Server Connects

Figure C.2. Snapshot Configuration Dialog Box
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Mot Supported |

@ Wideo Capture Device does not support thiz function

Figure C.3. Display Properties Not Supported

Compression

Clicking the Compression button in the Snapshot Configuration dialog box
allows you to choose a component to use if you wish to compress the video files,
as shown in the Video Compression dialog box in Figure C.4. Click the
Configure button to set the Compression Control (smoothness vs. crispness)
and Data Rate (kilobits per second).

VYideo Compression E |
Compressar:

bicrozoft Video 1 Cancel |
Compreszion Quality: 75 Corfigure... |
2| B

About. .. |
¥ ey Frame Every |1 ] frames

Figure C.4. Video Compression Setup
Format

Clicking the Format button in the Snapshot Configuration dialog box allows
you to set options such as color, mirror, flip, and size, as shown in Figure C.5.
Choose the desired settings, and then click OK.
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Logitech Yideo Settings |

i Image Size & Quality | Aoyt I

Size [320 % 240 =

— Color
o pillions [24 bit]

¢ Thousands (16 bit)
" Hundreds [2 kit gray)

— Special

[ bimor
I Elip

k. I Cancel

Figure C.5. Video Settings: Format

Source

Clicking the Source button in the Snapshot Configuration dialog box allows
you to configure hardware settings based on the video driver you choose to use.
As shown in Figure C.6, you can specify the brightness, hue, quality, exposure
time, and light sensitivity.
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Logitech Yideo Settings |

Camera Adjuzstments I"""'t":'m I

] : — Widen Quality
Eifgtitness ._J_ |-|4|:| Better ——— Fazter IE
— Exposzure Time
Cantrazt _— I— I'IEE =
I T T T T T | FaSt '_J— Sll:l'.l'l.' |12|:|
v Auto H
el sielies — Light Sensiivity
EyarT — J— Red]128 Less I bore I'IEE

= el — J— Bluelﬁ

Saturation ——— J— Iﬁ

Drefault |
k. I Cancel |

Figure C.6. Video Settings: Source

Video Driver

Clicking the Video Driver button in the Snapshot Configuration dialog box
opens the Video Capture Selection dialog box, shown in Figure C.7. Select the
video capture driver from the drop-down list.

Video Capture Selection Ed |

Select Yideo Capture Driver
IL-::giteu:h QuickCam Driver, “ersion: 1.0.4.1 j

Figure C.7. Video Capture Driver Selection
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JPEG Settings

Clicking the Jpeg Settings button in the Snapshot Configuration dialog box
allows you to select the quality level and the option to display in color or
grayscale for snapshots, as shown in Figure C.8.

Note: For details about Video Agent configuration fields, refer to Chapter 4.

Jpeqg Image Settings E |

[Clualiby
[ Low [ High
Appearance
’V = Color " Gray Scale
Cancel |

Figure C.8. Jpeg Image Settings for Video Camera

C.2 Creating Video Templates

The Multimedia Configurator provides a default template for the Video Agent. To
view this template, select Alarm Configurations - Media Templates - Default
Video from the tree control. The video template field will be displayed in the right
pane, as shown in Figure C.9.

You can create a new template for the Video Agent by right-clicking the Media
Templates folder in the tree control and selecting New - Media Template from
the pop-up menu. Select the Video radio button in the template configuration
field in the right pane, as shown in Figure C.9.
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=[5 Alarm Configurations .j Template

-5 Mulkimedia Agents

EE@ Media Templates Template Type
[T Default Email = M5 Instant Messaging

[T Defaulk Fax '@ £ E-Mail " Pager " PA

-[I}]] Default Instant Messeng

[T Defaulk Marques

[T Defaulk Pager  Marguee " Fax ¥ Video

{7 Defaul Pop-up

[T Defaulk Sound Speech -
[T Defaul Sound Way Design Elements | Template Source Code

T |Detault Video

REE]

¢ Sound / Test-ToSpeech € Phone " Popup WWindaow

Body:

Template Fildz | - Mavelp
<hitles I ntruder Alerts At ITE—
<font color=red:
<centers<hlxIntruder Alertl < /bl > < /centers < Mont: |rsert,..
& <oenters<h2y [Alarm. Meszage] </h2y<fcenters
<table width = 100% border=1z<tr> <td>< center:
<h3rAuthorzed Emplovess /h3s < foenters < Ads <tdr < centers -
<h3rLast person to enter< Mh3x < foenters < Ads <A<t <bdx < centers

@ $BASE_PATH$\SnapShots\Engl.jpg
[T s drambars s Mhds b s mambars LI Delete |

Apply I Heset | Add Mew Template |

tavelawn

Imzert Blank:

Figure C.9. Default Template for Video Agent

In the Design Elements tab of the template configuration dialog box, shown in
Figure C.9, click the Insert button. This opens the Template Definition Wizard
dialog box, shown in Figure C.10, which contains a list of available field types to
add. (For a complete list of available field types, please refer to Chapter 5.)
Choose a field type and select from the additional options under Field
Properties, and then click Insert. If you wish to change the order of the fields or
to delete a field, use the appropriate buttons to do so. The Insert Blank button
will insert a line break.

Three field types—SnapShot Capture, Picture File, and Video File—are used
specifically for the Video Agent templates. (Picture File and Video File field
types may also be used for popup templates.)
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Template Definition Wizard

X

— Select Field Type

Ficture File
ideno Filz

Thiz field can be uzed in Video templates. The
value of the Duration property indicates the
amount of time during which the Multimedia Video
Agent will capture the video snapshat.

— Field Properties

Field Name |

Duration, millizec. |5IZIIZID
[0 far till image]

— Field Definition
{1zshat; SO0}

Ingert

Cancel

Figure C.10. Template Definition Wizard: SnapShot Capture Field

Template Definition Wizard

x|

— Select Field Type

Alarm Field
SnhapShat Capture

Delay
Text

Thiz field can be used inYideo templates. The
Multimedia Yideo Agent will display & picture
ztored in thiz file.

— Field Properties

File: Mame

Browse. .. Select From Snapshot Librany... |

— Field D efinition

Cancel

|Fzert I

Figure C.11. Template Definition Wizard: Picture File Field
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SnapShot Capture

In the SnapShot Capture field type in the Template Definition Wizard dialog
box, you can set the amount of time (in milliseconds) during which the Video
Agent will capture the video snapshot, as shown in Figure C.10.

Picture Files

In the Picture File field type in the Template Definition Wizard dialog box,
shown in Figure C.11, you can choose a picture file (.jpg, .jpeg, -gif) for the
Video Agent to display. Click the Browse button to select a file. You can also
click the Select From Snapshot Library button to choose from a list of existing
picture files.

Template Definition Wizard x|

— Select Field Type

Alarr Figld Thiz figld lwpe reprezents a videa file, which can
SnapShat Capture be uzed in Video templates.

Picture File

Drelay

Text

— Field Properties

File Mame
Browse. .. Select From Snapshot Libran...
— Field Definition
[rizert
Cancel

Figure C.12. Template Definition Wizard: Video File Field
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Video Files

The Video File field type in the Template Definition Wizard dialog box, shown
in Figure C.12, is similar to the Picture File field. You can choose a video file
(-avi, .mpg, .mpeg, .mov) for the Video Agent to display. Click the Browse button
to select a file. You can also click the Select From Snapshot Library button to
choose from a list of existing video files.

This opens the Snapshot Library, shown in Figure C.13. To view an image in
the Snapshot Library, highlight the row of that image, and then click the
Play/Show button. You can also add existing images to the Snapshot Library by
clicking the Add Snapshot button. This allows you to browse for an image to
add. Select the image file, and then click Open.

SHAPSHOT LIBRARY |

Libran Collection | Shapzhot Studial

Dielete | Play/Show |

Snapzhat M ame Snhapzhot File |
Engl.jpa $BASE_PATH$\SnapShatzhEngl jpa

Errar image FBASE_PATHE\Snapshotz\SnapShotFail jpg

GazTurbine $BASE_PATH$\SnapShotztGasT urbine. mpeg

Hubbled $BASE_PATH$\SnapShotzihubblel. mpeg

Inbruder $BASE_PATH$\Snapshotz\Intruder. jpg

Peniquin FBASE_PATH$\magesh\Penguin.jpg

Rocket FBASE_PATHE\SnapShotzhrocket mpeg

Toaszter FBASE_PATHE$\SnapShotzhtoaster mpeg

Dizk.jpg D:MProgram Filez\COMICSWGEMESIS-32BinhSnapS hotzhDizk. jpg
Dizk.jpg D:MProgram Files\ICOMICSWGEMESIS-324BinhSnapS hotshDisk. jpog

— Current zelection

File Mame:  [D:%Program Fileg\ICOMICSAGEMESIS-325BinthSnapShotzhDizk. jpg
File Size: 20363 bytez

k. Cancel Help
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Figure C.13. Snapshot Library: Library Collection
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SMAPSHOT LIBRARY |

Library Collection  Shapshot Studic |

— Device Optionz

Device: IL:::giteu:h QuickCam Driver j

Yideo Source... Mizplay Properties... Compressiar. . |

— Capture Options
¥ Grab Single Frame

" Record Movie for |5 ol sec.

Capture Frame

Statuz: Live window

k. Cancel Help

Figure C.14. Snapshot Library: SnapShot Studio

To add a brand new image to the Snapshot Library, click on the Snapshot
Studio tab, as shown in Figure C.14. Select the appropriate video capture
device from the Device Options field. You may also adjust the Video Source,
Video Format, or Compression (as described above). The Capture Options
field allows you to capture a single picture frame or to record a movie for a
specified duration (in seconds).

After all settings are configured, click the Capture Frame button. This captures
the image shown in the window to the right. Save the captured picture or movie
in .jpg or .avi format, respectively. Then you can add this snapshot to the library
and use it later for video template modifications.
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Cc-12

Delay

You can also set a delay for the templates by selecting the Delay field type in the
Template Definition Wizard dialog box, as shown in Figure C.15. Under Field
Properties, you can enter the delay time (in milliseconds) before the next
template can be activated. Click the Insert button to add the delay to the list of
template fields.

All current template fields are displayed in the Design Elements tab (see Figure
C.9). The Field Definition for these template fields is also displayed in the
Template Source Code tab, shown in Figure C.16, where you can manually edit
a template field if desired. You can also add HTML code to the template.

Note: The Template Source Code tab is recommended for advanced users
only. Do not modify any fields here unless you are absolutely sure of what you
are doing. Refer to Chapter 5 for information about HTML commands for video
templates.

Template Definition Wizard x|

— Select Field Type

Alarr Figld Thiz figld type can be uzed in

SnapShat Capture Sound/Phone/P. 4. Mideo templates. [tz value
Ficture File indicates ime delay in milizeconds before nesxt
Yideo File template item can be achivated.

Text

— Field Properties

Field Name |

Delay, milizes. |25|:|

— Field Definitian

{Hstop: 2600 [nzert

Cancel

Figure C.15. Template Definition Wizard: Delay
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Figure C.16. Template Source Code Tab

To save the changes to your template, click the Apply button in the video
template configuration field. Now you can go to the Video Agent configuration
field under the Multimedia Agents - Video folder in the tree control of the
Configurator and select your template from the Use Template drop-down list, as
shown in Figure C.17. Be sure to click the Test button to test your configuration.

I@ Yideo Media Mame I‘v’ideu:u Item

Scheduling IFulI 24-7-365 Schedule j
— Settingz
Flay On Mode I Browse. .
Snapshot Mode I Browse. ..
=] TEST

Template Mame

Description
Priority a0 S
[0 highest) —~

Figure C.17. Selecting the Template in the Video Agent Configuration
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D.1 Installing MSN Messenger Service

The Instant Messaging Agent allows you to send and acknowledge alarm and

event information using MSN® Messenger Service. In order to use the Instant
Messaging Agent, you must download and install the MSN Messenger Service
from the MSN Web site at http://messenger.msn.com/.

Note: The Instant Messaging Agent only supports MSN Messenger up to and
including version 3.6. This multimedia agent has not been upgraded to work with
subsequent versions of MSN Messenger.

1. When the download is completed, run the "mmssetup.exe" file and follow the
instructions provided by the installation wizard.

Messenger Service 3.6 M= B3

Pleaze read the following licenze agreement, Press the PAGE DOWH key
to zee the rest of the agreement.

EMD USER LICEMSE AGREEMENT FOR MICROSOFT i’
SOFTWARE

IMPORTAMT-READ CAREFULLY: Be sure to carefully read and
underztand all of the rights and restrictions described in this Microzoft
End-User License Agreement ["ELLA". Vou will be asked to review

and either accept or not accept the terms of the EULA. This software

will nat inztall on wour computer unless o unhl pow accept the terms of
thiz ELILA,

rour click af the "wes" button is a symbol of pour signature that pou
accept the terms of the EULA. For your reference, you may refer o

the copy of this ELILA that can be found in the Help for thiz
SOFTWARE. vou may alzo receive a copy of thig LS by

cantacting the Microzoft subsidiary serving your country, or write:
Microzoft Sales Information Center/One Microsoft Way/R edmond, ;I

Do wou acoept all of the terms of the preceding Licenze Agreement’? IF you
choose Mo, Inztall will close. To install pou must accept this agreement.

Ter | Mo |

Figure D.1. Messenger Service License Agreement
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2,

Read the Messenger Service 3.6 License Agreement, as shown in Figure
D.1. If you agree with the terms, click the Yes button to continue. The
installation will copy files to your system.

You will have to restart your computer before the new settings will take
effect. The installation will ask you if you want to restart the computer. Click
the Yes button.

When your computer restarts, the MSN Messenger Service Welcome screen
will appear, as shown in Figure D.2. Click the Next button to continue.

M5M Meszsenger Service |

msn""'— Messenger Service

Welcome to MSH Mezzenger Servicel

Thiz program helps wou gtay in touch with vour fiends online.

'ou can: See if people you know are anline
Send and receive instant meszages
Control who can see and contact pou

b are information about this service is available an the Web.

LClick, for more infarmation

Thiz wizard guides you through the setup process. Click Mest to continue.

Caricel |

¢ Back

Figure D.2. MSN Messenger Service Welcome Screen

The next screen will ask you to sign in using a Microsoft Passport, as shown
in Figure D.3. If you have a Hotmail user account with Microsoft, you can
use that account as your Passport. If you do not have a Passport, click the
Get a Passport Button. This will take you to the MSN Messenger Service
Web site, where you can sign up for a Passport. Enter the required
information in the user profile fields, and follow the instructions provided.
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M5M Mezsenger Service

]

msn“ Messenger Service

Get a free Passport

Y'ou need a Microzoft Pazzport ta zign in.

[f you have a Hatmail accaunt, then pau may uze it az vour Passpart. Click Mest to
continLe.

[f you daon't have a Paszpart, click below to get one.

Get a Paszport

¢ Back

Canicel |

Figure D.3. Signing up for a Passport

6. Once you have established a Passport, you will be asked to provide your
Passport for the installation, as shown in Figure D.4. Enter your Sign-in
name and Password. Click the Next button to continue.
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MSN Messenger Service 5[

msn* Messenger Service

Provide Paszport information

Your Paszpart zign-in hame will be used to zigh you in.

Sign-in name: |uzer@hotmal. com

Examples: name_123@hatmail. com
YR ameEims. com
examplet@pazsport. com

Paszword: |’1

[ Femember my name and pazsword on this computer

¢ Back I Mext = I Cancel

Figure D.4. Entering Your Passport Information

7. A dialog box will appear informing you that the setup is complete. Click the
Finish button to sign in to MSN Messenger Service.

D.2 Configuring MSN Messenger Service

Once you have signed in, the MSN Messenger Service dialog box will open, as
shown in Figure D.5. Select Options from the Tools menu. This opens the
Options dialog box, shown in Figure D.6.

Note: To get more information, you can view the MSN Messenger Service help
documentation at any time by selecting Help Topics from the Help menu.
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M5H Meszsenger Service [_ O] =]

File ‘“iew Toolz Help

3 5 8 3

Add Send Call Fage
wh below] does not

ghart creating your

Online

_,i Maore

Hot Online

Ji MNare

msn* Messenger Service

| i Online o

Figure D.5. Messenger Service Dialog Box
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options 2|

Persanal I F'hl:unel F'referencesl F'rivacyl .ﬁ.ccnuntsl I:Dnnecti-:unl

ty Dizplay Mame
: Type your name az you wank other ugers to see it
ILlserI

ty Public Profile

Create or modify your Pazsport public profile Edit Prafile |
[the dezcription af paurzelf that athers can zee]

by Meszage Test
.-? Change my inztant meszage font Edit Fant...

i

¥ Show graphics [emoticons] in instant meszages e

k. I Caricel Help

Figure D.6. Messenger Options: Personal Tab

In the Personal tab of the Options dialog box, enter the name that you want to
use, as shown in Figure D.6. You can also edit your user profile and change the
font of your message text. Click the Help button for additional information.
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Options E |

F'E!rscunall Phone ~Preferences I F'rivacyl .ﬁ.ccnuntsl I:Dnnecti-:unl

General
% [+ Bun thiz program when \Windows starts
A

¥ Allow this program bo run in the background

¥ Show me az "Sway'" when |'m inactive for IE minLtes

Alert
‘_E ¥ Display alerts near the taskbar when contacts come online

Digplay alerts near the taskbar when an instant meszage iz
received

W Play zound when contacts zigh in or zend Sounds... |
a meszage

File Tranzfer
i +  Files received from other uzers will be put in this folder:
A,

IE:'\WINNT Profiles' bdminiztratorPersonali ke Browse. .. |

] I Cancel Help

Figure D.7. Messenger Options: Preferences Tab

In the Preferences tab of the Options dialog box, you can configure the general
settings and determine how you are alerted when you receive a message, as
shown in Figure D.7. By clicking the Browse button, you can also select the
folder in which incoming files will be stored. Click the Help button for additional
information as needed. Click OK when you are finished.
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Add a Contact |

msn“ Messenger Service

How do you want to add a contact?

" Search for & contact

[f we can't add the contact to waur list, this wizard will help wou invite
that person to start using this senvice.

< Hachk I MHest » I izt Canicel

Figure D.8. Adding a New Contact to MSN Messenger Service

The changes to your settings will take effect the next time you sign in to MSN
Messenger Service. To add a new contact to MSN Messenger Service, select
Add a Contact from the File menu. This will open a wizard that enables you to
configure a new contact, as shown in Figure D.8. Click the Next button to
continue.

Enter the complete e-mail address of the contact you would like to add, as shown
in Figure D.9. Click the Next button to continue. A dialog box will appear
informing you that e-mail address of the contact you entered has been added to
your list of contacts. Click the Finish button to close the Add a Contact wizard.
The contact will be added to the MSN Messenger Service screen.

For information on how to acknowledge alarms using the MSN Messenger
Service, see the "Acknowledging Alarms" section below.

Note: For the Instant Messaging Agent to work, MSN Messenger Service must
be installed and running on the computer on which the Instant Messaging Agent
is installed. The user name specified in the Send To field of the Instant
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Messaging Agent configuration in the Multimedia Configurator must also be an
existing contact in the server computer's messaging client that is currently online.

Note: Adding e-mail contacts to MSN Messenger is for instant messaging only. It
does not affect the e-mail contacts you have configured for the E-mail Agent in
the M-Alarm Multimedia Configurator.

AddaContect |
<
msin" -Messenger Service

Please type your contact's complete e-mail address

Iuser@hntmail.cnn‘l

Example: name_123&hotmail com
myname@msn com
example@passport.cam

£ Back I Mest > I sk Cancel

Figure D.9. Entering the Contact's E-mail Address

D.3 Creating Instant Messaging Templates

ICONICS

When configuring the Instant Messaging Agent in the Multimedia Configurator,
you must select a template to apply to that agent. Templates allow you to
configure design elements, including what and how much information to display
when presenting an alarm. You can use or modify any one of the default
templates or create a new template.

The Multimedia Configurator provides a default template for the Instant
Messaging Agent. To view this template, select Alarm Configurations - Media
Templates - Default Instant Messenger from the tree control. The instant
messenger template field will be displayed in the right pane, as shown in Figure
D.10.
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™
Termnplate IDefauIt Instant Messenger

Mamne

Template Type
* 145 Instant Messaging

Fe) C EMai ' Pager CPa
-  Sound / Test-To-Spesch " Phone ' Popup Window
" Marques  Fan " Viden

Design Elements | Template Source Code

Body:

Template Fields | tewvellp
[&larm. M essage] i
To acknowledge this alarm, copy the two GUIDs seen below and paste them int... _—

Inzert...
Inzert Blank:

Delete |

Figure D.10. Default Template for Instant Messaging Agent

Template Definition Wizard |

— Select Field Type

This field type reprezsents the components of OFC

Text Alarm which can be used as a text fields in
FPager/Email/Fax/Popups/MS Instant Meszaging
templates. or in Sound/Phone/P.A4. templates wia
text-to- speech conversion,

— Field Properties
Field Mame IAck Required j
Field /idth Ign
[0 - na limits)
— Field D efinition
1113:Ack Required. B0} [neert I

Cancel |

Figure D.11. Template Definition Wizard
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You can create a new template for the Instant Messaging Agent by right-clicking
the Media Templates folder in the tree control and selecting New - Media
Template from the pop-up menu. Select the MS Instant Messaging radio button
in the template configuration field in the right pane, as shown in Figure D.10.

In the Design Elements tab of the template configuration dialog box, shown in
Figure D.10, click the Insert button. This opens the Template Definition Wizard
dialog box, shown in Figure D.11, which contains a list of available field types to
add. (For a complete list of available field types, please refer to Chapter 5.)
Choose a field type and select from the additional options under Field
Properties, and then click Insert. If you wish to change the order of the fields or
to delete a field, use the appropriate buttons to do so. The Insert Blank button
will insert a line break.

All current template fields are displayed in the Design Elements tab (see Figure
D.10). The Field Definition for these template fields is also displayed in the
Template Source Code tab, shown in Figure D.12, where you can manually edit
a template field if desired.

Desigh Elements  Template Source Code

Body: Inzert Body field... I _w
: Thiz page

{{6:Mezzage,100}} ;I containg setings

To acknowledge this alarm, copy the two GUIDz zeen below and paste them int intended for the

advanced users
iy,

Do ok madify

any fields here
unless you are
abzolutelly sure

vihiat you are
i diirg.
| 3

ICONICS

Figure D.12. Template Source Code Tab

Note: The Template Source Code tab is recommended for advanced users
only. Do not modify any fields here unless you are absolutely sure of what you
are doing.

For information about how to acknowledge alarms using the MSN Messenger
Service, see the "Acknowledging Alarms" section below.
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D.4 Creating E-mail Templates

D-12

The E-mail Agent allows you to send and acknowledge alarm and event
information using an e-mail message. When configuring the E-mail Agent, you
must select a template to apply to that agent. Templates allow you to configure
design elements, including what and how much information to display when
presenting an alarm. You can use or modify any one of the default templates or
create a new template.

The Multimedia Configurator provides a default template for the E-mail Agent. To
view this template, select Alarm Configurations - Media Templates - Default
E-mail from the tree control. The e-mail template field will be displayed in the
right pane, as shown in Figure D.13.

You can create a new template for the E-mail Agent by right-clicking the Media
Templates folder in the tree control and selecting New - Media Template from
the pop-up menu. Select the E-mail radio button in the template configuration
field in the right pane, as shown in Figure D.13.

In the Design Elements tab of the template configuration dialog box, shown in
Figure D.13, click the Insert button. This opens the Template Definition Wizard
dialog box, shown in Figure D.14, which contains a list of available field types to
add. (For a complete list of available field types, please refer to Chapter 5.)
Choose a field type and select from the additional options under Field
Properties, and then click Insert. If you wish to change the order of the fields or
to delete a field, use the appropriate buttons to do so. The Insert Blank button
will insert a line break.
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Template Type

]

FEMRlalE D efault Emai
ame

™ M5 Instant Messaging
% E-Mai € Pager P
" Sound / Text-To-Speech " Phane " Popup 'Windaw
" Margues " Fax i Wideo

Design Elements | Template Source Code

Subject: I[.-'-‘-.Iarm.Su:uun:e] Alarm from Alarmiyor<3z2 Mbds |

Body:

|_Template Fields | tovellp

@ Tag: [Alarm.Source]

@ Condition: [Alarm. Conditionk ame]

@ Subcondition: [Alarm. Subconditiont ame]
@ beszage: [4larm.Meszage]

[ LINEBREAK ]

b oveliown

Inzert Blank,

Delete |

ICONICS

Figure D.13. Default Template for E-Mail Agent

The Template Definition Wizard dialog box gives you the option of sending files
as attachments to e-mail messages, as shown in Figure D.14. Click the Browse
button to choose a file to attach. Select the file and then click OK. The file
pathway will appear in the Field Definition section.

All current template fields are displayed in the Design Elements tab (see Figure
D.13). The Field Definition for these template fields is also displayed in the
Template Source Code tab, shown in Figure D.15, where you can manually edit
a template field if desired.

Note: The Template Source Code tab is recommended for advanced users
only. Do not modify any fields here unless you are absolutely sure of what you
are doing.

For information about how to acknowledge alarms using e-mail, see the
"Acknowledging Alarms" section below.
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x
— Select Field Type
Alarm Field Thiz field type can be uzed in E-mail templates;
Itemsz of this type can be any file that will be send
Text az an e-mail attachment.
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— Field Definition
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Cancel
Figure D.14. Template Definition Wizard
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Body:

cohtaing settings
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Conditior: §§10:ConditionM arme}}
Subcondition: 111:5ubconditiont ame}}
Meszage: {16:Meszage, 100}
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doing.
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Figure D.15. Template Source Code Tab

D-14

ICONICS



AlarmWorX32 Multimedia Appendix D: Instant Messaging and E-mail

D.5 Acknowledging Alarms Using E-mail and Instant

Messaging

ICONICS

You can acknowledge alarms using the Instant Messaging Agent and E-mail
Agent by referencing the Acknowledge Code, or PIN, that you specified in the
configuration for each agent. (For details about configuration fields for the Instant
Messaging Agent and the E-mail Agent, please refer to Chapter 4.) For example,
in the configuration field for the Instant Messaging Agent shown in Figure D.16,
the Acknowledge Code is "12345."

Once your alarm configuration is complete and the Multimedia Server is started,
you can use this code to acknowledge alarms sent by the Multimedia Server. The
Multimedia Server sends messages based on the templates you created for the
Instant Messaging Agent and the E-mail Agent.

For the Instant Messaging Agent, the Multimedia Server sends alarms via the
MSN Messenger Service. For the E-mail Agent, the Multimedia Server sends
alarms via e-mail messages using, for example, Microsoft Outlook. An example
alarm message is shown below.

4/8/01 9:50:57 AM

Tag: BugsAttack
Condition: Limit
Subcondition: HI
Message: Too many Bugs

| | 3d6efc37-79d8-11d4-846d-00104b6£d496 | |
| Ibb7ee6fa-2c1d-11d5-8146-0050dalb£f676] |

This alarm message is based on the following multimedia template:

{{4:Time,80}}

Tag: {{3:Source}}

Condition: {{10:ConditionName}}
Subcondition: {{11l:SubconditionName}}
Message: {{6:Message,100}}

Each alarm message includes one or more Global Unique Identifiers, or GUIDs.
A GUID is a string of characters surrounded by the symbol '||', as shown in the
example above. In this case, the Multimedia Server included the following two
GUIDs:

3d6efc37-79d8-11d4-846d-00104b6fd496
bb7ee6fa-2c1d-11d5-8146-0050da1bf676
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Instant Mezzaging

IMessenger Item

Media Mame
Scheduling | Full 24-7-365 Schedule =
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Made to send
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[
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Figure D.16. Configuration Field for Instant Messaging Agent
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4

Figure D.17. Acknowledging an Alarm Using MSN Messenger Service
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To acknowledge the alarm in MSN Messenger Service, copy and paste the two
GUIDs into the "Send" field and append the Acknowledge Code, or PIN, to them,
as shown in Figure D.17. In this example, the Acknowledge Code is "12345."
Click the Send button to send the alarm acknowledgement back to the
Multimedia Server.

For the E-mail Agent, the method for acknowledging alarms in e-mail messages
is similar to the method described above. When the E-mail Agent receives an
alarm e-mail message from the Multimedia Server, you can acknowledge the
alarm by replying to the e-mail message. As described above, copy and paste
the GUIDs into the body of the e-mail reply and append the Acknowledge Code,
or PIN, to the GUIDs.

D.6 Modifying E-mail Support

ICONICS

The Email agent uses
HKEY_LOCAL_MACHINE\SOFTWARE\ICONICS\Awx32\AWXMMX32\MMXMail
\ReadDelete registry setting for modifying e-mail acknowledge support.

ReadDelete = 1 — Prompts the E-mail Agent to read all inbox e-mails. e-mails
are marked read. No e-mails are deleted. This mode is good for development
and testing purposes.

ReadDelete = 2 - Prompts the E-mail Agent to read all inbox e-mails. e-mails are
marked read. Deletes all read e-mails. Provides improved operation times and
should be used with a deployed system requiring acknowledge support.

ReadDelete = 3 - Prompts the E-mail Agent to read all inbox e-mails. E-mails are
marked read. Deletes all e-mails with acknowledge string. Used when the e-
mail agent shares the e-mail account with another application. Not
recommended for a deployed system.

ReadDelete = 4 — E-mail Agent does not read any e-mails. This mode disables
the acknowledge string and acknowledge support. This mode is ideal for
deployed systems not making use of e-mail acknowledge support.

Occasionally the E-mail Agent will trigger the following dialog message:

“Either there is no default mail client or the current mail client cannot fulfill the
messaging request. Please run Microsoft Outlook and set it as the default mail
client.*Microsoft Outlook"

This message is set by the Windows operating system. It can be disabled by
modifying the following registry value from:

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\ PreFirstRun

to
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HKEY_LOCAL_MACHINE\SOFTWARE!\Clients\Mail\ PreFirstRun1.

In addition the registry value
HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\ (Default)

Display the name of the default e-mail application. The default e-mail application
can be modified by either changing the registry string or using Microsoft Internet
Explorer (specifically Tools > Internet Options > Programs > Email).

The E-mail Agent will only operate on e-mail messages in the e-mail programs
default folder. For example, a reply with an acknowledge code will only be seen if
sent to the default e-mail programs folder (Inbox for Microsoft Outlook). If you set
up your e-mail program to reroute your mail to other various folders, the E-mail
Agent might not read the incoming e-mail message.

Note: You must have a MAPI-compliant third-party e-mail program on the
computer from which you are sending e-mails. Microsoft® Outlook is an example
of a MAPI-compliant third party e-mail program. Microsoft Outlook Express can
also be used and can be downloaded for free from Microsoft. However, unlike
Outlook, Outlook Express will only work with POP3 e-mail servers. It is not
necessary to have the e-mail program actively running on a Windows NT or
Windows 2000 operating system. It is, however, necessary to have the e-mail
program actively running on a Windows 98 operating system. Outlook 2002 and
Outlook Express version 6 require additional security settings in order for the E-
mail Agent to work properly. For more information, go to
http://www.microsoft.com/office/ork/xp/appndx/appa11.htm.
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