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Introduction 1

1.1  About This Document
This document covers ICONICS' WebHMI™ product, including:

ICONICS

WebHMI installation
Accessing and viewing WebHMI samples

Web Publishing Wizard for publishing GraphWorX™32, AlarmWorX™32,
and TrendWorX™32 display files as Web pages

AlarmWorX32 Web Access support for reports and operator comments.
Setting up the WebHMI server

WebHMI client configuration using the GenBroker™ Configurator
GenBroker communications

WebHMI licensing configuration

WebHMI security configuration

Change Host Utility

WebHMI versions support and the Update Versions Utility

This document assumes you have prior knowledge of the following:

ICONICS GENESIS32™ components.
HTML or Web page editing tools that can handle ActiveX controls.
TCP/IP setup or DCOM (Distributed Component Object Model).

Note: Remote node names in GENESIS32 are often referenced by "\\<Node
Name>." In this document, you will often see a remote OPC data source

1-1
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referenced by "\<IP Address>." This convention is perfectly acceptable and
simplifies the development of WebHMI Web pages.

New Features in WebHMI
WebHMI version 7.0 includes the following new features:

e New VBScript and JScript scripting engine (see the GraphWorX32 Help
documentation for more information).

o  WebHMI Security Login ActiveX.
e AlarmWorX32 Web Access support for reports and operator comments.
e TraceWorX32 diagnostics support

o Integrated Web browser support for both Microsoft Internet Explorer and
Netscape Navigator.

Note: WebHMI version 7.0 currently does not support Netscape Navigator 7.0.

1.2 Introduction to WebHMI

ICONICS WebHMI is a Thin Client Web solution that enables standard Web
browsers, such as Microsoft® Internet Explorer and Netscape® Navigator1, for
use as real-time operator interfaces to manufacturing and factory floor
applications. Based on ActiveX® technology, WebHMI provides you with a
powerful and versatile approach to using the same standard HMI (Human
Machine Interface) components included in GENESIS32 Enterprise Edition™.

WebHMI delivers industry-standard, real-time OPC (OLE for Process Control)
information. WebHMI likewise delivers fast, worldwide operator graphical
visualization, trending and alarming information—both real-time and historical—
and HTML-based reports.

Since WebHMI Web components are packaged in standard Microsoft .cab files
(or in the case of Netscape are referenced by .dpl files), your server and clients
can be located anywhere. Similarly, you can store .cab or .dpl files anywhere on
your network. Installed and resident on one or more WebHMI servers, these
components (e.g., GraphWorX32, TrendWorX™32, or AlarmWorX™32) are
delivered automatically, quickly, and “in the background” to a browser on the

1-2

! Special note to users with Netscape Navigator: Netscape Navigator does
not support ActiveX technology. ICONICS has solved this problem by
supplementing Netscape with a plug-in. Acting as a bridge, this plug-in allows for
an ActiveX component to be put into the special Netscape module.
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client-side machine. Since WebHMI delivers the necessary components required
for performing HMI and SCADA functions (e.g., building control, manufacturing,
and process monitoring), it is not necessary to have any ICONICS products
installed on the client machines.

Ultimately, WebHMI turns a Web browser into an OPC client when the browser
views Web pages located on any WebHMI server. As mentioned above, standard
browsers such as Microsoft Internet Explorer and Netscape Navigator are used
to view Web pages from the WebHMI server. Once a WebHMI site is up and
running, you can instantly create multiple browser stations by having your clients
launch the Web browser and visit the appropriate page.

Interaction between clients and the WebHMI server is made possible by
ICONICS GenBroker™, which uses TCP/IP communication over the Internet.
The GenBroker Configurator allows you to customize your client/server
architecture based on your network configuration. For information about WebHMI
client configuration, please see Chapter 5. For information about configuring
GenBroker for the server side, please see the GenBroker Help documentation.

1.3 WebHMI Product Contents

Once you have installed WebHMI on a Web server, the following components
are available:

e .cab or .dpl files containing all necessary ICONICS ActiveX components
and foundation files.

o Registered copies of all WebHMI ActiveX components, which aid in the
development of your own pages.

e Installation files for Microsoft Windows NT® and Windows® 2000.

e Several sample HTML projects, which any client can browse “out of the
box.”

e A search-and-replace application, which can find and replace strings in
HTML files, dynamic tags in GraphWorX32 display files, and pen names
in TrendWorX32 property page configuration files.

1.4 WebHMI Architecture

ICONICS

The architecture of WebHMI can best be explained in an illustration. Figure 1.1
shows the WebHMI, Security, Licensing, and OPC servers on the same node.
The WebHMI clients are used to view Web pages downloaded from the WebHMI
server through a Web browser. GenBroker acts as a bridge that links WebHMI
clients to the WebHMI server over the Internet using TCP/IP communications.

1-3
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For details about client/server architecture and GenBroker configuration, please
see Chapter 5 or refer to the GenBroker Help documentation.
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Figure 1.1. WebHMI Client/Server Architecture

Of course, you are not limited to this setup. Since GENESIS32 is modular,
various components can be spread out over PCs with multiple networks. If you
wish, you can have a single node devoted only to storing and supplying all
necessary data files to be transported over HTTP; or you can have a setup in
which any other node can be responsible only for supplying security information
and serving ICONICS' licensing. You can have as many nodes as you wish
supply OPC data.

1.5 TraceWorX32 Support

Using a technology that has been incorporated into all ICONICS products,
TraceWorX32 provides online diagnostics and tuning of applications running in
the GENESIS32 system. TraceWorX32 is designed expressly for systems
integrators, OEMs and customers who want to have tools for doing their own
troubleshooting and diagnostics.

TraceWorX32 tracks the runtime activity for each GENESIS32 application and
logs the runtime data to a log file based on user-configured trace levels. The log
file provides a thorough, color-coded report detailing all activity for the
application, including the time, the date, the severity level, and a description of
the event or problem.

1-4 ICONICS
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TraceWorX32 also features several options for reporting issues to technical
support. If you are experiencing problems with any applications, the log file
deployment options, such as compressing and e-mailing log files, are ideal for
tracking and archiving data and sending detailed reports to technical support.
Developers can use these reports to identify the source of the problems.

The TraceWorX32.htm file, which contains the TraceWorX32 Configuration
Utility, is installed with GENESIS32 in the Program Files\ICONICS\GENESIS-
32\Bin directory. Remote WebHMI clients can download this utility from the
WebHMI Server by specifying the URL address of the TraceWorX32.htm file
(e.g. http://lwww.myserver.com/WebHMI/TraceWorX32.htm). The TraceWorX32
Utility will track any problems on the remote client.

Note: The View button on the TraceWorX32 Configuration Ultility is disabled in
WebHMI.

For more information about using TraceWorX32, please see the TraceWorX32
Help.htm file in the Program Files\ICONICS\GENESIS-32\Bin directory, or see
the TraceWorX32 Help documentation on the GENESIS32 product CD.
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2.1 Introduction
In this chapter, the following topics will be covered:

e Installing Internet Information Server in Windows NT

Installing Internet Information Server in Windows 2000
¢ Installing a Personal Web Server in Windows NT

¢ Installing GENESIS32

e Installing the GENESIS32 License Utility

¢ Installing WebHMI

Before installing WebHMI, you must first install a Web server, GENESIS32, and
a GENESIS32 software license. Any Microsoft Windows operating system that
meets the GENESIS32 minimum system requirements and that has a Web
server installed is capable of serving WebHMI pages. However, it is strongly
recommended that you use Microsoft Internet Information Server (1IS) because
IIS supports all features of WebHMI. Other Web servers, such as Personal Web
Server and Apache®, may not support all features of WebHMI.

Note: The GENESIS32 Web Publishing Wizard is supported only for IIS version
4.0 or above. SOAP/XML is supported only for IIS version 5.0 or above.

2.2 Installing Web Servers for Windows NT and Windows 2000

For WebHMI to work properly on a PC, you must install the following:

e For Windows NT: Either Internet Information Server (IIS) or a Personal
Web Server.

e For Windows 2000 or Windows XP: Internet Information Server (l1S).

ICONICS 2-1
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2.2.1 Installing Internet Information Server for Windows NT

If you run a Windows NT server, you must install an Internet Information Server
(IIS) in your computer.

1. Toinstall lIS in Windows NT, click on Network Neighborhood on your
computer's desktop. The Network dialog box will appear, as shown below in
Figure 2.1. On the Network dialog box, click the Services tab and then click
the Add button.

Metwork

Identification  Services I F'ru:utu:u:u:ulsl .-'-‘-.daptersl Bindingsl

Metwaork, Services:

Computer Browser

kigeozaft Internet [nformation Server 2.0
MHefBi05 Interface

RPC Configuration

Semver

W' orkstation

Bemove Properties... | pdate
— Description:
Digtributed protocal required far running the Computer Browser
FEIVICE,
Cloze [Fareel

Figure 2.1. Network Dialog Box: Services Tab
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2. The Select Network Service dialog box will appear. Select the Network
Service (in this case Microsoft Internet Information Server), and click the OK
button.

3. The Internet Information Server Installation dialog box will appear, as
shown in Figure 2.2. This dialog box will inform you that additional files are
needed for installation. In the Installed from field, type in the drive on which
your computer runs CD-ROMSs, plus ":\i386"; or click on the Browse button to
locate the i386 folder on your CD-ROM drive. After locating the i386 folder,
click on it to have it appear in the Installed from field. Insert the Windows NT
CD-ROM and click on the OK button on the Internet Information Server
Installation dialog box.

Internet Information 5erver Installation -- Files Meeded

Cancel

]
Saome filez on Windows NT CO-ROKM are -
needed. |
2=

Inzert Windaows MT CO-ROM into the drive
zelected below, and then click OF.

Inztalled fram:

i385

Figure 2.2. Internet Information Server Installation Dialog Box

Note: The Network Service required for this setup is Microsoft Internet
Information Server 3.0, to be released at the time of the current document's
publication.

4. The Microsoft Internet Information Server Setup dialog box, with an
Options window, will appear, as shown in Figure 2.3. In the Options
window, be sure to click on at least the four X-boxes (Internet Service
Manager, World Wide Web Service, WWW Service Samples, and ODBC
Drivers & Administration). Click the OK button.

5. The Publishing Directories dialog box will appear. On the Publishing
Directories dialog box, the default directory ("C:\InetPub\wwwroot") will
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appear in the World Wide Publishing Directory field. To use this directory,
click the OK button.

Microzoft Internet Information Server 2.0 Setup E3

Options:
- - — D'escription
|nternet Service Manager [inztall ] 131.. _ -
(<] wiorld ‘wide 'wWeb Service linstall ] 342K ticrosoft Gopher Publishing
[ Service Samples [install]  B79K Server
|| Intemet Service Manager [HTML] 234 K
Gopher Service | 267 K.
|| FTF Service l% 23K
Z QDBC Drivers & Adminiztration [inztall ) 0K
— Inztall Directory for Selected Option:
CAwINNT S ystema2iinetary Change Directory. .
Space Required on C: 3077 K.
Space Available on C: 33533 K

(] I Cancel Help

Figure 2.3. Options Window of Microsoft Internet Information Server Dialog Box

6. If the default directory does not exist in your computer, a dialog box will
appear informing you of this fact, as shown in Figure 2.4. If you wish to
create the default directory ("C:\InetPub\wwwroot"), click Yes.

Microzoft Internet Information Server 2.0 Setup <]

The following directory does not exizt. Do you want bo create ity

C:hnetPubbsaasr oot

o |
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Figure 2.4. Creating the C:\InetPub\wwwroot Directory

7. After the "C:\InetPub\wwwroot" directory has been created, the Install
Drivers dialog box will appear, as shown below. One or more ODBC drivers
will appear in the Available ODBC Drivers pane of the Install Drivers
dialog box. Select the driver(s) of your choice and click OK.

8. The Microsoft Internet Information Server dialog box will appear, informing
you that the setup has been completed. On the Microsoft Internet
Information Server dialog box, click the OK button.

You have successfully installed Internet Information Services software on a PC
with Windows NT.

2.2.2 Installing Internet Information Server for Windows 2000

If you have Windows 2000 with Internet Information Server (1IS), you must
configure it in your computer.

1. To configure IIS in Windows 2000, enter the Control Panel on your
computer and click on Add/Remove Programs. The Add/Remove
Programs dialog box will appear. Click on the Add/Remove Windows
Components icon in the left-hand column of the dialog box.

2. The Windows Components Wizard dialog box will appear, as shown in
Figure 2.5. To add IIS, select Internet Information Services (lIS) and click
on the check box. After you have clicked on the IIS check box, the Windows
Components Wizard dialog box will change its appearance and begin
configuring components. Shortly after the configuring begins, you could be
notified that additional files are needed.
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Figure 2.5. Windows Components Wizard Dialog Box

If additional files are necessary, the Files Needed dialog box will appear, as
shown in Figure 2.6. In the Copy files from field, type in the drive on which
your computer runs CD-ROMs, plus ":\i386"; or click the Browse button to
locate the i386 folder on your CD-ROM drive. After locating the i386 folder,
click on it to have it appear in the Copy files from field. Insert the Windows
2000 Professional CD-ROM and click on the OK button on the Files Needed
dialog box.

ICONICS
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Copy files from:
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Figure 2.6. Files Needed Dialog Box

4. The Windows Components Wizard dialog box will reappear. The copying
of files is tracked on the progress bar of the window.

5. After all of the necessary components have been installed, the Finish dialog
box will appear. To close the Windows Components Wizard dialog box,
click the Finish button.

You have successfully configured Internet Information Services software for
Windows 2000.

2.2.3 Installing a Personal Web Server for Windows NT

If you run a Windows NT server, installing a Personal Web Server is an
alternative to installing an Internet Information Server (IIS) in your computer.

1. Toinstall a Personal Web Server, go into the Tools directory on the
Microsoft Windows NT® 4.0 Options Pack CD-ROM and select Tools\pws.
The Option Pack Setup window will appear, as shown in Figure 2.7.
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Microszoft Windows HT 4.0 Ophon Pack Setup

Microsoft®
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The Windowes NT 4.0 Option Pack provides
enhanced Web and application development services
forincows MT Warkstation 4.0,

Features include:

Perzonal Weh Server
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Cancel |

Figure 2.7. Microsoft Windows NT 4.0 Option Pack Setup

Click the Next button. The End-User License Agreement dialog box will
appear. Read the conditions in the License Agreement. If you accept the
conditions, click the Accept button.

The dialog box through which you choose the components to be installed on
your Personal Web Server will appear, as shown in Figure 2.8. It is
recommended that you click the Typical button. This configuration includes
all of the minimum components, plus basic documentation and additional
components that will allow you to build and deploy Web applications.

After you click on the Typical button, the dialog box with the default Web
publishing home directory in the WWW Service field will appear. If you wish
to install the default directory as your home directory, click the Next button.

The Completing Installation dialog box will appear. When the installation
has been completed, the final dialog box will appear. Installation of a

ICONICS
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Personal Web Server for Windows NT is complete. Click the Finish button to
close out of the installation process.

Microsoft Windows MT 4.0 Option Pack Setup
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Figure 2.8. Choosing the Components To Be Installed on Your Personal Web Server

2.3 Installing GENESIS32

Before installing WebHMI, you must have a licensed GENESIS32 installed on the
designated WebHMI server machines.

2.3.1 System Requirements

To use the GENESIS32 software, you must have the following minimum system
requirements:

e 8X Speed CD-ROM

ICONICS 2-9
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¢ A minimum of 300 MB disk space available for installing the default
GENESIS32 software. (Note: Actual amount required may decrease if help
and example files are not installed. Project requirements for logging data,
alarms and screen storage are above this minimum.)

VGA Video Card; 256 or more colors for best results.

Microsoft Internet Explorer 5.5 and above.

Microsoft Data Access Components (MDAC) 2.7

Microsoft Windows 98 SE, Windows 2000 with Service Pack 3, Windows
Millennium (ME), or Windows XP with Service Pack 1, or Windows NT®
4.0 with Service Pack 6a

Note: Windows 98 SE is supported only by the non-Unicode version of
GENESIS32.
Minimum computer CPU and RAM requirements depend on the application and
operating system, as shown in the following table.

Application Size Processor RAM
Small
Windows 98 SE/NT Workstation/ME, 233 MHz 64 MB
2000, XP 400 MHz 128 MB
Medium
Windows 98 SE /NT/ME, 2000, XP 400 MHz 128 MB
650 MHz 256 MB
Large
All Operating Systems 1.8 GHz 512 MB - 1GB

The actual amount of RAM and/or processor speed will vary depending upon the
I/O counts, networking, logging and alarming requirements, as well as other
factors. To determine which type of computer best fits your application, set up a
test application station.

Note: The processor and memory requirements of your existing project may be
greater in this version of GENESIS32 than in previous versions due to additional
and enhanced features in the product.

2.3.2 Installation Steps for GENESIS32

2-10

The following steps detail the GENESIS32 system installation. Before installing
ICONICS software, be sure to close all other applications. For complete
information with installation screens, please see the Getting Started Help
documentation on the GENESIS32 product CD.

Note: If your operating system (e.g., Windows NT) requires a login name, you
must log in with administrator capability before installing GENESIS32 software.

ICONICS
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1. Before installing ICONICS software be sure that all other applications, are
closed and/or disabled.

2. Insert the GENESIS32 product CD into your CD-ROM drive. If "Autorun" is
enabled on your system, the CD introduction starts automatically. Otherwise,
browse to your CD-ROM drive and run the "RunMe.bat" file.

3. During the GENESIS32 7.0 installation, the system will look for a prior
installation of the GENESIS32 License Utility. If a pre-existing installation of
the License Utility is detected, an update is required. If your PC is currently
licensed, a temporary 7.0 license with the current configuration can be
immediately granted for a 30-day temporary period. All current options and
licensing information will be retained for 30-days. Please contact ICONICS
for a license upgrade within the temporary 30-day period.

Note: GENESIS32 version 5.x and 6.x software licenses must be
upgraded to work with GENESIS32 version 7.0 or subsequent versions
of GENESIS32.

4. You will see the CD introduction and the main menu. From here you can also
click on a link to the ICONICS Web site, go to the Documentation Center,
view CD-based Web pages containing miscellaneous Information, and install
software.

5. Click on the GENESIS32 button. The Setup screen briefly appears, followed
by the Welcome Message screen. Click the Next button to continue.

6. The Software License Agreement dialog box appears. Read the License
Agreement. Click Yes if you accept the terms of the agreement.

7. The User Information dialog box appears. Enter your name in the Name
field and your company information in the Company field. Click Next.

8. The Security Password dialog box appears. Type ICONICS (upper case) as
the security password. This password will be used by the Security Server as
the default administration password. Then click the Next button to continue.

IMPORTANT NOTE: Be sure to remember this password! It is required when
you first attempt to log in to the Security Configurator tool to set up security for
your system. Details on using the Security Configurator are covered later in this
manual. The important point here is to make sure you remember what is entered
in this field during installation.

9. The Choose Destination Location dialog box appears. Choose the
destination location for the software installation. The default directory for the
setup is Program Files\ICONICS\GENESIS32. If you wish to keep this default
location, click the Next button. If you prefer to select a different directory
location for the installation, click the Browse button to select a different drive
or directory. Click Next to continue.
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10. The Component dialog box appears. By default, the components and
subcomponents installed by GENESIS32 require approximately 300 MB of
disk space. If you lack the space, a message appears asking you either to
change hard drives or delete unnecessary files from your current drive.

There are subcomponents installed in many of the components. These
subcomponents are typically broken into three subsections: program files,
help files, and example files. If you do not have enough disk space to install
the complete set of tools, you can elect either not to install one or more of the
main components (e.g., DataWorX32) or some of the subcomponents (e.g.,
help files). If you only install the program files, for example, the hard disk
space required decreases. To make a change, highlight the component and
click the Change button. This will open the Subcomponents dialog box for
that component. A check indicates that the component (or subcomponent)
will be installed. Click Next to continue.

11. The Select Components dialog box appears. Here there are two additional
options available for a GENESIS32 installation:

o Browser Station Installation. This option should be used when
installing the software on a networked PC that ties into another
GENESIS32 system. A "Browser Station," which cannot connect directly
to an OPC server, must connect to a remote machine. For a typical
installation, this option should NOT be checked.

e GraphWorX32 Runtime Only. This option creates an installation
whereby GraphWorX32 (the graphics screen-building module in
GENESIS32) cannot enter Configuration mode. For the typical
installation, this option should NOT be checked. Click Next to continue.

12. The Select Program Folder dialog box appears. You can choose in which
program folder the software will be installed. The default folder in the
Program Folder field is ICONICS GENESIS32. You can keep this default,
select an existing folder from the list, or type a new folder name in the
Program Folders field. Click Next to continue.

13. The copying of files will now begin. Click Cancel to stop the installation
procedure at any time.

Note: The GENESIS32 installation automatically installs Microsoft Visual Basic
for Applications (VBA). If you are using the Unicode version of GENESIS32 for
international language-switching capability, the installation will give you the
option of installing Microsoft Arial Unicode Font.

2.4 Installing the GENESIS32 License Utility

You must install and run the ICONICS Software Licensing before you can run
GENESIS32 software in Windows in non-demo mode. A Software License Site
Key will be generated to handle licensing of GENESIS32 without requiring a
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hardware protection key. Licensing encrypting information is stored deep within
the Windows systems. See the section below for further details on activating the
license. This section first details how to install the software from the CD.

Note: Set the System Date and Time properly before installing the Software
License Utility. Setting the time and/or date by more than an hour after the
installation will affect any time-limited Licenses (such as the Temporary 30-day
Activation).

Note: If your operating system (e.g., Windows NT) requires a login name, you
must log in as "Administrator” before installing the GENESIS32 Software
Licensing.

If you are installing the License Utility program as a continuation of the
GENESIS32 installation covered in the previous chapter, skip to Step 4 below.
For complete information with installation screens, please see the Getting Started
Help documentation on the GENESIS32 product CD.

1. Before installing ICONICS software, be sure that all other applications, such
as Microsoft Office or any antivirus software, are closed and/or disabled.

Insert the GENESIS32 product CD into the CD-ROM drive.

You will see the CD introduction and the main menu. (If Autorun is enabled
on your system, the CD introduction starts automatically. Otherwise, browse
to your CD drive and run the "RunMe.bat" file. Select Software from the
menu.

Select Licensing from the software selection menu.

The Software License installation starts and displays a Welcome screen.
Click Next to continue.

6. If you have a previous version of the GENESIS32 License Utility installed, a
notice appears. By installing the GENESIS32 7.0 License Utility, you will no
longer be able to run the 5.x and 6.x versions of GENESIS32. If you have an
existing Site Key for 5.x or a 6.x, a temporary 30-day license will be
authorized for GENESIS32 7.0. Click Yes to continue.

7. In order to proceed with the License Utility installation, you must
acknowledge that you have read the version compatibility notice that was
displayed in the previous screen. Check the check box and click the Next
button to continue.

8. The Software License Agreement appears. If you accept the terms of the
agreement, click Yes.

9. The User Information dialog box appears. Type in your name and your
company's hame, and then click Next.
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10.

11

12,

13.

14.

Choose the destination directory for the installation. This defaults to \Program
Files\Iconics\SoftLic. If you want to install the License Utility in a different
directory, click Browse. Click Next to continue.

. The setup will also create a program folder and copy all the shortcuts related

to the License Utility into that program folder. The default program folder is
ICONICS Software Licensing. You can specify a different folder if you want.
Click Next to continue. The setup will start copying files to your computer and
will display the status associated with the memory, disk space, and
percentage of information copied.

A notice appears, stating that the 30-day temporary license must be
activated to provide a Site Code in order to obtain a valid Site Key. Click Yes
to continue.

In order to complete the License Utility installation, you must acknowledge
that you have read the notice that was displayed in the previous screen.
Check the check box and click the Next button to continue.

Setup is now complete. Click the Finish button to exit the installation wizard.
You may be asked to restart your computer before running the ICONICS
License Utility.

Note: You must now run the License Utility and register your software
license in order to use GENESIS32 or any of its components. For more
information, see the GENESIS32 Software Licensing documentation on the
GENESIS32 product CD.

Installing WebHMI

This section describes the steps for installing ICONICS WebHMI. Be sure to
close any other applications before installing WebHMI.

Note: WebHMI version 7.0 currently does not support Netscape Navigator 7.0.

1.

2,

To install WebHMI from the GENESIS32 Product CD, select WebHMI from
the software installation menu.

As you begin installing WebHMI on a properly configured PC, a Welcome
dialog box will appear, as shown in Figure 2.9. Click Next to continue the
installation.
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WAL Y

Welcome to WebHMI Setup

Thiz program will install \webHMI on vour computer. Itz
strangly recommendead that you exit all Windows programs
before running thiz Setup program.

VA @lal— WAL

= Cancel

Figure 2.9. Welcome Screen

3. The ICONICS WebHMI License Agreement dialog box will appear, as
shown in Figure 2.10. Carefully read the ICONICS License Agreement. If
you agree with the terms and conditions, click Yes to continue.
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Licenze Agreement

]
Pleaze read the fallowing license agreement carefully. ” » HIG-S*
" *

— A AN A

Fresz the PAGE DOWHN key to zee the ezt of the agreement.

| [COMICS LICEMSE AGREEMEMT -
YOU SHOULD CAREFULLY READ THE FOLLOWARG TERMS AND COMDITIOMNS!

Opening and uzing the enclozed software for any purpose indicates vour acceptance of
the termz and conditions of this icenze agreement. IF you do not agree with them you
ghould return all software, documentation and copy protection keys within seven days of
zhipment unopened and your money will be refunded.

ICOMICS provides thiz program and licenzes itz use in the United States, Puerto Rico, or ;I

Do you accept all the terms of the preceding License Agreement’? |f you chooze Mo, the
zetup will cloze. Toinstall \WebHMI, pou must accept thiz agreement.

[ Ftalls hield

< Back ez Mo

Figure 2.10. License Agreement

4. The ICONICS WebHMI Copyright dialog box will appear, as shown in
Figure 2.11. After reviewing the copyright information, click Next to continue.
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Information )
Please read the following text. ’ ’EUHIE‘S'
T RLEORE S D ~ AL ,
[2] Copyright ICOMICS |ncorporated, 1386-2002 j

YWielcame to ICOMICS \WEBHMI| Product
Releaze 7.0 Beta Build 116
M ovemberber 2002

M ew \WEBHMI HMI - Thin Client Product

T hiz optional product adds to any GEMESIS32 application and enables that GEMESIS32
to deliver WEB based araphics real-time and historical trendz and OPC alarms to remote

1 | 5

nekallSthield

< Back | Memt > I Cancel |

Figure 2.11. Copyright Notice

5. The User Information dialog box will appear, as shown in Figure 2.12. Type
your (the user's) name in the Name field; your company's name in the

Company field; and your WebHMI product's serial number in the Serial field.
Click the Next button to continue.
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Uzer Information i,
Enter your registration infarmatian. ’ IEUHIG-S‘
A A LA

Fleaze enter your name. the name of the company for whom you work, and the product

zenal number.
M arrie: I
Company: ||
Serial: I
|stallShield

¢ Back | Hexts I Cancel

Figure 2.12. User Information Dialog Box

6. The Installation Destination dialog box will appear, as shown in Figure
2.13. The default location is "C:\inetpub\wwwroot\WebHMI." If you have
installed or activated Microsoft Internet Information Server and used its
default for installation locations, this default setting creates a WebHMI folder
in your root www directory. This location allows a client PC to access
WebHMI files at "http://<Web address of Server>\WebHMI\."

If your shared root directory is not the default supplied, click on the Browse
button and choose the appropriate installation folder. After you have chosen
a location, click OK.
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Choose Destination Location a
Select folder where Setup wil install fles. ’ ’ gg”lg-sf
@A A ALLA A

Setup will install \webHMI in the following folder.

T o inztall to this folder, click Mest. To install to a different folder, click Browse and select
another folder.

|' Deztination Folder

C:hlnetPubbsewrootiy ebHMI Browse... |

[riztallStield

< Back | et > I Cancel |

Figure 2.13. Choosing Your Installation Location

7. The Setup Type dialog box will appear, as shown in Figure 2.14. Choose
Typical, Compact, or Custom installation. Typical installs all WebHMI
components. Compact installs no sample pages. Custom lets you select the
specific components to be installed. After making your choice, click the Next
button to continue.
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Setup Type )

Select the Setup Type ta instal > ﬁg”l c s

LClick the type of Setup vou prefer, then click Mext.

& Typical Frogram will be installed with the mozst common options. Fecommended for
ok users.

" Compact  Program will be installed with minimum required optionz,

" Custom Yau may chaose the optiohs vou want ta inztall. Becommended for advanced
LizErs.

| Fretalls bield

¢ Back | MHest = I Cancel

Figure 2.14. Choosing the Installation Type

8. The Choose Communication Type dialog box will appear, as shown in
Figure 2.15. Choose GenBroker over TCP (OPC over TCP), GenBroker
over DCOM, or Standard OPC for installation.
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Chooze Communication Type

»- [CONICS:

Click the type of communication you prefer, then click Hest.

' GerBroker over TCP [OPC over TCF)
" GerBroker over DCOM
£ Standard OPC

P
| atallShield

¢ Back I M et > I Cancel I

Figure 2.15. Choosing a Communication Type

Since the default communication type is GenBroker over TCP (OPC over TCP),
it is recommended that you use it to install WebHMI server. If desired, you will
then be able to change the settings at any time. GenBroker over TCP (OPC
over TCP) is easy to use on a local area network (LAN), over an intranet or the
Internet, and communicates through routers and firewalls. Of these three
communication types, only GenBroker over TCP communicates over the Internet.
For information about configuring TCP/IP and SOAP/XML channels, please see
the GenBroker Help documentation.

GenBroker over DCOM is recommended for use on a local area network where
you know that all nodes have been properly set up. It is also recommended for
use if you wish to avoid connecting over the Internet because you are uncertain
of how all nodes in a network have been set up.

Note: GenBroker over DCOM works only in an environment where Microsoft
Network has been installed. If you wish to communicate over the Internet, install
GenBroker over TCP.

Standard OPC is the legacy communication method used by GENESIS32 5.x
and 6.0. It is easy to use on local area networks. This is the default method for
GENESIS32 applications.
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Note: Standard OPC works only in an environment where Microsoft Network has
been installed. If you wish to communicate over the Internet, install GenBroker
over TCP.

After you have chosen the communication type that you prefer, click Next. The
Select Program Folder dialog box will appear, as shown in Figure 2.16.

Select Program Folder

Please select a program folder. p ign”l&gl
' e

Setup will add program icons to the Program Folder listed below. You may twpe a new folder
hame, o zelect ane fram the exizting falders list, Click Mest to continue.

Program Folders:

ICOMICS “webHkI

Exizting Folders:

ACD Systems

Administrative Tools

Adobe

FAR manager

ICOMICS GEMESIS-32

[COMICS Saftware Licenzsing

Microzoft Developer Wetwark,

Microzoft Office Toolz ;I

| atallStneld

< Back | et > I Cancel |

Figure 2.16. Select Program Folder

Either type the name of a new program folder in the Program Folders field or
select the program folder of your choice from the list in the pane below. Click the
Next button.

Note: If you wish to change your choice of communication types, it is
recommended that you uninstall WebHMI and perform the installation again from
the beginning.

9. The Copying System Files window will appear. While the system files are
being automatically copied, the percentage of the files already copied will
appear in the window's progress bar.
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10. After all of the necessary system files have been copied, a dialog box will
appear, as shown in Figure 2.17. Enter the name of your WebHMI server or
select a local machine name. Customize your application by selecting one of
three choices under Name Convention:

¢ Microsoft Network. This is the name of the WebHMI server
machine located on your local network. This is recommended with
DHCP.

e DNS (Domain Network Service). This is your registered domain
name, such as www.myserver.com.

e |P Address. The numeric IP address, such as 99.99.99.99 will
automatically appear in the DNS Name field.

After you have customized your application, click the OK button.

Enter a name of your 'WebHMM| zerver or select one of the
lozal machine names. All of zample filez will be customized
ko wark with the name you specify.

—DMS Mame

WWW.I’I’I_','SET"."E[.DEIIT‘

— Mame Cornventian

= M5 Metwaork
v DNS

= |P Address Cloze ak

Figure 2.17. Specifying the WebHMI Server Host Name

11. The Setup Complete dialog box will appear, as shown in Figure 2.18. Click
the Finish button to complete the setup.
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Setup Complete

Wizslss Yo
fgf mﬂij Setup has finished installing ‘»'ebHMI on your computer.

» [CONICS

Click Finigh to complete Setup.

SoAle

¢ Back

Figure 2.18. Setup Complete

You have successfully completed installation of WebHMI on your computer.
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3.1 Introduction to WebHMI Samples

ICONICS

The WebHMI installation includes a series of sample screens, which get installed
in the Inetpub\wwwroot\WebHMI\Samples directory. To access the Samples,
select Start > Programs > ICONICS WebHMI > WebHMI Examples. The
WebHMI Samples Home Page will appear, as shown in Figure 3.1. This page
allows you to access both default (basic) and advanced WebHMI samples, as
well as industry examples.

Note: When navigating the displays, you can click on the House icon at the top
right of the screen to return to the home page at any time.
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[CONICE" YyebH

running Microsoft Internet Explorer or Netscape MNavigator, YebHM| is extremely easy to use and set up.
Advanced Web publishing tools allow graphics, trends, alarms and reports to be published to designated Web servers running
Microsoft Internet Information Server (IIS), Microsoft Personal Web Server, or Apache Server providing a complete Web-based
Hill or SCADA solution.

“Our Weh-enahled HMI and SCADA products are hased on OPC-To-The-Care

J: Default Samples

*,‘q St Bt Pt

Wab M)

Ml enables users to view real-time HMI or SCADA applications over the Internet or intranets on any client PC

technofogy and offer unparalfeled performance, efficiency, ease of
connectivity and freedom of choice!”

Industry Samples

& gy

fimi

Figure 3.1. WebHMI Samples Home Page

3.2 Default Samples

3-2

Clicking Default Samples on the WebHMI Samples Home page opens the
WebHMI Default Samples page, shown in Figure 3.2.

Click on the back arrow button at the bottom left at any time to move back to the
previous display.
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e e e me e

GraphWorX32

Figure 3.2. WebHMI Default Samples Page

3.2.1 GraphWorX32 Samples

Click on the GraphWorX32 link on the left-hand side of the home page. The
GraphWorX32 sample page will appear, as shown in Figure 3.3.
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Figure 3.3. GraphWorX32 Sample Page

3.2.2 AlarmWorX32 Samples

Return to the Default Samples page and click on the AlarmWorX32 link. The
AlarmWorX32 sample page will appear, as shown in Figure 3.4. This contains
example screens for the Alarm Viewer ActiveX, the Alarm Report ActiveX, and an
Alarm Chart. You can move the mouse pointer over the alarms in the display to
show ToolTips for the alarms, which provide information about each alarm.

Note: You must have MSDE installed to view the Alarm Report and Alarm Chart
samples.
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Figure 3.4. AlarmWorX32 Samples Page

3.2.3 TrendWorX32 Samples

Return to the Default Samples page and click on the TrendWorX32 button. The
TrendWorX32 sample page will appear, as shown in Figure 3.5. Here you can
view various trend displays with trend pens in runtime mode, including a Time
Plot, a Log Plot, a Strip Chart, a Circular Chart, and an XY plot.

ICONICS 3-5



Viewing WebHMI Samples WebHMI

Figure 3.5. TrendWorX32 Sample Pages

3.2.4 ActiveX Control Samples

Return to the Default Samples page and click on the ActiveX button. The
ActiveX sample page will appear, as shown in Figure 3.6. To view various types
of ICONICS ActiveX controls in action, including the Switch, Slider, Vessel,
Gauge, and Numeric ActiveX controls, click on the buttons.
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Figure 3.6. ActiveX Controls Samples

3.2.5 Licensing and Security Samples

The WebHMI Default Samples page also contains links to the Licensing and
Security sample pages. For information on Security and Licensing, please see
Chapter 6 and Chapter 7, respectively.

3.3 Advanced Samples

Return to the WebHMI Samples Home page and click on the Advanced
Samples button, as shown in Figure 3.7.
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Advanced Web publishing tools allow graphics, trends, alarms and reports to be published to designated Web servers running
Microsoft Internet Information Server (IIS), Microsoft Personal Web Server, or Apache Server providing a complete Web-based
Hill or SCADA solution.

) “Our Weh-enahled HMI and SCADA products are hased on OPC-To-The-Care
e | technofogy and offer unparalfeled performance, efficiency, ease of
connectivity and freedom of choice!”

Default Samples Industry Samples Advanced Samples

S - -.:3

[

i M-I apy e

Ilun mn.h-
s | s [ S s
...-s. eyt irer

(g

Figure 3.7. WebHMI Samples Home Page

This opens the Advanced Samples page, shown in Figure 3.8. The Advanced
Samples page contains two buttons: Remote Connection and Advanced
Scripting.
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Figure 3.8. Advanced Samples Page

The Remote Connection samples page, shown in Figure 3.9, contains
examples of complex GraphWorX32 display (.gdf) files that have been published
as HTML pages through WebHMI. You can view these display files in real time
over your WebHMI server. The examples include a bar graph, an Alarm Viewer,
and a Trend Viewer.
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PM 9 Temperature

125873 PM 9 Alkaline Level

Figure 3.9. Remote Connection Page

The Advanced Scripting samples page, shown in Figure 3.10, contains
examples of the use of VBScript in GraphWorX32 displays. For more information
about the GraphWorX32 scripting engine, please see the GraphWorX32 Help
documentation.
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Figure 3.10. Advanced Scripting Page

3.4 Industry Samples

Return to the WebHMI Samples Home page and click on the Industry Samples
button. This opens the Industry Samples page, shown in Figure 3.11, which
contains example GraphWorX32 displays for various segments of the automation
industry.
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Building Control Water & Waste Water

Figure 3.11. Industry Samples Page
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4.1 Introduction to HTML Publishing

The GENESIS32 Web Publishing Wizard enables you to "export" your
GraphWorX32 (.gdf), TrendWorX32 (.t32), and AlarmWorX32 (.a32) displays to
HTML files and/or publish the HTML files to a Web server (LAN or Internet). In
publishing displays to a Web server, WebHMI uses HTML to reference the files in
an Internet-enabled format. Once a display is "exported" to an HTML file and
then published to a Web server, client machines can browse it through an
Internet browser, such as Microsoft Internet Explorer or Netscape Navigator.
Each display can be viewed as a Web page.

Note: Netscape Navigator generally does not support ActiveX technology.
ICONICS has solved this problem by supplementing Netscape with a plug-in.
Acting as a bridge, this plug-in allows for an ActiveX component to be put into the
special Netscape module.

4.1.1 Basic Steps in Publishing GraphWorX32 Displays

ICONICS

Publishing a GraphWorX32 display to HTML involves the following basic steps:

1. Create a GraphWorX32 display (.gdf) file on a developer workstation with
GraphWorX32 installed.

2. Use the Web Publishing Wizard to generate an HTML file and publish the file
to a Web server (URL) address.

3. Onthe Web server PC (with GENESIS32 installed), start GenBroker Server
from GenTray.

4. On aclient PC, open a Web browser, such as Microsoft Internet Explorer,
and browse to the URL address of the HTML file. The client PC downloads
the HTML file from the Web server. The Web server delivers all the
necessary components (e.g. ActiveX controls) to the client PC's Web
browser, which then runs the GraphWorX32 display directly within the
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browser. This way you can view the GraphWorX32 display in real time as a
Web page.

The source code of the published HTML file contains references to the required
“plug-ins” that are needed to deliver the GraphWorX32 Viewer ActiveX control to
the client. The GraphWorX32 Viewer ActiveX is needed to run the .gdf file over
the network. The GraphWorX32 display itself is not really “converted” into HTML.
Instead the display (.gdf) file is referenced in the HTML code by the ActiveX plug-
in.

To expand on step 2 above, the following Microsoft Internet Explorer example
shows the portion of the generated HTML source code that references the .gdf
file. The GWXview32.cab file is referenced in the codeBase field to deliver the
“plug-in” for the GraphWorX32 Viewer ActiveX. This in turn opens up the .gdf
display. In the example below, the .gdf display file is called Building1.gdf, as
shown below in the DisplayName parameter field.

<OBJECT classid=clsid:98A5DDE3-563B-11CF-A343-487C03C 10000
codeBase="http://www.myserver.com/webhmi/cabs/GWXview32.cab"
id=GWXview321 style="HEIGHT: 420px; WIDTH: 620px" height=420
width=620>

<param name="_Version" value="65537">

<param name="_ExtentX" value="16404">

<param name="_ExtentY" value="11113">

<param name="_StockProps" value="160">

<param name="BorderStyle" value="1">

<param name="Appearance" value="1">

<param name="DisplayName"
value="http://www.myserver.com/webhmi/Building1.gdf">

<param name="UseAmbientBackColor" value="0">

<param name="AutoStartRuntime" value="-1">

<param name="OverrideScrollbarSettings" value="1">

<param name="VerticalScrollbar" value="0">

<param name="HorizontalScrollbar" value="0">

</OBJECT>

Exporting a .gdf file to an HTML file not only references the GWXview32.cab file,
as shown in the example above, but also references any other "plug-in" .cab files
required for other ActiveX components that may be embedded within the .gdf file
(e.g., TrendWorX32 or AlarmWorX32 Viewer ActiveX controls).

However, before a .gdf file can communicate with live OPC data, the
IcoSetServer.cab file “plug-in,” which is necessary for security and licensing, as
well as a GenBroker configuration (.gbc or .gbx) file, which contains network
configuration settings for OPC communications, must also be delivered to the
client PC. The IcoSetServer.cab file and the .gbc or .gbx file are referenced in the
HTML source code. This way the security and licensing information are available
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whenever a component (such as an Alarm Viewer ActiveX) is downloaded. The
sample HTML source code below shows how these files are referenced in the
code.

<object id="SetServer2" classid="clsid:57802C16-9A15-11D4-B2A8-
0090272E599B"
codeBase=http://www.myserver.com/WebHMI/cabs/IcoSetServer.cab
height=28 width=17>

<PARAM NAME="CfgName"
VALUE="http://www.myserver.com/WebHMI/Samples/Default.gbc">
</object>

The GENESIS32 Web Publishing Wizard in GraphWorX32 takes care of all the
necessary HTML code references automatically. Microsoft Internet Explorer uses
.cab files, whereas Netscape Navigator uses .dpl files.

Note: If you are using multiple frames for your WebHMI pages (e.g. a main
"navigation" frame for browsing between pages, and a "content" frame that
contains the body of the pages), make sure that the IcoSetServer.cab file and the
.gbc or .gbx file are properly referenced in the HTML source code for the main
frame. This way the security and licensing information are available whenever a
component is downloaded.

4.1.2 Delivering the Necessary Web Components to the Client

ICONICS

WebHMI is designed to operate with Zero Install and Thin Client philosophy.
This means the client PC has nothing but Windows, Internet Explorer, or
Netscape loaded. Thus, all necessary Web components must be remotely
delivered and seamlessly installed. The type and number of components
required for delivery on the client PC are determined by the content of the
GraphWorX32 displays. For instance, a display with an embedded Trend Viewer
requires delivery of the corresponding TrendWorX32 Viewer ActiveX Web
component, but not the AlarmWorX32 Viewer ActiveX. On the other hand, a
display with an embedded Alarm Viewer requires the corresponding
AlarmWorX32 Viewer ActiveX but not the TrendWorX32 Viewer ActiveX.

The delivery process can be very slow in terms of network speed. To avoid
wasting time, the first requirement is to deliver only the required component. The
delivery process is strictly connected to the HTML code. Inside the HTML code,
there are references to .dpl files or .cab files, the basic ways to deliver
components. As a result, the building of the HTML page is a critical step. The
Web Publishing Wizard looks inside the display to understand what components
are needed on the client side and then builds the corresponding HTML code.

Netscape Navigator and Microsoft Internet Explorer neither process the HTML
code in the same way nor deliver the component in the same standard format.
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Basically, Microsoft Internet Explorer requires components to be delivered using
.cab file technology whereas Netscape Navigator requires .dpl files.

Client Station Requirement

In order to view a published GraphWorX32 display, a client PC must have a Web
browser installed (e.g. Microsoft Internet Explorer or Netscape Navigator).

Developer Station Requirement

The developer station requires GraphWorX32 Version 6.1 or greater.
Web Server Station Requirement

The Web server PC must have the following installed:

e WebHMI

e GENESIS32 (with GenBroker)

e For Windows NT, Internet Information Server (1IS) or a Personal Web
Server

e For Windows 2000 and Windows XP, Internet Information Server (IIS)

4.1.3 Multiple Display Support

Suppose that you have a main GraphWorX32 display (.gdf) file that is linked to
other display files (e.g. each display contains pick actions, such as Load Display
or Pop-up Window, that point to the other display files). When you publish the
main display to an HTML file, you want all the links and references to the other
dependent display files to be functional when the HTML file is downloaded to a
client Web browser. The Web Publishing Wizard makes this possible by
detecting all mutually linked display files, looping through all dynamic actions,
and checking for pick actions in which a file name is specified as one of its
parameters. The following pick actions are supported for multiple GraphWorX32
display Web publishing support:

Load Display

Embedded Window

Popup Window

Drag/Drop Load

Set Aliases

Alias Dialog (alias files specified through the Set Aliases dialog box in
GraphWorX32).

The LoadTabs display property is also supported for publishing multiple
GraphWorX32 displays.
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4.1.4 Embedded ActiveX Control Support

In dealing with a main GraphWorX32 display (.gdf) file that is linked to other
display files (as described in the "Multiple Display Support" section above),
suppose you included an ActiveX Control (e.g. Alarm Viewer ActiveX or Trend
Viewer ActiveX) into each of the dependent display files. Also suppose that you
generated and published an HTML file only from the main display, but you want
this single HTML file to trigger the simultaneous download and installation of all
ActiveX Controls embedded within all interlinked GraphWorX32 display files. The
Web Publishing Wizard's embedded ActiveX Control support makes this
possible, allowing you to view the ActiveX Controls in all displays from a single
client Web browser.

4.2 Using the Web Publishing Wizard

The Web Publishing Wizard performs two basic operations:

1.

The Wizard creates an HTML file based on a user-specified GraphWorX32
display (.gdf) file, TrendWorX32 display (.t32) file, or AlarmWorX32 display
(.a32 file).

The Wizard then either "exports" (saves) the HTML file to a user-specified
directory on the local drive and/or "publishes" (uploads) the HTML file to a
user-specified Web server URL address (i.e. over the Internet or an intranet).

4.2.1 Starting the Web Publishing Wizard
To launch the Web Publishing Wizard in GraphWorX32:

ICONICS

1.

2,

Load or create a GraphWorX32 display (.gdf) file.

After you have either created a new display file or opened an existing file,
select Save As from the File menu. The Save As dialog box opens, allowing
you to specify the name and location of the file you are about to save. Type a
name for the new file in the File Name field. It is important that, when saving
your file, you select "GraphWorX32 Displays without VBA (*.gdf)" in the Save
as Type field, as shown in Figure 4.1, because the Web Publishing Wizard
does not support Microsoft Visual Basic for Applications (VBA). Click the
Save button to save the current file.
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WebHM|

savens 2| x|

Cave ir: IaGENEEDEMD j = ¥ ER-
% Ackiver_Gauge,qdf % Alarmwiory32_BulletList, gdf
}Pf Ackiver,_PushButkon, gdf }Pf Alarmiwars3z_Design,gdf
}f_ Activer,_Slider, gdf }f Alarmitiars3z _MME_Demo,gdf
[ Active_Toolbox.odf i Alarmivoryaz_MME_PC.GDF
[ ActivexToolkitBulletList, gdf i Alarmiorxaz_MM_Remate.odf
% Alarmiiors+, gdf % AlarrWiork32_MrE_Sched.gdf
KIN i

File narne: IEhemFu:u:ud_B eanBoaster. gdf Save

Save as type: |[EEES Cancel |

Figure 4.1. Saving the Display As a Non-VBA File

3. Select Publish to HTML from the Tools menu, as shown in Figure 4.2.

|Tu:u:n|s Runkime  Help

Macros 4
Function kews...

=y

=

=y
-

Sek Warking Directory. ..

Security Configuration. .

Local Alias File Editor. ..

Glabal Alias Canfiguration, ..
Language Alias Configuration. ..
16-hit to 32-bit Display Translator. ..

s
Windows CE r

I & el

Figure 4.2. Starting the Web Publishing Wizard in GraphWorX32

Note: If you try to run the Web Publishing Wizard with a GraphWorX32
display with VBA, you will get a warning message as shown in Figure 4.3. If
you click Yes, the Web Publishing Wizard automatically saves the display as
a non-VBA file. If you click No, the publishing operation is cancelled.

ICONICS
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The current display contains YE&, Publish to HTML
feature is only available for non-YE& displays.

The current display will be saved as non-YE4

ko the Following File:

C:Program Filest ICOMICSGERESIS-321ExamplestGen3zDemaiDisplay 1 _MNavEd, qdf

Ok ko proceed?

Figure 4.3. Warning Message About Displays With VBA

4. This launches the Web Publishing Wizard configuration dialog box, as
shown in Figure 4.4. This dialog box serves as the interface through which
you export/publish GraphWorX32 display files to the Web.

Note: Both the Publish to Web Server and Export Local Copy actions can be
performed at the same time.

ICONICS 4-7



Web Publishing Wizard

WebHM|

“&, WEB Publishing Wizard x|

— Publizh ‘#feb Page

IEhemFDu:u:I_E eanBoaster.htm

—Bazed on Source File

IM_I,I Dacumentzs GEMESIS 70 examples\ChemFood_BeanRaoaster.gdf _I

— Publizhing Optionz
¥ Publish to 'web Server
Ihttp:a’.-’www.myserver.u:u:uma’wel:uhmi j

¥ Export Local Copy

| =] |
— Publizhing Cuztomizatian

Publishing cuztomization allows you to change YWeh
Publizhing 5 ettings. Advanced... |

k. I Cancel | Help |

Figure 4.4. Web Publishing Wizard Dialog Box

4.2.2 Exporting a Display File Locally

To export a GraphWorX32 display to a directory on the local drive:

1. In the Based on Source File field of the Web Publishing Wizard, you must
specify the name of the GraphWorX32 display (.gdf) file to be exported, as
shown in Figure 4.5. To choose a different display, click the ... button to the
right to browse for a file. Select a file and then click Open. The directory path

and the file name are shown in the text field.
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“4 WEB Publishing Wizard

x|

— Publizh ‘#feb Page

IEhemFDu:u:I_E! eanBoaster.htm

—Based on Source File

IM_I,I DocumentshGEMESIS Y0 exampleshChemFood_BeanRoaster. gdf _I

— Publizhing Optionz
[~ Publish to Web Server

Ihttp:a’.-’www.mysewer.u:u:uma’wel:uhmi

¥ Export Local Copy

4

|

— Publizhing Cuztamizatian

Publizhing cuztomization allaws you ta change YWeh
Publizhing Settings.

Advanced... |

o]

Cancel

Help |

Figure 4.5. Specifying a GraphWorX32 Display File

2. Inthe Publish Web Page field of the Web Publishing Wizard, specify the
name of the HTML file that will be created. The .gdf file name is filled in by
default, but you can give the HTML file a different name.

3. Inthe Publishing Options field, check the Export Local Copy check box
and specify the local directory path name to which you want to export the
HTML file. You can select a recently used path from the drop-down list, or
click the ... button to browse for a destination directory, as shown in Figure

4.6. Select the directory and click OK.



Web Publishing Wizard WebHMI

Set Location for Local Copy 7] x|

Laok in: | ‘= ‘web Publishing Example | = B e EB-

Cancel |

v

Figure 4.6. Setting the Local Directory

4. The local directory pathway you selected appears in the Export Local Copy
field of the Web Publishing Wizard, as shown in Figure 4.7.
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¥4, WEB Publishing Wizard x|

— Publizh ‘»feb Page

IEheanu:ud_B eanF oaster. htm

—Bazed on Source File

IM_I,I DocumentshGEME SIS T exampleshChemFood_BeanFoaster. gdf _l

— Publizhing Optionz
[ Publish to'web Server
Ihttp:;"s’www.mysewer.n::n:nma"wehhmi j

v Export Local Copy
IE:'&D ocuments and Settingz Administratorkdy DncumentsHWEj _l

— Publizghing Customization

Publizhing customization allows wou to change Web
Publizhing 5 ettings. Advanced... |
OF. I Cancel | Help |

Figure 4.7. Export Local Copy Pathway Shown in the Wizard

5. Click the OK button to generate the HTML file. The new HTML file is saved
to the local directory pathway specified in the Export Local Copy field.

Note: Both the Publish to Web Server and Export Local Copy actions can be
performed at the same time.

4.2.3 Publishing a Display File to a Web Server

To publish the HTML file to a directory on a Web server (i.e. over the Internet or
an intranet):

1. In the Based on Source File field of the Web Publishing Wizard, you must
specify the name of the GraphWorX32 display (.gdf) file to be published, as
shown in Figure 4.8. To choose a different display, click the ... button to the
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right to browse for a file. Select a file and then click Open. The directory path
and the file name are shown in the text field.

“4, WEB Publishing Wizard x|

— Publizh ‘#eb Page

IEhemF-:n:u:I_B eahF oazter. htm

—Bazed on Source File

IM_I,I Documentz\GEMESIS 70 examples\ChemFood_BeanBoaster. gdf _l

— Publizhing Optiohz
v Publish to'web Server

[ =
[~ Export Local Copy

— Publizhing Cuztomiz ation

Publizhing cuztomization allows wou to change 'Wweb
Publizhing 5ettings. Advanced... |

0k, I Cancel | Help |

Figure 4.8. Specifying a GraphWorX32 Display File

2. Inthe Publish Web Page field of the Web Publishing Wizard, specify the
name of the HTML file that will be created. The .gdf file name is filled in by
default, but you can give the HTML file a different name.

3. Inthe Publishing Options field, check the Publish to Web Server check
box and type in the URL address of your Web server with the complete
directory indicating where you want to publish the HTML file, as shown in
Figure 4.9. In the sample Web server URL address shown below
("http://www.myserver.com/WebHMI/Samples"), the various components are:
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e http://Iwww.myserver.com: IP address (server name) of the WebHMI

Server
o  WebHMI: Name of the WebHMI server root directory

e Samples: Name of the directory on the server to which the HTML file will

be saved

4. The Web server URL address now appears in the Web Publishing Wizard
dialog box in the Publish to Web Server field of the Web Publishing Wizard,

as shown in Figure 4.9.

“4 WEB Publishing Wizard

— Publizh ‘#feb Page

IEhemFu:u:u:I_E eank oazter. htm

—Baszed on Source File

IM_I,I DacumentshGEMESIS YO exampleshChemFood_BeanRoaster.gdf _l

— Publizhing Options
v Publich to "Web Server

hithp: 4 A, s Erver, com j

[ E=port Local Copy

| =

— Publizhing Cuztomization

Publishing customization allows you to change Web
Publizhing 5ettings. Advanced... |

(] I Cancel | Help

Figure 4.9. Publish to Web Server Location Specified in Web Publishing Wizard

ICONICS

5. Click the OK button to generate the HTML file. The new HTML file is
uploaded to the Web server and then saved to the URL address path

specified in the Publish to Web Server field.
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Note: Both the Publish to Web Server and Export Local Copy actions can be
performed at the same time.

4.2.4 Publishing Customization Options

4-14

The Web Publishing Wizard contains some customization options for
exporting/publishing HTML files. Clicking the Advanced button on the Web
Publishing Wizard dialog opens the Web Publishing Properties dialog box, as
shown in Figure 4.10, which contains the following tabs:

General Settings

Server Switching Support
Screen Resolution Settings
Publishing Options

General Settings

The General tab of the Web Publishing Properties dialog box, shown in Figure
4.10, allows you to specify the default URL address for the WebHMI Server. This
WebHMI root URL path is used as the default path when only Export Local
Copy is selected on the Web Publishing Wizard dialog box. (If Publish to Web
Server is selected on the Web Publishing Wizard dialog box, you can specify a
different URL path for the WebHMI Server.)

WEE Publishing Wizard Properties x|

Screen Resalution I Publizhing Options
General | Server Switching Suppork

“WiebHMI Boot URL Path:

hibtp: v, rpzerver. combwebhmi

Mote;
Thiz WebHMI Root URL iz used az default path when only Export
Local Copy iz zelected.

ak. I Cancel Spply Help
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ICONICS

Figure 4.10. General Settings

Server Switching Support

The Server Switching Support tab of the Web Publishing Properties dialog
box, shown in Figure 4.11, allows you to enable or disable GenBroker support
for the exported/published HTML file. Here you can specify which GenBroker
configuration file (.gbc or .gbx) will be activated. The GenBroker configuration file
establishes the settings for OPC data communications between the clients and
the Web server.

WEB Publishing Wizard Propetties x|

Screen Rezolution | Publizhing Optionz |
General Server Switching Support

Adds ICOMICS Geetfiewer support to exported HT kL.
Communication can be establizhed to one server at a time only.
" MNone

" 4z Configured in *ebHMI Settings

% Lszer Defined

Gundviewer Configuration File URL:
Ihttp:fﬁlncalhustMEbHMIHS amplesz/Default. gbs

k. I Cancel Apply Help

Figure 4.11.Server Switching Support Settings

There are three available options for GenBroker support:

¢ None: GenBroker support is not active.

e As Configured in WebHMI Settings: This setting uses the default URL
address of the GenBroker configuration (.gbc or .gbx) file as specified in
the WebHMI installation.

o User Defined: When this option is selected, the GenBroker
Configuration File URL field becomes available, allowing you to specify
the URL address of the GenBroker configuration (.gbc or .gbx) file.
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Clients can receive data from different WebHMI servers, but communication can
be established only to one server at a time. The server to which a client connects
depends on the type of information that the client requests. If Server A, for
example, does not contain the components necessary to answer the client's
request, the request will be forwarded to Server B, or Server C, and so on.

Note: For information about configuring GenBroker settings, please see the
GenBroker Configurator Help documentation.

Screen Resolution Settings

The Screen Resolution tab of the Web Publishing Properties dialog box,
shown in Figure 4.12, determines the screen resolution and size of the
GraphWorX32 Viewer ActiveX control, which is referenced in the generated
HTML file and then downloaded to a client PC when the HTML file is viewed in
the client's Web browser. You can specify the screen size in the Width and
Height fields in terms of pixels (px) or percentage (%). Click the Resolutions
button to select from a pop-up menu of standard screen resolutions, as shown in
Figure 4.12.

WEB Publishing Wizard Properties x|

General | Server Switching Support
Screen Resolution I Publishing O ptions
Size of ICOMICS Gwsiswer in
it 100 Height: |1|:||:| | R esolutions. ..
0 o &40 x 480
% (r ¥ 800 x 600
1024 = 765
1152 x 864
12580 x 1024
] 4 Cancel Apply Help

Figure 4.12. Screen Resolution Settings
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Publishing Options

The Publishing Options tab of the Web Publishing Properties dialog box,
shown in Figure 4.13, enhances the publishing process. By default, the Web
Publishing Wizard provides support for related files detection (for more details,
see the Multiple Display Support section). The multiple display detection could
be a rather lengthy process. You can speed up the process by disabling the
Enable Multiple Display Support option. This is especially useful, if you have
already published your project files to the Web server, and now you want to
update display you have changed.

The multiple display detection mechanism ensures that the Web page will be
published properly for the source file. Disabling the Multiple Display Support
may cause publishing of an incomplete web page, which may result in
unexpected behavior. Therefore, it is suggested to disallow publishing of the Web
page. You can do so by enabling the Publish Display File Only option.

WEE Publishing Wizard Properties x|

General I Server Switching Support |
Screen Bezolution Publishing Options

These optionz are applied only when uzer publizhes to remote
weh server. Proceed with caution

¥ Enable Multiple Dizplay Support

All dizplavs linked to thiz display will be uploaded ta the server.
Dizabling thiz option speeds up the process but may result in
unexpected behaviour. Pleaze, consult Help for maore infomation.

[T | Publish Dizplay Eile Only
The HTkL file for selected dizplay will nat be published!

k. I Cancel Apply Help

Figure 4.13. Publishing Options

4.2.5 Viewing Locally Exported HTML Files

ICONICS

To view an HTML file that was exported to a local directory, simply browse to the
local directory pathway and click on the file to open it in your Web browser. You
can also open your Web browser and copy the directory pathway of the file into
the Address field of the Web browser, as shown in Figure 4.14.. A complete
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directory path is, for example, "C:\Documents and Settings\Administrator\My
Documents\Web Publishing Example\ChemFood BeanRoaster.htm." Be sure to
include the name of the HTML file that you have exported and the file extension
"htm."

File Edit Wiew Faworites  Tools  Help

= Back + = - @ ﬁ- | aﬁearch (3] Favorites @Media @ | %* 5 E ™ fg

Address C\Documents and SettingsiAdministrakority DocumentsiWweb Publishing ExampleyChemFood_BeanRoaster,bkm

El

Figure 4.14. Viewing the Exported HTML File in a Web Browser

4.2.6 Viewing Published HTML Files

Before a published HTML file can be downloaded from a WebHMI server, you
must set GenBroker active on the WebHMI server node using GenTray:

1. Launch GenTray from the Windows Start menu by selecting Programs >
ICONICS GENESIS-32 > Tools > GenTray.

2. When GenTray opens, the triangle icon will appear in the Windows tool tray.
Click on the triangle and select GenBroker > Start from the pop-up menu,
as shown in Figure 4.15. This activates the GenBroker Server.

GenBroker r M
DakaWiars3z 4 Shap
Secure Deskiop ¢ Auta Skart
ScriptWar k32 L4 At Skop
Alarmork3z k R
Graphiork3z b SIVIcE
Sutonmatic
Screen Manager ko R
TrendWors3z » B
Skakus ¥
Corfigure LI_
Help
. Exit
o
¢ About, .. ——
b 10:54 AM

Figure 4.15. Starting the GenBroker Server on the Server Node
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File  Edit

Once the GenBroker Server is running, you can view the HTML file that you
have published to the Web server from any client PC's Web browser. To
view the published HTML file, open your Web browser and copy the URL
address of the file into the Address field of the Web browser, as shown in
Figure 4.16. A complete address is, for example,
"http://www.myserver.com/webhmi/Samples/ChemFood_BeanRoaster.htm."
Be sure to include the name of the HTML file that you have published and
the "htm" file extension. The GraphWorX32 display file is referenced in the
HTML code so the display can be viewed as a Web page. The client's Web
browser simply downloads the HTML file in which the .gdf file is referenced.
All the client needs is a Web browser; it is not necessary to have
GENESIS32 installed on client. The Web page is downloaded from the Web
server across the Internet/intranet and appears in the client's Web browser
window. The display is real-time, just as if you were viewing the runtime
display in GraphWorX32 on the server machine; the OPC tag values change
dynamically in the display.

Wiew  Fawaorites  Tools  Help

GBack + = - ) fat | Dhsearch  [ElFavorites  EMedia 4 | By S -

Address

http: / fuava mvserver . comebHMISamples)ChemFood_BeanRoaster.hkm j ﬁGD

Figure 4.16. Viewing the Published HTML File in a Client Web Browser

4.3 Web Publishing in ProjectWorX32

ICONICS

The Web Publishing Wizard can be accessed through ProjectWorX32 console,
allowing you to easily export/publish one or more GraphWorX32 display files
within a project to a Web server. As shown in Figure 4.17, the
Applications/GraphWorX32/Displays tree of each project includes an option to
publish a single display or multiple displays in the project.
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Figure 4.17. Publishing GraphWorX32 Displays From the ProjectWorX32 Console

The WebHMI tree under the Applications tree for each project in the
ProjectWorX32 console, shown in Figure 4.18, manages Web publishing for the
entire project. From here you can right-click and publish HTML files to a Web
server. The WebHMI tree includes the following three categories:

e GraphWorX32-Based HTML
e Local HTML Files
e Published Documents
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- Fackory

-} Power Plant
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% imraphiork 3z
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iﬁ Trend'Work32
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Figure 4.18. WebHMI Tree in ProjectWorX32 Console

4.3.1 GraphWorX32-Based HTML

ICONICS

The GraphWorX32-Based HTML subtree of the WebHMI tree, shown in Figure
4.19, contains HTML files generated from exported GraphWorX32 displays.
These HTML files have embedded code for accommodating a GraphWorX32
Viewer ActiveX Control. Any requested local copy of a GraphWorX32-based
HTML file generated from the Web Publishing Wizard is stored in this folder.
(See the “Web Publishing Wizard” section below for more information on
exporting and publishing HTML files from GraphWorX32 displays.) The
ProjectWorX32 database maintains a record of which local GraphWorX32 display
(.gdf) files each of these HTML files depends on. Documents in this folder can
be added, removed, copied, pasted, opened, edited, added to Microsoft Visual
SourceSafe, searched, replaced, and packed the same way items from other
categories can.

- gl GenEraoker

% Reportwior<.MET

-8 webHMI

; Garaphitiors3z-Based HTML
% Lacal HTML Files

Published Documents
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Figure 4.19. GraphWorX32-Based HTML Subtree

4.3.2 Local HTML Files

The Local HTML Files subtree of the WebHMI tree stores basic HTML files that
were not generated from the Web Publishing Wizard. Here you can add, delete,
edit, and maintain various HTML files, as shown in Figure 4.20.

=8 WebHMI
-] GraphWwiors32-Based HTML

..... &
{é Publiched I ?cl_" Mew HTML Docurment

2 OPC Servers fdd HTML Drocurnent

kemn Toals Source Conkrol 3
Publish all Files

w File: in the pir | izenerate Report

Figure 4.20. Local HTML Files Subtree

4.3.3 Published Documents

The Published Documents subtree of the WebHMI tree, shown in Figure 4.21,
maintains a list of all HTML files that have been exported/published from
ProjectWorX32.

- @& webHMI
i Graphiwors32-Based HTML
;-a% Local HTML Files

..... I GenTray enerate Report
- Language Aliasing .
122 Global Aliasing % VB . ’

Figure 4.21. Published Documents Subtree

In the right-hand pane of the ProjectWorX32 Console, each item is listed as a
URL with the date it was published, as shown in Figure 4.22. For information
about publishing files from ProjectWorX32, please see "Using the Web
Publishing Wizard."
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LIRL | Publish Date |
@http:,l',l'www.wel:uhmi.c-:um,l'l:uackup,l'wel:uHMI,l'test.ﬁ.ctivex.html 7I5/2002 6:34:. ..
@http:,l',l'www.wel:uhmi.c-:um,l'l:ual:kup,l'wel:uHMI,l'NewFile.htm 7IS/2002 6:50:...
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@http:,l',l'wu:urIu:I,l'PuI:uIish_test,l'LinkTestZ.gdf.htm TIIZ002 10040, .,

Figure 4.22. List of All Documents Published From ProjectWorX32

4.3.4 Launching the Web Publishing Wizard in ProjectWorX32

The Web Publishing Wizard in ProjectWorX32, shown in Figure 4.23, performs
two basic operations:

1. The Wizard creates HTML files based user-specified GraphWorX32 display
(.gdf) files.

2. The Wizard then either "exports" (saves) the HTML files to a user-specified
directory on the local drive and/ or "publishes" (uploads) the HTML file to a
user-specified Web server URL address (i.e. over the Internet or an intranet).
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Figure 4.23. Web Publishing Wizard in ProjectWorX32 Console

You can open the Web Publishing Wizard dialog from the ProjectWorX32

console in the following ways:

e Select the project root and then choose Publish Wizard from the Tools
menu, as shown in Figure 4.24. In this case, both the Publish Web Page
field and the Based on Source File field in the Web Publishing Wizard
dialog are read-only and contain the text “(Display Name).htm” and “(All
GraphWorX32 Displays in Project),” respectively. The browse (...) button

is also disabled.
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Figure 4.24. Opening the Publishing Wizard From the Tools Menu

e Right-click on the Applications/GraphWorX32/Displays tree and select
Publish All Displays, as shown in Figure 4.25. In this case, both the
Publish Web Page field and the Based on Source File field in the Web
Publishing Wizard dialog are read-only and contain the text “(Display
Name).htm” and “(All GraphWorX32 Displays in Project),” respectively.
The browse (...) button is also disabled.

T ' cheeseDetail, gdf

ECheanud_ﬁeaanaste. .
Ml‘\:_-l_. P — | =

Ef@ &pplications
EIE Graphiors32

P Templat Mew Display
_____ Symbals Add Display
LB VR Wi Sl:uuce l:unrl:ul ar
-8 Alarmiwors: Publish &ll Displays k Thru.gdf

]a Trendwaory:  @Enerate Repark

]Q Datatlors3; . \
H Pl SerimEVh e

brog IO ey O e O ey |

Figure 4.25. Publishing All GraphWorX32 Displays in a Project

¢ Right-click on a GraphWorX32 display and select Publish HTML, as
shown in Figure 4.26. In this case, the Based on Source field in the Web
Publishing Wizard dialog is read-only and contains the name of the
selected GraphWorX32 display. The browse (...) button is also disabled.

ICONICS 4-25



Web Publishing Wizard

WebHMI

FIWET Fidlis
1 Applications
EIE GraphWaorksz
o Displays
----- Templates
----- Symbols
8% YEA Wizard
-8 Alarmiworssz
- Trendworssz
]% Diataiory3z
H-1=5¢ ScripbWarkx3s
F|-agg MobileHMI
EI---'E' Screen Manager
gl ‘aenBroker

H-- RennrtW'nes MET

oy O oy O oy O oy O oy O oy O oy O o |

Ay m e meeme

il CheeseDetail.gdf 253.5 Kb 7,
%ChemFmd_Beaanaste. .. 445kKb 7,
il Display1.qdf 5.5 kb 5,
“fl Displavz. adf 11 Kb 5,
EDisplay"r.gdf 5

n Display.gdf
el CoickstartwalkT

Open
Make Startup Display
Duplicate File

v Read-only

List OPC Tags

Saurce Conkral t! b

Figure 4.26. Publishing a GraphWorX32 Display File

o Right-click on the Applications/WebHMI/GraphWorX32-Based HTML
tree and select New HTML Document, as shown in Figure 4.27. In this
case, you need to specify a GraphWorX32 display file in the Based on
Source File field by browsing for the file or by typing in the file name. You
also need to specify the name of the new HTML file in the Publish Web

Page field.

I Favarites |

Mame

Eﬂ"'%
-

Global Aliasing

Language Aliasing

™ Screen Manager ﬂ ’j Main Display., gdf . htrm
é enEroker ] Display1.gdf. htrm
H-§8 Reportittors, NET
= webHMI
]
---- &7 Local HTML Files Mew HTML Documenkt
‘é Published Documents Source Conkrol

Publish All Filzs
Generate Report

Figure 4.27. Creating a New HTML File in a Project

4.4 Export and Publish Options in ProjectWorX32

The Web Publishing Wizard in the ProjectWorX32 console, shown in Figure
4.28, generates an HTML file based on one or more user-specified
GraphWorX32 display (.gdf) files. Then the Wizard either "exports" (saves) the
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HTML file to a user-specified directory on the local drive or "publishes" (uploads)
the HTML file to a user-specified Web server URL address (i.e. over the Internet

or an intranet).

You have the following options when using the Web Publishing Wizard for a

project:

e Export and/or publish all GraphWorX32 display files in the project.

e Export and/or publish a single GraphWorX32 display file in the project.
[ )

[ )

Export a display file locally
Publish a display file to a Web server.

Note: Both the Publish to Web Server and Export Local Copy actions can be

performed at the same time.

+%, Web Publishing Wizard

— Publizh ‘#feb Page
IMain Drizplay. hitm

—Bazed on Source File

In‘-.F'rcuiect 1hApplicationshGraphtwior<325Dizplaysibain Dizplap. gdf J

— Publizhing Optionz
[+ Publizh to'web Server

Ihttp:.-’.n’www.mysewer. com Y ebHMI j

[+ Export Local Copy
II::"uF'rl:ngram Files"'.II:EINII:S‘-.EENESIS-SEHBin"-.P‘n::iect'I"«.i‘-.pplij J

— Publizhing Cuztamizatian

Publizhing customization allows wou ta change Web
Publizhing 5 ettingz. Advanced. .. |

k. Cancel | Help

Figure 4.28. Web Publishing Wizard in ProjectWorX32 Console
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4.4.1 Exporting and Publishing Multiple GraphWorX32 Display Files in

ProjectWorX32
In ProjectWorX32, you can export and/or publish multiple GraphWorX32 display
files using the Web Publishing Wizard.

To export/publish all displays in a project:

1. Select the project root and then choose Publish Wizard from the Tools
menu, or right-click on the Applications/GraphWorX32/Displays tree and
select Publish All Displays, as shown in Figure 4.29.

—r —

Eliid Applications
EIE Graphors3e

i CheeseDetail gdf
%Cheanud_ﬁeanRuaste. o

b [ ™ P T
" Templat Mew Display
_____ Symbols add Display
WB Wiz Sn:nuce n:nnrn:nl 3 "
- Alarmwors: Publish all Displays h Thru. qdf

o
-5 Trendwory:  Generate Repark
o
IF

]Q DataWorks: \
Fl--P=E] Srrinbihiors s

Figure 4.29. Launching the Web Publishing Wizard

2. This launches the Web Publishing Wizard, as shown in Figure 4.30. In this
case, both the Publish Web Page field and the Based on Source File field
in the Web Publishing Wizard dialog are read-only and contain the text
“(Display Name).htm” and “(All GraphWorX32 Displays in Project),”
respectively. The browse (...) button is also disabled.
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% Web Publishing Wizard X|
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Figure 4.30. Publishing All GraphWorX32 Displays in a Project

4.4.2 Exporting and Publishing Individual GraphWorX32 Display Files in
ProjectWorX32

In ProjectWorX32, you can export and/or publish individual GraphWorX32
display files using the Web Publishing Wizard.

To export/publish a single display in a project:

1. Right-click on a GraphWorX32 display and select Publish HTML, as shown
in Figure 4.31.
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Figure 4.31. Launching the Web Publishing Wizard

2. This launches the Web Publishing Wizard, as shown in Figure 4.32. In this
case, the Based on Source File field in the Web Publishing Wizard dialog is
read-only and contains the name of the selected GraphWorX32 display. The
browse (...) button is also disabled.

3. Inthe Publish Web Page field of the Web Publishing Wizard, specify the
name of the HTML file that will be created. The .gdf file name is filled in by
default, but you can give the HTML file a different name.
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Figure 4.32. Publishing a GraphWorX32 Display in a Project

Note: You can also right-click on the Applications/WebHMI/GraphWorX32-
Based HTML tree and select New HTML Document, as shown in Figure 4.33,
to export/publish a GraphWorX32 display. This launches the Web Publishing
Wizard. In this case, you need to specify a GraphWorX32 display file in the
Based on Source File field by browsing for the file or by typing in the file name.
You also need to specify the name of the new HTML file in the Publish Web
Page field.
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Figure 4.33. Creating a New HTML File in a Project

4.4.3 Exporting a Display File Locally in ProjectWorX32
To export a GraphWorX32 display to a directory on the local drive:

1. Right-click on the Applications/WebHMI/GraphWorX32-Based HTML tree
and select New HTML Document, as shown in Figure 4.34.

I Favorites | Marne
] Screen Manager ﬂ j Main Display ., gdf.htm
é CenBroker 1] Display1.gdf.htm
- §8 Reportwork NET
-4 WebHMI
B} o aphior32-Based HTH
i Local HTML Files few HTML Document
----- (é Published Documents Source Contral k
..... b GenTray Publish All Files
E]---% Language Aliasing 3enerake Repork
-5 Global Aliasing I

Figure 4.34. Launching the Web Publishing Wizard

2. This launches the Web Publishing Wizard, as shown in Figure 4.35. In the
Based on Source File field of the Web Publishing Wizard, you must specify
the name of the GraphWorX32 display (.gdf) file to be exported, as shown in
Figure 4.35. To choose a display, click the ... button to the right to browse for
a file. Select a file and then click Open. The directory path and the file name
are shown in the text field.
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Figure 4.35. Exporting a Display File Locally in ProjectWorX32

3.

In the Publish Web Page field of the Web Publishing Wizard, specify the
name of the HTML file that will be created.

In the Publishing Options field, the Export Local Copy check box is
checked by default. Specify the local directory path name to which you want
to export the HTML file. You can select a recently used path from the drop-
down list, or click the ... button to browse for a destination directory. Select
the directory and click OK. The local directory pathway you selected appears
in the Export Local Copy field of the Web Publishing Wizard.

Note: By default, ProjectWorX32 saves the HTML file to the (local)

Applications/WebHMI/GraphWorX32-Based HTML tree. From there, the
HTML file can be edited and published again in the future.
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5. Click the OK button to generate the HTML file. The new HTML file is saved
to the local directory pathway specified in the Export Local Copy field.

Note: Both the Publish to Web Server and Export Local Copy actions can be
performed at the same time.

4.4.4 Publishing a Display File to a Web Server in ProjectWorX32

To publish the HTML file to a directory on a Web server (i.e. over the Internet or
an intranet):

1. Right-click on the Applications/WebHMI/GraphWorX32-Based HTML tree
and select New HTML Document, as shown in Figure 4.36.

I Faworites | frlame
- Screen Manager -] ] Main Display. gdf . htm
- B8 GenBroker ] Display1.adf.htm
=48 Reportiord MET
- webHMI

}% Mew HTML Docurnenk

Source Conkral

----- b GenTray Publish all Files
Eﬂ---% Language Aliasing Laenerate Repark
+-[2 Global Aliasing I

Figure 4.36. Launching the Web Publishing Wizard

2. This launches the Web Publishing Wizard, as shown in Figure 4.37. In the
Based on Source File field of the Web Publishing Wizard, you must specify
the name of the GraphWorX32 display (.gdf) file to be published, as shown in
Figure 4.37. To choose a display, click the ... button to the right to browse for
a file. Select a file and then click Open. The directory path and the file name
are shown in the text field.
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Figure 4.37. Publishing a Display File to a Web Server

3. Inthe Publish Web Page field of the Web Publishing Wizard, specify the
name of the HTML file that will be created.

4. Inthe Publishing Options field, check the Publish to Web Server check
box and type in the URL address of your Web server with the complete
directory indicating where you want to publish the HTML file, as shown in
Figure 4.37. In the sample Web server URL address shown above
("http://www.myserver.com/WebHMI/Samples"), the various components are:

e http://Iwww.myserver.com: |IP address (server name) of the WebHMI
Server

o WebHMI: Name of the WebHMI server root directory

e Samples: Name of the directory on the server to which the HTML file will
be saved
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5. Click the OK button to generate the HTML file. The new HTML file is
uploaded to the Web server and then saved to the URL address path
specified in the Publish to Web Server field.

Note: By default, ProjectWorX32 also saves the HTML file to the (local)
Applications/WebHMI/GraphWorX32-Based HTML tree. From there, the
HTML file can be edited and published again in the future.

Note: Both the Publish to Web Server and Export Local Copy actions can be
performed at the same time.

4.4.5 Publishing Customization Options

The Web Publishing Wizard contains some customization options for
exporting/publishing HTML files. Clicking the Advanced button on the Web
Publishing Wizard dialog opens the Web Publishing Properties dialog box,
which contains the following tabs:

General Settings

Server Switching Support
Screen Resolution Settings
Publishing Options

General Settings

The General tab of the Web Publishing Properties dialog box, shown in Figure
4.38, allows you to specify the default URL address for the WebHMI Server. This
WebHMI root URL path is used as the default path when only Export Local
Copy is selected on the Web Publishing Wizard dialog box. (If Publish to Web
Server is selected on the Web Publishing Wizard dialog box, you can specify a
different URL path for the WebHMI Server.)
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Figure 4.38. General Settings

Server Switching Support

The Server Switching Support tab of the Web Publishing Properties dialog
box, shown in Figure 4.39, allows you to enable or disable GenBroker support
for the exported/published HTML file. Here you can specify which GenBroker
configuration file (.gbc or .gbx) will be activated. The GenBroker configuration file
establishes the settings for OPC data communications between the clients and

the Web server.

4-37



Web Publishing Wizard WebHMI
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Figure 4.39. Server Switching Support Settings
There are three available options for GenBroker support:

o None: GenBroker support is not active.

o As Configured in WebHMI Settings: This setting uses the default URL
address of the GenBroker configuration (.gbc) file as specified in the
WebHMI installation.

¢ User Defined: When this option is selected, the GenBroker
Configuration File URL field becomes available, allowing you to specify
the URL address of the GenBroker configuration (.gbc or .gbx) file.

Clients can receive data from different WebHMI servers, but communication can
be established only to one server at a time. The server to which a client connects
depends on the type of information that the client requests. If Server A, for
example, does not contain the components necessary to answer the client's
request, the request will be forwarded to Server B, or Server C, and so on.

Note: For information about configuring GenBroker settings, please see the
GenBroker Configurator Help documentation.

Screen Resolution Settings

The Screen Resolution tab of the Web Publishing Properties dialog box,
shown in Figure 4.40, determines the screen resolution and size of the
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GraphWorX32 Viewer ActiveX control, which is referenced in the generated
HTML file and then downloaded to a client PC when the HTML file is viewed in
the client's Web browser. You can specify the screen size in the Width and
Height fields in terms of pixels (px) or percentage (%). Click the Resolutions

button to select from a pop-up menu of standard screen resolutions, as shown in
Figure 4.40.

WEE Publishing Wizard Propetties x|
General | Server Switching Support
Screen Resalution | Publizhing O ptions

Size of ICOMICS Gwehfiewer in

widts |19 Height: 100 Resolutians...

P - b - &40 x 450

2 = v 800 = &00
1024 = 768
1152 x 864
12580 % 1024

] Cancel Apply Help

Figure 4.40. Screen Resolution Settings

Publishing Options

The Publishing Options tab of the Web Publishing Properties dialog box,
shown in Figure 4.41, enhances the publishing process. By default, the Web
Publishing Wizard provides support for related files detection (for more details,
see the Multiple Display Support section). The multiple display detection could
be a rather lengthy process. You can speed up the process by disabling the
Enable Multiple Display Support option. This is especially useful, if you have
already published your project files to the Web server, and now you want to
update display you have changed.

The multiple display detection mechanism ensures that the Web page will be
published properly for the source file. Disabling the Multiple Display Support
may cause publishing of an incomplete web page, which may result in
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unexpected behavior. Therefore, it is suggested to disallow publishing of the Web
page. You can do so by enabling the Publish Display File Only option.

WEB Publishing Wizard Properties x|

eneral I Server Switching Suppart |
Screen Bezolution Publizhing Optiohz

Thesze optiohz are applied only when uzer publishes to remote
web server. Procesd with caution!

¥ Enable Multiple Dizplay Support

&ll dizplays linked to thiz dizplay will be uploaded to the server.
Dizabling thiz option speeds up the procezs but may result in
unexpected behaviowr. Please, conzult Help far mare infomation.

I | Publish Display File Dnly
Tike HTHL file far selected dizplawwil nat be publizhed.

] I Cancel Apply Help

Figure 4.41. Publishing Options

4.4.6 Publishing Files at a Later Time

4-40

The Web Publishing Wizard, ProjectWorX32 saves the generated HTML file to
the (local) Applications/WebHMI/GraphWorX32-Based HTML tree. The
advantage of storing a local copy of an exported HTML file is that it can be
edited, packed, moved, unpacked, and then published again at any time. This
saves you the burden of having to re-export the same GraphWorX32 display file
to a new HTML file. You can use this option in any of the following ways:

e Right-click on any HTML file in the Applications/WebHMI/GraphWorX32-
Based HTML tree and select Publish HTML from the pop-up menu, as
shown in Figure 4.42.

¢ Right-click on any HTML file in the Applications/WebHMI/Local HTML
Files tree and select Publish HTML from the pop-up menu.

Note: Selecting Edit HTML from the pop-up menu opens the source code
for the HTML file.
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Figure 4.42. Publishing a Locally Stored HTML File

¢ Right-click on the GraphWorX32-Based HTML Files tree and select
Publish All Files from the pop-up menu, as shown in Figure 4.43.

¢ Right-click on the Local HTML Files tree and select Publish All Files
from the pop-up menu.

¢ Right-click on the WebHMI tree and select Publish All Files from the pop-
up menu. This publishes all HTML files in the WebHMI tree.

B Screen Manager A 1| Main Display . qdf hkm 4
é CenBroker | Display1.gdf . htrm 4
-8 Reportiwors NET
- WebHMI
% Mesw HTML Docurnent
Source Conkral k
----- W GenTray I
EJ---% Language Aliasing Generate Repnrg
-2 Global Aliasing
..... =¥ My Files Wi k

Figure 4.43. Publishing All Locally Stored HTML Files

All of these actions open the Publish HTML File to Web Site dialog box, as
shown in Figure 4.44. The Qualified WWW Folder field in this dialog is identical
to the Publish Location field in the Web Publishing Wizard dialog and is stored
in the same place in the registry if the action is successful. This specifies the
location of the Web server to which the HTML file will be published. If the
export/publish action is successful, a "publish” action on an HTML file in the
Local HTML Files tree simply uploads the HTML file to the Web server. A
“publish” action on an HTML file in the GraphWorX32-Based HTML Files tree
uploads both the HTML file and its attached GraphWorX32 display (.gdf) file to
the Web server.
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Figure 4.44. Specifying a Web Server Location for HTML Publishing

4.4.7 Web Publishing Log

When exporting/publishing only one file from a GraphWorX32 display to HTML,
you are alerted if anything goes wrong in the process. If, however, multiple files
are being exported/published simultaneously, a log is generated so the operation
will not be halted with each file that cannot be exported/published. After a batch
publishing operation from the GraphWorX32-Based HTML Files tree, a log file
appears showing the success or failure of each attempt to publish the files. If this
log file is needed at a later time, it can be found in the project root, as shown in

Figure 4.45.
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Figure 4.45. Location of Web Publishing Log File
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5.1 WebHMI Client/Server Architecture

GenBroker acts as a bridge that links WebHMI clients to the WebHMI server over
the Internet. The WebHMI clients are used to view Web pages downloaded from
the WebHMI server through a Web browser (Internet Explorer or Netscape
Navigator). As shown in Figure 5.1, GenBroker enables communication between
the Web clients and the WebHMI server over TCP/IP.

Note: For complete information about configuring GenBroker communications,
please refer to the GenBroker Help documentation.

y :.........:

WehExplorer Client Security

Intermet Explorer and'or
Licensing E]

Hetzcape Havigator

ActiveX:

Internet 4 4 IS ar
N GenBroker PiyS

) oPC i
Data : | orc
i | Servers

Figure 5.1. WebHMI Client/Server Architecture

5.2 Configuring GenBroker

The GenBroker Configurator is a tool that enables you to customize your network
architecture. The GenBroker Configurator allows you to:
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e Specify the communication method.

o Configure the GenBroker Client.

e Configure the GenBroker Server.

e Assign nodes to direct channels.

e Assign mediator nodes for indirect channels.

e Specify the default channel.

e Add and remove nodes or IP addresses.

e Configure channel properties.

e Specify the location of primary and redundant remote servers.

The configuration settings are saved in a GenBroker configuration (.gbc or .gbx)
file. You can store multiple configuration files. Configuration files tell GenBroker
Server how to communicate when it interacts with various clients. The .gbx
configuration file is the preferred format for version 7.0. The .gbc format only
contains primary nodes of security and licensing servers, while .gbx contains the
primary and backup nodes for all kinds of ICONICS servers. The .gbx file is
stored in XML, while the .gbc is binary. The .gbc file is used for backward
compatability with version 6.x. It is recommended that you use the .gbx format in
version 7.0.

Note: GenBroker has already been configured prior to installation.
Configure (or reconfigure) GenBroker only if you wish, for example, to
change servers.

GenBroker is configured for both the client side and the server side. For
WebHMI, the GenBroker configuration (.gbc or .gbx) file used by the client
resides on the server side. Once the client connects to the server, the file is
downloaded from the server. GENESIS32 clients have their own .gbc or .gbx file.
Note that a GenBroker Server does not need to be a GenBroker client or a Web
server.

Note: For complete information about configuring GenBroker communications
and GenBroker Server, please refer to the GenBroker Help documentation. For
information about WebHMI client configuration, please see the WebHMI help
documentation.

5.2.1 Configuring GenBroker for the Client Side

GenBroker is configured for both the client side and the server side. Here we are
concerned with WebHMI client configuration. For information on how to configure
GenBroker for the server side, and for example GenBroker configurations, please
see the GenBroker Help documentation.
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WebHMI uses a configuration (.gbc or .gbx) file for GenBroker. The GenBroker
configuration file used by the client resides on the server side. Once the client
connects to the server, the .gbc or .gbx file will be downloaded from the server.

The first step in the WebHMI client configuration is to specify which .gbc or .gbx
file to use. You can use a default file provided in the WebHMI installation, or you
can you can create a new file. To work with a .gbc or .gbx file, you must start the
WebHMI client configuration from the Windows Start menu by selecting
Programs > ICONICS WebHMI> Client Configuration, as shown in Figure 5.2.

1%, Change Host Mame Uiy

lient Configuration

@ NMersions LElity
@ ‘WebHMI Examples

Figure 5.2. Starting the Client Configuration

This opens the WebHMI tab of the GenBroker Properties dialog box, as shown
in Figure 5.3. To use the default configuration file, click the ... button to the right
of the GenBroker Configuration to Upload field. This allows you to select a
.gbc file. Browse to "InetPub\wwwroot\WebHMI\Samples" and select
Default.gbx.

WiebHM|

The ‘WebHMI Server may have page(s] containing Activeks that uploads a specific
GenBroker Configuration file to the ‘webHMI Clients.

YWwieb Page [HTHL File]:

L

Edit Source... |
GenBroker Configuration to Llpload:
C: A netPubbwwwroob W ebHMIWS ampleztD efault. gbs J
Get hom HTHL | New.. | Edi.. |
0k, | Cancel | F¥u][1] | Help |
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Figure 5.3. WebHMI Client Configuration

The file pathway will appear in the text box, as shown in Figure 5.3. You do not
have to reconfigure the default file except to:

e Redirect channels of a WebHMI server.

e Add a channel for a new node whose resident OPC server provides data
to client PC browsers.

If you want to set up a different or more advanced client/server communication
architecture, you can either reconfigure the “default.gbx” file or create a new .gbc
or .gbx file.

Editing the Default Configuration File

To reconfigure the default configuration, click the Edit button on the WebHMI tab
of the GenBroker Properties dialog box. This opens the GenBroker
Configurator screen, shown in the example in Figure 5.4. Notice that the file
pathway is displayed under the Configuration File field. In the example, the IP
address "99.99.99.99" is the default mediator node and is the node assigned to
the Security server and the License server. You can add, remove, or reconfigure
nodes using the commands and functions described in the following sections.

File Chanmel MNode Help

i o e ad M - P P A

Configuration File:

Il::'xlnetF'uI:u"-.wwwru:u:ut'xWel:uHMI'xS ampleziDefault. gbs

GenBroker Channels

M OFC Direct Remote Servers...

ﬁf OPC ower TCPAP Direct Channels

;ﬁi OPC owver SOAPSML Direct Channels

E---m OFC owver DCOM Direct Channels

=k 9"@ OPC aver TCPAP Channel via 39.93.93.99 [default)
------ f 299999999

| Save & Cloze

Cancel
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Figure 5.4. Editing the Default GenBroker Configuration

Creating a New GenBroker Configuration File
You can also create a new configuration by clicking the New button on the

WebHMI tab. This opens the GenBroker Configurator screen, shown in Figure

5.5. You can add and configure nodes using the commands and functions

described in the GenBroker Help documentation. To view the GenBroker Help,

select Help Topics from the Help menu.

File ©Channel MNode Help

el pad MK I P

Configuration File:

| e fle]

GenBroker Channels

OFC Direct [default] Remote Servers. .

ﬁ? OPC aver TCPAP Direct Channels
;ﬁi OPC over SOAPAML Direct Channels
L2 OPC over DCOM Direct Channels

e

Save & Cloze

Cancel

Figure 5.5. Creating a New GenBroker Configuration

Retrieving a GenBroker Configuration File From a Web Page

Alternatively, you can search for a GenBroker configuration file in an HTML file.
In many cases, .gbc or .gbx files are referenced in the source code of HTML files.
Click the ... button to the right of the Web Page (HTML File) field on the WebHMI
tab of the GenBroker Properties dialog box. Browse to select an HTML file, and
then click the Open button. The HTML file pathway will now be displayed in the

Web Page (HTML File) text box. In addition, the Edit Source button will be
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enabled. Clicking Edit Source allows you to view the source code for the
selected HTML file. Once you have selected the HTML file, click the Get From
HTML button to retrieve the .gbc or .gbx file that is referenced in the HTML
source code.

5.3 Example GenBroker Configuration

This section shows an example GenBroker configuration for the sample network
setup shown in Figure 5.6. The network includes five different PCs, or nodes.
The example GenBroker configuration shown here is for PC1, which
communicates with PC2, PC3, PC4, and PC5 according to the settings in the
GenBroker Configurator. This example demonstrates how communication
between PC1 and the other four PCs can be routed through a mediator node, as
shown in Figure 5.6. PC1 will not communicate directly with the remote
computers, but it instead will establish a connection with the mediator computer.
This mediator will then route the communications to the final destinations—in this
case PC2, PC3, PC4, or PC5. The mediator node may be located on a remote
computer, which can only be reached through a RAS (remote access service)
connection or the Internet.

FC1

|

Me diator Mode

PC2 FC3 PC4 PCs

Figure 5.6. Communication via Mediator Node

5.3.1 Communication Using a Mediator Node

5-6

The GenBroker configuration on the mediator node determines how the mediator
will connect to PC2, PC3, PC4, and PC5. This may use OPC direct, OPC over
DCOM, or OPC over TCP/IP. In this case, OPC direct is the default method of
communication. To configure communication through the mediator node on a
TCP/IP channel, for example, do the following:

1. Select Add TCP/IP Channel from the Channel menu. This opens the Select
a Node dialog box. Specify a name for the mediator node (for example,
"Mediator") in the Node Name or IP Address field, and then click OK. The

ICONICS
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new channel will appear in the GenBroker Configurator screen as OPC over
TCPI/IP Channel via Mediator, and the new mediator node will appear below
the new channel, as shown in Figure 5.7.

2. Now add PC2, PC3, PC4, and PC5 to the new TCP/IP channel. Right-click
OPC over TCP/IP Channel via Mediator and select Add Node from the
pop-up menu. This opens the Select a Node dialog box. Enter PC2 in the
Node Name or IP Address field, and then click OK. The node name will
appear below the channel, as shown in Figure 5.7. Repeat this procedure for
PC3, PC4, and PC5.

Note: For additional examples of GenBroker configurations, please see the
GenBroker Help documentation by selecting Help Topics from the Help menu.

File <Channel Mode Help

e o |axi | = o L[] R

Configuration File:

| e file]

GenBroker Channelz
----- 0% OFC Direct (default] Remote Servers...

42 OPC over TCPAP Direct Channels

i TGF
Z= OPC over S0APAML Direct Channels
&= (PC aver DCOM Direct Chaninels

=28 OPC aver TCPAP Charnel via Mediator

TeF

Save & Cloze I

Cancel |

Figure 5.7. Configuring a Mediator Node
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6.1 WebHMI Security ActiveX

An example of WebHMI Security is included in the WebHMI sample screens. To
access the samples, select Start > Programs > ICONICS WebHMI > WebHMI

Examples. The WebHMI Samples Home Page appears, as shown in Figure
6.1.
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WaboH M

ICONICS" WebHMI enables users to view real-time HMI or SCADA, applications over the Internet or intranets on any client PC
- | running Microsoft Internet Explorer or Netscape Navigator. WebHM| is extremely easy to use and set up.
- | Advanced VWeb publishing tools allow graphics, trends, alarms and reports to be published to designated Vyeb servers running
Microsoft Internet Information Server (IIS), Microsoft Personal Web Server, or Apache Server providing a complete Web-based
Hill or SCADA solution.

“Our Weh-enahled HMI and SCADA products are hased on OPC-To-The-Care
%I technofogy and offer unparalfeled performance, efficiency, ease of
connectivity and freedom of choice!”

Default Samples Industry Samples
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Figure 6.1. WebHMI Samples Home Page

Click on Default Samples to open the WebHMI Default Samples page, as
shown in Figure 6.2.
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Figure 6.2. WebHMI Default Samples Page

Click on the Security button to open the Security sample page shown in Figure
6.3. The Symbol Library in GraphWorX32 contains a symbol category file called
"WebHMI Security Login.sdf," which contains several symbols that, when
dragged into a GraphWorX32 display, allow users to gain access to the Security
Server.

All the symbols use VBScript to call the Security Server on the remote WebHMI
Server and get back security information. You do not need to know VBScript to
use this symbol. You can directly drag and drop the symbol that you need from
the Symbol Library into your display, but you also have the freedom to use the
Script Editor toolbar in GraphWorX to change the source code associated with
each of these symbols. Or you can copy the code and attach it to your own
symbols.
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All of the scripts associated with these symbols create an instance of the
“ICONICS Login ActiveX” and call methods of this object or access properties.

The complete automation for the “ICONICS Login ActiveX” is described later in
this chapter.

These symbols are shown in Figure 6.3.

J

@/E Sacurity

Click here to
login into the
security server.

Logged User List

Change Password

Logout User

Log Out All Users

e - s

6.2

6-4

Figure 6.3. WebHMI Security ActiveX Symbols in GraphWorX32

Logging Into the Security Server

The WebHMI Security Login ActiveX symbol button, shown in Figure 6.4,
enables WebHMI users on remote client machines to log in to the Security
Server. For example, if the "Login" symbol button is placed in a GraphWorX32
display, the user can simply click on the symbol (button) in runtime mode to
launch the Security Login dialog box, as shown in Figure 6.4.
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Click here to
login into the
security server.

Figure 6.4. Security Login Symbol Button

The Security Login dialog is basically the same as the one for the Security
Login Utility, except that the Advanced login mode is disabled, as shown in the
Figure 6.5. The WebHMI Security Login ActiveX also includes full keypad
support (ideal for touch-screen systems). The Login ActiveX allows simultaneous
login of many users (this must be enabled on the Security Server global settings).

The drop-down list for the user name can show:
e The complete list of users in the system.
e The list of the currently logged users.
e The name of the last logged user.
All of these features must be enabled on the Security Server in order to work.

For more information, please see the Security Configurator Help documentation.

Note: When you log into the Security Server using the Login ActiveX, you do not
get any warning messages when the security session is about to expire. If your
security session expires, then the Login ActiveX will automatically be displayed
again.

ICONICS Security Login il

Idzer Mame: IJEFF j F.eypad |

Paszword: I Change Passwaord... |

Logln | Log Clut | Cancel |

Figure 6.5. Logging Into the Security Server
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6.3 Changing the Security Server Password

If you should wish to change your password you can do it by clicking on the
Change Password button on the login ActiveX dialog, or you can do it directly
by using the Change Password symbol button and dragging it into your
GraphWorX32 display, as shown in Figure 6.6.

Change Password

Figure 6.6. Change Password Button

Clicking the Change Password button opens the Security Password Change
dialog box, as shown in Figure 6.7. Type your new password in the New
Password and Retype Password fields, and then click the OK button.

ICONICS Security Password x|

Izer Mame:; I j

Current Pazsword: |

Mew Pazawaord: |

Retype Paszeword; |

Figure 6.7. Changing the Security Password

6.4 Viewing the Logged User List

To view a list of users currently logged in to the Security Server, click the
Logged User List symbol button in your GraphWorX32 display, as shown in
Figure 6.8.

Logged User List

Figure 6.8. Logged Users List Button

The Security window will appear, as shown in Figure 6.9. The Security window
allows you to view the list of users that have logged in.
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ICONICS Security x|

Logged In User|z]:

There are nio uzers logged in.

Cloze |

Figure 6.9. List of Logged Users

6.5 Logging out of the Security Server

To log out everyone who has logged in, you can use the Log Out All Users
symbol button shown in Figure 6.10.

Log Out All Users

Figure 6.10. Logout All Button

You can also logout one specific user with a simple click on the Logout User
button, as shown in Figure 6.11.

Logout User

Figure 6.11. Logout User Button

Note: You have to specify the user to be logged out in the VBScript code
associated with this button. You can do it by editing the script with the Script
Editor toolbar in GraphWorX32.
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6.6 Security OLE Automation

6 -8

The OLE Automation interface for the WebHMI Security ActiveX is compatible
with VBA and VBScript. You can perform login/logout operations directly trough
scripting without displaying any user interface. The WebHMI Security ActiveX
contains the following OLE Automation interfaces:

LoginDIg()

Launches the login dialog.

ChangePwdDlg()

Launches the dialog to change the password.

ShowLoggedinUsers()

Launches the dialog to show a list of the usesr currently logged into the Security
Server.

Logout()

Logs out all currently logged users.

SetTimeout(LONG nSec)

Sets the timeout for all of the GenClient calls to the Security Server.

ShowResultMsgs(BOOL bShow)

Enables / disables the message box with the result (e.g. "failed to log on to the
Security Server").

LoginUser(BSTR username, BSTR password)

Logs in one specific user through code.

LogoutUser (BSTR username)

Logs out a specific user through code.
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7.1 Viewing Licensing Information Using WebHMI

An example of WebHMI Licensing is included in the WebHMI Sample screens.
To access the samples, select Start > Programs > ICONICS WebHMI >
WebHMI Examples. The WebHMI Samples Home Page will appear, as shown
in Figure 7.1.
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ICONICS" WebHMI enables users to view real-time HMI or SCADA, applications over the Internet or intranets on any client PC
- | running Microsoft Internet Explorer or Netscape Navigator. WebHM| is extremely easy to use and set up.
- | Advanced VWeb publishing tools allow graphics, trends, alarms and reports to be published to designated Vyeb servers running
Microsoft Internet Information Server (IIS), Microsoft Personal Web Server, or Apache Server providing a complete Web-based
Hill or SCADA solution.

“Our Weh-enahled HMI and SCADA products are hased on OPC-To-The-Care
%I technofogy and offer unparalfeled performance, efficiency, ease of
connectivity and freedom of choice!”
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Figure 7.1. WebHMI Samples Home Page

Click on Default Samples to open the WebHMI Default Samples page, as
shown in Figure 7.2.
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GraphWorX32

Figure 7.2. WebHMI Default Samples Page

Clicking on the Licensing button opens the Licensing page, which allows you to
launch the GENESIS32 License Monitor. The License Monitor allows you to get
an immediate view of the number of Client Units your enterprise is using at a
given time. Click the Show License button, as shown in Figure 7.3.
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Figure 7.3. Launching the License Monitor

This launches the License Monitor, shown in Figure 7.4, which provides
information about the Client Units and points used to run specific GENESIS32
applications. The Client Units field lists the number of Client Units that are
currently being used in all GENESIS32 applications, the number of Available
Client Units (which are not currently in use), and the Total number of Client
Units, which is equal to the number of available Client Units plus the number of
Client Units In Use. For example, if you have 700 total Client Units and 300
Clients Units are currently being used, then 400 Client Units are available.
Similarly, the Points field provides information about the number of process
points that are currently being used (in runtime mode) in all GENESIS32
applications.
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Figure 7.4. GENESIS32 License Monitor

7.2 License for the WebHMI Server

As mentioned in Chapter 2, before installing WebHMI you must have a licensed
GENESIS32 installed on the designated WebHMI server. Likewise, the ICONICS
Software License Utility must also be installed on the WebHMI server.
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Otherwise, the Software License Utility and its installation are the same for
WebHMI as they are for any other GENESIS32 application.

7.3 Obtaining Additional Connection Units

If you desire additional units, you will need additional licensing for the WebHMI
server. Additional units are provided in increments of five. To obtain additional
units, contact your local ICONICS distributor. For distributor telephone numbers,
please call 508-543-8600.
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8.1 Introduction to the Change Host Utility

ICONICS

At some point, you might find that you wish to switch Web servers or use an OPC
server on a different node. The WebHMI Change Host Name Utility enables you
to do this easily. To open the Change Host Utility from the Windows Start menu,
select Programs > ICONICS WebHMI > Change Host Name Utility. The
Change Host Name dialog box will appear, as shown in Figure 8.1.

Note: The process of running the Change Host Utility may require several
minutes, and during this time the circle associated with each file type shown in
Figure 8.1 (on the right side) will change color. The circle will be red while
processing a specific file type, and it will be green when the specific file type is
completed with success. The screen may actually flash for an instant while the
utility is "operating" on a file. It is possible to see the file currently processed by
reading the file name in the bottom right part of the dialog.

=lolx|
File Help
YWarking Dir: I'::I".lnEtpubI\WWWTDDtI\WEbHMl"\.l:lir'l _I
—File Types
_ W Hirl
Find what: flocalhost i O
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Replace with: III:EINlES-E!D??EE!J d el O
WV Twxaz(v3z) ()
[T Match case & M5 Metwork [V AWK3Z [awv] O
v Recurze subdic i~ DMS W &wWR32 [awr) O
v Mode name anly " IP Address ¥ GenBrokes O
Beplace | Cloze
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Figure 8.1. Change Host Name Dialog Box

8.1.1 Changing the Directory Name

Change the directory name by typing it in the Working Directory field, as shown
in Figure 8.2. You can also change the directory name by clicking on the button
to the right of the Working Directory field or by selecting Set Working
Directory from the File menu.

# ICONICS ChangeHostName =0l x|

File Help

‘Wwiarking Dir: |E:hlnetPubhwwerDt'&WebHMI'xS amples |

| | rFileTypes———

Figure 8.2. Directory Name

8.1.2 Finding and Replacing Files

Functioning like any "find-and-replace" command, the Change Host Name
dialog box searches ICONICS files for:

o GWX32: GraphWorX32 (.gdf) display files

o  TWX32: TrendWorX32 (.v32) files

o AWX32: AlarmWorX32 Viewer (.awv) files

e AWR32: AlarmWorX32 Report (.awr) files

¢ GenBroker: GenBroker configuration (.gbc or .gbx) files
e HTML: .htm files

Choose the type of file for which you want to search by clicking on the check
boxes in the right column, as shown in Figure 8.1. The Change Host Name
utility searches for the text typed in the Find what field and replaces it with the
text typed in the Replace with field, as shown in Figure 8.3.
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ICONICS

Find what: IIDc:thn:nst

Replace withc e, myzerver. com

Figure 8.3. Find What and Replace With Fields

Check Boxes
Check the Match case check box to do case-sensitive searches, and check the
Recurse Subdirectory check box to search all subdirectories of the working
directory. A close-up view of this section of the dialog box is shown in Figure 8.4.
[~ Match caze
[+ Recurze subdir

v Mode name only

Figure 8.4. Check Boxes

Node name only is a special check box that uses Find String and Replace
String and adds "\" or "//" at the beginning and "\" or "/" at the end of these
strings. This confirms that you have really replaced network node names.

You can modify the AlarmWorX32 files and GenBroker Configuration files only by
selecting Node name only. There is no other text information that you can
change. The check boxes for the AlarmWorX32 and GenBroker Configuration
files will be grayed out if you uncheck the Node name only check box.

Thus, when you uncheck Node name only, you can use the Change Host Name
utility to change, for example, a point name in GraphWorX32 displays and
TrendWorX32 files at the same time. You must then enter the original name in
the Find What field and the new name in the Replace with field.

Other Options

The three options to the right of the check boxes allow you to change the name
or address in the Replace with field. As shown in Figure 8.5, a name appears in
the Replace with field if you select the MS Network option.
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Find what: IIDcthDst

Replace with: Iwww.myserver.mn'l

[T Match caze M5 Metwork
[+ Fecurse subdi = DMS

[ Mode name only |P Address

Figure 8.5. MS Network Option

Similarly, another name or address will appear in the Replace with field if you
select the DNS or IP Address option, as shown in Figure 8.6 and Figure 8.7,
respectively. Click the Close button to exit from the Change Host Name Ultility.

Find what: I|DCE|hDSt

Replace with: s myzerver com

[T Match caze = M5 Metwark
¥ Fecurse subdi v [OMS

v Mode name only P Address

Figure 8.6. Domain Name Services Option

Find what: Ilucalhust

Replace with: |www.m}lsewer.cum

[~ Match case M5 Metwork
[+ Fecurse subdi i DMS

[+ Mode name only {+ |P Address

Figure 8.7. IP Address Option
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9.1 Introduction to Version Support

ICONICS

Version support is a feature in WebHMI that allows for the auto-update of ActiveX
components when WebHMI clients that have Version 6.0 installed connect to a
WebHMI server that has Version 6.1 or installed. When ActiveX components are
downloaded from a WebHMI server to a WebHMI client over the Internet, the
ActiveX components are silently installed on the client machine. The ActiveX
components are delivered into the .cab files archive. The .cab files are
referenced in the HTML code near the corresponding ActiveX "clsid". Internet
Explorer can detect whether ActiveX components are present on the client
machine. Thus, if an ActiveX is already installed on the client machine, then there
is no need to download a 2 MB .cab file for that ActiveX.

For example, suppose that a client machine is running Version 6.0, and you want
to connect the client machine to a WebHMI Version 6.1 server. In this case, the
client machine requires GenBroker Version 6.1 support in order to communicate
with the WebHMI 6.1 server. It also requires the new GraphWorX32,
AlarmWorX32, TrendWorX32, and all other ActiveX components from Version
6.1. The ICONICS ActiveX components are backward compatible; you can open
a Version 6.0 file from a Version 6.1 ActiveX component, but you cannot open a
Version 6.1 sample file if you have a Version 6.0 ActiveX component.

Now, for example, suppose that the client has already been connected to a
WebHMI 6.0 server, and the client has already installed all the ActiveX support
for GENESIS32 Version 6.0. Also suppose that you want to connect the same
client to a WebHMI 6.1 server. If there is no version information in an HTML
page, Internet Explorer will not download the new ActiveX .cab files because the
ActiveX with the same ID is already registered on the client machine.

To avoid such compatibility problems, WebHMI adds the correct version number
information to HTML pages. This is accomplished with the Update Versions
Utility. This utility gets the version information from an information (.inf) file called
"WebHML.inf," which contains information about the entire WebHMI installation,
including which archives are installed in which directories, what component they
contain, and the version numbers of the components installed.
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9.2 Update Versions Utility

The WebHMI Update Versions Utility manages all versioning information on the
server side. The utility allows you to modify HTML files by adding version
information for ActiveX components. The version information in HTML files is
necessary for the automatic update of ActiveX components. If an older version of
an ActiveX is already installed and registered on your machine, a newer version
will be downloaded, but only if the version information is placed in the HTML file.

The version information is taken from the "WebHML.inf" file mentioned above. In
WebHMI Version 6.1, the "WebHML.inf" file is installed by default on the WebHMI
server machine in the "C:\InetPub\wwwroot\WebHMI" directory.

The Versions Utility is similar to other "find-and-replace" utilities that search in a
specified directory for entered files. The utility searches for the occurrence of
ActiveX objects in HTML files. If it finds any, it then searches the "WebHML.inf"
file for the updated version and inserts the new version information into the
HTML files.

9.2.1 Starting the Versions Utility

To open the Versions Utility from the Windows Start menu, select Programs >
ICONICS WebHMI > Versions Utility, as shown in Figure 9.1.

ﬁg Change Host Mame Lkility
ﬁ lient Configuration

@ Help

Read Me
Wersions LIElity

@] WebHMI Examples

Locati
Figure 9.1. Starting the Versions Utility

The Update Versions dialog box will appear, as shown in Figure 9.2.

Note: The Version Utility is Web-server oriented and should be used by the Web
server (WebHMI server) administrator only.
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Figure 9.2. Update Versions Dialog Box

The WebHMI Inf File field specifies a path to the information file, which contains
version information for ActiveX components. The default file is the "WebHML.inf"
file described above. If you want to change the file or its location, you can simply
type the new location, or click the ... button to browse for the file.

The In Files/File Types field contains a list of files and/or file types to search for.
The default file types are *.htm and *.html; the utility will search for all .htm and
.html files in the specified location.

The In Folder field contains the name of the folder where the search will be
started. You can also use the ... button to change the folder. If the Look In
Subfolders check box is checked, the search will be recursive for all
subdirectories of the selected folder.

When you click Update, the utility will search for the specified files in the selected
directories. If the utility finds any of them, it will open each file and search the file
for the occurrence of an ActiveX. If an ActiveX is found, the utility will search for
version information for that ActiveX in the "WebHML.inf" file.

If the information is found, the updated version information will be automatically
appended to the .cab file address in the HTML code. For example, a
GraphWorX32 Viewer ActiveX (GWXView32.cab) with version 6.10.97.0 in a
Web page will be appended to the "CODEBASE" attribute of the "OBJECT" block
in the HTML code as follows:

CODEBASE-=http://www.WebHMI.com/WebHMI/cabs/GWXview32.cab#Version=
6.10.97.0



Appendix A: AlarmWorX32 and
TrendWorX32 Web Access

A.1 Introduction

WebHMI includes new AlarmWorX32 Web Access support for reports and
operator comments. The configuration interfaces for the AlarmWorX32 Report
ActiveX and the AlarmWorX32 Viewer ActiveX have been enhanced to enable
remote access of Alarm Logger databases over the Internet.

A.2 Web Access for Alarm Reports

The AlarmWorX32 Report ActiveX now enables clients to download alarm
reports over the Internet. The Web Access tab of the Alarm Report ActiveX
Properties dialog box, shown below, allows you to access the currently
connected Alarm Logger database over the Internet via a Remote Data Service
(RDS). The RDS, which is hosted by an Internet Information Server (IIS), enables
the downloading of report data from the logger database to a client over the
Internet. Simply specify the URL name or IP address of the 1IS Web server in the
Internet Information Server for Remote Data Access field, as shown in Figure
A.1. You can also specify a maximum number of database records to download
from the logger database. The default maximum number of records is 1,024.

Note: For more information, please see the AlarmWorX32 Report ActiveX Help
documentation.
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Alarm Report ActiveX Properties 5[

Summary I Fiecord Filkering I Fecord Sorting
General I [arid Canfiguration | Faonts I Columnz
Chartz Configuration weh Access | Reparting

¥ Access cumently connected database over the Intemet via RDS

Internet [nfarmation Server far Bemote Data Access:

Ihttp:a’flucalhnst

[Example: hitp: /AsfebHMI. S omeComparny. com]

Max. Murmber of databaze records to download: |1D24

] I Cancel | Apply | Help

Figure A.1. Alarm Report ActiveX Web Access Tab

When Internet Access to the logger database is enabled, the client makes a
request over the Internet to the [IS Remote Data Service. The RDS uses a
special component, called the Data Factory Handler, to relay the request to the
local logger database on the server, as shown in Figure A.2. The RDS retrieves
the relevant information for the alarm report from the logger database so that the
client can download the data from the server over the Internet. The client
machine then displays the data in the Report ActiveX per the client's report
configuration settings.

In most typical scenarios, the Report ActiveX configuration is done on the server
side. Those steps include:

e Connection to the database is established by clicking the Connection
Parameters button on the General tab of the Report ActiveX
Properties dialog and using the Database Connection dialog.

e Internet access settings are enabled on the Web Access tab.

e Configuration data saved as a *.awr file or a *.gdf display containing the
Report ActiveX are published to an HTML document on a WebHMI
server.
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Client Side Server Side

Remote Data Service {RDS)

Alarm Report pl  (TCPAP) |4 Information Server
ActiveX {lIs)
Data
Factory
Handler
F Y
¥
Local Alarm
Logger
Datahase

Figure A.2. Downloading Alarm Report Data From a Remote Logger Database

A.3 Web Access Support for Alarm Viewer Operator Comments

The AlarmWorX32 Viewer ActiveX now enables clients to download operator
comments from a remote database over the Internet. The Display tab of the
Alarm Viewer ActiveX Properties dialog box, shown in Figure A.3, allows you
to connect to an operator comments database.

Note: For more information, please see the AlarmWorX32 Viewer ActiveX Help
documentation.
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General | Drefault I F o I Colurmn I Subscription
Dizplay | Grids I Tool Tips I Seftings

Operatar Cormments Data Source: ——————
’7Nut connected Connection. . |
Filker... |
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zet by the
subscrption,

] I Cancel Apply Help

Figure A.3. Alarm Viewer ActiveX Properties: Display Tab

Connecting to the Operator Comments Database

In most situations, you will use the AWXLog32.mdb Microsoft Access database
(located in the GENESIS32 Bin directory) as your operator comments database.
This is the standard Alarm Logger database. To connect to the operator
comments database:

1. Click the Connection button on the Display tab. This opens the
Database Connection dialog box, as shown below.

2. Under Data provider, select Microsoft Access, as shown in Figure
A.4.
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Database Connection x|

— D atabaze Connection
Data Provider: & M5 Access " M5 SOL Server ¢ ODBEC

OLE DB Connection String:

2| Buid

Connection

;I String...

Baze T able Mame: I j
Connection Status: | DISCOMMECTED

[Conmect |
Comment: |<NEINE:> ~| Op Condition: |<NEINE> =]
Mode: [<NONE> ~| OpMode: [<NONE> |
Server: [<NOME: ~| OpSerer [<NONE> =]

— | &ccess curently connected database aver the [ntermet via BDS
|ntermet [nformation Server for Bemote Data Access:

[Example: hitp:/AefebHMI S omeComparny. com]

bl aw. Mumber of database records to download: IU

[ Cancel

Figure A.4. Connecting to a Database

3. Click the Build Connection String button. This opens the Microsoft
Data Link Properties dialog box, as shown in Figure A.5.

Note: All data source connections are made through the Data Link
Properties dialog box. The Connection tab settings may vary
depending on which data provider you selected. Click the OK button.
Click the Help button at any time to view the Microsoft Data Link help
documentation.
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BB Data Link Properties |

Provider Connection I.-'-"-.dvancedl &l I

Specify the following to connect to Access data;

1. Select or enter a database name:
ram Filess COMICSAGEME SIS -324Bin\AMWSLog32. mdb _I

2. Enter information to log an ta the databaze:;

Izer name: I.-'l‘-.u:lmin

Fazaword: I

¥ Blank password [ Allow saving pazsword

T est Connection |
0k, I Cancel | Help |

Figure A.5. Specifying a Data Source

4. Click the ... button and select the AWXLog32.mdb file from the bin
directory, as shown in Figure A.6. Click the Open button.
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Select Access Database ed |

Lack in: | =4 Bin ~| = ®E cFE-
Default MDEs G Topaz
Dialag C1vEa

ighary Faou @waSELngger kest.mdb

i/'r FantInstal =] AWK325ur mdd
Fonks AMyELog3Z2. mdb
Images @ GASEngineConfigurator.mdb
MrESounds @ Lang5up.mdb
Pager @ ProjeckWory3z. mdb
Scripk @ Projeckwiorx32Errars.mdb
Scriptiizard [ T3z mdb

SnapShoks

File name: |&/Log32.mdb =l [ oeen |
Files of type: IMiu:n:usu:uft &ccess Databazes [%mdb) j Cancel |
e

Figure A.6. Selecting the Operator Comments Database

5. The data source reference appears in the Database Connection dialog
box in the OLE DB Connection String field, as shown below. In the
Base Table Name field, select EventLog from the drop-down list.

Note: The Base Table list varies according to the active Alarm Logger
configuration database.

6. Click the Connect button to connect to the database. The traffic light

icon changes to green when the connection is successful, as shown in
Figure A.7.
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Database Connection b x|

— Databaze Connection
Drata Provider: % W5 Acoess W5 SOL Sewer € ODEC

OLE DB Connection Sking:
Provider=Microzaft. et OLEDE. 4. 0:Pazzward="";0ata Source=C: \Frogram ﬂ Euild

FilezACOMNICSAGEMES]S -324Binthwi=Log32. mdb;Persist Security Errealins
Info=True _I SHiRg,
Basze Table Mamme: IEventhg j
Connection Status: | COMMECTED

Digoonnect | -:
Comment: I.-’-'-.n:kliu:umment j Op Condition: IEDnditiDnN ame j
Mode: IN::u:Ie j Op Mode; IN::n:Ie j
Server: [4ctarlD ~| OpServer [ActorD =]

—v Access cumently connected database over the Intermet via RDS
|nternet [nformation Server for Bemaote Data Access:

[ http:#sfebHM Il carics
[Example: http:/SadebHMI S omeCompary. com]

b ax. Mumber of database records to download: |5

()% I Cancel

Figure A.7. Database Connection

7. Now you must specify which column in the database table you will use to
for logging and storing comments. In the Comment box, select a column
from the drop-down list. For most cases, only the Comment box should
be configured. The exception is the case where the system is logging
from two different alarm servers, using the same tag names in both
alarm server configurations. This is the only case where the Node,
Server, Op Condition, Op Node, and Op Server selections should be
used.
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Enabling Remote Web Access to Operator Comments

The Alarm Viewer enables you to gain access to operator comments from the
currently connected Alarm Logger database over the Internet. To enable Web
access to operator comments, check the Access currently connected
database over the Internet via RDS check box at the bottom of the Database
Connection dialog box. A Remote Data Service (RDS), which is hosted by an
Internet Information Server (1IS), enables the downloading of operator comments
data from the logger database to a client over the Internet.

Once you have connected to the operator comments database. Simply specify
the URL name or IP address of the 1IS Web server in the Internet Information
Server for Remote Data Access field in the Database Connection dialog box.
You can also specify a maximum number of database records to download from
the logger database.

When Internet Access to the logger database is enabled, the client makes a
request over the Internet to the [IS Remote Data Service. The RDS uses a
special component, called the Data Factory Handler, to relay the request to the
local logger database on the server, as shown in Figure A.8.The RDS retrieves
the relevant information for the alarm report from the logger database so that the
client can download the data from the server over the Internet. The client
machine then displays the data in the Viewer ActiveX per the client's
configuration settings.

In most typical scenarios, the Viewer ActiveX configuration is done on the server
side. Configuration data saved as a *.awv file or a *.gdf display containing the
Viewer ActiveX are published to an HTML document on a WebHMI server.
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Client Side Server Side
Remote Data Service {RDS)
Client with 4—  Internet - Internet
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ActiveX {s)
Data
Factory
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F
¥
Local Alarm
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Figure A.8. Downloading Operator Comments From a Remote Logger Database

A.3 Tips for AlarmWorX32 Remote Data Access

A good understanding of Remote Data Access principles is a key element to
building a successful solution for a Web-enabled alarm reporting system. Since
the volume of alarm databases can reach hundreds of megabytes, it is very
important to keep in mind the following aspects.

Maximum Number of Downloadable Database Records and Adequate
Record Filtering

The setting for the maximum number of records to download (Nmax) indicates
that any database query operations would return no more than Nmax alarm
records (lines to the grid). If more than Nmax records from the current table
match the current filtering criteria, then only the portion of the record set
containing top Nmax records is returned. To avoid such record set cut-off,
strong restrictive record filters should be used all the time. Since the record
filters are processed on the database side, the database server uses all existing
records to build the record set.
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Proper Choice of the Back-end Database

It should be noted that the use of Microsoft Access databases (*.mdb) is not
recommended for Web Access. Poor memory management in Microsoft Jet
Engine creates a serious scalability problem for any type of Web database
application. The recommended back-end database for Web alarming is
MSDE (Microsoft Desktop Engine) or Microsoft SQL Server.

Table Management in Alarm Logger Configuration

To provide further optimization for the Alarm Logger database operations, the
table management should be enabled in the logger configuration. See the
Alarm Logger Configurator documentation for more information.

Using the Remote Database Access Manager

The AlarmWorX32 Remote Database Access Manager, shown in Figure A.9,
is a separate utility (the AWXRep32RDSSM.exe file) located in the GENESIS32
Bin directory. This utility configures the communication parameters for the Data
Factory Handler (described above) so that the AlarmWorX32 Report ActiveX can
connect to a remote Alarm Logger database and retrieve data from the database.
It also enables security for remote database access via the GENESIS32 Security
Server.
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[,, AlarmWorX32 Remote Database Access Manager 5[

% Databasze connection options

Connection Betm Mumber: |3 tirmes
Connection Rety Delay: |5 ZEC.

@ ¥ Enable Security Management for Femate Database &ccess [via Secunity Server|

GenlClient Updates Timeaut: |'| 1] FRLC,

GenBroker Configuration File:
[leave thiz field blank to use default configuration)

| |

k. Cancel |

Figure A.9. AlarmWorX32 Remote Database Access Manager

Database Connection Options

The Database Connection Options section of the AlarmWorX32 Remote
Database Access Manager sets the following connection parameters for the Data
Factory Handler:

e Connection Retry Number: Specifies the maximum number of times
the Data Factory Handler will try to reconnect to the Alarm Logger
database in case the connection fails.

e Connection Retry Delay: Sets the amount of time (in seconds) the Data
Factory Handler waits between subsequent connection retries to the
Alarm Logger database.

Security Management

The AlarmWorX32 Remote Database Access Manager allows you to enable
security for remote database access via the GENESIS32 Security Server. Check
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the Enable Security Management for Remote Database Access (via Security
Server) check box. When security is enabled, each time a user tries to access
the Alarm Logger Database, the Security Server will check to verify whether that
user is allowed to have remote access to the database.

Note: For information about the Security Server configuration and login, please
see the Security Configurator and Security Login Help documentation.

Because the database is accessed over the Internet via TCP/IP communications,
GenBroker communications over OPC over TCP/IP must also be enabled. Thus,
you must specify a GenBroker Configuration File (.gbc or .gbx). Clicking the ...
button to the right of this field allows you to browse for a GenBroker configuration
file, as shown in Figure A.10.If you do not specify a GenBroker configuration file,
or if no Security Server is specified in the GenBroker configuration, then the
default system GenBroker configuration file will be used.

Note: If you are using WebHMI, it is recommended that the Security Server be
located on the same machine as the WebHMI Server. For information about how
to configure GenBroker communications, please see the GenBroker Help
documentation.

The GenClient Updates Timeout sets the maximum amount of time (in
seconds) the Data Factory Handler will wait for Security Server validation of a
data request from the client (i.e. the client with the Alarm Report ActiveX
installed) before returning an "Access Denied" error.

21|
Look in: | ¢ GENESIS-32 ~| « & of E-

i [ 15ymbals
Exarples [ Translatar
Genlicting

Project1

Projects

Pt Templates

File name: I Open I
Files of type: | GerBroker XML Configurations [*.ghs) | Cancel |
S

Figure A.10. Selecting a GenBroker Configuration File
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A.4 TrendWorX32 Reporting Tool

A-14

To open the TrendWorX32 Reporting tool from the Windows Programs menu,
select Programs > GENESIS32 > TrendWorX32 > TrendWorX32 Reporting.

The TrendWorX32 Reporting screen will appear, as shown in Figure A.11.

% TWiReportl - TWXReport Application by ICONICS =10 x|

File Edit “iew Acktions Tools Help

DEEI@.@@.@.@LH|BI@I?¥?

Repork | Enabled I Report Tvpe I Skakus | Lask R

1| | i

|Far Help, press F1 |Stopped Reports |0 Reports |18/05/2001 14:27:51 5

Figure A.11. TrendWorX32 Reporting Screen

The TrendWorX32 Reporting tool exports .csv files, databases, and MS Excel
Workbooks. Of these, only Excel Workbooks can be imported into HTML files.
To do this, configure an Excel-based report by selecting Add Report from the
Edit menu. This opens the Report Configuration Wizard, which is a series of
dialog boxes that allow you to configure report. In the Target tab, shown in
Figure 4.12, select Excel File, check the Publish option, and click on the HTML
Path button to determine where in the directory you wish to place the files.
Currently, some server-side scripting may be required to generate dynamically
HTML pages with all the available reports. In future versions of WebHMI, the
WebHMI Explorer based on MS Digital Dashboard will do this automatically.

For a complete guide through the steps in using the TrendWorX32 Reporting
Tool, please see the TrendWorX32 user guide or online help documentation.
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Figure A.12. TrendWorX32 Report Configuration Wizard

ICONICS A-15



Appendix B: Setting up DCOM

B.1 DCOM As a Requirement

DCOM is now essential to an up-to-date Windows environment. DCOM is built
into Windows NT. Users with machines that have Windows 95 or Windows 98
can browse the ICONICS Product CD to get DCOM from Tools/DCOM95 or
Tools/DCOM 98, respectively.

Using the ICONICS Product CD, install the DCOM configuration by clicking on
dcm95cfg.exe and then the DCOM by clicking on dcom.exe. DCOM settings
must be configured carefully and correctly to be able to view WebHMI on the
server.

The Web server should also have GENESIS32 installed on it, as ICONICS
ActiveX controls take their security and licensing from this registered
GENESIS32 product.

The steps for configuring DCOM and browsing WebHMI are given below. For
further information about DCOM, please refer to the Microsoft Windows help
documentation.

Note: If GenBroker TCP/IP channels are used, as they are in WebHMI, neither
DCOM settings nor user accounts are necessary. The information in this chapter
is provided only as a reference for setting up DCOM. You should not need this
information if you use WebHMI.

B.2 Configuring DCOM for Windows NT

B.2.1 Creating a User Group

ICONICS

It is necessary to create a group of users who will be able to access WebHMI.
This is done either on the Domain Controller or the Workstation, whichever may
be the case.

To begin, click the Start button and select Programs > Administrative Tools >
User Manager. Select User Manager, as shown in Figure B.1.
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WebHMI

g Backup

% Dizk Adrninistrator

[7] Event‘igwer

ﬁ Perfarmatice aonitar
_@ Remaote Access Admin

Q\ Windaows NT Diadnostics

Figure B.1. Opening the User Manager Screen

The User Manager screen will appear, as shown in Figure B.2. Select New
Local Group from the User menu.

i Uzer Manager
Optionz Help

Copy... V\!E

Description

M= E3

Built-in account for guest access to the computer/domain
Delete Del
Rename...
Properties... Enter
Exit Alt+Fd4
Groups Description

& Adrministrators

i Backup Operators
# Guests

B Power Users

g5 Feplicatar

& Users

Members can fully administer the computerdomain
Memhbers can bypass file security to back up files
Uzers granted guest access to the computerfdomain
tembers can share directories and printers
Supponts file replication in & domain

Crdinans users

B-2

Figure B.2. User Manager Screen
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Mew Local Group E

b

Group Marme: |Wel:uHMILlsers

Diescription: | Cancel

Help
Members: Show Full Hames |

’_E Adriniztrator

Hemave

el

Figure B.3. New Local Group Dialog Box

The New Local Group dialog box will appear, as shown in Figure B.3. In the
Group Name field, type "WebHMIUsers" and click the OK button. The group
name "WebHMIUsers" will appear in the bottom pane of the User Manager
screen. Double-click the on WebHMIUsers. The Local Group Properties dialog
box will appear, as shown in Figure B.4. On the Local Group Properties dialog
box, click the Add button.

Local Group Properties

Group Mame:  WebHMIL zerz (] |
Description; | Cancel |
Help |
Members: Show Full Hames |
€ Administrator

Figure B.4. Local Group Properties Dialog Box
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The Add Users and Groups dialog box will appear, as shown in Figure B.5. In
the Names field of the Add Users and Groups dialog box, select each name
that you wish to add to the "WebHMIUsers" group. After selecting the name, click
the Add button, as shown below.

Note: For the purposes of the example given here, we have chosen QA_LAB for
the List Names From field. You will probably use another source of names when
configuring your new user groups.

Each time that you choose a name and click the Add button, that name will
appear in the Add Names pane, as shown below. To find a name that does not
appear in the Names pane, click the Search button, as shown in Figure B.5.

Add Users and Groups
Ligt Mames From; I@. O&,_LAE j
Mames:

t‘ﬁ Cert Publizhers Enterprize certification and renewal age
t‘ﬁ Dinzl pdatePromy DS clients who are permitted to perforr
t‘ﬁ Dromain Adming Deszignated administrators of the domain
t‘ﬁ Diomain Computers All work stations and zervers joined to the
t‘ﬁ Dormain Controllers Al dornain controllers in the domain

t‘ﬁ Dlomain Guests All dormain guests

t‘ﬁ Dornain Uzers Al domain uzers

GERE nterprise Admins Designated administrators of the enterpr;l

Sld Memters. . |
Add Hames:
[4_LaB\Domain Users; QA_LABNDomain Guestz; QA_LABDomain ;I
Computers
0k, Cancel Help

Figure B.5. Names Added to "WebHMIUsers" Group

ICONICS



WebHMI

Appendix B: Setting up DCOM

ICONICS

Find Account E3 |
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% Search Al
" Search Only In:

s P
A NT_SUPPORT

AR NTT
BB 0 _LAR

Search Besults:

Add Caricel Help

3

Figure B.6. Add a Found Name to the Add Names Pane

The Find Account dialog box will appear, as shown in Figure B.6. In the Find
User or Group field, type the name of the user or group for which you are
searching, and then click the Search button.

If the name for which you are searching is found, it will appear in the Search
Results field of the Find Account dialog box. Click the Add button to place the
name in the Add Names pane of the Add Users and Groups dialog box, as
shown in Figure B.6. After you have placed all of the names in the Add Names
pane, click the OK button on the Add Users and Groups dialog box.
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This will cause the Local Group Properties dialog box to appear, as shown in
Figure B.7. Click the OK button on the Local Group Properties dialog box.
This will cause the User Manager dialog box to reappear. You have now created
the "WebHMIUsers" Group. To conclude this phase of the DCOM setup, select
Exit from the User menu of the User Manager dialog box.

Local Group Properties

Group Mame:  wWebHMIUzers

ik |

Description; | Cancel
Help
Members; Show Full Hames |
Adminiztrator

04,_LABSDomain Computers
@4_LABNDomain Guests
@4_LABNDomain Users

Hemove

Figure B.7. Local Group Properties Dialog Box

B.2.2 Configuring DCOM Properties

To begin configuration of the DCOM properties, click the Start button and select
Run from the Windows Start menu. The Run dialog box will appear, as shown in
Figure B.8. Type "dcomcnfg” in the Open field, and then click the OK button.

Run

T ype the name of a program, folder, or document, and
YWindaws will opern it far pou.

=

¥ B in Separate Meman Space

| k. [EI Cancel | Browse... |

Figure B.8. Opening the dcomcnfg Folder
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The Distributed COM Configuration Properties dialog box will open, as shown
in Figure B.9. Click on the Default Properties tab of the Distributed COM
Configuration Properties dialog box.

Distributed COM Configuration Properties

Ly - C-11CE
Adobe Acrobat Document
Al o3

A M2

COM+ Ewvent Spstem Tier?

Datawond2

Ewent Object Change

GenBroker Configuratian —
GenRegistrarServer

GenTray

HTML Application

ICOMICS Alarm OPC Server

ICOMICS Alarmiwor<32 Alarm Display

ICOMICS GenBroker

ICOMICS Genesis Agent

lcoric: OPC Server For Allen-Bradley Metwork s

ICOMICS Perziztent Trending Docurment

ICOMICS Sirnulatar OPC Server

ICOMICS Trendwior<32 Trend Dizplay ;I

Properties... |

] 4 I Cancel Spply

Figure B.9. Distributed COM Configuration Properties Dialog Box
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The Default Properties tab will appear, as shown in Figure B.10. Check Enable
Distributed COM on this computer. Doing so allows DCOM obijects to be
created on this machine. Select Connect in the Default Authentication Level
field. Select Identify in the Default Impersonation Level field. You do this in
case security is absent at the object level; the server will then use this level to
check permissions in the ACL (Access Control List) of the client machine.

Distnbuted COM Configuration Properties

Applications:  Default Properties | Default S ecurity | Default F'ru:utu:u:-:ulsl

¥ Enable Distributed COM on thiz computer

[~ Enable COM Internet Services on this computer

— Default Distributed COM communication properties

The Authentication Level specifies security at the packet level.

Drefault Authentication Level:

Connect j

The Imperzonation Level specifies whether applications can
determing who iz calling them, and whether the application can do
operationz uzing the client's identity.

Default Imperzonation Lewvel:

dentify

I Eruv@ additional zecurity for reference tracking

k. I Cancel a1

Figure B.10. Configuring the Default Properties
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Click on the Default Security tab to have its page appear, as shown in Figure
B.11. Click the Edit Default button.

Distributed COM Configuration Properties

fpplications | Default Properties  Default Security | Diefault F'ru:ut-:u:u:ulsl

— Default Accezs Permizzions

Y'ou may edit who iz allowed to access applications that do not
pravide their own settings

— Default Launch Permiszions

'ou may edit who iz allowed to launch applications that do not
provide their own zettings.

Edit Defaul...

— Default Configuration Permizzions

'ou may edit the lizt of uzers that are allowed to modify OLE clasz
configuration information.  Thiz includes ingtalling new OLE zervers
and adjusting the configuration of existing OLE zervers.

Edit Default.. |

0k, Cancel | Sl |

Figure B.11. Default Security Tab
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This opens the Registry Value Permissions dialog box, shown in Figure B.12.
Click the Add button.

Registry Yalue Permissions
R egizty ' alue: DefaulkdcceszPermizzion
Owner: Adrminiztrator
Hame:
(re Gl Access; I j
] Cancel | Hemawe | Help |

Figure B.12. Registry Value Permissions Dialog Box
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This opens the Add Users and Groups dialog box, shown in Figure B.13. In the
Names field, scroll down to WebHMIUsers, and then click the Add button.
"WebHMIUsers" will appear in the Add Names field, as shown in Figure B.13.
With "WebHMIUsers" now in the Add Names field and Allow Access set in the
Type of Access field, click the OK button.

Add Users and Groups Ed
Ligt Mames From: I@, Oé_LAR j
Mames:
@E nterprize Admins Designated administrators of the enterpri;l
Evemyone Al Uzerz
Group Policy Creator Qwners b emberz in thiz group can modify group
ﬁ IMTERALCTIVE IJzerz acceszing this object locally
E;,- HETwWORE. IJzerz acceszing thiz object remotely
@S chema Admins Degsignated admiristrators of the schems
et SYSTEM The operating system
i ebHM|Users Users of WebHMI ir
Sl Show Lzers tembers.. Search... |
Add Mames:
04 _LABNWebHMIUsers |
Type of Access: Iﬂllaw Access j
k. [ I Cancel | Help |

Figure B.13. WebHMIUsers Placed in Add Names Field
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The Registry Value Permissions dialog box will appear, as shown in Figure
B.14. With "WebHMIUsers" now in the Name field and "Allow Access" set in the
Type of Access field, click the OK button.

Reqistry Yalue Permizzions

Regizty Y alue: DefaulthccezsPermizzion
Owiner: Adminiztrator

Mame:

o 04_LABWebHMIUsers Al Bosass

Tyvpe of Access: I.-'l'-.llnw Access j

(] 4 L}\J Cancel |

Figure B.14. "WebHMIUsers" Added to Name Field

Bemove | Help |
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The Distributed COM Configuration Properties dialog box will appear, as
shown in Figure B.15. In the Applications tab, select Security Server, and then
click the Properties button.

Diztributed COM Configuration Properties

Applications | Default Properties | Default Secunty | Default Protocals I

Applicationz:

bAbdzb ezzenger -
k= Popup J
kA5 napshot

kN ideo

tobSync

MSDAIMITIALIZE

MSH Meszzenger Object

FwsPromy
QpcEnum
Faintbruzh
Remote Debug

IS ecunty Server

M anager for Java

SEMS Logon Eventz

SEMNS Metwork Events

SEMS OnMow Events

SEMS Subzcriber for EventSpstem EventObjectChange events
SetuplogServices Clazz [1]

SetupLogServices Class [2)

Sound Recorder ﬂ

Properties. .. [ |

k. I Cancel Apply

Figure B.15. Setting Properties of Security Server
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The Security Server Properties dialog box will appear, as shown in Figure
B.16. On the General tab of the Security Server Properties dialog box, make
sure that the Authentication Level field is set to Default. Then click on the
Security tab.

Secunty Server Properties EE

General I Lu:u:atiu:unl Securit_l,ll Identit_l,ll Enu:lpu:uintsl

— General properties of thiz DCOM application

Application name: Security Semver

Application pe; lozal zerver

Authentication Level:  [EEN0 -
Local path: E:'\F‘%GH&W MEOMICSAWGEMESI 15BN vzec

0k, I Cancel Sl

Figure B.16. Security Server Properties Dialog Box
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The Security tab page will appear, as shown in Figure B.17. On the Security
tab, make sure to select Use default access permissions, Use default launch

permissions, and Use custom configuration permissions. Then click on the
Location tab.

Security Server Properties EHE

Generall Location  Security |I|:|entit_u| Endpu:uintsl

&+ Use default acces: permissions

— " Use custom acocess permissions
Y'ou may edit who can access thiz application.
Edit...
&+ Use default launch permizsions
— " Use custom launch permissions
'ou may edit who can launch thiz application.
Edit. .

i~ Usze default configuration permissions

& Use custom configuration permissions

Y'ou may edit who can change the configuration infarmation for this
application.

Edit.. |

k. I Cancel | a1 |

Figure B.17. Setting Permissions
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The Location tab will appear, as shown in Figure B.18. On the Location tab,
check Run application on this computer. Click the OK button. The Distributed
COM Configuration Properties dialog box will reappear. Click the OK button.

Security Server Properties EE
General Location lSecurit_l,ll Identit_l,ll Endpaints]

The following settings allowe DCOK to locate the corect computer far this
application. IF you make more than one selection, then DCOM uzes the first
applicable one. Client applications mayp override pour selectionz.

[ Bun application on the computer where the data iz located

[v Fun application on thiz computer

[ Bun application on the fallowing computer:

|

k. | Cancel

Figure B.18. Location Settings

You have now completed the DCOM setup process for Windows NT.
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B.3 Configuring DCOM for Windows 95 and 98

B.3.1 Using a Windows 95 or 98 Machine As a Web Server

Computers with Windows 95 or Windows 98 installed must belong either to a
domain or a workgroup. To let this Web server know about all of the permitted
users, select Run from the Start menu, as shown in Figure B.19.

Programs *
| Fawvaorites L
ﬁ Documents *
_E.El,,a Settings L
) Find b
& Help

ci

&2 Log Off JohnR...

Shut Dawn...

Figure B.19. Opening the Control Panel

The Run dialog box will appear, as shown in Figure B.20. Type "dcomcnfg" in
the Open field, and then click the OK button.

Run

rezource, and YWindows will open it For pou.

i ] 4 I Cancel | Browsze... |

Figure B.20. Run Dialog Box

E T ype the name of a program, folder, document, or [nternet
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The Distributed COM Configuration Properties dialog box will appear. Click on
the Default Properties tab to open the Default Properties tab page, shown in
Figure B.21. Select None in the Default Authentication Level field, and select
Identify in the Default Impersonation Level field.

Distnbuted COM Configuration Properties

fpplications  Default Properties i D1 efault S ecurity

¥ Enable Distributed COM on thiz computer

= Default Diztributed COM communication properties

The Authentization Level specifies securnty at the packet level,

Drefault Authentication Lewvel:

;[Nnne] :_j

The Impersonation Level specifies whether applicationz can
determing wha iz calling them, and whether the application can do
operationz uzing the client's identity.

Drefault Imperzonation Lewvel:

A —

[~ Provide additional zecurity far reference tracking

0k, ] Cancel Apply

Figure B.21. DCOM Configuration Properties Dialog Box
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Click on the Default Security tab, shown in Figure B.22, and then click the Edit
Default button.

Distributed COM Configuration Properties

Figure B.22. Default Security Tab
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The Access Permissions dialog box will appear, as shown in Figure B.23.
Under the name field, select the names of all domain or workgroup users, and
then click the Add button.

Access Permissions
I ame | Aocess Permiszzions |
MT1%0omain Uzers Grant Access
€ NT1%kian Grant Access
& 04 LARMkian Grant Access

5 The Wworld Grant Access

add | Bemove |
k. I Cancel |

Figure B.23. Access Permissions Dialog Box
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Add Access Permissions [ 7|

Marme: Obtain st from:
[The wiarld [MTA =1

&% The warld [ larant Access -@ The world =
# 16 bit zource safe
(8 32 bit source safe

E Aaron

E Adrniriztrator
E Alaa —w-;

E i:::ander i 'ij
E Andre
E Andrew

E Anonymous

E Lurjan _:_'_j l’

Ok Cancel 1

Figure B.24. Add Access Permissions Dialog Box

The Add Access Permissions dialog box will appear, as shown in Figure B.24.
The names that you have selected will appear in the Name field and in the right-
hand pane. Click the Grant Access button, and then click the OK button.

The Distributed COM Configuration Properties dialog box will reappear. On
the Default Security tab page, check the Enable remote connection check
box.
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Now click on the Applications tab of the DCOM Configuration Properties
dialog box. In the Applications field, select Security Server, and then click the
Properties button, as shown in Figure B.25.

Diztributed COM Configuration Properties

Applications | Default Properties | Default Security

Applications:

b zohelp x|
kzoHelp AW Search Dialog

bzoHelp Kep Search Dialog

M ethd eeting

Hetwar<32 Configuration

QfProy

OpcEnum

Outlook, Mezsage Attachment

Quthook Office Finder

Frivate Debug Manager for Jawva

Cluikdat. cleCluik D ata
Fatrl

Scnpbadon<32 Document

Security Server

Snapzhat File
SwrGlobal Global Clazs
Systemn Restore \Wrapper

T agBrowszer Application
|Jploadid anager __‘fj

0k, Canicel Apply

Figure B.25. Selecting Security Server
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The Security Server Properties dialog box will appear, as shown in Figure
B.26. On the Security tab page, select Use default access permissions.

Security Server Properties

Figure B.26. Security Server Properties
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Security Server Properties

; Security ;

The following gettings allow DCOM to locate the corect computer far this
application. |f pou make more than ane selection, then DCOM uses the first
applicable one. Client applications may ovemnde pour selections.

[T Bun application on the computer where the data is located

¥ Run application on thiz computer

[" Fun application on the following computer:

0k, ; Cancel Sy

Figure B.27. Location Tab

As shown in Figure B.27, on the Location tab, check the Run application on
this computer option. To return to the Distributed COM Configuration
Properties dialog box, click the Apply button.

The Default Properties tab page of the Distributed COM Configuration
Properties dialog box will reappear. Click the Apply button.

You have completed DCOM setup for Windows 95 and 98.

It is, however, strongly suggested that Windows NT be used as the Web server.
If there are two NT machines in a workgroup, then you have to create the same
group of users ("WebHMIUsers") on these machines. Alternatively, the same

user with the same password should log in at any given time on these two PCs.
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If all the computers are in a domain, then the client PCs need not have a list of all
users (WebHMIUsers) on them, since the domain controller takes care of
granting or denying permissions.

On the Windows 95/98 client machines, you should do the setup in such a way
that they receive their list of users from the domain controller or the NT
workstation, whichever is pertinent. To do this, go to Network Properties >
Access Control. In the Obtain list of Users and groups from field, type in the
PC name of the Workstation (where the workgroup was created) or the PC name
of the PDC (domain controller where the domain was created), whichever is
pertinent.

B.4 Domains, Workgroups, Rights to the Server Node,
and DCOM

DCOM's complexity recommends its use only for intranet and LAN
applications.

For WebHMI to function correctly or, more specifically, to establish proper DCOM
intranet communication, all client WebHMI PCs must be in the same workgroup
or domain as the WebHMI server node.

The DCOM default launch and default configuration settings on the server node
must be configured so that everyone logged in on the WebHMI client PC has
access to the server node. Any user logged in on a client PC must also have the
proper rights to browse the WebHMI server.

For the proper transmittal of information over DCOM between two PCs, these
two nodes must be in either the same workgroup or domain.

In any networked application, all of the computers must share common
information. From ICONICS' point of view, the most important function of such
applications is to enable the sharing of user-related information.

In a workgroup, you have to configure this information individually on each
machine. In a domain, one main computer, typically called the Primary Domain
Controller (PDC), stores all of this information. When a new PC joins the network:

e In a workgroup, you must configure all of the settings manually.

e |n a domain, the PDC will automatically send them to the new PC.
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Introduction to GenBroker Communications

DCOM is the method of communication for GENESIS32. There are, however,
certain disadvantages to using DCOM. To overcome DCOM timeout problems,
for example, it was necessary to eliminate Windows callbacks and reduce the
number of different function calls over Windows DCOM communications.

DCOM's major disadvantages are:

e Its complex settings often make its configuration ineffective when the
client is remote.

e |t does not work well across NT domains.

e |ts connection over slow and unreliable networks (e.g., the Internet) is
practically impossible.

e ltis not easy to configure to pass through firewalls.

In response to these difficulties, ICONICS has enhanced GENESIS32 with
GenBroker, a proven, high-speed communications utility. Employing a network
of applications, GenBroker uses TCP/IP and SOAP/XML channels to achieve
real-time and secure communications between Web browser clients and
WebHMI servers. Everything except the method of communication remains the
same as before.

GenBroker Fundamentals
GenClient/GenBroker Architecture
Advantages of GenClient/GenBroker TCP Communication

GenBroker Fundamentals

ICONICS

The basic philosophy of GenBroker communications lies in its use of reliable
Request / Response protocols: The client sends requests, and the servers
reply to them. GenBroker applies to all GENESIS32 applications.

For example, a thin client sends out a request over the Internet to the WebHMI
server. The thin client uses GenBroker to transmit the request. The WebHMI
server's response to the request is also returned via GenBroker. But if the thin
client's request requires a response from a remote server in a local area
network (LAN), WebHMI could be configured to use DCOM. The machine will
use DCOM to return the response to the WebHMI server, which will use
GenBroker to relay the response to the thin client.

GenBroker technology has been incorporated to make the setup of Internet and
intranet communications easier. In addition, GenBroker provides easier Internet
connectivity and operation with firewalls and routers.

GenBroker enables you to designate which method is to be used for networked
communications, as well as to define a central License and/or Security server
for a networked set of workstations.



GenClient/GenBroker Architecture

The GenClient/GenBroker architecture consists of two main parts: GenClient.dll
and GenBroker.exe. The GenClient.dll resides on the client side. It can
communicate directly with OPC servers (using the traditional DCOM method),
or it can establish a connection with GenBroker, which then communicates with
the OPC servers on behalf of the client. Unlike DCOM, GenBroker can
communicate over the Internet.

Advantages of GenClient/GenBroker TCP Communication

GenClient/GenBroker TCP communication has the following advantages:
e It works well within, across, and in the absence of NT domains.
e |t works well on slow and/or unreliable networks (e.g., the Internet).

e The client side works well behind a firewall.

Communication Types

ICONICS

GenBroker uses the following basic methods of networked communications:

e OPC direct channel

e Direct channel over DCOM

e Direct channel over TCP/IP

e Direct channel over SOAP/XML

e Indirect channel via a mediator node

Most channels, either direct or indirect, translate the OPC COM calls into one of
two protocols and transmit them to the remote node, where GenBroker can
execute them. (The OPC Direct channel is the only exception; it uses OPC
calls.) Protocols that every channel can use for these transmissions are:

e DCOM: Suitable for local networks enabled with DCOM. Not
recommended for Internet use.

e TCPI/IP: Communicates over intranet/Internet through routers and
firewalls.

e SOAP/XML: Communicates over intranet/Internet through routers and
firewalls.

Note: In order to use SOAP/XML channels in GenBroker, you must first install
Microsoft Internet Information Server (lIS) on the GenBroker Server node.

OPC Direct

Using a Direct Channel Over DCOM

Using a Direct Channel Over TCP/IP

Using a Direct Channel Over SOAP/XML

Using an Indirect Channel Via a Mediator Node



OPC Direct

In an OPC direct channel, the client applications, such as GraphWorX32,
TrendWorX32, and AlarmWorX32, communicate directly with OPC servers. As,
shown below, this method uses standard fast DCOM over an intranet or local
area network (LAN). This method of communication is similar to that of

OLExpress.

"Client Side Server Side

M | ; — Modbus

OFC Server

|

Y
e [

ICONICS BB

. |_j OFC Server
|

AlarmWorX32

OPC Direct (Intranet Only)

Using a Direct Channel Over DCOM
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In a direct channel over DCOM, client applications communicate with
GenBroker software located on remote nodes on an intranet or LAN, as shown
below. This method allows you to set a connection retry period and timeout
settings. GenBroker then communicates (locally) with the target OPC servers
on behalf of the client application. There are predefined direct channels that

users cannot delete.
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AlarmWorX32

OPC Direct Channel Over DCOM (Intranet Only)

Using a Direct Channel Over TCP/IP

In a direct channel over TCP/IP, the client applications communicate with
GenBroker software located on remote nodes on an intranet or LAN as well as
over the Internet, as shown below. This method allows you to set a connection
retry period and timeout settings. GenBroker then communicates (locally) with
the target OPC servers on behalf of the client application. There are predefined
direct channels that users cannot delete.

ICONICS



)

GraphWorX32

TrendWorX32 @ \_/ S
- OFC Server

Client Side Server Side

5.
=

Modbus
IIIF'!:_ Server

|

Internet
or f and

= Intrane

Genclient

ICONICS BB

@ -

AlarmWorX32

OPC Direct Channel Over TCP/IP (Intranet and/or Internet)

Using a Direct Channel Over SOAP/XML
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In a direct channel over SOAP/XML, GenBroker responds to requests from
clients that use SOAP/XML communications. SOAP (Simple Object Access
Protocol) is a powerful Internet communications protocol that uses XML
(eXtensible Markup Language) transmitted over HTTP (Hyper Text Transfer
Protocol). The main advantage of using SOAP is that, because SOAP operates
at the HTTP level (above TCP/IP), data can pass through a firewall without
having to change the firewall settings. In other words, SOAP uses the same
protocol that we usually use to get Web pages. HTTP uses port 80 to establish
a communication with a server, and this port is usually enabled on most
firewalls. The disadvantage of SOAP is that it is slightly slower than TCP/IP.

XML has become a preferred format for encoding and moving data in an open,
system-independent way. XML is a highly structured text format that is both
machine- and human- readable. XML is often transported via HTTP just like
ordinary HTML Web pages, but XML is also easily transported via other
Internet protocols, such as FTP and SMTP.

Note: In order to use SOAP/XML channels in GenBroker, you must first install
Microsoft Internet Information Server (lIS) on the GenBroker Server node. The
SOAP/XML server can be running only on Windows NT-based systems (i.e.
Windows NT 4.0, Windows 2000, or Windows XP). SOAP/XML support files are
included in the GENESIS32 installation. GenBroker over SOAP/XML uses a
SOAP/XML ISAPI listener that uses a WSDL (Web Services Description
Language) file.

For more information about SOAP, go to http://msdn.microsoft.com/Soap.



http://msdn.microsoft.com/Soap

Using an Indirect Channel Via a Mediator Node

In an indirect channel, the client applications do not communicate directly with
the final node, but instead communicate over the Internet with a mediator
node. As shown below, the mediator node communicates with the final node on
behalf of the client. The mediator can communicate with OPC servers over the
intranet or LAN. The client applications cannot have any direct connection with
the node where the GenBroker utility they use is located. You can create and
delete indirect channels using the GenBroker Configurator. The GenBroker
Configurator allows you to specify a mediator node for the channel. If you want
to route all requests for nonspecified nodes through this mediator, then set the
channel as default.

|=_1 Cliewel 7 T
=3

GenClient

1

Client 3 -

Intranet
OPC Indirect Channel Via a Mediator Node

Configuring GenBroker

The GenBroker Configurator is a tool that enables you to customize your
network architecture. The GenBroker Configurator allows you to:

e  Specify the communication method.
e Configure the GenBroker Client.

e Configure the GenBroker Server.

e Assign nodes to direct channels.

e Assign mediator nodes for indirect channels.

ICONICS 7



e Specify the default channel.

e Add and remove nodes or IP addresses.

e Configure channel properties.

e Specify the location of primary and redundant remote servers.

The configuration settings are saved in a GenBroker configuration (.gbc or
.gbx) file. You can store multiple configuration files. Configuration files tell
GenBroker Server how to communicate when it interacts with various clients.
The .gbx configuration file is the preferred format for version 7.0. The .gbc
format only contains primary nodes of security and licensing servers, while .gbx
contains the primary and backup nodes for all kinds of ICONICS servers. The
.gbx file is stored in XML, while the .gbc is binary. The .gbc file is used for
backward compatability with version 6.x. It is recommended that you use the
.gbx format in version 7.0.

Note: GenBroker has already been configured prior to installation.
Configure (or reconfigure) GenBroker only if you wish, for example, to
change servers.

GenBroker is configured for both the client side and the server side. For
WebHMI, the GenBroker configuration (.gbc or .gbx) file used by the client
resides on the server side. Once the client connects to the server, the file is
downloaded from the server. GENESIS32 clients have their own .gbc or .gbx
file. Note that a GenBroker Server does not need to be a GenBroker client or a
Web server.

Note: For information about WebHMI client configuration, please see the
WebHMI help documentation.

Basic Steps in GenBroker Configuration

ICONICS

An example of a basic GenBroker configuration includes a server node
connected to three PCs on a network that are connected to the Internet, as
shown in the figure below.

PC1 - Server Node: This PC has WebHMI, GENESIS32 (with Security
Server), and the GENESIS32 License Utility installed.

PC2 and PC3 - Client Nodes: These PCs have a Web browser, such as
Microsoft Internet Explorer or Netscape Navigator, installed.

PiC1 - Server Node

Internet Internet

PC2 - Client Node PC3 - Client Node

Basic Network Configuration



Basic Steps for Server Side Configuration
On the server node (PC1):
1. Create a display in GraphWorX32.

2. Save the display and then publish the display to the Web server using the
Web Publishing Wizard.

3. Configure GenBroker Server using the GenBroker Configurator, using the
OPC over TCP/IP direct channel (to enable communication over the
Internet) as the default channel. Save the GenBroker configuration (.gbc or
.gbx) file.

4. Set GenBroker active on the server node using the GenTray in
GENESIS32.

Note: You may also want to configure the Security Server on the server node
using the Security Configurator. You need to specify the location of the Security
Server and the License Server in the GenBroker Configurator.

Client Side Configuration: Viewing the Published Display File

Once GenBroker is running, you can view the GraphWorX32 display that you
have published to the Web server from any client Web browser:

1. On the client machine (PC2 or PC3), open the Web browser (e.g. Microsoft
Internet Explorer).

2. Enter the URL for the published GraphWorX32 display in the Address field
of the Web browser window, and then click Go.

3. The Web page is downloaded from the Web server across the Internet and
appears in the client's Web browser window.

GenBroker Server Configuration
GenBroker Client Configuration
Client Options

OPC Engine

Optimization

GenBroker Server Configuration

ICONICS

To start the GenBroker Configurator:

1. From the Windows Start menu, select Programs > ICONICS GENESIS-32
> Tools > GenBroker Configurator.
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2. This opens the GenBroker Configurator dialog box. Click on the
GenBroker Server tab, shown below.

3. You can enable or disable the OPC communication channels (i.e. TCP/IP,
SOAP/XML, or DCOM.

Note: It is recommended that you accept the default settings on the
GenBroker Server tab. Change the settings only if you do not wish to use
some of the interfaces or if you should wish to change them.

Note: In order for clients to communicate with the GenBroker Server, you must
set GenBroker active on the server node using GenTray. For more information,
please see "Starting GenBroker Server."

Clicking the Default button restores all default property installation settings.

Client ~ GenBroker Server EIientElptiu:unsI EIF'EEngineI Dptimizatiu:unl

— aenBroker Channelz
v Enable OPC aver TCPAP communications

* Bind to all interfaces Properties...

|

" Special settings Froperties...

¥ Enable OPC over SO&PML communications
W Enable OFC aver DCOM communications

[T GenBroker Fead only access

Drefault |
] I Cancel Apply | Help |

GenBroker Properties Dialog Box: GenBroker Server Tab

Enable OPC Over TCP/IP Communications

When OPC Over TCP/IP Communications is enabled on the GenBroker
Server tab, the client applications communicate with GenBroker software
located on remote nodes on an intranet or LAN as well as over the Internet.
You have two options for configuring TCP/IP interfaces:

e Bind to All Interfaces

e Special Settings

Bind to All Interfaces

10
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When Bind to All Interfaces is selected, GenBroker uses all available
interfaces (i.e. network cards) on the local machine for communication. Clicking
Properties on the GenBroker Server tab opens the Interface Properties
dialog box, as shown in the figure below. The IP Address is set to <All>, and
the interface Port number is 38080. The No Delay check box allows you to
control a delay before a short packet of data is sent. No Delay is checked by
default to ensure the smoothest data interface exchange between clients and
the GenBroker Server.

Note: The Port number has changed to 38080. (In GENESIS32 Version 6.1,
the port number was 8080.)

Interface Properties El

IF Address: f<all>
Puart; Im
Mo Delay: v

| ] I Cancel |

Properties For All Interfaces

Special Settings

When Special Settings is selected, you can specify which interfaces
GenBroker will use for communication. For example, if you have multiple
network cards on the local machine, you can select which network card to use.
Clicking Properties on the GenBroker Server tab opens the TCP/IP
Interfaces dialog box, as shown in the figure below. This dialog box lists all
available interfaces on the local machine. Simply check the interfaces you want
to use for GenBroker communications.

By default, the IP address for the local host "loop back" interface is 127.0.0.1.
This interface is used to test TCP/IP communications locally.

TCP/IP Interfaces x|

GenBroker binds ta the checked interfaces

127.0.0.1 Select Al

242434118 -
Froperties. ..

I

k. I Cancel

Properties For Specific Interfaces

To edit an interface's settings, highlight the interface and click Properties. This
opens the Interface Properties dialog box for the selected interface, as shown
in the figure below. The IP Address is specified, and the interface Port number
is 38080. The No Delay check box allows you to control a delay before a short

11



packet of data is sent. No Delay is checked by default to ensure the smoothest
data interface exchange between clients and the GenBroker Server.

Note: The Port number has changed to 38080. (In GENESIS32 Version 6.1,
the port number was 8080.)

Interface Properties il

IF &ddress: j127.0.01
Fort: Im
Mo Delay: v

k. I Cancel |

Properties For Selected Interface

Enable OPC Over SOAP/XML Communications

When OPC Over SOAP/XML Communications is enabled on the GenBroker
Server tab, GenBroker responds to requests from clients that use the
SOAP/XML protocol. SOAP uses XML to communicate over HTTP. The main
advantage of using SOAP is that, because SOAP operates on the HTTP level
(over TCP/IP), data can pass through a firewall without having to change the
firewall settings. The disadvantage of SOAP is that it is slightly slower than
TCP/IP. SOAP uses port 80 by default.

Enable OPC Over DCOM Communications

When OPC Over DCOM Communications is enabled on the GenBroker
Server tab, client applications communicate with GenBroker software located
on remote nodes on an intranet or LAN. This method allows you to set a
connection retry period and timeout settings. GenBroker then communicates
(locally) with the target OPC servers on behalf of the client application.

GenBroker Read Only Access

When the GenBroker Read Only Access check box is checked on the
GenBroker Server tab, clients that communicate with the GenBroker Server
cannot perform write requests to an OPC Data Access server. For example,
GraphWorX32 could read a process point's value but could not respond to the
value. Alarm acknowledgement for OPC Alarm and Event servers and insertion
of annotations into Historical Data Access servers can be also disabled with
this option.

Starting GenBroker Server

ICONICS

In order for clients to communicate with the GenBroker Server (e.g. to
download and view published HTML files on the client Web browser), you must
set GenBroker active on the server node using GenTray:

1. Launch GenTray from the Windows Start menu by selecting Programs >
ICONICS GENESIS-32 > Tools > GenTray.
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2. When GenTray opens, the triangle icon appear in the Windows tool tray.
Click on the triangle and select GenBroker > Start from the pop-up menu,
as shown in the figure below. This activates the GenBroker Server.

GenBroker

k Eﬁ”
Data\Worxaz g Skop
Secure Desktop ¢ Auko Skark
Script'Wiors3z2 k Auko Skop
Alarmors3z 3 A—
Graphwors3z b BvICS
Autamatic
Screen Manager  F - :
Trend'Worx3z * B
Skatus ¥
Configure _I’
Help
. Exit
¥
i About... —
= 10:54 AM

Starting the GenBroker Server on the Server Node

Note: GenTray cannot run when the license is located on a remote machine
and the GenBroker on the remote machine is enabled. Even if the GenBroker
on the remote machine is not enabled, you will not be able to run GenBroker
from GenTray. Instead of running GenBroker from GenTray, in these situations
you can run GenBroker from the command prompt. You have to know the full
path for the location of the GenBroker.exe file. Select Run from the Windows
Start menu, and then run the GenBroker.exe file from the command prompt.

GenBroker Client Configuration

ICONICS

In the Client tab of the GenBroker Configurator dialog box, shown in the
figure below, set GenBroker active for the client. You have two general options
for configuring communications:

e OPC Communications
e GenBroker Communications
Clicking the Default button restores all default property installation settings.
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Cligt GenEererSewerI Client Options | OPCEngine | Optimization

—{ OPC Communications

Izez standard Microzoft COM and DICOM communications technology. Designed for
lozal area networks.

—{* GenBroker Communications

Ilzez any combination of OPC aver TCPAP, SOAP kL ar DCOM. Dezsigned for uze
with the Internet and advanced communication: needing firewalls and routers.

Configuration:

L]

New.. | Edi. |

Drefault |

] 4 Cancel Apply | Help |

GenBroker Properties Dialog Box: Client Tab
OPC Communications

OPC Communications uses standard COM and DCOM technology and is
standard with past versions of GENESIS32. OPC communication does not
require GenBroker on the server side. Client applications talk directly to the
OPC servers using the standard OPC interface. All options like Security Server
and Licensing Server locations are taken from the system registry. It is
designed for local area networks with DCOM.

GenBroker Communications

GenBroker Communications may use TCP/IP, SOAP/XML or DCOM
channels as well as direct OPC communication. Any combination of the above
is also allowed. Since GenBroker needs some information about the network (it
needs to know how to communicate with particular nodes), you should provide
a GenBroker configuration file, which can be created with the New button and
edited with the Edit button. The GenBroker configuration file can be stored in
the binary form (compatible with GENESIS32 version 6.x) in a .gbc file, or it can
be stored in an XML format in a .gbx file (new to version 7.0).

Note: If no configuration file is specified, OPC Direct communication is used for
all nodes. In this case, GenBroker communication behaves the same way (for
OPC Data Access, Security, and Licensing, applications using other
subsystems may work a little bit differently) as OPC communication, except it
does not pick up the servers' location from the system registry (as mentioned
above). Instead it assumes the servers are local.
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Client Options

ICONICS

The Client Options tab of the GenBroker Configurator dialog box, shown in
the figure below, sets the Tag Extension Syntax, Tag Retry Rate, and Sync
Call Time Out parameters for the client.

Clicking the Default button restores all default property installation settings.

Cliert I GenBroker Server  Client Options |I:IF'|:Engine| Dptimizatinnl

— Tag Estension Syntax

Aocess Path Separataor; |I Property Separataor: -
Attribute Separator; B Scan Hate Separataor; Y]
&rray Begin Syrbal; [ Array End Symbol; |

Array Index Separator;

Tag Retry B ate: |'| 1] SR, Sunc Call Timeout; |3|:| FEC.

Drefauilk |
k. I Cancel Amply | Help |

GenBroker Properties Dialog Box: Client Options Tab

Tag Retry Rate

The Tag Retry Rate defines the rate (in seconds) at which the client tries to
request failed tags or OPC data items from the server. Failed alarm and event
subscriptions are also requested at the same rate.

Sync Call Timeout

The Sync Call Timeout specifies the default timeout rate (in seconds) for
synchronous calls. Some of the GenBroker functions (e.g. registering
applications, login and logout to and from the Security Server) fail if the relevant
server does not respond in the time specified.

Tag Extension Syntax

The controls under the Tag Extension Syntax field of the Client Options tab
can be used to redefine default separators for OPC item names. The section
below explains the Tag Extension Syntax using the default separators.

The Tag Extension Syntax is a powerful feature of GENESIS32. According to
the OPC Specification, an OPC item or tag on a specific server is identified by
an ltemID. ItemIDs can contain any characters.

The standard syntax for a tag in GENESIS32 client applications is:
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M<node>\]<server>\<itemid>

where <node> is a name or IP address of a node in the network. The node
name is optional. When omitted, the local node is used.

<server>is a class ID (CLSID) or ProgID of an OPC DA Server.
<itemid> is an OPC ltemID; this may contain any characters.

Example: \PCN\ICONICS.Simulator\SimulatePLC.Sine

The Tag Extension Syntax allows you to specify tags more precisely, telling
GenBroker to parse the value incoming from the server.

To use the extension syntax, type tag: before the tag name. Then the
separators defined in this property page may be used. You may modify the
separators if they conflict with the ItemIDs of the used OPC Server.

Note: The Access Path Separator (::) and Property Separator (-->) could
also be used with the previous versions of GENESIS32, but they might conflict
with some servers' item IDs. Now these are part of the Tag Extension Syntax,
and you have to explicitly use tag: to use them.

The Tag Extension Syntax is:

tag:[\\<node>\]<server>\<itemid>[::<accpath>][- -
><prop>][<idx>][#<attr>][@<rate>]

<node>, <server> and <itemid> is the same as in the standard syntax.

<accpath> is an optional access path string. This can be used (according to
the OPC Specification) to give the server a "hint“ how to get the OPC item
specified by its <itemid>.

<prop> is a property ID as defined in the OPC 2.0 Specification. When
specified, GenBroker uses the server’s function
IOPCltemProperties::LookupltemIDs() to get the property value. Note that not
all OPC 2.0 compliant servers support this function, so the usage is limited.
Besides specifying the property ID, it is possible to specify a property name
listed below.

<idx>is an index or indexes (separated by commas) for an array. If the
specified OPC item is of an array type, this allows for accessing one of its
elements. The element is read-only. The indexes should be enclosed in
brackets ([ and ]) and separated by commas (,).

<attr> specifies an attribute that should be returned instead of the item value.
In OPC, values always come with a quality value and timestamp. The attributes
defined here are derived from these values. The supported are attributes listed
below. Unlike properties (see <prop> above), this option works with any OPC
server, even OPC 1.0. The attributes are read-only.

<rate> specifies a scan rate for the given item. Usually the scan rate is defined
for a group of items, eg. in GraphWorX32 it is defined for the whole display.
This option can override the display scan rate for one particular item. The scan
rate is in milliseconds.
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Options in the tag name can be combined, but they must be used in the order

indicated above.

Property Names Defined by GenBroker

Property names supported by GenBroker are listed in the table below. Their
meaning is defined in the OPC Specification 2.0. The property names are equal

to their IDs.

Property Name ID Property Name ID Property Name ID

DataType 1 OpenLabel 107 AlPrimArea 303

Value 2 TimeZone 108 CondLogic 304

Quality 3 DefDisplay 200 LimExceeded 305

Timestamp 4 FgColor 201 Deadband 306

AccessRights 5 BkColor 202 HiHiLimit 307

ScanRate 6 Blink 203 HiLimit 308

EUUnits 10 BMPFile 204 LoLimit 309
0

Description 10 SoundFile 205 LoLoLimit 310
1

HighEU 10 HTMLFile 206 ROCLimit 311
2

LowEU 10 AVIFile 207 DevLimit 312
3

HighIR 10 CondStatus 300 ItemID 500
4 0

LowlIR 10 AlQuickHelp 301 Name 500
5 1

CloseLabel 10 AlArealList 302 UsageCnt 500
6 2

ICONICS

Attributes Defined by GenBroker

When any of the following attributes is defined, GenBroker returns the value of

the attribute rather than the value of the specified item. Possible attributes are
listed in the table below.

Attribute Data type Meaning
quality INTEGER Quality of the item — see OPC
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Specification for more details.

valid BOOLEAN Flag if the item value is valid. True for
GOOD and UNCERTAIN qualities and
for BAD quality with LAST KNOWN
VALUE substatus.

timestamp DATE/TIME | Time of the last change of the item
value.
qualgood BOOLEAN True when the item value has GOOD

quality, False otherwise.

Tag Extension Syntax Examples
The following examples show how the Tag Extension Syntax is used.
\\PCN\ICONICS.Simulator\SimulatePLC.Sine::Path1

Requests tag "SimulatePLC.Sine::Path1“ on ICONICS.Simulator located on
PCA1.

tag:\PCN\ICONICS.Simulator\SimulatePLC.Sine::Path1

Requests tag "SimulatePLC.Sine" on ICONICS.Simulator located on PC1. Uses
access “Path1.“ Note that it is necessary to explicitly switch on the OPC ltem
Extension Syntax by placing tag: at the beginning of the string.

tag:\\PCN\ICONICS.Simulator\SimulatePLC.Sine-->Description
tag:\PCN\ICONICS.Simulator\SimulatePLC.Sine-->101

Both request the Description property of tag "SimulatePLC.Sine“ on
ICONICS.Simulator located on PC1. This particular example would not work,
because ICONICS.Simulator does not support the
IOPCltemProperties::LookupltemIDs() function necessary for proper function.
OPC Servers based on OPC ToolWorX 3.0 do support this function.

tag:\\PCN\ICONICS.Simulator\SimulatePLC.SineArray[ 3 ]

Requests tag "SimulatePLC.SineArray” on ICONICS.Simulator located on PC1.
This tag is supposed to be an array. GenBroker then extracts the third element
of the array.

tag:\PCN\ICONICS.Simulator\SimulatePLC.Sine#qualgood
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Requests tag "SimulatePLC.Sine" on ICONICS.Simulator located on PC1.
GenBroker then uses its quality and tests if it is good. If so, GenBroker returns
TRUE, otherwise it returns FALSE.

tag:\\PCN\ICONICS.Simulator\SimulatePLC.Sine#qualgood@1000

Same as before, but requests the tag "SimulatePLC.Sine" on the scan rate of
1000 milliseconds, not regarding the display setting (in GraphWorX).

tag:\\PCN\ICONICS.Simulator\SimulatePLC.Sine@ 1000#qualgood

This would not work; the options must be ordered properly.

OPC Engine

The OPC Engine tab of the GenBroker Configurator dialog box, shown in the
figure below, sets the OPC server connection control parameters.

Clicking the Default button restores all default property installation settings.

Client I GenBrnkerSewerI Client Options  OPCEnging | Dptimizatinnl

— Connection Caontral

Connection Test Bate [local/remate]: 10 30 seconds
Connection Test Timeout [local/remote]; |3EI 30 geconds
Forced Refrezh R ate [0 switches off]: 1] geconds
Minimal Callback Rate [0 switches aoff]: ] zeconds
Connect Rety Period: 15 zeconds

— Mizcellaneouz

Fequest Queue Lenagth Lirmit [0 for unlimited]: IEI

[ Refresh From Device [rather than from cache]

Crefault |
] I Cancel Spply | Help |

GenBroker Properties Dialog Box: OPC Engine Tab

Connection Control Parameters

The Connection Control field defines the following parameters for server
crash detection:
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Connection Test Rate: Defines, how often (in seconds) GenBroker
should check if the OPC servers are "alive." The test is performed by
calling the GetStatus() function of the servers.

Connection Test Timeout: Specifies how long (in seconds) the call
to GetStatus() may take for an OPC server to be considered alive.

Note: Both the Connection Test Rate and Connection Test
Timeout values can be set differently for local and remote OPC
servers. A remote server is actually local for GenBroker located
remotely, but on the same node as the server.

Forced Refresh Rate: Specifies if and how often (in seconds)
GenBroker should force OPC servers to refresh the data values.

Minimal Callback Rate: Specifies how often (in seconds) OPC
servers should update values to be considered alive. A value of 0
switches this test off.

Note: Not sending updates is OK for a server when its values are
constant. But with Forced Refresh Rate on, the server must refresh
even the constant values. These options can be used for detecting a
situation, when the connection to the server works fine, but the
callback connection (from the server to the client) has failed.

Connect Retry Period: When GenBroker cannot connect to a server,
it will retry after the time specified in Connect Retry Period.

Miscellaneous

A server may get stuck or so slow that it would not be able to process requests
from GenBroker, but it still may be considered alive. Then the requests to the
server are stored in a queue in GenBroker. The Request Queue Length Limit
defines the maximum size of the queue. It is a good practice to have the queue
greater than the number of points on the largest display.

GenBroker now supports optional OPC item caching. You can specify a time
the cache will keep an item requested. When a client releases an OPC item
(e.g. a tag), the item is not actually removed from the server but instead is
moved into the item cache. Then, when the client requests the same item
again, the item is retrieved from the cache instead of being released from the
OPC server again. However, if Refresh From Device (rather than from
cache) is checked, the item is retrieved from the i/o device to which the OPC
server is connected.

Optimization

The Optimization tab of the GenBroker Configurator dialog box, shown in the
figure below, sets the server-client connection parameters.

Clicking the Default button restores all default property installation settings.

ICONICS
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Client I GenBrnkerServerI EIientEIptiu:unsI OPCEngine  Dptimization |

— Optirnization
Work Period Limits [mindmas]; Iﬂ— RO0 milizeconds
¥ Smoother Lpdates
Prefetch Queus Max Length: IW itemz

—I OFC ltem Cache
Cache Time: IED seconds I¥ Deactivate Cached ltems

— Abtribute Enumeration
" Mone [no attrs provided) ¥ Standard i Intelligent
[ Enumerate Attributes One-by-One [slower]

Default |
| k. I Cancel Spply | Help |

GenBroker Properties Dialog Box: Optimization Tab

Work Period Limits

GenBroker periodically collects requests from the clients. It uses an adaptive
algorithm to set the collection rate, but the rate (in milliseconds) is always within
ranges defined in Work Period Limits. The longer the period, the more
requests GenBroker may collect. Requests collected in one period are
processed together, which is more efficient than processing them separately.
Also the longer the period is, the longer the clients have to wait for responses
on the requests. So a short period means quicker responses but less efficient
processing of the requests. With a longer period, the DCOM calls may be more
efficient, but the response delay is longer.

When GenBroker is idle, it may prepare updates in advance. As a result, it will
send more updates to the client, so it will run more smoothly. But it also means
more traffic over the network and more CPU utilization. Turn this behavior on
with Smoother Updates check box. Prefetch Queue Max Length limits the
number of updates prepared in advance.

OPC Item Cache

GenBroker now supports OPC item caching. You can specify a time the cache
will keep an item requested. When a client releases an OPC item (e.g. a tag),
the item is not actually removed from the server but instead is moved into the
item cache. Then, when the client requests the same item again, the item is
retrieved from the cache instead of being released from the OPC server again.
You can define how long OPC items should be stored in the cache. Optionally,
GenBroker may deactivate the items put in the cache, thereby decreasing the
number of updates coming in from the OPC servers (otherwise the items in the
cache are also updated).
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The cache mechanism is optional and may be switched on or off. It improves
the speed of screen switching. Caching takes place for both OPC Direct
operation and operation via GenBroker channels.

The OPC Item Cache check box enables/disables the cache. When the cache
is enabled, released OPC items are then put into the cache rather than
removed from the server. When the items are requested again, they will be
taken from the cache. Cache Time defines how long (in seconds) the items
should be kept in the cache. When Deactivate Cached Items is checked, the
items are deactivated when put into the cache.

Attribute Enumeration

The Attribute Enumeration section specifies how enumeration is made.
Enumeration is a way to get OPC items’ ranges and access rights:

¢ None: Turns enumeration off so the attributes are not obtained. When
ranges are not required, this could improve display switching speed.

e Standard Enumeration: Enumerates all items in the current OPC
group. When an item is added to a group (e.g. an item in a pop-up
window), the whole group is enumerated again.

¢ Intelligent: A separate group is created for the newly added items,
and the new group is enumerated and then removed. Intelligent
enumeration only enumerates the newly added items, but it needs
some overhead to create and destroy the auxillary group. Standard
enumeration does not have this overhead, but it enumerates also
items already on the display. With large displays with pop-up
windows, intelligent enumeration should be faster. When just
switching between displays, standard enumeration will be faster
because of no overhead.

e Enumerate Attributes One By One: Forces GenBroker to ask for
attributes one by one rather than getting them all together in one call.
In the past, some servers had compatibility problems with gathering
all attributes.

Creating a GenBroker Configuration File

To create a new GenBroker configuration file, select GenBroker
Communications on the Client tab of the GenBroker Configurator, and then
click the New button, as shown in the figure below.
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Cligt GenEererSewerI Client Options | OPCEngine | Optimization

—{ OPC Communications

Izez standard Microzoft COM and DICOM communications technology. Designed for
lozal area networks.

—{* GenBroker Communications

Ilzez any combination of OPC aver TCPAP, SOAP kL ar DCOM. Dezsigned for uze
with the Internet and advanced communication: needing firewalls and routers.

Configuration:

L]

New.. | Edi. |

Drefault |

] 4 Cancel Apply | Help |

GenBroker Properties Dialog Box: Client Tab

The GenBroker Configurator screen appears, as shown in the figure below.

Note that you can also search for an existing .gbc or .gbx file by clicking the
Browse button on the Client tab. Clicking the Edit button on the Client tab
allows you to modify an existing configuration file.

As shown in the figure below, the GenBroker Configurator contains four
predefined sets of channels that cannot be deleted:

e OPC direct

e OPC over TCP/IP direct

e OPC over SOAP/XML direct
e OPC over DCOM direct

However, you can add, remove, or reconfigure nodes and channels using the
commands and functions described in the following sections.
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Toolbar

File Channel MNode Help

[ ot | = o] a4 ®)

Configuration File:

| i file]

GenBroker Channelz

s aq P C Direct [default]

Femate Servers...

b = OPC aver TCPAP Direct Channels

TCF

4 OPC aver S04P/<ML Direct Channels

i SORF

“4 OPC aver DCOM Direct Channels

DCOH

Save & Cloze

Cancel

GenBroker Configurator Screen

The GenBroker Configurator toolbar, shown below, contains the following

command functions. For more information about these functions, please refer to

the Menus section.
e TCPI/IP: Adds a new TCP/IP indirect (mediator) channel.
e SOAP/XML: Adds a new SOAP/XML indirect (mediator) channel.
e DCOM: Adds a new DCOM indirect (mediator) channel.
¢ Remove Channel: Deletes the selected channel.
e Properties: Shows the properties of the selected channel.
o Default: Sets the selected channel as the default channel.
¢ Add Node: Adds a node to the selected channel.
¢ Remove Node: Removes a node from the selected channel.

¢ About: Opens the About Box, which contains information about the
application.

o] x| = o] ] ?)

GenBroker Configurator Toolbar




Menus

The GenBroker Configurator contains the following menus:

e File

e Channel
e Node

e Help

File Menu

The File menu contains the following commands:

Command

Function

Save As

Opens the Save As dialog box,
which allows you to save the
GenBroker Configuration (.gbc or
.gbx) file.

Save and Close

Saves the GenBroker Configuration
(-gbc or .gbx) file and then exits the
GenBroker Configurator.

Exit Without
Saving

Closes the GenBroker Configurator.

Channel Menu

The Channel menu contains the following commands:

Command

Function

Add TCP/IP
Channel

Adds a new TCP/IP indirect
(mediator) channel to the
configuration. This opens the Select
a Node dialog box, which allows you
to specify a mediator node for the
newly created channel.

Add SOAP/XML
Channel

Adds a new SOAP/XML indirect
(mediator) channel to the
configuration. This opens the Select
a Node dialog box, which allows you
to specify a mediator node for the
newly created channel.

ICONICS
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Add DCOM
Channel

Adds a new DCOM indirect
(mediator) channel to the
configuration. This opens the Select
a Node dialog box, which allows you
to specify a mediator node for the
newly created channel.

Set As Default

Sets the selected channel as the
default channel.

Properties

Displays the configuration settings for
the selected channel.

Remove

Deletes the selected channel from
the configuration.

Node Menu

The Node menu contains the following commands:

Command

Function

Add

Opens the Select a Node dialog box,
which allows you to add a new node
that will be accessed via the selected
channel.

Remove

Removes the selected node from a
channel.

Help Menu

The Help menu contains the following commands:

Command

Function

Help Topics

Opens the help documentation
associated with this program.

About Application

Opens the ICONICS About Box,
which provides the version number
and copyright information for this
software.
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Assigning Nodes to Channels

In order for GenBroker to know which channel should be used for a particular
node, you must assign nodes to the channel. Nodes that are not explicitly
defined in the configuration will use the default channel. You may set up
properties for every channel, depending on the communication protocol used.
The following sections describe how to assign nodes to channels and how to
change the channels' properties.

Note: These instructions apply ONLY when you have selected GenBroker
Communications from the Client tab of the GenBroker Configurator dialog
box.

Choosing the Default Channel
Adding Nodes to Channels
Removing Nodes From Channels

Choosing the Default Channel
Before assigning nodes to channels, choose your default channel:
1. Right-click the communication channel (for example, OPC over TCP/IP

Direct Channels), and select Set As Default from the pop-up menu, as
shown in the figure below.

File ©Channel Mode Help

i e e ad M= o T P A

Configuration File:

| e file]

GenBroker Channels
----- 02 OFC Direct [default Remote Servers...

ﬁ ST wr=1 b
- OPC over 504 W
ﬁ OPC over DCC Properties,

Remoyve

W= (\FC over TP AE Dl
Add Mode. .. ‘

Save & Cloze

Cancel

Setting the Default Channel

ICONICS
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2. The new default channel is indicated in the display by "(default),” as shown
in the figure below.

File <Channel Mode Help

e[ |axi < | e o Lm[] @]

Configuration File:

| e file]

GenBroker Channelz

% OPC Direct Remote Servers...

o ‘«':? OPC aver TCPAP Direct Channels [default]
----- = JPC over SOAPAML Direct Channels
Ledme OPC aver DCOM Direct Channels

DioH

Save & Cloze

Cancel

Default Channel Changed

Adding Nodes to Channels

You can define which nodes on the network will be accessed from the current
node that uses the method of communication you have chosen. Adding nodes
to a channel allows you the advantage of having more than one node in that
direct channel.

To add a node to a communication channel:

1. Right-click the channel and select Add Node from the pop-up menu, as
shown in the figure below.
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File ©hannel Mode Help

i e ad = A PCT PR

Configuration File:

| i file)

GenBroker Channels

JDE OFC Direct Remote Servers...

il OFC over TCRAIP Dirsct Channels [defau

&7 OPC over SUAPAML Direct Channels | oo A5 Default
“fm OPC over DCOM Direct Channels Properties...

Remove

Save & Cloze

Cancel

Adding a Node to a Channel

2. The Select a Node dialog box opens, as shown in the figure below. There
are two ways of choosing a node name and/or IP address. The first way is

by choosing one from the drop-down list. If the nodes are not currently

connected to the computer being used for the configuration, the second
way of choosing a node name or IP address is to type one in the Node
Name or IP Address field. Click the OK button when you have finished
choosing a node name or IP address.

select a Node X|

Specify node pou want to access via the selected channel.

Mode Hame or [P dddress: IF'I:E j

] I Cancel |

Specifying a Node to Access Via the Selected Communication Channel

3. The node name appears below the Channel icon on the Configurator
screen, as shown in the figure below.
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File <Channel Mode Help

i e ad M I P - A

Configuration File:

| e file)

GenBroker Channelz

P OPC Direct Remote Servers...

=% OPC over TCPAP Direct Channels (default)
=

TeP

------ = OPC aver S0APAML Direct Channels

i SDRP

Ledmr OPC gver DCOM Direct Channels

DGOH

Save & Cloze

Cancel

Node Name Added to Communication Channel

Removing Nodes From Channels

To remove a node from a channel, right-click the node that you wish to remove,
and then select Remove from the pop-up menu, as shown in the figure below.

File Chanmel MNode Help

o las[ | = o [ ]

Configuration File:

| inew file]

GenBroker Channels

8P OPC Direct Remote Servers...

TGF

------ = P2

e OPC ow rels
e OPC owe _
Primary Servers

Backup Servers

=% OPL aver TCPAP Direct Channels (default

Save & Cloze

Cancel

Removing a Node From a Channel
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Channel Properties

To view the properties for a channel, right-click the channel and select
Properties from the pop-up menu, as shown in the figure below. This opens
the Channel Properties dialog box. The Channel Properties dialog box,
which varies slightly for DCOM, TCP/IP, and SOAP/XML, has several
parameters that you can configure for the selected communication method. For
example, you can define which port is used for the TCP/IP traffic. If a mediator
node has been selected, the mediator node name is also displayed.

You can also configure the settings for retrieving data from the OPC server. In
case the connection between the client and the server fails, you can set the
connection retry period, which is the time between successive connection trials.
You can also set the polling rate, which is the time during which GenClient
periodically flushes internal request queues. In addition, you can set the timeout
rate, which is the time limit for establishing a connection with the server. If the
connection fails, the client will wait for the connection retry period to elapse
before trying to reconnect to the server.

File Chanmel Mode Help

e[ ats | | = o] =] 2]

Configuration File:

|inev file]

enBraker Channelz

Remote Servers. ..

Lf2 OPC over DCOM Direct Channels

DCOH

Renmoyve
&dd MNode. ..

| Save & Cloze

Cancel

Viewing Channel Properties

DCOM Channel Properties
TCP/IP Channel Properties
SOAP/XML Channel Properties
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DCOM Channel Properties

Right-clicking on a DCOM channel and selecting Properties opens the DCOM
Channel Properties dialog box, shown below.

ICONICS

DCOM Channel Properties x|

b ediator Mode; I[n-:une]

Connect Retry Peniod: Iﬂ— zecondz
Palling B ate: 200 millizeconds
Fepeat Call: r

v |Jze Backgroud Thread far Transmizszion
Tirmeout: 20 zeconds

Thread Priority: [NORMAL =]

W

:

(] Cancel |

DCOM Channel Properties Dialog Box

The DCOM Channel Properties dialog box configures the following settings for
the DCOM channel:

Mediator Node: If a mediator node has been selected, the node
name will be displayed in this field.

Connect Retry Period: In case the connection between the
GenClient and the remote GenBroker server fails, you can set the
connection retry period, which is the time (in seconds) between
successive connection trials.

Polling Rate: Number of milliseconds during which GenClient
periodically flushes internal request queues.

Repeat Call: When this box is checked, the client keeps requesting
data from the server until all data from the server have been sent to
the client. Subsequent calls are made at the specified Polling Rate
interval.

Use Background Thread for Transmission: When this option is
checked, GenClient uses another thread to transmit data.

Timeout: The maximum time (in seconds) that the client waits for a
response from the server.

Thread Priority: Performance-tuning parameter. Select from Lowest,
Below Normal, Normal, Above Normal, and Highest.
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TCP/IP Channel Properties

Right-clicking on a TCP/IP channel and selecting Properties opens the TCP/IP
Channel Properties dialog box, shown below.

TCP/IP Channel Properties x|

tediator Mode; I[nu:une]

W

Connect Fetry Period: Bl zecondsz
Palling Fate; 200 millizeconds
Timeaut; 20 seconds
Pt 3ans0

Ha Delay:

]

k. Cancel

TCP/IP Channel Properties Dialog Box

The TCP/IP Channel Properties dialog box configures the following
settings for the TCP/IP channel:

Mediator Node: If a mediator node has been selected, the node
name is displayed in this field.

Connect Retry Period: In case the connection between the
GenClient and the remote GenBroker server fails, you can set the
connection retry period, which is the time (in seconds) between
successive connection trials.

Polling Rate: Number of milliseconds during which GenClient
periodically flushes internal request queues.

Timeout: The maximum time (in seconds) that the client will wait for a
response from the server.

Port: The TCP/IP port number that GenClient tries in order to
establish communication with the GenBroker server.

Note: The Port number has changed to 38080. (In GENESIS32
Version 6.1, the port number was 8080.)

The No Delay check box allows you to control a delay before a short
packet of data is sent. No Delay is checked by default to ensure the
smoothest data interface exchange between clients and the
GenBroker Server.

SOAP/XML Channel Properties

Right-clicking on a SOAP/XML channel and selecting Properties opens the
SOAP Channel Properties dialog box, shown below.

ICONICS
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SOAP Channel Properties Dialog Box

The SOAP Channel Properties dialog box configures the following
settings for the TCP/IP channel:

Mediator Node: You can create a special SOAP channel with a
mediator node through which GenBroker requests will be routed to a
group of nodes. If a mediator node has been selected, the node name
is displayed in this field.

Connect Retry Period: In case the connection between the
GenClient and the remote GenBroker server fails, you can set the
connection retry period, which is the time (in seconds) between
successive connection trials.

Polling Rate: Number of milliseconds during which GenClient
periodically flushes internal request queues.

Repeat Call: When this box is checked, the client keeps requesting
data from the server until all data from the server have been sent to
the client. Subsequent calls are made at the specified Polling Rate
interval.

Use Background Thread for Transmission: When this option is
checked, GenClient uses another thread to transmit data.

Timeout: The maximum time (in seconds) that the client waits for a
response from the server.

Thread Priority: Performance-tuning parameter. Select from Lowest,
Below Normal, Normal, Above Normal, and Highest.

Timeout: The maximum time (in seconds) that the client will wait for a
response from the server.

The SOAP/XML channel allows you to send data using the SOAP
communication protocol. The channel's properties are similar to the TCP/IP and
DCOM channel properties. The primary difference is that you must specify the
listener for the SOAP/XML channel in the URL address to which you want to
connect. Any SOAP server application must have a listener.
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Note: In order to use SOAP/XML channels in GenBroker, you must first install
Microsoft Internet Information Server (IIS) on the GenBroker Server node. The
SOAP/XML server can be running only on Windows NT-based systems (i.e.
Windows NT 4.0, Windows 2000, or Windows XP). SOAP/XML support files are
included in the GENESIS32 installation. GenBroker over SOAP/XML uses a
SOAP/XML ISAPI listener that uses a WSDL (Web Services Description
Language) file.

The URL address for the SOAP/XML channel is specified in the SOAP/XML
Listener field. Clicking the Modify button on the SOAP Channel Properties
dialog box opens the URL editor, as shown in the figure below.

O x|

Service: Mode: Fort:
Tl ~| :// |Pc3 T
Directony: Listener:

IGeanker ¢ IG enBroker w500 j
Uszer Password:

Iusername : Ipasswnrd

LRL:

http: A fuzername: pazeword@Po 3/ GenBroker/GenBroker WS

DL
ak. I Cancel

SOAP URL Editor

Suppose that the Mediator Node, Virtual Directory and Listener determine a
whole URL for the listener. The whole listener address is then:

http://<Mediator Node>/<Virtual directory>/<Listener>

This editor allows you to change the URL path components while maintaining
the proper syntax for the URL address (e.qg.
http://soapserver.company.com/GenBroker/GenBroker.WSDL for the ISAPI
listener or http://soapserver.company.com/GenBroker/GenBroker.asp for the
ASP listener) of the SOAP/XML channel:

e Service: Specifies either HTTP or HTTPS (secure). Select a protocol
type from the drop-down list.

¢ Node: If a mediator node has been selected, the node name is
displayed in this field.

e Port: SOAP uses port 80 by default.

¢ Directory: Specifies the virtual directory on the mediator node
through which the SOAP/XML channel is routed.

e Listener: Select a protocol type from the drop-down list (e.g.
GenBroker.WSDL or GenBroker.asp).

¢ URL: Displays the full URL path with proper syntax.

For more information about SOAP, go to http://msdn.microsoft.com/Soap.
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Remote Servers

You can use the GenBroker Configurator to assign locations (node names or IP
addresses) to the following primary and redundant (backup) servers:

e Security Server

e License Server

¢ Global Aliasing Server

e Language Aliasing Server

e GenEvent Server

Assigning a Location to the Security Server
Assigning a Location to the License Server

Assigning a Location to Remote Servers

You can assign a node name or IP address to a remote server. Your system
will then know where to get information about security and licensing, as well as
language aliasing and global aliasing.

1. In the GenBroker Configurator, click the Remote Servers button, as shown
in the figure below.

File ©Channel MNode Help

[ faks] | = o] a4 2]

Configuration File:

| e fle]

GenBroker Channels

”.'?E OFC Direct [default] Remate Servers...
ﬁ? OPC aver TCRAF Direct Channelz
;ﬁi OPC over SOAPAML Direct Channelz

OPC aver DCOM Direct Channels

bEoH

Save & Cloze I

Cancel |

Assigning a Location to Remote Servers

2. This opens the Remote Server List dialog box, shown below. This dialog
lists the server types and the location of the primary and backup servers for
each type. Clicking the Default button assigns the Primary server node to
the local machine. You can also specify the server locations from the
registry information by clicking the From Registry button. Click OK.
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Remote Server List il
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Drefault From Regiztry | (] I Cancel

Remote Server List

3. Right-click a node name under a communication channel and select
Primary Servers or Backup Servers from the pop-up menu, as shown
below. This assigns the node to the primary or backup servers,
respectively.

File Channel MNode Help
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Configuration File:

| e file]

GenBroker Channels
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Elﬁ? OPC ower TCPAP Direct Channels

P E fER

...... ;u:n% OPC o, nnels

...... OPC o

Backup Servers

Save & Cloze

Cancel

Assigning a Node to a Remote Server

4. Click the Remote Servers button. The assigned node name or IP address
appears in the Remote Server List field, as shown in the figure below.
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Server | Prirmary | B ackup |
SecLrity Pl {None:
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Assigned Node Name in Remote Server List

Activating the GenBroker Configuration File
You can make the GenBroker configuration (.gbc or .gbx) file active by saving
it:
1. Click the Save & Close button on the GenBroker Configurator, as shown in
the figure below.

File Channel Mode Help

e e ] ad W I WP | WA

Configuration File:

|inev file]

GenBroker Channels
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Save & Cloze

Cancel

Activating the GenBroker Configuration File

2. This opens the Save As dialog box, as shown below. Browse to the
location where you wish to save the file. Type the file name in the File
name field. Click the Save button.

ICONICS
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Save as type: I GenBraker #ML Configurations [*.gbwx]

Saving the GenBroker Configuration File

3. The GenBroker Configurator Client tab appears, as shown below. The file

name and pathway appear in the Configuration field. Click the Apply
button to finish saving the GenBroker configuration file.

Client | GenBroker Sewerl Client Dptiu:-nsl EIF'EEnginEI I:Iptimizaticunl

—{" OPC Communications

Ilzez standard Microgaft COM and DCOM communications technology. Designed for
lozal area networks.

—i% GenBroker Communications

Ilzez any combination of OPC over TCRAR, S0APA=KML or DCOM. Designed for use
with the [ntermet and advanced communications needing firewallz and routers.

Configuratior;
C:ADocuments and SettingshadrministratarsDeskiophBinhhest, gbe _I

New... Edi.. |

Drefault |

k. Cancel Apply | Help |

Configuration File Name Specified in the Client Tab
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4. If you wish to edit the configuration file, click the Edit button, as shown
below. After you click the Edit button, the GenBroker Configurator screen
will reappear, and the file name will appear in the Configuration field. After
you have edited the configuration file in the GenBroker Configurator, click
the Save & Close button again. The Client tab will reappear. To close
GenBroker, click OK on the Client tab.

Example Configurations

This section shows some example GenBroker configurations for the sample
network setup shown below. The network includes five different PCs, or nodes.
The example GenBroker configuration shown here is for PC1, which
communicates with PC2, PC3, PC4, and PC5 according to the settings in the
GenBroker Configurator. The following section demonstrates several different
ways the GenBroker Configurator can be used to configure PC1 to
communicate with the four other nodes.

PC1

FC2 FC3 FC4 PCS

Example Network Configuration

Example 1: Communication Using OPC Over TCP/IP Direct
Example 2: OPC Over TCP/IP and OPC Over DCOM
Example 3: OPC Direct, OPC Over TCP/IP, and OPC Over
DCOM

Example 4: Communication Using a Mediator Node

Example 1: Communication Using OPC Over TCPI/IP Direct

In the first example, PC1 communicates with PC2, PC3, PC4, and PC5 using
only OPC over TCP/IP direct channels. Right-click OPC over TCP/IP Direct
Channels and select Set As Default from the pop-up menu, as shown below.
All nodes being requested by the client programs (e.g. GENESIS32, WebHMI
browsers, DataWorX32, etc.) will communicate OPC data over a TCP/IP
channel.
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OPC Over TCP/IP Direct Channel

PC Over TCP/IP and OPC Over DCOM

In the second example, PC1 communicates with PC2 and PC3 using an OPC
over TCP/IP direct channel.

ICONICS

1. First set OPC over TCP/IP as the default channel. Right-click OPC
over TCP/IP Direct Channels and select Set as Default from the
pop-up menu.

2. PC1 also communicates with PC4 and PC5 using an OPC over
DCOM direct channel. Because OPC over TCP/IP is the default
method of communication, you must now specify which nodes will
communicate using OPC over DCOM. Right-click OPC over DCOM
Direct Channels and select Add Node from the pop-up menu. This
opens the Select a Node dialog box. Enter PC4 in the Node Name or
IP Address field, and then click OK. The node name will appear
below the channel, as shown below. Repeat this procedure for PC5.
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OPC Over TCP/IP (Default) and OPC Over DCOM

Example 3: OPC Direct, OPC Over TCP/IP, and OPC Over

DCOM

In the third example, PC1 communicates with PC2 using OPC direct.

1.

ICONICS

First set OPC direct as the default channel. Right-click OPC Direct
and select Set As Default from the pop-up menu.

PC1 also communicates with PC3 using OPC over TCP/IP. Right-click
OPC over TCP/IP Direct Channels and select Add Node from the
pop-up menu. This opens the Select a Node dialog box. Enter PC3 in
the Node Name or IP Address field, and then click OK. The node
name will appear below the channel, as shown below.

PC1 also communicates with PC4 and PC5 using OPC over DCOM.
Right-click OPC over DCOM Direct Channels and select Add Node
from the pop-up menu. This opens the Select a Node dialog box.
Enter PC4 in the Node Name or IP Address field, and then click OK.
The node name will appear below the channel, as shown below.
Repeat this procedure for PC5.
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OPC Over TCP/IP Direct Channel

Example 4: Communication Using a Mediator Node

The final example demonstrates how communication between PC1 and the
other four PCs can be routed through a mediator node, as shown below. PC1
will not communicate directly with the remote computers, but it instead will
establish a connection with the mediator computer. This mediator will then
route the communications to the final destinations (in this case PC2, PC3, PC4,
or PC5). The mediator node may be located on a remote computer, which can
only be reached through a RAS (remote access service) connection or the
Internet.

PCl

Mediator Mode

P2 B3 P4 PC5

Communication via Mediator Node



The GenBroker configuration on the mediator node determines how the
mediator will connect to PC2, PC3, PC4, and PC5. This may use OPC Direct,
OPC over DCOM, or OPC over TCP/IP. To configure communication through
the mediator node on a TCP/IP channel, for example, do the following:

1.

Select Add TCP/IP Channel from the Channel menu. This opens the
Select a Node dialog box. Specify a name for the mediator node (for
example, "Mediator") in the Node Name or IP Address field, and then
click OK. The new channel will appear in the GenBroker Configurator
screen as OPC over TCP/IP Channel via Mediator, and the new
mediator node will appear below the new channel, as shown below.

Now add PC2, PC3, PC4, and PC5 to the new TCP/IP channel. Right-
click OPC over TCP/IP Channel via Mediator and select Add Node
from the pop-up menu. This opens the Select a Node dialog box.
Enter PC2 in the Node Name or IP Address field, and then click OK.

The node name will appear below the channel, as shown below.
Repeat this procedure for PC3, PC4, and PC5.

File Channel MNode Help
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Configuring a Mediator Node

Example 5: OPC Direct, OPC Over SOAP/XML, and OPC Over

DCOM

ICONICS

In the fifth example, PC1 communicates with PC2 using OPC direct.

1. First set OPC direct as the default channel. Right-click OPC Direct
and select Set As Default from the pop-up menu.

PC1 also communicates with PC3 using OPC over SOAP/XML. Right-
click OPC over SOAP/XML Direct Channels and select Add Node
from the pop-up menu. This opens the Select a Node dialog box.

44



Enter PC3 in the Node Name or IP Address field, and then click OK.

The node name will appear below the channel, as shown below.

3. PC1 also communicates with PC4 and PC5 using OPC over DCOM.
Right-click OPC over DCOM Direct Channels and select Add Node

from the pop-up menu. This opens the Select a Node dialog box.

Enter PC4 in the Node Name or IP Address field, and then click OK.

The node name will appear below the channel, as shown below.
Repeat this procedure for PC5.

File ©hannel Mode Help
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OPC Over SOAP/XML Direct Channel

WebHMI Client Configuration

ICONICS

WebHMI Client/Server Architecture

GenBroker acts as a bridge that links WebHMI clients to the WebHMI server
over the Internet. The WebHMI clients are used to view Web pages

downloaded from the WebHMI server through a Web browser (Internet Explorer

or Netscape Navigator). As shown in the figure below, GenBroker enables

communication between the Web clients and the WebHMI server over TCP/IP.
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WebHMI Client/Server Architecture

Configuring GenBroker for the Client Side

GenBroker is configured for both the client side and the server side. Here we
are concerned with WebHMI client configuration. For information on how to
configure GenBroker for the server side, and for example GenBroker
configurations, please see the GenBroker Help documentation.

WebHMI uses a configuration (.gbc or .gbx) file for GenBroker. The GenBroker
configuration file used by the client resides on the server side. Once the client
connects to the server, the .gbc or .gbx file will be downloaded from the server.

The first step in the WebHMI client configuration is to specify which .gbc or .gbx
file to use. You can use a default file provided in the WebHMI installation, or
you can you can create a new file. To work with a .gbc or .gbx file, you must
start the WebHMI client configuration from the Windows Start menu by
selecting Programs > ICONICS WebHMI> Client Configuration, as shown in
the figure below.

1%, Change Host Mame Utiliy

Client Configuration

@ Help
Read Me

@ Yersions Lkility
@ WebHMI Examples

Starting the Client Configuration

This opens the WebHMI tab of the GenBroker Properties dialog box, as
shown in the figure below. To use the default configuration file, click the ...
button to the right of the GenBroker Configuration to Upload field. This
allows you to select a .gbc file. Browse to "InetPub\wwwroot\WebHMN\Samples"
and select Default.gbx.
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WebHMI Client Configuration

The file pathway will appear in the text box, as shown in the figure above. You
do not have to reconfigure the default file except to:

¢ Redirect channels of a WebHMI server.

e Add a channel for a new node whose resident OPC server provides
data to client PC browsers.

If you want to set up a different or more advanced client/server communication
architecture, you can either reconfigure the “default.gbx” file or create a new
.gbc or .gbx file.

Editing the Default Configuration File

To reconfigure the default configuration, click the Edit button on the WebHMI
tab of the GenBroker Properties dialog box. This opens the GenBroker
Configurator screen, shown in the example in the figure below. Notice that the
file pathway is displayed under the Configuration File field. In the example, the
IP address "99.99.99.99" is the default mediator node and is the node assigned
to the Security server and the License server. You can add, remove, or
reconfigure nodes using the commands and functions described in the following
sections.
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Editing the Default GenBroker Configuration

Creating a New GenBroker Configuration File

You can also create a new configuration by clicking the New button on the
WebHMI tab. This opens the GenBroker Configurator screen, shown in the
figure below. You can add and configure nodes using the commands and
functions described in the GenBroker Help documentation. To view the
GenBroker Help, select Help Topics from the Help menu.
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Creating a New GenBroker Configuration
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Retrieving a GenBroker Configuration File From a Web Page

Alternatively, you can search for a GenBroker configuration file in an HTML file.

In many cases, .gbc or .gbx files are referenced in the source code of HTML
files. Click the ... button to the right of the Web Page (HTML File) field on the
WebHMI tab of the GenBroker Properties dialog box. Browse to select an
HTML file, and then click the Open button. The HTML file pathway will now be
displayed in the Web Page (HTML File) text box. In addition, the Edit Source
button will be enabled. Clicking Edit Source allows you to view the source
code for the selected HTML file. Once you have selected the HTML file, click
the Get From HTML button to retrieve the .gbc or .gbx file that is referenced in
the HTML source code.
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