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ICONICS LICENSE AGREEMENT

YOU SHOULD CAREFULLY READ THE FOLLOWING TERMS AND CONDITIONS!

Opening and using the enclosed software for any purpose indicates your acceptance of the terms and conditions of this license agreement. If you do
not agree with them you should return all software, documentation and copy protection keys within seven days of shipment unopened and your money
will be refunded.

ICONICS provides this program and licenses its use in the United States, Puerto Rico, or internationally. You assume the responsibility for the
selection of the program to achieve your intended results, and for the installation, use and results obtained from this program.

LICENSE
You are granted a personal license to use this program under the terms stated in this Agreement. You may: 1) Install and use the program on a single
machine. 2) Make a single archival back-up copy of the program for the sole purpose of supporting your use of the single program on a single
machine. 3) You may not use, copy, modify, or transfer the program, or transfer any copy, in whole or in part, except as expressly provided in this
license, or with a written contractual agreement with ICONICS, Inc.

TERM
The license is effective until terminated. It will terminate if you fail to comply with any term or condition of this Agreement. You agree, upon such
termination, to destroy the program and all copies that were made from it and to promptly return any copy protection key(s) to ICONICS.

LIMITED WARRANTY

ICONICS WARRANTS THE CD-ROM OR PHYSICAL DISKETTES, ON WHICH THE PROGRAM IS FURNISHED, AND PHYSICAL
DOCUMENTATION TO BE FREE OF DEFECTS IN MATERIALS AND WORKMANSHIP UNDER NORMAL USE FOR A PERIOD OF NINETY (90)
DAYS FROM THE DATE OF DELIVERY TO YOU AS EVIDENCED BY YOUR RECEIPT. THIS PROGRAM IS PROVIDED “AS IS” WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE IMPLIED WARRANTIES OF TITLE,
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE ENTIRE COST OF ALL
NECESSARY SERVICING, REPAIR, OR CORRECTION.

ICONICS SPECIFICALLY DISCLAIMS ALL OTHER WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO, IMPLIED
WARRANTIES OF TITLE, NON-INFRINGEMENT, MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. IN PARTICULAR, WITH
RESPECT TO ANY PARTICULAR APPLICATION, USE OR PURPOSE, IN NO EVENT SHALL ICONICS INC. BE LIABLE FOR ANY OTHER
COMMERCIAL DAMAGE, INCLUDING BUT NOT LIMITED TO SPECIAL, INCIDENTAL, CONSEQUENTIAL OR OTHER DAMAGES. ICONICS
DOES NOT WARRANT THAT THE FUNCTIONS CONTAINED IN THE PROGRAM WILL MEET YOUR REQUIREMENTS OR THAT THE
OPERATION OF THE PROGRAM WILL BE UNINTERRUPTED OR ERROR FREE.

LIMITATION OF REMEDIES
ICONICS’ entire liability and your exclusive remedy shall be the replacement of any CD-ROM or diskette not meeting ICONICS’ “Limited Warranty”
which is returned to ICONICS with a copy of your receipt within the warranty period. The remedy for breach of this warranty shall be limited to
replacement and shall not encompass any other damages including but not limited to loss of profit, special, incidental, consequential, or other similar
claims arising out of the use or inability to use such program even if ICONICS has been advised of the possibility of such damages, or for any claim by
any other third party.

GENERAL
This Agreement will be governed by the laws of the Commonwealth of Massachusetts. Should you have any questions concerning this Agreement,
you may contact ICONICS in writing at:

ICONICS, Inc.
100 Foxborough Boulevard
Foxborough, MA 02035

You acknowledge that you have read this agreement, understand it and agree to be bound by its terms and conditions. You further agree that it is the
complete and exclusive statement of the Agreement between you and ICONICS which supersedes any proposal or prior Agreement, oral or written,
and any other communications between you and ICONICS relating to the subject matter of the Agreement.

ICONICS RETURN POLICY
All sales are final (NO RETURNS) unless one of the following conditions is applicable: Program is returned in its original packaging material within 7
days after shipment. In such a case, a full refund is provided, less all incurred shipping and handling costs. Program is returned within 30 days from
the original shipment date. In such a case a 20% restocking fee is applicable. No returns are allowed on OPC ToolWorX or ActiveX ToolWorX.



SNMP Training Manual




SNMP Training Manual Contents

Contents

1. Simple Network Management Protocol

O R © 1 1] T 1 1Y/ 3N 1-1

1.2 INTRODUCTIONS. ...uuuttreeteeseaserereeeeessasserseesesssasssssnssseesesssassnssaeesesssasssssnesesssassssseeeseesesssnnssssseesesessssnsseeeeessns 1-1

1.3 SNIVIP BASIC COMMANDS. .....tvttteeeeeieurrereeeessssnrsreeesssasanssesssessesssassssseessessssssssseeeessssssssseeessessssssssssnseesssasnns 1-2

1.4  MANAGEMENT INFORMATION BASE (IMIB) ...ueeeiiuiiieieiiis e ciieeeeitee s e tte e e s sitee e e st e e senen e e e sesaeeesntaeesennneeesnnneannnnn 1-3

1.5 SNIVIP CONFIGURATION. ..ccttititieieieieieeeeeseseseeesa s e s seeesesesesesasesasasasasasssnsnsnsnsannnnnnnnnnnnnssesesssesnsnnnsnsnns 1-5

O ST 12 ] 1 1T N 1-9

1.7  SNIVP DATA IN A PROCESS POINT ...iieiiieieieieieeeee e s e e s e e e e e e e e e s e e e e e e e e s ee e s 1-10

1.8  SNIMIP SERVICE ... eiiieieieeeee e e e e s e e e e e e e e e e e s e e e s e e et e e e eeenaeaeansaaannnnnannnnnn 1-11

LAB: MACHINE SNMP DATA.............. Ceeeteeesssessieeettteanrrraeeetttetnrrrraeettteennrrtsettttttnnretisestttennrrrsisnes L1-1

REVIEW: SNMP REVIEW ......... eeeeesesseeeetteeeanrrseeeetttetnrrrteeeettettnnrrisetettettnrrrtesettttttnnrrtisessttttnnrrres R1-1
N €101 T oSSR A-1
N 1Y B-1

ICONICS, Inc i



Contents SNMP Training Manual

ii ICONICS, Inc



SNMP Training Manual Simple Network Management Protocol

Simple Network
Management Protocol

1.1 Objectives

After completing this chapter, you should know htow

* Setup the SNMP configuration

* Assign an SNMP tag as the Data Source for a process
* Make use of a MIB files

* How to setup SNMP service

1.2 Introductions

SNMP, which stands for Simple Network Managememtdtol, is part of the
Internet Engineering Task Force (IETF) internettpcol suite. SNMP allows
devices to expose useful information to other deviand systems, and in some
instances allows this information to be managed altered. The breadth of
information available using SNMP can include: a CRld speed, the routing
table to be used on a router, the number of pagemeer has printed, and many
others depending on the device. Almost every nétwaevice that can be
managed responds to SNMP requests; the SNMP ptaatiows for browsing,
auto-discovery, and mapping of devices.

The SNMP system is comprised of an Application lrémtocol implemented in
network software, a database schema, and discdeedaba objects. The three
key components contain:

* Managed Devicesa managed device is a device on the networkhidsia
built in SNMP agent, like routers, switches andlbges. Managed devices
collect and store management information, whichmede available to
Network Management Systems (NMS) such as Genesis64.

* Agents an agent is a small network-management softwardute that
resides in a managed device that collects andssiof@rmation. An agent
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has local knowledge of management information arahstates the
information into a form compatible with SNM

* Network Management Systems (NMSs)an NMS executes applicatiol
that monitor and control managed devices. NMSsigeothe bulk of the
processig and memory resources required for network manage One
or more NMSs must exist on any managed net\

|

Wi
I|

IF'—---......
I II!IIIiII|i

Figure 1.1 -Elements of a Network Management System in SN

1.3 SNMP Basic Command

1-2

NMS retrieves iformation through queries that use the GET, GETNEXid
GETBULK* commands. The local device agent can dlsoadcast data usir
TRAP* or INFORM* operations, which is intercepteg bystems that have i
SNMP Trap Service running on them. Changes are no variables using SE

commands.

The four basic SNMP operations are read, writ, iaad traversal operatio

* READ (GET): The READ command is used by an NMS to mor
managed devices. The NMS examines different vasakihat ar

maintained by managecevices.

ICONICS, Inc
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* WRITE (SET): The WRITE command is used by an NMS to control
managed devices. The NMS changes the values @hbbesi stored within
managed devices.

e TRAP: The TRAP command is used by managed devices to
asynchronously report events to the NMS. When icetigpes of events
occur, a managed device sends a trap to the NMS.

* INFORM : Traversal operations are used by the NMS to deter which
variables the managed device supports and to sealengather
information in variable tables, such as a routagé.

NOTE: Operations marked by asterisk (*) are not supgabih current version
of GENESIS64

1.4 Management Information Base (MIB)

SNMP does not tell vendors which variables theuicks should store; instead, it
provides a standard way to translate data into mgarn information stored in
the object’s template. A Management InformationeB@dIB) is used to define a
hierarchical namespace with an organized colleatiomanaged objects collected
in a virtual information store. SNMP defines a slaml hierarchy in a tree
structure; the equipment or software vendor deteeswhich objects are stored
on its devices.

When SNMP explores a device, the device’s hieraafhgbjects is returned and
displayed in the NMS using object identifiers (O)0isrmatted in a notation
defined by ASN.1 (Abstract Syntax Notation One).uYaan traverse the SNMP
tree toiso.org.dod.internet.mgmt.mib-2.system.sysDesawvhere thesysDescr
variable stores the system description as a nuififmen the device) that might
take the format1.3.6.1.2.1.1.1The data stored at the device is terse in omler t
lower the overhead in the system at the devicel.ldvach data object has a
unique number. For example, a Cisco router hadfereint number pattern than
an HP printer.

Each device that SNMP monitors has its own hiesathhat is based on the MIB
standard. The MIB represents all the data thatvecdean expose through SNMP.
For example, in the MIB of a printer there is: thaer level, the text that displays
on the screen, the number of pages printed, aret atformation that the vender
defines. Each of these pieces of information feaewn OID.

In order to make sense of the data stored in Ofbes,device is mapped to a
translation table called a MIB file. A MIB file taks the numeric values defined

ICONICS, Inc 1-3
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by SNMP at the devices and translates them fromfdohat into readable
descriptions and attributes from a template. Inegkample above, theysDescr
value is matched to the text string:

A textual description of the entity. This value iddoinclude the
full name and version identification of the systehardware type,
software operating-system, and networking softwalte. is
mandatory that this only contain printable ASClachcters.

The text is READ-only indicated by a setting on theaplate.

The standard OIDs are shown in Figure 1.2. Stan@dbb must be the same on
all the devices that use the SNMP protocol, and threist have the same
organizational structure. ISO maintains the versjmeific entries for the MIB
files. Each vendor implements its own MIB objecteath device; for this reason,
each device must have the correct MIB files so timaa-standard information can
be translated.

Two types of managed objects exist: scalar andldab8calar objects define a
single object instance. Tabular objects define ipleltrelated object instances that
are grouped in MIB tables. SysDescr, for exampgl@, $calar object.

ekl

dreoryll} | [ mgm2} | |ewpecimensiid)} | privosels) |

imib-2(1)

in(4) | (51| [sepis] | udol?) | | egelB) | [tromsmissionti0)

Figure 1.2 - The Root Structure of a Standard MIB Tee

NOTE: Tabular SNMP objects are not supported in curreatsion of
GENESIS64

ICONICS, Inc
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1.5 SNMP Configuration

When you install GENESIS64, you install an SNMR/&e that you configure b
using the SNMP Configurator in the Workbench aggtian. Using the SNMI
Configurator, you can explore devices in the SNMPaspace, starting at t
network address you specify and browsing any dethe¢ is available to thi
serve in its network neighborhood. You can use the SNN@&hfigurator tc
manage the network (through SNMP), perform Superyiontrol and Dat

Acquisition (SCADA through OPC), and even acces€ lebntrols over Etherne
as shown irFigurel.3 below.

~Rian

Figure 1.3 - Network Management Using SNMP Service

In the Workbench, yoiwcan open the SNMP Configurator by clicking on 1

SNMP % buton. When the SNMP database is Active, two n are visible in
the Project Explore

* One for SNMP devices, which display SNMP tags toat selec

* One for the MIB files that provide device transbati which is esentially
a dictionary functio

If you doubleelick on the SNMP node, the Network Explorer appeas showi
in Figure 1.4 The Network Explorer allows you to perform thesadivery
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operation thalets you select from devices that respond to RIN@Ed returt
SNMP data.

|Pr0jectEpr0rer-(15_&pp|ications) 1 | | LJSNMP ab %
. Ul é ’f k Explorer
SNMP Ll
Bl 4 localhost
B [ snmp (Active) ) ) )
\# SNMP Discavery Settings Discovery Type
i MIB Network: T o I < | % Subnet
" Single IP
Subnet Mask: |255.255 L2855 . 0 < |
" Range
Snmp Data
Read Community: lpubllc— Ping Timeout: lm
[T set Manual Snmp Timeout snmp Port: |161 3:
Snmp Timeout:  |1000 = ¢ simpV1l & Snmp V2
. GraphWorX64 snmp Explorer
@ TrendworX64 [" UseDNS [ cachemib [T Rebuild Mib Tree Explore |
O AlarmWorX64
\ EarthWorX
{ =)
[ WG Apply I Refresh | Help... |

Figure 1.4 - The Network Explorer Configuration Form

The Network Explorer'sDiscovery Settingsallow you to search a subnet.
single address, or a range of addresses for dismioieedevices. In addition
timeouts and port settings in tt1SNMP Data section, notice that thRead
Community setting is set tpubl i c; publ i c is essentially a passwc setting
that provides access to devices set to this tydeNEBIS64 supports SNV
versions 1 and 2 (version 3 is not supported). ¥auuse DNS in your discove
in order to resolve computer nan

When you clickon the Explore button in the Network Expter configuratior
form, you open the SNMP Explorer dialog box wheoe gan browse for SNM
devices. InFigurel.5, the Network Explorer found two degs: 192.168.2.146,
computer; and 192.168.2.94, which is a networkaw

You can explore the information stored in everyidewy expanding the devi
tree. It may seem like every device tree is theesamthe MIB items tree load
before, but unke the MIB items tree, in the device tree we alagehree-time
information coming from the devicWhile the MIB items tree organizes the d:
the device itself provides the ds

When you expand the SNMP device tree you can diniVn to the attribut¢ you
want to monitor, and you can add the tags to yagplay by doubl-clicking on
each one. Irrigure 1.5, three tags were chosen: one for the escr, another for
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sysUpTime, and the third for the sysName. If yolditbe mouse cursor over .
attribute, you will see a text description of whia attribute store

192.168.2.146%s0 org dod intemet. mamt mib-Z system sysDescr
192.168.2.146%is0 org.dod intemet mamt mib-2 system sysUpTime
192,168 2.146Ns0 org dod intemet mamt mib-2 system sysName
< 1 3
& Haimie Cid FuliCid Access
= 138121110 Read
B} dod 138 23 Read
By intemet syslpTime 20 136121130 |Time Read
sysContact 40 1.361.21.140 Oclets ReadWrite
y
sysLocation 6.0 1.361.21.160 Oclets ReadWrite
E 70 128121170 it Raad 7
-4 snmp
@[ host
G-fL private
2| 182168284
o H !
i SR j i Sancs |

Figure 1.5 - The Network Explorer with Three Selected ags

Once you select your tags and close the Networkdfsip you may be prompte
to refresh the SNMP tr, which will provide the operationecessal to bring the
correct MIB file into the Project Explorer. T added tags appear under the n
for the device you just addt

If you doubleelick the Devicenode,you will see the Device configuration fori
as shown irFFigure1.6. The Device form displays attributes such as teadRanc
Write communities, Polling rate, Device data thah beparameterize, etc.

« Q| 4
SNMP
= W localhost

= | Snmp (Active)
5 4 SNMP

)" }192.168.2.146) Write Community: Ipl ivate
sysDeser
sysUpTime| Receive Traps: Disabled = Getbulk Count: |3 3:
sysName
0 A MIB
ceitt Timing
iso
Polling Rate: 10000 3:
Timeout: 1000 3:
Retry Count: lﬂ
Device Data
Parameters: None & Device Type: |Printer Vl
Host: 192.168 . 2 . 146
Port: lﬂ
Snmp Explorer - Add tags direcily in this device
T cache Mib [~ Rebuild Mib Tree Explore |

ICONICS, Inc

‘|='“| Device

Name: [132.168.2.14

Read Community: Ipub\i:

Apply | Refresh I Help... |

Figure 1.6 - The Device Form
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If you doubleelick on the tag name in the Project Explorer, yepose the
SNMP Tag configuration form. An example for the Wg3ime is shown it
Figure 1.7 This form exposes the OID, the various propermiethe tag, and th
matching MIB description of what the tag data exgsodt does not expose t
actual value of the ti, which in this case would ber@adable and writeabstring.
To display the tag you can assign a process [to use the tag as a data so.

SNMP Tag
MName:  sysUpTime

Snmp Data

Full CID: i361.21130

Access: Read

Annhs Rafrach Haln

Figure 1.7 - SNMP Tag Configuration Form

There are a couple of settings to 1| note of here. First, the Polling Re
determines how often the data refreshes at runiThe default polling rate i
1000 milliseconds. When you check the OverrideiRglRate option, it enforce
clients, such as GraphWorX64, to use the specga@ling rateinstear of the one
selected in the GraphWorX64 process p

Also, note that each of the three tags appearsealorder the device nor
(192.168.2.146) in the SNMP ti as shown in Figure 1.6f you would like to
reorganize your tagsou can create a folder structure and organize gel@ctec
SNMP tags as you wis

You can create a new folder by ri-clicking on the parent iterfthe device nde,
or folder) to which you want to create a folder endnd select the Add Fold
option in the rigt-click menu that comes up. This opens the SNMP Fdteon
the righthand side. You carype in the name of the folder anlick on the Apply
button tosave the settin. From here, you can riglatick on the folder, and sele
Add Tag to add your SNMP ta

ICONICS, Inc
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If you would like toimport a tag intahe form of the MIB tree with the fold:
hierarchy showing, you cago to theDevice configuration forn In the form,
check on thdRebuild Mib Tree option in the Snmp Explorer Add tags directly
in this device section at the bottom of the fornd @nen click onthe Explore
button to open the SNMP Explor From here, you can navigate to the desirec
to add and click on the OK button when you are donéekvit prompts you t
refresh the tree, click on Yes to let it upd

Figure 1.8shows the resu with the updatedIB tree in the device node. As y
can see, you can add a tag to the device nodepheulitmes. Sometimes you m
want to see the tree, and other times you may uw@nise your own folde
structure.

syspTime

sysDescr

SysiNamie

£ MR

Figure 1.8 - An SNMP Tag with Its Associated MIB tee

1.6 Translation

The Devicetree is theinstantiationof the MIB items tree. When you browse t
device that responds by returning SNMP data, th& few numbers of th
address identify the anufacturer of the device, and the device type.ithadl
parts of the data provide the type of attribute teadescribed and data valu
Devices do nbimplement all of the possible SNMP tags that adee has in thei
MIB tree, nor do they have totored within the device and communicated v
the data that is returned are the leaves of the tyHB that are populated by t
device. Those leaves appear in the device node wdeselect specific tag

If you were to browse the MIB node to the folling location:
MIBAISO\ORGDOD\INTERNET\PRIVATE, you would see that many popu

ICONICS, Inc 1-9
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manufacturers’ MIB files appear in the list. Mog$ttbese nodes are empty, w
the exception of the t-level assignments. As you select devices, you @be
the nodes withhe leaves supported by the devi

The ICONICS nod, which appears near the bottom of the PRIVATE folideuf
interest because it contains a number of SNMP sitoufunctions that you ce
use to test the validity of your displayFigure 1.9 shows the highlighte
ICONICS branch of the MIB tree. It contains simalatfor devices, signals, traj
and more.

1 [ B FE

[
[ICoNICS

= simidiator

Figure 1.9 - The ICONICS leaf of the MIB tree

NOTE: SNMP simulator is not available in current versaf GENESIS64. Th
MIB record provides you OID translation if you cawm to existing
GENESIS32 installatior

1.7 SNMP Data in a Proess Point

1-10

Assigning SNMP data to a GraphWorX64 process pa@nho different thal
connecting any other data source. The example bidlizstrates the placement
the sysUpTime variable to a process point in caméijon mode and its displ:
in runtime.

To connect a process point to an SNMP data soyae,should first pen a
GraphWorX64 display ar click on the Dynamicsab of the ribbo. In the Text
Objects section, elect the Process Point button and then click an dbsigr
suiface to place the pross point on to the display.

ICONICS, Inc
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The Data Browseshould now come up for you to select the data oNavigate
to OPC Servers> My Server-> SNMP. All of your configured SNMP devict
should display on the rig-hand side. Doublelick on the device desir and then
on the SNMP tag of intere Figure 1.10illustrates the SysUpTime tag in t
Data Browser.

5 T i T i~ = N T i A 1
al Aisses | Languags Alissss | Languags Conversions | = i | Local Alasss |

p—

rid ié’ hiesh ‘ﬁ Monitor

Display Mame Type Reference Attributes  TypeInformation Referst

HacToneDefiniticn <honen =40
: i=4d

sasiypelefinition -none

& Simulation
i Historical Data
Favor: Hec

i i i ii i j

Figure 1.10 - Selecting the SysUpTime SNMPag in the Data Browse

Click on OK to selecthe tag and close the Data Browsathen you switch th
GraphWorX64 display into runtin, you will see the SNMP data with valu
refreshing at the rate of the polling rate that get. To change the SNMP t:
edit the DataSource prope of the process point.

1.8 SNMP Service

Microsoft provides arSNMP Serviceon Windows Operating system (XP &
later versions). This servicenables SNMP messages and is the sending se
In order to use this service, you should first makee that it is installed. If tF
savice is installed, you should see the SNMP serincthe services manager.
you do not see it in the services manager, youadainthe service by going to t
Control Pane> Programs and Features window, and click on the Wimmdows
Features on or f link. Dependng on your operating system, what you will

next will be different. Regardless of the operataygtem, in the end, you want
make sure that in the features list, you place eckimark next to the SNM

ICONICS, Inc 1-11
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feature or SNMP Server optic You should do this foevery machine you expe
to provide you with SNMP da

Once you have installed the service, you shouldkclre the service manager
make sure thahe serviceis turned ONproperly. In the services manager, br
up the properties f the SNMP Service. On th8ecurity tab of the servic
properties,shown inFigure 1.11 set the community allowed to request SN
data from this SNMP hc and list the SNMP hosts and SNMP manager
systems that can send SNMP requests to this SNMEB Ror demonstratior
purpcses, you can set the communitypublic and then allow incoming packe
from either any host or the hosts you spec

SMNIMP Service Properties (Local Computer) |
]

~ PR S Y o i
| iaenerai | Log Un | Recovery |

T | N _ 1
ent | iraps | =SS ¥ | Uependencies |

Accepted community names

Community Rights

public READONLY

Edi.. | | Femove |

= | = B 1 .
OR | | ©Cancei | Appiy

Figure 1.11 - The Security tab of the SNMP Service
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Lab 1: Machine SNMP Data

Lab: Machine SNMP

Data

1.1 Lab Overview

icTonics would like to take advantage of SNMP tonitar the computers that
they are using to run their plants. This will alltkvem to see immediately if the
monitoring computers are malfunctioning. In thisctgm, we will setup the
Windows SNMP Service to allow icTonics to monitdreir computer status.
Furthermore, we will create a display for themhow the SNMP data.

Estimated time to complete this lab: 20 minutes

1.1.1 Task Checklist

In this lab, you will complete the following tasks:

Create a configuration database for SNMP configomat

Check whether your SNMP service is running and @rgpconfigured in
order to access your local SNMP objects

Discover the network neighborhood

Create SNMP tag out of SNMP object

Connect to your new SNMP tag via GraphWorX64

1.1.2 Support Files

You do not need any support files to complete ldtis

1.2 SNMP Service

Before we can monitor the machine status, we must on and configure the
SNMP service. This will allow us to monitor SNMPjetts on the local machine.

ICONICS, Inc
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1. Bring up the Services Manager. You can do thisubhothe Administrativi
Tools menu or use the Task Manager’s Service.

2. Find the SNMP Service in the list and open it®roperties window by
doubleelicking on it.

£}, Services (Local)

SNMP Service Mame & | Description | Status I Startup Type | LogOn As | :l
| 5 Smart Card Removal Policy Allows the .. Manual Local System
Stop the SE""-‘iCE_ ‘u SNMP Service Enables Si...  Started Automatic Local System
Restart the service < BNMP Trap Receives .. Manual Local Service
;I Software Licensing Enables th,.,. Started Automatic MNetwork 5... ;I

" Extended A Standard 7

Figure L1.1 - SNMP Service
3. Select the Security tab in the SNMP Service Praggevtindow.

4. Click on theAdd button in the Accepted Community names. In the SP
Service Configuration window, select READ ONLY fdne Comnunity
rights and type ilpublic for the community name.

SNMP Service Configuration x|
Community rights: -m
|READ ONLY |

Cancel
Community Name:; Ll
Il:'ubhc

Figure L1.2 - SNMP Service Configuration

5. Click on Add when you are don&elect the option to Accept SNMP pack
from any host. Your security tab should look simtaFigurelL1.3.

SMMF Service Froperties (Locai Computer] |

| General | Log On | Recovery | Agent | Traps | Security | Dapendanciesi

[¥] Send awthentication trap

S
Aocepted commiunity names

Community Rights
public READ ONLY

Add... ] [ Edit... ] [ Remaove

@ Accept SNMP packets from any host
() Accept SNMP packets from these hosts

Leam more about SHMP

Figure L1.3 - The Security Tab of the SNMP Service
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6. Click on OK and Start the SNMP servicavhen you are done configuri.
You should see Started in the Status column of#rgices Manage

1.3 SNMP Configuration

First, you need to open SNMP configuration interface ideorto configure you
SNMP tagsWe will also add SNMP tags to our new configuratiiatabas:

1. Open Workbench by going Start > Programs - ICONICS GENESIS64
- Workbench.

2. Select theSNMP * button in the bolbar to open the configuration interfe

3. In the ProjecExplorer on the left pane, right-click on tleealhost and select
New Database.

Project Explarer - (15 Applications)

.

b |/
SNMP

| 25 Mewe Database..,

Attach Database..,

Ty
J Refresh
Refresh Parent

Figure L1.4 - Create New Database

4. Follow theSNMP — SQL Create Database Wizargdwhich opens, and cree
a new database calleMy Databasein the default SQL server witho
changing any of the predefined settings. When ynoisif the proces, you
should have two databases in the Project Exp

Project Explorer - (15 Applications)

-

< |/
SNMP

= ¢ RS
[ Snmp (Bctive)
|:ﬂ Py Databasze

Figure L1.5 - My Database Created
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5. Notice the different symbols over the two databases. Tieerg play like
symbol means that the database is currently rethe SNMP service as tt
source of configuration. Make yc new configuration active by rig-clicking
on the database and seleciMake Active

6. ExpandMy Database tree and double click oBNMP item. The Network
Explorer will open ii the right pane similarly to Figure L1.6.

Discovery Settings

|A‘|A|

bretMask: | 255 . 155 . 255

Snmp Data

A TrendWarEbe

A MarmiSorkE4

o Eartheons

Figure L1.6 - Network Explorer Setting

7. If you know the IP address of your machine you may put it in théwek
field and clickon theExplore button. If you do not knoywou should firs
change theDiscovery type to Single IP and set the IFdress to 127.0.0.:
which is localhos.

8. The Explore button will ope the SNMP Explorer, where you can browse
accessible SNMP objects within range you specified in Network Explol
setting. We will select our machi's IP address and drill down iso = org
- dod - internet & mgmt = mib-2 - systemto seethe SNMP objects
exposed by our syste as shown in Figure L1.7.
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Snmp Explarer

74 172160110 - Did Fulid Synlas Access Value
5 org 20 1.361.21.1.20 Read 136141
7 dod || swsUpTime a0 1.361.21.1.30 TimeTicks | Read 0011188
) internet 5
z '"_arr';:mt seContact |40 136121140 | Octets Readwiitz
LB mb2 syshame 5.0 136121160 | Octets Readwiite | T20-PC
n| sypsLocation B0 1.361.21.1.60 Octets Readwirite
terfaces
spsServices 70 136121170 Int Read 7B
- iemp
- top
E- [ udp -

Figure L1.7 - SNMP Objects Exposed by the System in SNMP Explar

9. Selectall of the object by holding down the Shift or Control K and right-
click to select th Add option.

10.0nce yousee all of the tags entered in the upper part@fNMP Exploere
click onOK to add the tags and close the expl

11.You will be prompted tcrefresh the treedrause of database change. S¢
Yesto continue

12.You should now see all your new SNMP tags under 8Ndvid the name «
your node in the Project Explor

1.4 SNMP tags in GraphWorXx64

ICONICS, Inc

When you have configured your SNMP tags, you caessthem from ICONIC
applications.

1. Open aGraphWorX64 display and apply the icTonics template to t
display.

2. Save the display as “icTonicsMachineStatist

3. Click on the Dynamictab of the ribbon and select tReocess Poin button
in the Text Objects secti. Click on the design surface to place the prou
point. TheData Browser appears.

4. Navigate to thdollowing node in the Data Browser going toOPC Servers
- My Server - SNMP - Your Node
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|"_\_3 Data Browser IFI@
OPCUA | Global Aliases | Language Aliases | Language Conversions | Simulation | Expression | Local dliases |
@_@v A - M MyServer ~ GSNMP - 1721B0118 - B spsUpTine - A |:| Search |F|
Crganize B Tabs ¥ Filtering Grouping Elﬁ'rid Columns
[Shorteuts  #|[HE6rid (@ Mesh (F@Monitor v
I Homne H Display Name Type Reference Attributes

K OPC Servers

B OPC UA Servers @ sysLocation  DataltemType Organizes R |W

# sysObjectlD  DataltemType Organizes R

B Simulation
W Historical Data » sysUpTime DatalternType Organizes R
L R sysSersdices DatalternType Organizes R
#i sysMame DatalternType Organizes R W
H8 sysDescr DatalternType Organizes R

@ sysContact  DatalternType Organizes R |W

[ Ok ][ LCancel ” Help

Figure L1.8 - Select SNMP Tag

5. Select the sysName 1 and click onOK. You should be back in the displ
now. You may want to resize the process |

6. Add a text label to the left of the process pomd &ype in the text “Machine
Name:”

7. Repeat step3-6 to add other information. Your display should lolke
Figure L1.9when you are don

\Wednesday, October 29, 2008 12:15 PM

[ ! f )
Machine Name: ICOTRAINING
System has been running for:  1,2:3:17.3
System is running: ]6  Services

System description:

Hardware: AMDGE4 Family 15 Model 75 Stepping 2 AT/AT
COMPATIBELE - Scftware: Windows Version 8.0 (Build 6001
Multiprocessor Free)

Figure L1.9 - Finished Display in Runtime

8. When you switch the GraphWorX64 display irruntime, you will see the
SNMP data.
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SNMP Review R1

1.1 Objectives Review

After completing this chapter, you should know htow

* Setup the SNMP configuration

* Assign an SNMP tag as the Data Source for a process
* Make use of a MIB files

* How to setup SNMP service

1.2 Summary

SNMP (Simple Network Management Protocol) is a eystof network
broadcasts that provides information on devices apstems. SNMP is an
Application Layer Protocol that is comprised of etwmork management system
(NMSs), a database scheme that maps the SNMPdala&ndor information, and
discoverable data objects with local agents suclsyatems, routers, disks in
storage devices, and many other entities.

The SNMP data from a device comes in a standamt thiat is created by a
vendor as part of a MIB (Management Information dasSNMP defines a
standard hierarchy and it is up to the vendor tolé@ment the data that is exposed
on the objects stored on the device. Each deviseahaobject identifier (OID)
that uniquely maps to each entry in a specific weisdIB.

You can assign SNMP data to process points in G¥apK64. In order to do this,
you must first use the Network Explorer utility $elect the SNMP objects that
you are interested in from the Device node of thNME service. Those tags are
then available for assignment to the DataSourceesty through the Data
Browser.
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1.3 Terms
Agent Managed Device MIB
NMS OID Network Explorer
SNMP Trap

1.4 Test Your Knowledge

R1-2

In this chapter, we described how to configure SNafe display that data in a
GraphWorX64 display. You should be able to ansWwerquestions below.

1. Which of the following ismotan SNMP command?

TRAP
READ
WRITE
UPDATE

oo op

2. When you add an SNMP tag to the Device node inSIN®P configurator,
how do you show the position in the MIB file thhettag occupies?

a. Use the Device checkbox on the Rebuild form anceséf the view after
you select the tag.

b. Use the Rebuild MIB Tree checkbox on the Devicenf@nd refresh the
view after you select the tag.

c. Click the MIB button in the Navigation tree.

d. None of the above.

3. True or False: You can connect to SNMP tags fromertiICONICS
applications?

4. For what can you use SNMP?

a. Managing the network

b. Performing Supervisory Control and Data Acquisiti®@CADA through
OPC)

c. Accessing PLC controls over Ethernet

d. All of the above

5. True or False: SNMP Service have to be runningteive SNMP data from
other machines?
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Glossary

Agentis a small network-management software modulertdgatles in &anaged Devic¢hat
collects and stores information.

Managed Devices a device that responds to SNMP requests anelsstiata in aGNMP MIB
format.

MIB stands for Management Information Base, whichseadard schema for organizing
SNMP data. Each vendor implements its own MIB.

NMS stands for Network Management System, which favare that can browse the network
for SNMP devices, view SNMP data, and change dgwacameters using SNMP commands.

Network Exploreris an SNMP browser utility that defines the daganf exposed; it is sent by a
managed device to &MS

OID stands for Object Identifier, which is a uniqueleahat defines the SNMP data being
exposed. It is sent by a managed device tNMS

SNMP stands for Simple Network Management Protocol cWig a protocol for viewing and
managing device information.

Trap is an alarm or message that is sent by a devecENMP messages.
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Answers

Answers

Questions 3 5 10
Chapters
Chapter 1 True False
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