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Description: Guide for setting up WebHMI Server Redundancy
via Network Load Balancing

OS Requirement: Windows Server 2003 or 2008

General Requirement: GENESIS32 V9 installed, Network
Load Balancing installed on Windows

I ntroduction

ICONICS provides Redundancy for Genesis32 serveiubes
via DataWorX32 Professional edition. You may coufgya set
of servers as a node pair to act as a Primary aBdcandary
Server. The Genesis32 Clients like GraphWorX32
AlarmWorX32 and TrendWorX32 will automatically swit
from Primary to Secondary server in case of Prinfarlure.
Users also wanted to have similar functionality ¥WebHMI
Server application. WebHMI Server uses I1IS (Intérne
Information Services) from Microsoft Windows to pide Web
Services. Users can install WebHMI Server on béthimary
and Secondary server, but need to manually swhehWeb
address from Primary to Secondary, in case ofriailu

This app note provides a method to automaticalligcéwirom
Primary WebHMI Server to Secondary WebHMI Servea vi
Network Load Balancing.

Microsoft Windows Server 2003/2008 comes with aditiahal
networking feature called Network Load BalancingLB).
Using this NLB, you can automatically switch the Wserver
from Primary to Secondary. NLB is not availableWwmdows 7,
XP or Vista.

http:A#192.168.0.150/webhmifsamplesfindesx. htm
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Figure 1 - Network Load Balancing

NLB on Windows 2003/2008 server creates a uniqaeeshl|P

for multiple computers. The group of computers ibBNis

called a cluster and each computer is called a hoshe above
diagram there are two hosts with IP 192.168.0.11@ a
192.168.0.120. The NLB cluster has an IP 192.16B@®.
WebHMI client computers will access the server gsthe
cluster IP address (192.168.0.150). Both hosts Idhbave
identical copies of the WebHMI installation; howevthe
published displays may have different html refeesnc

Configuring Network Load Management

In this example we will use Windows 2003 server to
demonstrate the NLB configuration. Server 2008 iregu
similar configuration but the configuration stems the NLB
wizard are slightly different.

1. Open the NLB manager by going to StaxtControl Panel
- Administrative Tools > Network Load Balancing
Manager.

2. From the NLB Manager right click in the tree viewm o
Network Load Balancing Clusters and seld@detv Cluster”.
Enter the IP address you would like to use for yduster.

E;Nttvmrk Load Balancing Manager il -0 5]
File Clustsr Host  Options  Help
T e T
5 g [Network | 1 morfigurston for all knawn NLB clusters
Connect toExisting FC0 | Cluster IP scieess | Cluster 1P subnst mas
P
Cluster Parameters i
= Cluster IR configuration
IP address: 192.168. 0 .150
Subnst mask: R ]
FullIntemet name: cluster.domain.com
Network address: 01005 700.35

 Uricast  * Mulicast ¥ IGMP multicast
LogEntry | Date [ Time |

ooo1 5112007 11:53:27 AM

Cluster gperation madk
[y B3 | 1 (
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Remate password

Lonfim password

Bk | Hewt > I Cancel Help

Figure 2 - Specifying the Cluster Properties

3. Press the Next button until you reach the Host estre

(skipping Additional cluster IP addresses and FFiters).
Enter the primary Host IP address.
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Figure 3 - Host Dialog

Press Next and enter the priority in the Host Patam
screen. Set priority to 1 for the primary servelickCfinish

to end. At this point you have created a clustethva

primary host.
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Figure4 - Host Parameters

INDOWS' sy stem 32}

Microsoft Windows [Uersion 5.2.37981]
<G} Copyright 1985-2883 Microsoft Corp.

D:\Docunents and Settings\idninistrator>ipeont iy

Windows IP Configuration

Ethernet adapter Local Awvea Connection!

pecific DNS Suffix . :
Z 5 -168.08.158

D:\Docunents and Settings\Adninistratond_

Figure5 - | pconfig of the Host

The Network Properties screen will now have an tamithl
service for NLB as shown below.
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Figure 6 - Network Properties

5. Right click on the newly created cluster in the

NLB

Manager and selectAtld Host to Clustérto add the

secondary server as additional host with priority 2

The screen below shows the final configuration @BNwith

two hosts working as a single cluster.

You will notice that the Host’s IP address will dge to the
cluster IP (You may want to verify this using tipeonfig -all
command on the host computer).

[F:_Network Load Balancing Manager i =loix]
luster Host Qptions  Help
£ g Network Load Balancing Clusters Host configueation information for hosts in chister chister domaincom [132.165.0,150)
7 chuster.domaincom {1S2168.00150) | oot 1eiface) | Status | Dedicaled P addiess | Dedicaled IP subnet 1
F=} CELLZK3(Local Area Cannection)
B compaczionitonsl Ares Connectior: I DELLKAlLosal Area Connect. Converged  192.1B8.0.110 56,.255.255.0
E= COMPADZI00Local Area Lo Comwerged  192168.0120 255,255, 255.0
4 12| | i)
Log Entry | Date | Time: | Cluster | Host | Deseription -]
ooo1 Bf11{2007 10013134 AM NLE Manager session started =l
0002 G/LL/2007  1D:1SA47AM  192.168.0..., DELLZKI Beain configuration change
0003 6fL1/2007  10:15:48AM 192.168.0.... DELLZK3 wWaiting For pending aperation 3 -
< | o
%

Figure7 - Cluster with Two Hosts
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Additional Settingsfor Redundant Servers

There is no additional configuration required ordumdant
GENESIS32 servers for WebHMI NLB. For detailed stem
how to configure GENESIS32 Node Pair Redundancgrref
Redundancy application notes and help documentation

The GENESIS32 application can be combined with WdébH
Server as shown in Figure 1, OR may be separatm fro
WebHMI NLB cluster as shown in Figure 9. Note tliais
mandatory to install GENESIS32 prior to WebHMI Sarv
installation.

= e
GEMESIS 37 GEMESIS 32

WebHMI

£ ]

PRIMARY NLB WebServer

SECONDARY NLBE WebhServer

Figure 8 - Combining GENESI S32 and WebHM | with NLB

Configuring the WebHMI Server

If you are also using DataWorX32 Professional Reduncy
with your NLB cluster follow the steps below.

1. On the WebHMI server all displays should be confégu
similar to the configuration of GENESIS32 Browsedes
using redundancy. This means the displays shaié to
Primary Server Node for all OPC communication.
DataWorxX32 Professional Redundancy will switch the
communication to Secondary server when required.

2. Follow standard publishing procedure for each loid3l
server using URL reference éfost |P address of each
server (not the cluster IP address).

3. Modify the WebHMI Client GenBroker file to include
Node Pair setting as you would do for DataWorX32
Professional Redundancy.

4. WebHMI clients should access the web pages usieg th
cluster’'s IP address. In our example above, tddress
would be:

http://192.168.0.150/webhmi/index.htm

2§ main - Microsoft Internet Explarer L
Ble Edt Vew Faverites ook Help ‘3}'
(3 Back -

3| D search - Favorites 4 ‘ G i B )'

Elows (L s

Figure9 - Viewing a WebHM | Page Using the Cluster |P Address

If both servers are online, the WebHMI client wibbnnect to
the primary server with all OPC data coming frore #ictive
GENESIS32 Server. If the Primary server fails thebAMI
clients will switch the data reference to the seleoy server.

NOTE: After implementing NLB on WebHMI servers you caill s
connect to the Host IP address or node name tessdtebHMI
pages, but you will not be taking advantage ofNh& functionality.
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