Description: Guide to using memory dump utilities to help
debug applications.

OS Requirement: Win 2000, XP Pro, Server 2003, Vista,
Server 2008, Windows 7

General Requirement: N/A

Introduction

In some special scenarios, it may happen that software does not
perform as one would expect. This may include malfunctions,
software crashes and other unwanted behavior.

These problems are often the results of incompatibilities or
configuration issues. Sometimes, these problems are difficult to
reproduce in ICONICS controlled environment, being able to
collect as much information as possible is a necessary to resolve
the problem and get everything up and running.

Several tools are useful in debugging an application; the
Performance Monitor and ICONICS TraceWorX32are amongst
many of the tools. In this Application Note, we will introduce
two useful tools called Dr. Watson and User Mode Process
Dumper, which allows taking a snapshot of an application
memory so that an engineer can look into these logs to isolate an
issue.

Dr. Watson

Dr. Watson is a built-in Windows utility, available in Windows
XP and Windows 2003 Server. Dr. Watson needs to be properly
setup and initialized on the machine having problems to
generate a useful dump and log file.

1. Go to Start > Run, type “drwtsn32 -i” (without quotes) and
click OK to initial the Dr. Watson tool.
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Figure 1 - Initial Dr. Watson Tool as Default

2. Goto Start = Run again, type “drwtsn32” (without quotes),
and click OK to open Dr. Watson configurator

3. In the dialog shown in Error! Reference source not
found.2, make sure the log file path and the crash dump
path are locations you can remember and the other options
are set as shown as well.

4. The Visual Notification and the Dump Symbol Table
options are optional. It is recommended that you use the

visual notification so that you know when Dr. Watson is
invoked on a crashed file.

% Dr. Walwon lor Winithoees ﬂll

Loghic Patie  [C:MmehDi_w'atron

Cavach Divanegs |r:'|.1|r|;|"|n|_'lh".-|lnl't'mm thega N I
Sl Cri= [ Biojyes.
Mumiter of Iratnachons: I'IU

Mumber of Eroes To Save: I1|'|

Lrash Uumg [yoe: & Fudl © Mini  HT4 compatible Full
— Optione
Iv Dump Symbol Table

M Dump A1 | hicad Lanbests
[™ Append To Existing Log File
¥ Wiesual Muobficalion

[ Sourd Holification

¥ Creste Crach Dump Fis

Application Eprors

vien | Clex |

ok | Cant | Hen |

Figure 2 - Dr. Watson Dialog

5. Once a crash has occurred, please be sure to send the dump
file and the log file to your support engineer at ICONICS
for further review and analysis.

DrVista (DrWatson on Vista)

Even though Microsoft no longer supplies Dr. Watson with
Vista, there is still a way to create a dump and log file to
developers for diagnosing software problems.

You can download the utility from
http://www.hotcomm.com/ftppub/DrVista.exe. The settings are
the same compared to setting up Dr. Watson.

NOTE: It may happen that Dr. Watson (or Dr. Vista) will not create a
proper memory dump file, or simply will not be supported in some
64bit operating systems. When this happens, we can use another tool
for creating log and dump file. One of them is User Mode Process
Dumper.
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APPLICATIONS NOTE
User Mode Process Dumper

User Mode Process Dumper is a debug utility that Microsoft
distributes to users on its website. You will need to download
and extract this file. As of when this application note was
written, the most recent version is 8.1, which can be
downloaded from the following link:

http://www.microsoft.com/downloads/details.aspx?Familyl
D=E089CA41-6A87-40C8-BF69-
28AC08570B7E&amp;displaylang=en&displaylang=en

The installation is quite straight-forward. The downloaded file
will create a folder containing the installation files for several
platforms; you just need to pick the proper one. Once you have
completed the installation, the Process Dumper will be available
from your Control Panel.

Configuring User Mode Process Dumper

From the graphical user interface of this software, you can
specify which applications you want to generate dump files for
on some specific conditions.
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Figure 3 - The Process Dumper User Interface

For example, in our case we want to create a set of rules to
dump GraphWorX32 memory when there is a problem. You can
use the default rules provided by the Process Dumper, or you
can specify your own. We have decided to customize the rules
to have full control over the process.
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Figure 4 - Configuring Custom Rules for the Gwx32.exe Process

In the above settings, we have selected to put the dump files in a
specific folder and we have chosen to create a memory dump
file whenever an exception occurs. You can customize these and
the other settings in this window. You can also create rules for
other interested processes.

Utilizing User Mode Process Dumper

According to the settings we specified earlier, the Process
Dumper will be able to perform its task automatically whenever
an exception occurs without a direct intervention from the user.

However, you might be interested in getting a memory dump
file at a specific time (i.e. after the software ran for 1 hour, or
maybe just before doing some task). This is possible by
invoking the Process Dumper from the command line.
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C=“ProcessDumperLogs >userdunp gux32 . exe
llzer Mode Process Dumper <Uersion 8.1.2929.5)

Copyright ¢c? Microseoft Corp. All rights reserved.
Dumping process 1388 (Gux32_exe) to
C-ProceszsDumperLogs~Gux32.dmp...

The process was dunped successfully.

C:sProcessDumperLogs >

Figure 5 - Invoking the Process Dumper from Command Line

You might also run the process using the ‘/?” switch to access its
help screen to learn more about how to use it.

C:~ProcessDumperLogs >userdunp ~7

» Mode Process Dumper (Version 8.1.2929.5>

pright {c> Microsoft Corp. All rights reserved.
userdunp —p

Displays a list of punning processes and process IDs.

userdump [-k1 [-w] {ProcessSpec? [{TargetDumpFile>]
umps one Process orF Proce that share an image binary file name.

—k optionally causes proce to be killed after being dumped.

—w optionally includes window information into the dump.

{ProcessSpec> is a decimal or Bx—prefixed hex process ID, or the
base name and extension <no path> of the image file used to create
a process

{TargetDumpFile> is a legal Win32 file specification. If not specified.

dunp files are generated in the current directory using a name
bhased on the image file name.

userdump —m [-k]1 [-w] {ProcessSpec? [{ProcessSpec>...] [-d <TargetDumpPath>]
Same as above, except dumps multiple processes.

—d {TargetDumpPath> supplies the directory vhere the dumps will go.
The default is the current directory.

userdump —g [-k]1 [-w]l [-d <TargetDumpPath>]1
Similar to above, except dumps Win32 GUI apps that appear hang.

userdump —-I [-d {TargetDumpPath>]

To change just in time debugger to UserDump.

This command 11 not actually start UserDump.

If you don’t setup userdump. please copy userdump.exe and dbghelp.dll to xwil
ndirxssystem32:kktools folder.

—d {TargetDumpPath?> supplies the directory where the dumps will go.
The default is a current directory of the target process.

Figure 6 - Process Dumper Command Line Help Screen

Using the Dump Files

The dump files you have collected contain information about the
memory of the process you were monitoring. If the dump was
taken after an exception, the dump file will also contain
information related to that exception.

It will be possible to use some debugging utility, like WinDbg,
to analyze the dump file. By analyzing the dump file an
engineer might be able to understand what happened and why.
For this reason, Dr. Watson (Dr. Vista) and Process Dumper are
valuable tools when debugging a problem.

Considering the low-level nature of this utility, Dr. Watson (Dr.
Vista) and Process Dumper should be used in those cases where
ICONICS TraceWorX32, Event Viewer or the Performance
Monitor are not enough to understand what is happening.

.pdb Files

When you are debugging a problem with Technical Support,
you will be asked to replace the old executable file and copy a
new file with the .pdb extension into the same folder. These

.pdb files, together with the new executable files, contain
additional tracing information. These are not install by default
due to large file sizes.

Example of steps for debugging GraphWorX32 crash with
Technical Support:

1. You will receive a new Gwx32.exe and Gwx32.pdb files.

2. You will replace the old Gwx32.exe file with new ones
(make sure that you make a backup of the old one), and
copy Gwx32.pdb file to the same folder.

3. You will set the Dr.Watson (or other tool) as described
previously.

4. Run the application (in this case GraphWorX32), and wait
for the crash (or exception, or anything that is the problem).

5. Check the Dump File folder to see if a new Log file and a
new memory dump file were created (e.g. drwtsn32.log,
user.dmp )

6. Send all these files (Gwx32.exe, Gwx32.pdb, drwtsn32.log,
user.dmp) to Technical Support (or upload to ftp).

Now, technical support (and a technical engineer) should have
all necessary information, and probably will find the reason for
the crash.
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