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Description: Guide to configure minimum Security Setting for
IE to work with WebHMI.

OS Requirement: Win 2000, XP Pro, Server 2003, Vista,
Server 2008, Windows 7

General Requirement: Installation of GENESIS32 v9.x,
WebHMI v9.x, Internet Explorer 6 and higher

Introduction

Default security seting of IE may block WebHMI A&X or

required component from downloading., resultingssues with
WebHMI client functionality. This Application Notdescribes
the minimum WebHMI Cleint / IE security settingathwill

allow a safe download of ICONICS ActiveX and otludrjects
from WebHMI Server without compromising security.

IE Security Setting for Local Intranet

If WebHMI client is apart of a Local Intranet, thgou should
leve the Internet security setting as default. Yaan set the
Local intranet security to less restrictive.
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Figure 2 — Local Intranet — Custom Security Level
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You can configure the Local Intranet setting te ascustomer
Security Level, making sure that the following optichecked
are enabled:

*  Prompt for Singed ActiveX control

»  Script ActiveX controls Marked Safe for Scripting
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Figure 3 - Customer Security Setting

You will get a promt when connected to WebHMI Srfor
Publisher ICONICS. You may alow these ActiveX eboy
one or or check the Radio button “Always Instaift&are from
ICONICS.

Internet Explorer - Security Warning

Do you want to install this software?
Mame: GenVersion
Publisher: ICONICS

" Always install software from "ICOMICS"

1~ Never install software From "ICONICS"

= Ask me every time

Fewer options Install

Don't Install

while files from the Inkernet can be useful, this file type can potentially harm
wour computer, Cnly install software from publishers you trust, What's the risk?

Figure 4 - Security Warning

NOTE: You will receive the security warning each time ttlient
needs to download a new ActiveX in a published pag@er must be
logged into the WebHMI client machine with admirasive
permissions to download and install thease compen&nce the
components are install, you can log in with a lediuser account to
view pages.
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