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APPLICATIONS NOTE

| August 2004

Description: ICONICS security integration with Saflink
Security Solutions and biometric devices.

OS Requirement: Windows 2000/XP/2003

General Requirement: ICONICS GENESIS32 version
8.0 installed, also Saflink workstation or Enterprise
edition installed with users configured. Using the Saflink
security authentication solution, ICONICS GENESIS32
users are now able to user biometric authentication. This
will eliminate the need to manually type a user name and
password, however a manual login option will still be
available.

Biometric Security Solution

GENESIS32 version 8.0 includes the ability to use
biometric authentication instead of or in conjunction with
manual user names and passwords.

Security server setup

To configure the ICONICS Security server to properly
work with Saflink biometric authentication, perform the
following steps.

1. Open the ICONICS security server. Start 2>
Programs = ICONICS GENESIS-32 - Tools 2>
Security Configurator.

2. Once in the security configurator you will create a
user of modify on that already exists. The user itself
may have any properties that the security systems
administrator desires. There are two mandatory
stipulations that must be met.

a. The ICONICS user must have exactly the same
username and password as the Saflink/Windows
user

b. It is mandatory that each user has a domain
assigned to it, that domain should be set to the
local computer node name.
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Fig. 1 Security server configurator

3. Once the user is created in ICONICS Security

Configurator and the proper rights have been assigned
to that user, biometric login will work. All that needs
to be done is to initiate the ICONICS Security login.

ICONICS Biometric Login 21|
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Fig. 2 Login dialog
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4. At this point once you select the username and the

domain for that user you, press the login and you
should then see some variation of a biometric login
splash. On success you are logged in.
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Fig. 3 Biometric splash
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