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Description: The security server allows you to protect your
SCADA/HMI and WebHMI applications against unauthorized

access.

OS Requirement: The operating system required is Win
XP/2000/NT.

General Requirement:

Working knowledge of Genesis32 and Genesis32 terminology.

Security Server Capabilities

Manage security access for users and groups of users.
Grant or restrict write access to OPC Data Access tags
Grant or restrict access to Display Files (*.gdf)

Grant or restrict access based on time.

Grant or restrict access from specific nodes on the
network.

Allow security to be used for a custom automation
purpose.

Grant or restrict access to application actions such as
Exit Application, Ack Alarms, Add Trend Pens, etc.

Configure Security Server

To configure the Security server, the following steps have to be
completed.

1.

To start the Security Configurator click Start >
Programs > ICONICS GENESIS-32 - Tools >
Security Configurator.

The first time you access Security Configurator, a
blank Security application opens up link figure below.
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Fig.1 ICONICS Security Configurator

Select from the menu File, New. When you are asked
to create the file in Basic mode, choose YES to create a
configuration in Basic Mode. Then save the file as
MySecurity.sec

Click on the New Group icon in the toolbar and add a
group called Administrators, then press OK.

5.

Properties for Group: NEW GROUP _ﬁ

Graup Properties IPDimts | tlamns | Files | Custom| Stations | Time Sheet | Account Palicy |

Group Mame: |ADMIN\STHATDHS

Full M ame: l

Description: I

Fig.2 Add Administrators Group

You may then wish to change the group’s Account
Policy settings as shown in the figure below.

Properties for Group: ADMINSTRATORS g x|

Group Propetics | Points | Files | Custom | Stations | Time Shest  Account Foliy |

Name:  [ADMINSTRATORS

1% awimum Password dge. —— 7 Hirimum Eassword Age
1 Password Never Expires 4 Allow Changes Immediately
C Egpiesin [1 Days © AlowChangesin  [17 pape

% Permit Blank Password Do Not Keep Password History
O Atleast [T Characters

(7T¥ | Hinimurn Passwerd Length — ’—!7 Passuord Unigueness

& Bemember [T Fasswords

7| Password Complesiy
™ Required

7 futo Logout

¥ | Accaunt Lackaut
¥ No Account Lockout
£ llow Account Lockout

Lockeut Atter [1 bad logon attempts

& Never Logout
Reset count after |1_ minutes = 2

O Logoutln [15 minutes
Lockout Duration

© Foreyer funtil admin unlocks] % Logout Password
@ Duration |1 minutes ’V I~ Required
oKk | Ceneel [[amb | Hen |
Fig.3 Account Policy Settings

Click on the New User-icon in the toolbar and add a
user called Administrator. Specify a password that
you will not forget. Add this user to the Group called
Administrators. Also check the Security System
Administrator checkbox and uncheck the Account
Disabled checkbox as shown in Fig. 3.

Properties for User: NEW LISER x|

User Propettes |

User Hame:

Full Hame: |

[BossRia [

Password [
Verfy passward: |

NT Domain:

Group:

I User Must Change Password st Hewt Lagan

I~ Ussr Cannot Changs Passwerd

™ Account Disabled

= fecount Locked Out

¥ Securty System Administrator Preterences..
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Fig. 4 Administrator Settings

Click on the New Group icon in the toolbar in order to
add groups called Engineers, Operators and View
Only

Click on the New User-icon in the toolbar and add a
user called JOHN. Specify the password and group,
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and uncheck the Account Disabled checkbox. Assign ki =
John to be a member of the View Only Group. _J—é S — il
9. To prevent users of View Only group from writing to e e as
OPC Tags, double-Click the View Only group, select L8 oo
the Points tab and configure it to Exclude: * 7 g;;’,;f‘:;\__,m .
3 oo Dirly Do ot
=l | i b i
G.rnu;u:Zperties Points | Alaims | Files | Custom| Stations | Time Sheet | Account Falicy | EE&E :E’ w'“ﬁ:‘:j::f
! = P st
Jiohe ﬁ Pick: St Shares
A TP - [orbstomie
L) I Al
_ S R
oo | Fig. 7 Restrict Access for VIEW ONLY group
[ 14. Try to run GenDemo (from Start > Programs -
ICONICS GENESIS-32 &> Gen32Demo) and you
Texung S should see the Security Violation screen as below.
ok | ceneel | Aph | Hem — = =
Fig. 5 Protecting OPC Tags "‘@ . .
Security Violation
10. To give the View Only group access to a
GraphWorX32 display called AlarmWorX32 PR
GenEvent.gdf, double-click on View Only, select the BN ey
Files tab and add AlarmWorX32 GenEvent.gdf to La o ind
the include list. Delete “*” from Include list.
Logged User List |
x C——
Group Propettes | Peints | alarms Files | Custom | Stalions | Time Sheet | Account Palicy | Load Gustom Display
iﬁ?ﬂfw & Add ‘ ﬂ|
B ] aSuve gliess. | yeen: | Quons. | g vome [yirimn [1otew Sy EFAGT ST 150
Delete Fig. 8 Security Violation screen
o 15. Click on the big center rectangle to bring up the Login
il dialog. Log in as Administrator with his password.
Browse. .
Fig. 6 Provide access to the MainMenu.gdf alone You are not authorized
to view the -
11. In order to give members of the Engineers group write TCONICS Security Login EASiSS g disntav] %]
access, you select its Points tab and configure it to UserNane: [FOVNETRATOR  ¥] K|
Include: * Passord o™ Chiangs Password I
12. Now, configure the permissions for GENESIS32
applications for each user. Click on Edit, Application (s =
Actions to bring up the Actions/Users Associations Fig. 9 Login dialog during runtime
screen. By default each user has full access to
GENESIS32 applications. Start by selecting VIEW 16. Since Administrator has access to all GraphWorX32
ONLY from the Users/Groups list box and remove all screens, you will see the Gen32 Demo. Navigate to the
of the entries from that folder, except GWX32, AlarmWorX32_GenEvent.gdf display.
AWXView32, and TWXView32. 17. Go to Tools > Security Login on the GraphWorX32
13. You can restrict the permissions of the VIEW ONLY screen, and Log out Administrator, Login as John.
group within GraphWorX32 by removing permissions 18. Since John has access to ONLY the
from GWX32, such as Exit Application, GenTray AlarmWorX32 GenEvent.gdf display, he will be able
Autostop, Menu: Exit Runtime, etc. to see the display.
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19. However John will NOT be able to WRITE to the OPC
data Entry filed, since the point will be grayed out like
below. This is because we excluded all points (*) from

Write list for John.
2 3. %0,
Audit Trails - ICONICS GenEvent Server P
00 S it WIS by o S st i S "
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Fig. 10 Security Write protection on Data Entry fields
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