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Description: WebHMI Alarm Report ActiveX Security Settings
for SQL or MSDE databases.

OS Requirement: Windows NT/2000/XP/2003 with IIS
General Requirement: This applications note requires
knowledge of how to use and configure WebHMI, and requires
basic knowledge of the Alarm Report ActiveX.

Overview

When accessing alarm reports from SQL or MSDE databases,
you are always required to provide security authentication
information either in the form of Windows integrated security or
by providing an SQL username and password. When accessing
the same alarm reports via WebHMI there can be extra steps
involved in authenticating users. All configurations for the
Alarm Report ActiveX saved on the IIS Server machine, and
then re-published to HTML to provide WebHMI access.

SQL Authentication Method

The easiest way to configure access to an SQL or MSDE
database is to create one or more user accounts in the SQL
Enterprise Manager and give permission for each user to access
the database. By default, MSDE comes configured with an
account that has access to all databases. This account is:

User Name: sa
Password: <blank>

Since MSDE does not come with an Enterprise Manager, you
will have to use the sa account to access the database.
However, you can connect to your MSDE database through
SQL Enterprise Manager if you have a copy of SQL on the
same network. Note that the copy of SQL and MSDE must be
the same release version (for example, SQL 2000 and MSDE
2000).

1. Open the Alarm Report ActiveX Properties by double-
clicking on the Report ActiveX.

2. Go to the General tab and click on the Connection
Properties button to setup SQL Authentication. Enter the
User Name and Password that you configured in the SQL
Enterprise Manager, or enter the default MSDE “‘sa”
account. Then select the database and table to which you
wish to connect.

B Data Link Properties
Provider  Connection IAdvancedl All |

S pecify the following to connect to SOL Server data:
1. Select or enter a server name:
MY _SQL_SERVER
2. Enter information ta log on ta the server:
€ Use Windows NT Integrated security

j Fefresh |

& Use a specific user name and pazsword;

User name: |sa

Fassword: I
¥ Blank password [ Allow saving passwaord
3. % Select the database on the server:
IAIarmWorX_Examples j
" Altach a database file as a database name:
IAIarmWorX_E:-camples

simg the filemame:

| |

QK. | Cancel | Help |

Fig. 1: Alarm Report ActiveX SQL Authentication

3. Press OK, and then save the display. Publish the display to
HTML again so that you can access the page over
WebHMI.

Test the display over the web to ensure that you have access to
the database.

Windows Authentication Method

The Windows authentication method is potentially more secure
than using SQL authentication, however it is much more
complicated to set up. Follow these steps to setup Windows
authentication over WebHMI:

1. On the IIS Server machine, open the Computer
Management screen from Start—>Settings—> Control
Panel> Administrative Tools> Computer Management.

2. Browse into Services and Applications—> Internet
Information Services> Default Website to find the
MSADC folder. Right-click on the folder and choose
Properties to open the MSADC Properties window.

3. Go to the Directory Security tab of the MSADC
Properties, and press the Edit button for Anonymous
access and authentication control.

4. Configure the Authentication Methods for Integrated
Windows authentication as shown below in Fig. 2.
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Authentication Methods

1 Anonpmous access
Mo uzer name/password required to access this resource.

Brawse... |

Account used for anonymous access:

Uzer name: I

Pazzword: I

= | &llawillS to contral pazaword

 Authenticated access

Foar the following authentication methods, user name and pagzsword
are required when

- ahohyrous access is disabled, or

- access iz resticted using NTFS access contral lists

™| Digest authentization for Windeys domain semvers

I™ Basic authentication [password is sent in clear best)

s |
s |

¥ Integrated Windows authentication

o]

Default domain:

Realm:

Cancel | Help |

Fig. 2 Authentication Methods for Integrated Windows

5. Open the display that contains the Alarm Report ActiveX.
Go to the General tab and click the Connection
Parameters button to configure the connection to the SQL
(or MSDE) database as shown in Fig. 3.

BB Data Link Properties

Praovider Connection |Advanced| All |

Specify the following to connect to SOL Server data:
1. Select or enter a zerver name:
hy_SGL_SERVER
2. Enter information to log on to the server:
& UsgeWindows NT Integrated security

j Fiefrash |

" Use a specific user name and password:

Isenrame: I

Eassmnnd: I
™| Blank pazsond
3 % Select the databaze on the zerver:
|AIarmW'0[><_ExampIes j
" Ahtach a datahase file az a database name:

|AIarrnWor><_Exaranes
simg the filename;

| |

™| &llovwsaving passwond

ak. | Cancel | Help |

Fig. 3 Alarm Report ActiveX Windows Authentication

6. Click OK when finished to return to the ActiveX properties
window. Choose the Web Access tab and check the Access
database over the Internet via Remote Database Agent

checkbox enter the IP address or web address of the IIS
Server, as shown in Fig. 4, and press Apply.

ICONICS AlarmWorX32 Report ActiveX Properties

Summary | Fecord Filtering | Record Sorting I
General I Grid Configuration | Fants I Colunatis I
Chartz Configuration Web Access Reporting

v Access database aver the Intemet via Remate Database Agent
Frimary Internet [nformation Server for BDA
[http:/192.168.1.1

Backup Intemet Infarmation Server for RDA
[http:/4192.168.1.2
[Example: http:# AafebHMI.S omeCompany. com]

|2048

Apply |

Remote Recardzet Page Size [database records]

[ o |

Cancel | Helm |

Fig. 3 Alarm Report Web Access

7. With these settings in place, publish the display to your
WebHMI server.

8. Test the web page by opening it in a web browser on a
WebHMI client. You should be presented with a Windows
login screen as shown below. After entering your NT login
information correctly, the connection to the database should
be established and the alarm report should be displayed in
the browser.

Enter Network Password

Fleaze type your user name and password.

Site: 19216811

User Marne Il

Passwaord I

Damain I
™ Save this passward in vour password list

o]

Cancel

Fig. 5 Windows Login screen for database connection
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