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APPLICATIONS NOTE

Description: How to setup GENESIS components as services.
OS Requirement: Windows XP/2000/NT
General Requirement: GENESIS 7.0

GENESIS32 NT Services Support

The key benefits of running a program as a service are that
services start up automatically without the need for a user to log
in. A good example of this is a web server; IIS on a Windows
PC is a service so that no one must log in for it to start, this is
especially critical in the case of a power failure.

Here is a list of GENESIS32 components that can be run as NT
Services:
¢ GenRegistararServer (Installed as a service by
default)
GenBroker
Secure Desktop
AlarmWorX32 Server
AlarmWorX32 Logger
AlarmWorX32 Multimedia Server
TrendWorX32 SQL Logging Server

Every service has the capability of being started automatically
(as in the case of IIS), or it can be started on demand
(manually). If one wanted the AlarmWorX32 logger running as
long as the PC was on for example, then one would elect to
make the AlarmWorX32 logger an automatic service.

Turning one of the above listed components into a service and
configuring it as either automatic or not is as simple as turning
on GenTray and configuring them from there. All you have to
do is select the component that you want to make a service (or
stop being a service) from GenTray and select the option that
says "NT Service".
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To make a service more fault tolerant, in Windows 2000 you
can make a service restart itself on failure. You do this by going
to Start —> Settings —> Control Panel -> Administrative
Tools => Services and then you double click on the service you
want to edit. Once in the properties of the service, go to the
"Recovery" tab and set the service to restart on failure.

Distributed Transaction Coordinator Properkies e d |

Generall Log On  Recovery | Dependencies

Select the computer's responze if thiz zervice Fails.

Firat failure: IHestart the Service

Lef Lo

Second failure: I Restart the Service

Restart the Servi

Subsequent failures:

Reszet faill count after;

|1 minutes

Festart service after:

B file
Eiles

I Browsze,.. |

LEammand line parameters:

I™ | Append fail count to end|of command line [4fail=215]

Eestart Computer Options... |

0k I Cancel | Apply |

NT Services Security Context

Please note that by default all services run under the security
context of "System". If you need a service to run under a
different security context you must go into the Services control
and change who you want the service to run as. You may have
to do this if you want to use the AlarmWorX32 Logger to log
alarms from an AlarmWorX32 server somewhere else on the
network. The logging computer's "System" account may not
have permissions on a computer across the network to start the
AlarmWorX32 server, so it must run under a security context
that does have permission to start that server.

To change the security context of a service, you have to go Start
-> Settings —> Control Panel -> Administrative Tools ->
Services and then double click on the service you want to
change. Once in the properties of the service, click on the "Log
On" tab. In there you can specify a specific account for the
Service to run under.
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Distributed Transaction Coordinator Properties (L ed |

General Log On |F|ecovery Dependenciesl

Log an as:

{~ Local System account
¥ | sllow service ta interact with deskiop

IDDmain\IEDNIESAdmin

Browse... |

{* Thiz account:

Pazzword:

Ixxxxxxxxxxxxxxx

Ixxxxxxxxxxxxxxx

LCaonfirm password:

You can enable or dizable thiz service for the hardware profiles listed below:

Hardware Praofile | Service |
Profile 1 Enabled

Ercbie | Disable |

o]

Cancel | Apply |

If you plan to do a lot of cross-network services it is advised that
you create a network account that has permission to access and
launch all necessary components and services. For example,
one might create an account called “ICONICSAdmin” on their
domain that has access and launch rights to all of their OPC
servers and logging programs. Then in the service properties,
one can specify them to run under the context of this user.

A this point you must also go to Start->Run and type
DCOMCNEFG. In here you must select your OPC servers from

the list and go into their properties.
2]

Applications | Default Properties | Default Securilyl Default F’rotocolsl

Applications:

ICONICS GenLic32 Document ;I
ICOMICS GenRegistrarserver

ICOMICS GenStatistics

ICOMICS GenTray

ICOMICS LangSupClg Document

ICOMICS Language Server

ICOMICS Persistent Trending Document

ICOMICS Seriptwor<32 Engine

ICOMICS Scriptwfor32 Ul
ICOMICS SecureDesktop
ICOMICS Security S

[E |zt L=l

ICOMICS Trendw o< Fepart Application Document
ICOMICS Trendwor<32 Trend Display

ICOMICS Twx32Chg Document

ICOMICS Tw<SCLSvr HDA Server

115 Admin Crypta Extension

115 Adrmin Service

115 WAMREG admin Service ;I

ok Cancel Lpply

In the properties dialog, go to the “Identity” tab and select “This
User” and fill in the information for the specific user.

ICONICS Simulator OPC Server Properties d |

Generall LDcatianI Securty  Identity IEndpDintsI

Which user account do you want bo uze to rwn this application?

" The interactive user

T~ The launching user

i Thiz uzer
Iser: IDomain\ICDNIESAdmin Browse... |
Easswu[d: Ixxxxxxxxxxxxxxx

Ixxxxxxxxxxxxxxx

Caonfirm Pazsword:

() The Spstern Sccount [semvices anly]

ok I Cancel Apply

By following the above steps, one can be sure that all of his
servers and services have the ability to talk to one another.
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