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The security server allows you to protect your SCADA/HMI
and WebHMI applications against unauthorized access.

Security Server Capabilities:

Manage security access for users and groups of users.

Grant or restrict write access to OPC Data Access tags

Grant or restrict access to Display Files (*.gdf)

Grant or restrict access based on time.

Grant or restrict access from specific nodes on the

network.

e Allow security to be used for a custom automation
purpose.

e  Grant or restrict access to application actions such as

Exit Application, Ack Alarms, Add Trend Pens, etc.

Configure Security Server

To configure the Security server, the following steps have to be
completed.

1. To start the Security Configurator click Start,
Programs, ICONICS GENESIS-32, Tools, Security
Configurator

2. The first time you login with an empty user name and
password ICONICS. The challenge number can be
used when you forgot your adminstrator password and
would like to receive a backdoor password from
support@iconics.com

ICONICS Security Server Administrak L il

Enter an Administator uzer name and
password, or leave the user name
blank and enter the default
Administrator passward:

User Mame: ||

xxxxxxx

Pazzwoard: I

Challenge: |?503

Ok I Cancel |

Fig. 1 Administrator Login

3. Select from the menu File, New. When you are asked
to create the file in Basic mode, choose YES to create a
configuration in Basic Mode. Then save the file as
MySecurity.sec

4. Click on the New Group icon in the toolbar and add a
group called Administrators, then press OK.

5.

Group Properties IF'DintsI Files I Customl Stationsl Time Sheetl Aocaunt F'olicyl

Group Mame; IADMINISTH.&TDHS

Full Mame: I

Description: I

Fig.2 Add Administrators Group

You may then wish to change the group’s Account
Policy settings as shown in the figure below.

Properties for Group: ADMINSTRATORS : 5[

Group F‘ropertiesl F‘ointsl Files I Customl Stationsl Time Sheet  Account Policy |

Name:  [ADMINSTRATORS

v | Wamimum Password fge. —— W Finimum Bassword Age
% Password Mever Expires & Allow Changes [mmediately
" Expires In |1 Days  Allaw Changes In |1 Days
¥ Minimunn Password Length —— v Fassiord Unigueness
&+ Permit Blank Pazsword " Do Naot Keep Password History
At Least |1 Characters <" Remember |1 Paszwords
¥ Account Lockout ————————— ¥ | Password Complexity. ———
& No Account Lockout ™ Required

© Allow Sccount Lockoot
—w Suto Logout

Lackaout After I‘I bad lagan attempts
& Mever Logout

Reset count after |1 minutes
¢ Logout In |15 minutes
" Lockout Duration——————————————

—I¥  Logout Password

" Farever [until admin unlocks)]

£ Duration |1 mintes [~ Pequired

QK. | Cancel | Apply I Help |

6.

Fig.3 Account Policy Settings

Click on the New User-icon in the toolbar and add a
user called Administrator. Specify a password that
you will not forget. Add this user to the Group called
Administrators. Also check the Security System
Administrator checkbox and uncheck the Account
Disabled checkbox as shown in Fig. 3.
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Properties for User: NEW USER x|

Lizer Properties |

Uzer Mame: IADMIN
Full Mame: I
Dezcription: I

Passward:

Werify pazsword:

MT Domain: I

Group: ADMINSTRATORS
[~ User Must Change Password at Mest Logon
[ User Cannat Change Password

[ Account Disabled

= fccount Locked Out

¥ Security Spztem Adminiztratar

Preferences. .. |

QK. I Cancel | Apply | Help |

Fig. 4 Administrator Settings

7. Click on the New Group icon in the toolbar in order to
add groups called Engineers, Operators and View
Only

8. Click on the New User-icon in the toolbar and add a
user called JOHN. Specify the password and group,
and uncheck the Account Disabled checkbox. Assign
John to be a member of the View Only Group by
clicking on the View Only group, then click on JOHN
and click the Associate User & Group icon on the
toolbar.

9. To give write protection to all OPC Tags, double-Click
the View Only group, select the Points tab and
configure it to Exclude: *

Properties for Group: YIEW DNLY 5[
Group Properties  Points IFiIes | Euslnml Statinnsl Time Shaatl Account F’nlicyl
Inelude:
fsdd |
Browse...
[elets
Exclude:
add
Browse...
Delete
Test Skring:
I Access Granted
Ok I Cancel | Lpply | Help

Fig. 5 Protecting OPC Tags

10. To give the View Only group access to a
GraphWorX32 display called “mainmenu.gdf”, double-
click on View Only, select the Files tab and add
mainmenu.gdf to the include list.

Properties for Group: DEFAULT il

Group Properties | Paints  Files |Eust0m|Accouano\icy

Include:
I ainkdenu GOF Add |
Maintenu GDF
Browsze. .
[elete
Exclude
Add |
Browse. .
[elete

Fig. 6 Provide access to the MainMenu.gdf

11. In order to give members of the Engineers group write
access, you select its Points tab and configure it to
Include: *

12. Now, configure the permissions for GENESIS-32
applications for each user. Click on Edit, Application
Actions to bring up the Actions/Users Associations
screen. By default each user has full access to
GENESIS-32 applications. Start by selecting VIEW
ONLY from the Users/Groups listbox and remove all
of the entries from that folder, except GWX32,
AWXView32, and TWXView32.

13. You can restrict the permissions of the VIEW ONLY
group within GraphWorX32 by removing permissions
from GWX32, such as Exit Application, GenTray
Autostop, Menu: Exit Runtime, etc.

Achions: ﬂl Users/Groups
0 AwInd32 2] [®-B2 ADMINSTRATORS

[ A w032 £ ENGINEERS

-5 A2 B3 NEW GROUP

- AwixRepoit32 &£ OPERATORS

91 swGw2 51 WIEW OMLY

- Awiview3Z % Babiewd2

-8 Dwn32 -5 Guwa2

1 GenAgent
B0 GenBraker

E Drag Drop Data Sources
E Menu: Change Language
--b GenTray E Menu; Display Back/Forward
¥ Guw2 %4 Menu Help Functions
ﬁ Login E Menu: Hide Layers
--El Mbd=Phone E Menu: Set Scrallbar Visibility

B MobieHH %4 Menu Set Tooltip Visibility

] E Projectiw/ory ¥4 Menu: Zoom Functions

g SertgrBar %4 Pick: Display Back/Fomard
{8 SecureDeskiop %A Pick: Layer ity

[RCTR: e Ly

: - Tw32 E Pick: Set Aliages

TwiBgTrend %4 Pick: Switch Global Aliss Thema
@ Twi=Repart E Pick: Switch Language

+ TwRSEALS v E Tab Load Display

B4 TwiWIEW32 45 TWHVIEW32

Ok I Cancel | Apply

Ll

x|

Fig. 7 Restrict Access for VIEW ONLY group
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Similar to the steps performed for GraphWorX (steps 12 & 13)
you can also protect access to your computer’s Desktop.

14. Click on SecureDesktop in the Actions listbox, click
on ADMINISTRATORS in the Users/Groups listbox
and click on the MOVE button.

15. Add SecureDesktop to the VIEW ONLY. Then
DELETE the Full Desktop action from the
SecureDesktop application within VIEW ONLY.

16. In order for secure desktop to function, the secure
desktop manager needs to be started by using GenTray

Please avoid making any mistakes when trying the Secure
Desktop. In action, your Windows Start button, Ctrl-Alt-Del,
Alt-Tab will not allow any access until a person with the
appropriate security rights (Step 16) is logged in.

ICONICS Security Login 2] x|
Uszer Marne: I-"l"-DM|N j keypad |
Pazzward: I Change Pazzword. .. |

Logln I [Log Dut | gdvancedl Cancel |

Fig. 8 Login dialog during runtime

In order to Login, you can select Tools, Security Login ...
from the menu bar in GraphWorX32 during runtime.
Alternatively you can also start the Login.exe program by
selecting Start, Programs, ICONICS GENESIS-32, Security
Login. If required the login procedure can also be performed
through OLE Automation.
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