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Description: Guide to configuring the machine and the SNMP 4. Double-click on the SNMP Service.
servers to receive SNMP Traps as OPC AE alarms in the

5. Click on the Security tab and select “Accept SNMP packets

AlarmWorX64 Viewer. "
from any host".

General Requirement: SNMP Service installed and running,

SNMP Trap serverinstalled

General | Log On | Recovery | Agent | Traps | Securty | Dependencies

I ntrOd u Ctl on Send authertication trap
SNMP Traps are special events generated by devices that are hecepted communty names
Community Rights

sent over the network. They can be compared to OPC Alarms.
Starting in GENESIS64 version 10.7 we included a special OPC AE
server that receives SNMP Traps and converts them into OPC
Alarms such that they can be visualized in an AlarmWorX64 Add... Edt... Remove
Viewer as well as logged by AlarmWorX64 Logger. In this guide
we will cover the following

cept SNMP pachets from any host
(_) Accept SNMP packets from these hosts

e  Setting Up the Machine to Receive Traps

e Setting Up the SNMP Configuration to Filter SNMP
Traps

e Configuring SNMP Traps and SNMP Variables

e  Creating a Subscription to the SNMP Trap A&E Server

Add... Edit... Remove

s ||

Setting Up the Machine to Receive Traps Figure 2 - SNMP Server Properties

1.  Open the Windows Services control panel and look for the
SNMP Service.

2. If the SNMP Service is not found, go to Control Panel >

Programs and Features = Turn Windows features on or off.

a. In server class operating systems (such as Windows

Server 2008 R2, or Server 2012), go to Features - Add

Features, check “SNMP Services” and follow the wizard

6. If you want, you can also configure the machine to send
traps to itself. You can use the same method to configure
other machines to send traps to the server. Go to the Traps
tab and specify an SNMP community as well as the list of
devices where you want to send the trap.

to install.
. . Gi | | Log On | Rec ent | Traps |5 D denci
b. In workstation class operating systems (such as enerd | Log On | Recovey | Ao sty Depenlendies
Windows 8.1 or Windows 10) check the box "Simple The SNMP Service provides network managemert over TCF/IP
and IP¥/5PX protocols. f traps are reguired, one or mare
NetWOrk Management PrOtOCOI (SNMP)" community names must be specified. Trap destinations may be
. . . host names, IP addresses or IPX addresses.
3. Ifyou justinstalled the SNMP Service, close and reopen the Commenity nare
Services control panel. (A refresh will not be sufficient — the public v Addto lt
Security and Traps tabs mentioned later will not appear o ———
unless the Services control panel is restarted now.) Trap destinations
. Services (Local)
SNMP Service Name . Description Status  StartupType  Log On As
i€, Smart Card Device Enumer... Crestes softwa.. Running  Manual (Trig... Local Syste..
;‘—*th“a"”‘e JSmart Card Removal Palicy  Allows the sys.. Manual Local Sy
Restartthe sendce Enables Simpl... Running _ Automatic _Local Syt
NMP Trap Receives trap ... Disabled Local Service Edt.. Remove
Description: £, Software Protection Enables the do... Automatic (D.. Network S...
z‘::;;‘ai”:ﬂ;xi‘i‘sl"gww \,f?:Spat\a\ Dsta Service This service is .. Manual Local Service
requests to be processed by this G Spot Verfier Verifies potent... Manual (Trig...  Local Syste...
computer, ff this service is stopped, 3,501 Full-text Filter Daemon... Senviceto laun... Running  Manual NT Service...
the computer will be unable to €},50L Server (SQLEXPRESS20... Provides stora.. Running  Automatic Local Syste..
i’:f;ﬁ:r“::y’:xzi!;;TZ‘::"“; €, 50 Server Agent (SOLEXP...  Executes jobs, Disabled Network S.
depend on it will fail to start. \F,EE:SQLSENEIEIDWSEI Provides SQL ... EUTTT? Autematic E‘Dialrijr\:\(E oK Caned 'N)Dh'

Figure 1 - SNMP Service in the Services control pérrr'lrerl

Figure 3 - SNMP Properties: Community
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7. Click OK.

8. Backin the Services control panel, make sure that the SNMP
Trap Service is stopped and disabled. The SNMP uses the
default UDP port 161 for receiving general SNMP messages
and UDP port 162 for receiving SNMP Traps, thus if it's
already used by the Windows SNMP Trap service, the
ICONICS SNMP Trap Server will not be able to receive the
traps.

50 SNMP Service Enables 5im.. Running  Manual
*IShMP Trap Receives tra... Disabled

Figure 4 - Disable the SNMP Trap service

Setting Up the SNMP Configuration to Filter SNMP
Traps

1.  Open Workbench. Expand Data Connectivity > SNMP.
Here you will find a list of networks and for each network a
list of devices. If you want to receive traps from a device you
must add it to the configuration, specifying its IP Address.

Project Explorer

4 [} MyProject (Ver. 01.00.000.00 )
4 Favorites

L5 Assets

»2 Internet of Things

~7 AnalytiX

LAY ¥V W

# Data Connectivity
> © BACnet
» ¥ Databases
b B Modbus
4 Ty SNMP

4 T Networks

4 |.;.o Default Network
P ©PC
b @ PC- Parameters ON
b © PC- WTCS Plugin
b = Printer
»
»
»

@ Printer - Parameters ON
= Router
=h Router - Parameters ON
b @ MIB
.4 Traps

Figure 5 - SNMP Provider in the Project Explorer

2. You can use Explore Network to import the devices
automatically in the configuration. Once the devices are
added to the configuration, double-click on each one of

them. A configuration form will open. Check the “Receive
Traps” checkbox in the “SNMP v2 Settings” section.

SNMP v2 Settings

Read Community: public
Write Community: private
Multiple Get Count: 1 - (These

Receive Traps

Figure 6 - Receive Traps Option

3. If you don't want to set up each device individually, it's
possible to receive traps from all the devices in a network.
In this case double-click on the network. Then select the
“Receive SNMP Traps from all devices in this Network”
checkbox.

SNMP Settings

Network Adapter:

Read Community: = public

SHNMP Version: SHMP v1 -
Timeout: 1,000 < (milliseconds)
SNMP server Port: 161 <
Trap server port: 162 <

This is the Default Network
I Receive SNMP Traps from all devices in this Network I

Figure 7 - Receive SNMP Traps from All Devices in the Network

4. You can create different networks and use them to organize

your devices.

Configuring SNMP Traps and SNMP Variables

Now that we have specified the devices from which we want to
receive the traps we can specify which specific traps we want to
receive. Usually traps are defined in MIB files, which are usually
delivered by the company that produces the SNMP device. It's
possible to import them automatically using the MIB parser.

1. Double-click on the MIB node in the tree. A dialog will
appear. Click on the "Load MIB file” button and select the
MIB files where the traps are defined.

© 2018 ICONICS, Inc.
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MIB Files Loaded Load MIB file Reset MIBE Repository

Module Name ‘ File Name ‘ ‘
RFC1155-5MI DEFAULT
RFC1213-MIB DEFAULT
SNMPvZ-SMI DEFAULT
SNMPV2-TM DEFAULT
SNMPv2-MIB DEFAULT

Figure 8 - MIB Files

2. Traps will be automatically imported in the database. You
can also create your own traps if you don’t have the MIB file.
In this case right click on the “Trap” node and select "Add
Trap”.

[ 4 Traps
D Web se T Add Trap
I Alarms anc &7 Refresh

Historical T £ Refresh Parent

i Bridaing Paste

Figure 9 - Manual Creation of Traps

3. The trap is identified by an OID. The device will send a
message containing the OID, a timestamp, and a list of
variables. The purpose of the SNMP Trap AE Server is to
receive the OID, translate it into a Human Readable name
and add some information such as the severity or a useful
description. In the Trap form it's possible to specify all these
parameters.

authenticationFailure

February 2018

4. If you imported the trap using MIB Files, all the fields will be
automatically filled for you. It's up to you to specify a
different Severity depending on your settings, or to give the
trap a different name, if desired.

5. Along with the basic trap information, the device sends a
list of variables. We can show these variables in the
“Attributes” of the Alarm or Event. It's possible to add
custom Trap Variables by right-clicking on the trap node
and selecting “Add Trap Variable".

S MIB
4 Traps
4+ authenticationFailure
P & coldStar + Add Trap Yariable
b ipxTrapl [ Edit
b ipxTrapC [ Editonanewtab
b linkTew 7% Delete
Figure 11 - Define Custom Trap Variable
NOTE: Trap Variables are automatically imported into the database if
you imported your traps from MIB Files.
6. It's also possible to edit trap variables by double-clicking on

them. The SNMP Trap Variable form will appear.

QA EE ipxCircSysinstance [121-64]

SNMP Settings n
Full QID: 3614123252111

Attribute: Attribute 1

MIB Data ~ n

Name:
Syntax:
Access:

Description:

Figure 12 - Trap Variable Configuration Form
Event Type: Simple Event *
£ull OID: 1361631155 7. Trap Va.rlables are aI'so identified by an OID. It's possible to
_ R customize the OID in the SNMP Data panel. In the same
Severity: 0 - panel, it's possible to specify in which attribute you want to
Description: An authenticationFailure trap signifies put the Trap Variable when a Trap is received. One and only
that is not properly authenticated. Wh . . .
they must also be capable of suppress one Trap Variable is allowed for each numbered Attribute.
8. Inthe MIB Data panel, you can see information coming from
the MIB tree that explains the Trap Variable. The MIB
information is retrieved using the Full OID of the Trap
Figure 10 - Trap Definition Variable.
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Creating a Subscription to the SNMP Trap A&E Server 6.

Now that the configuration is completed, we will try to visualize
traps in AlarmWorX64 Viewer.

1. Open GraphWorX64 and insert a new AlarmWorX64
Viewer control in the display.

2. Double-click on the AlarmWorX64 Viewer to open the
configuration window.

3. Select the grid node in the tree and select the “Source” tab
on the right-hand pane.

Configure your Control

B0 MlamiWorX64 Viewer Status Indicat
E||_:| Tab Source  Appe
- Grid
2 Create/Reme 7.
Real Time 5t

Figure 13 - Alarm Viewer Configuration

4. Create a new Subscription by clicking on the “+” button in
the “Create/Remove Subscriptions” section and choose

Real Time Subscription. Insert a name (such as “Trap 8.
Subscription”).
5. Click on the "Local Alarm Server” and delete it clicking on Q.
— %
the button on the left. Then click on the button

to add a new Event Point. Browse to Data Sources >
SNMP (you can also choose only a specific device) and
press the OK button.

(23t Data Browser O s

Data Poirts  Global Miases Language Miases  Language Conversions

Search: - P D

|v [ My Computer * & Data Connectivity » Ty SNMP | hd

P i Internet of Things
P Analytix
4 g Data Connectivity
(&) BACnet
F  Databases

4

4

P % Modbus
b & OPC Data Access
4

wel OFC UA

P 7l Wieb Services

Figure 14 - The ICONICS SNMP server

To customize the fields available to the viewer, click on "Edit
the fields of the subscription”.

Add/Remove Event Paints

= | |

5
Edit the fields of the subscription

|

Figure 15 - Edit Subscription Fields

A new dialog will appear. Here you can select all the event
server attributes that you need to show the trap variables in
the grid.

NOTE: To log your traps, configure the same subscription in the
AlarmWorX64 Logger.

Once you are done click on OK, then close the configure
dialog by clicking on the “Close” button.

Go into runtime. You will see your traps coming in the
AlarmWorX64 Viewer.
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