AlarmWorX64 Multimedia

Acknowledgment of an Alarm via Email or SMS biwcs

APPLICATION NOTE

Description: Guide to setting up AlarmWorX64 Multimedia
Agents (Email and SMS) with acknowledgment

OS Requirement: Windows 8 x64 (Professional or Enterprise
Edition) /Windows 7 x64 (Professional or Enterprise Edition)
/Windows Server 2012 x64 /Windows Server 2008 R2 x64
/Windows Vista x64 SP2 (Business, Ultimate, or Enterprise Edition)
/Windows Server 2008 x64

General Requirement: AlarmWorX64, AlarmWorX64 Multimedia,
Microsoft Outlook (32-bit edition), Email account, Cell Phone or
Modem.

Introduction

AlarmWorX64 Multimedia is a distributed, enterprise-wide alarm
notification system that delivers real-time alarm information to
the end-users, wherever they may be. The notification messages
are sent to a recipient via Multimedia Agents (such as email,
pager, fax, voice, text-to-speech, phone, software or Ethernet
hardware marquees and more).

The Email and SMS agents send alarm messages to end-users via
modem or email. The recipient can acknowledge the alarms
remotely by using the mobile device or replying to the email.
This application note describes how to setup the Email and SMS
agents to allow acknowledgement. Similar steps can be used for
Skype or Messenger.

PC Setup

Before you begin setting up AlarmWorX64 Multimedia agents
with acknowledgment you need to know how to install
AlarmWorX64 Multimedia correctly.

Email:

During the installation, the default active email agent is SMTP
(outgoing mail only), but if you want to receive alarm
acknowledgment via email you need to select “For use with
Microsoft Outlook” (or Outlook Express) during installation (for
more details look for the application note entitled AlarmWorX64
Multimedia — Which Email Agent is Right for You).

SMS:

For SMS, you need to select the Modem/ISDN carrier and
GSM/PCS during the installation and configure your device
(cellular phone or modem). Please consult the help files or look
for the application note entitled AlarmWorX64 Multimedia - SMS
with a Cellular Phone or AlarmWorX64 Multimedia - SMS with a
Modem.
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Once you have the right email agent or mobile operator /modem
installed and configured, you need an alarm in the AlarmWorX64
Server that will cause the message to be sent out. You can
generate a new alarm or use the ones from the sample
configuration. For more details, please consult the help files or
look for the application note entitled AlarmWorX64 Server -
Quick Start.

Before you begin configuration, please make sure that UAC is
turned off on your computer.

Email Agent Configuration

This example uses the default AlarmWorX64 Server and
AlarmWorX64 Multimedia Configurations. For more details on
how to customize these configurations, please see the
application note titled AlarmWorX64 Multimedia — Quick Start.

You can follow the steps below to configure the Email Agent in
AlarmWorX64 Multimedia Workbench.

1. Open AlarmWorX64 Multimedia Workbench from Start >
Programs - ICONICS - AlarmWorX64 Multimedia >
AlarmWorX64 Multimedia

2. In the tree explorer, expand Localhost > Your Alarm

Configuration - Configurations > Multimedia Agents >

E-mail.

Right-click on E-mail and choose "Edit on New Tab".

4. Click on “General Setting”. For Mail Client Interaction, select
one of the "Acknowledge On" options. Fill out the MAPI
settings accordingly.

General Settings

E-mail

w

—Simple MAPI & Extended MAPI

Mail Client Interaction:

Ack Store Time in Hours: |1 ﬁ

r— Extended MAPI:

Inbox M ame: I

Figure 1 - Email Agent General Settings

NOTE: Remember that SMTP agent does not support
acknowledgement.

5. Click on "OK" to close the General Settings dialog when you
are done.

6. Right-click on the E-mail folder and select "+ Multimedia
Agent Setting”. Name it "Test Email”.
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7. Select "Default Email” as the email template, select
Scheduling and Role as desired, and enter the “Send To"
email address.

8. In order to acknowledge alarms you must enter a number in
the "Acknowledge Code” field.

Acknowledge
pols 1234

7] Send to Alpha-Numeric { Two way Pager Emil

Figure 2 - Email Setting

9. In the tree explorer, expand Configurations - Default >
Email Action Set.

10. Right-click on Email Action Set and select "Edit on New Tab”

11. In the right-hand pane, check the box "Enabled” if it is not
already checked.

NOTE: You may want to change the filter if you plan on testing
this with a different alarm.

12. In the Action Destination column, select your "Test Email”
agent.

13. In the “Stop Actions Condition” section, check the box for
“Acknowledgement Received”. Additionally you can set the
“Actions Loop” settings to repeat the actions.

Test Email Agent settings

To test the Email Agent with acknowledgment we need to create
a simple alarm in the AlarmWorX64 Server using a process point
and modify it to generate the alarm.

1. Go to AlarmWorX64 Server section in Workbench64.
. Locate the "MMXCoreTemp” alarm.
3. Change the OPC Input to

@sim64:Bool.Square(60,0).Value

4. This is a Boolean tag that will change value on its own every
60 seconds. You can modify this value to your liking.

5. Open your mail client.

6. Make sure AlarmWorX64 Server and Multimedia Server are
set to runtime mode.

7. Wait for the alarm to generate and look for the email from
AlarmWorX64 Multimedia.
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8. The two long strings of letters and numbers at the end of
the email is an ID number that uniquely identifies this alarm
message. To acknowledge the alarm, reply to the email with
a message that contains the alarm ID and acknowledgement
code in this format:

2?21D1??
2?1D2?? Ack

For example, if the ID in the email was:

77123456777
77891234577

and the acknowledge code was 1234, you could
acknowledge the alarm by replying with this message:

77123456777
27891234577 1234

9. Watch your AlarmWorX64 Viewer on a GraphWorX64
display to verify that the alarm has actually been
acknowledged.

SMS Agent Configuration

If you already know how to setup an Email agent, the SMS Agent
settings would be similar. You need to have a cellular phone or
any modem prepared and configured. For more details how to
setup modem or cellular phone see the application notes entitled
AlarmWorX64Multimedia -SMS with a Cellular Phone or
AlarmWorX64 Multimedia — SMS with a Modem.

Please follow these steps to allow acknowledgement from the
pager agent. Like the email example, this example uses the
default AlarmWorX64 Server and AlarmWorX64 Multimedia
configurations.

1.  Open AlarmWorX64 Multimedia from Start - Programs >
ICONICS > AlarmWorX64 Multimedia >  AlarmWorX64
Multimedia

2. In the tree explorer, expand Configurations > Multimedia
Agents > Pager/SMS/GSM/TAP

3. Right-click on Pager/SMS/GSM/Tap and select "+
Multimedia Agent Setting”

4. In the new agent setting tab, give it the name "Test SMS".

5. Select the "Default Pager” template and enter your cell
phone or pager number in the Pager Number field. If you
don't have a pager template set up, you will need to create
one of the "Pager” type.
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6. Select "Use GSM/PCS Service” and choose the service
provider for your pager.

7. In order to acknowledge alarms you must enter a number in
the "Acknowledge Code” field.

Pager/SMS/IGSMITAP setings

Pager Number: +£20733641075

Acknowledge Code: 1234

(©) Use GSMIFCS Service:

© Use Madem/ISDN Service: =)

Retry 1 =] timels)
Retry Delay: & 2] sec

Figure 3 - Pager/SMS/GSM/TAP Settings

8. In the tree explorer, click on Configurations = Default, and
create an action set and name it ‘Pager Action Set'.

9. In the right-hand pane, check the box “"Enabled” if it is not
already checked.

10. In the Action Destination column, select your “Test SMS”
agent.

11. In the “Stop Actions Condition” section, check the box for
“Acknowledgement Received”. Additionally you can set the
“Actions Loop” settings to repeat the actions.

12. Run the Multimedia Server and trigger the appropriate
alarm to test.

Test SMS Agent Setting

You will need to follow the steps in the “Test Email Agent
settings” section to create an alarm. Also, follow the steps in the
“SMS Agent Configuration” to set up the Pager/SMS agent. We
will then test acknowledging with the pager agent. You can use
the same tag for the alarm and not use filter to get the same
effect.

1. If you have “Enable SMS Dialog” checked in the pager
General Settings, the MMX Pager SMS Diagnostic Dialog will
appear after you have triggered the alarm.
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MMXPager SMS Diagnostic Dialog

Clase

Services: IHad\omobi\ -GSM [C2)

Nurnber: |+420733541 075

Message: [MMitestDigtal 77377

Received:

Sent: S50 +420603052000;

Status:

Figure 4 — Pager SMS Diagnostic Dialog Window

2. The alarm message will include a number between question
marks. This number is an ID that uniquely identifies the
alarm message. To acknowledge the alarm, reply to the
page with a message that contains the alarm ID and
acknowledgement code in this format:

2?2ID?? Ack

For example, using the ID in the figure above and an
acknowledge code of "1234" you could acknowledge the
alarm by replying with this message:

773?77 1234

3. Watch your AlarmWorX64 Viewer on the GraphWorX64
display or see the status of the alarm from within
AlarmWorX64 Server to verify that the alarm has actually
been acknowledged.
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